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B.I1.1epcTiok

Conpedcedamenv opexomumema DPopyma, cosemuurx Cexpemaps Coseema
beszonacnocmu Poccuiickoii Pedepayuu, dupekmop Uncmumyma npobrem
uHghopmayuonuoti 6ezonachocmu MIY umenu M.B./lomonocosa

BcrynurenbHOe €JI0BO
O nporpamme u 3agavax IX mexxaynapoanoro gopyma
«ITapTHepcTBO rocynapcTa, OM3Heca M IpakIaHCKOTO
o0mecTBa Mpu odecrneYeHNH MeKIYHAPOIHOI
HH(OPMANMOHHOI 0€30MaACHOCTH»

VBaxaemble y4aCTHUKM KOHMepeHLun!

Hamsl n roctioga!

ITpexne Bcero, xotea Obl BbIpa3UTh UCKPEHHIOO MTPU3HATEIbHOCTD
BceM xuteisiM ropona Fapmuin-IlapTeHKkupxeH, 61arogaps paayiino
KOTOPBIX 9KCIIEPTHI B 001aCTH MHGOPMALIMOHHOM 6€30MacHOCTH MHO-
I'MX TOCYyIapCTB MUpa yxKe AEBSTHIA I'oJ MOAPSI MOTYT COOMpaThbes U
o0cyxXnaTh HanboJee akTyaJlbHbIe IIPOOJeMbl 0OeCIIeueHUsI MExXAyHa-
pPOAHOrO MUpa U OE30MacHOCTU B YCJIOBUSIX BO3pacTaHUsl OMACHOCTHU
3JI0HAMEPEHHOTO MCIMOJIb30BaHUSI MHPOPMALIMOHHBIX U KOMMYHUKa-
uuoHHbIXx TexHojoruii (UKT). Btu mauckyccum OyayT mpoXOIuTh B
00CTaHOBKE OMNpeneIeHHOr0 000CTPeHUSI MEXAYHAPOIHBIX OTHOIIIE-
HUI, TIPOM3OIIEAIINX 3a MOCIESAHUIN TOH, YCWICHHUS IMOJUTUYECKOMN
HEeCTaOMJIbHOCTH, 3aTPOHYBILEH W MHMOPMAIITMOHHOE MPOCTPAHCTBO.
CrnoxuBliluecss o06CTOSITENBLCTBA HE YMEHBILIWIN MHTEpeca MeXIyHa-
POIHOTO 3KCIEPTHOTO COOOLIECTBA K MOUCKY B3aUMOIIPUEMIIEMBIX pPe-
LIEHW 1O BOIMPOCaM pa3BUTHUSI MEXIYHAPOIHOIO IpaBa, YKpeIJIeHuUs
MapTHepPCTBa rocylapcTBa, OM3Heca M TpaxkIaHCKOro oOluecTBa ISt
obecrnieueHUsT MeXIyHapoaHOH MHMOPMAaIIMOHHON 6€30MacCHOCTH.

[Mo3UTUBHBINM TOTEHLIMAN HAIIMX AUCKYCCHUI CYIIECTBEHHO BBI-
poc nocie obpaszoBaHMsl 31ech ke B ropojae I'apmuii-ITapreHKupxeH
B 2010 rogy MexayHapoIHOTO HCCJIeI0BAaTEeIbCKOTO KOHCOPLIMyMa.
CoTpynHUUYECTBO 3aMHTEPECOBAHHBIX OpraHu3aluii-uieHoB KoH-
copuuyma 3a Ipolleainee BpeMsl MO3BOJUIO CO31aTh YCIOBUS IS
00beAMHEHUS HAIIMX YCWJIMI B MOATOTOBKE IPEMIOXEHUI IO pas-
JIMYHBIM acIleKTaM O0eCIeYeHMsT MeXIYHApOTHOMH MH(GOPMALIMOHHOM
0€30MacHOCTH.



Ha npenpigyineit Jdecsaroit KoHdpepeHunn KoHcopuuyma B I. AcTa-
He B HOSIOpe MPOIILIOrO rofa YyYaCTHUMKW OOMEHSUIMCh MHEHUSIMU T10
HEKOTOPBIM aKTyaJIbHbIM Hay4HBIM IIpoOjieMaM OOyCTpOMCTBa Kubep-
MPOCTPAHCTBA, BBIACIWINA MIPUOPUTETHBIE TEMbl JATbHEUIIMX UCCIeI0-
BaHUI, KOTOPBIE M COCTABIISIIOT OCHOBY IIporpaMMbl Halero @opyma.

3aBTpa COCTOMTCS OpraHu3allMOHHOE 3aceiaHue OMMHHAILIATON
KoH(pepeHIMn KoHcopiimyma, Ha KOTOPOM HaM MPEeACTOUT OIlpese-
JIUTBCS ¢ TU1aHamu pabotel KoHcopumyma Ha Osnvxkaiiiiee Oyayliiee
(Bpemsi, MecTo U TeMaTtuka). Kpome TOro, cocroutcsi mpueM B opra-
HHU3aII0 HOBBIX YWICHOB. DTO:

Kopnopauust “ZTE” (Kutaiickas HapogHasi Pecnyonuka);

IMIxona npaBa YHuBepcutera Kopé (Pecnyonuka Kopes).

Ha obcyxneHue yyacTHUKOB Halero @opyma BbIHECEHbI Hau-
Oosiee OCTpbie M HEOAHO3HAUHbBIE BOMPOCH (POPMUPOBAHUST CUCTEMBbI
MEXAyHapOoAHOI MH(pOPMALIMOHHONM 0€30IaCHOCTU, CIIOCOOHOM CHU-
3UTh OMAacHOCTh Ucnoab3oBaHuss MKT nisg HapylieHUs MexXAyHapo/I -
HOI'0 MUpa 1 OE30IIaCHOCTU.

Bo-nepBbIX, MpemioxXeHus 1Mo MexaHu3MaM afanTaluu MeXIyHa-
POIHOTO MpaBa K KNOEepMpOCTPaHCTRY.

B pamkax oOcyxneHuss JaHHOIO BOIIpOca Ha <«KPYIJIOM CTOJie»
MpeJarnoJiaraeTcsi 00CyIUTh:

e Mpo0JIEMbl MUPHOIO pa3pelieHuss KuOepKOHMINKTOB;

e MEXIYHApOAHBIN MPABOBOM pexXMM KUOEPIPOCTPAHCTBA, BKIIIOYAsI
MPUHILUTIBI MEXIYHAPOIHBIX OTHOLIEHWI B KMOEPIPOCTPAaHCTBE, Ha-
MpaBJieHUs] aganTaluy MeXIyHapOJHOTO MpaBa KOHGIUKTOB U MEX-
JIyHapOAHOTO TYMaHUTApHOTO MpaBa;

e MEXaHU3Mbl OOBEKTUMBMU3ALMU HAHHBIX O KHOEpPKOH(MIMKTaXx U
aTpuOyum cyObeKTOB KMOEpaTak;

o TIpOOJIEMBI MEXIYHAPOIHOTO TIPABOBOTO 3aKPeIUICHUS] HOBAIIWil B
00JIaCTU MEXIYHapOAHOIo IpaBa KOH(MIMKTOB M MEXIYHApPOIHOIO
TYMaHUTApHOTO TMpaBa MPUMEHUTEbHO K KUOEepIpPOCTPAHCTRY.

ITo moBoay MOUYTH KaXkIOro M3 BBIACIEHHBIX BOIIPOCOB OIMyOJIMKO-
BaHO 3HAYUTEJbHOE KOJUUECTBO pabOT ucciedoBaTesieli, MpeacTaB-
JISTIOIINX pa3Hble HAyYHBIE IITKOJIBI, HO MICKOMOE KOMITPOMHUCCHOE pe-
IIEHWE TaK U He HaiaeHO.

JlaHHOEe OOCTOSTENHCTBO OTYACTU OOBSCHSIETCS TeM, YTO paccma-
TpYBaemMas mpobjeMa Ternephb yxke CBsi3aHa He CTOJIbKO C OTCYTCTBUEM
MOJAXOJA0B K afarnTalyy MeXIAYHapoIHOTO IpaBa K KUOepnpoCTpaH-
CTBY, CKOJIBKO C pa3jIMuMeM B MOIXOAaX, IMpeajaraeMbIX CIelraln-
CcTaMU pa3HBIX cTpaH. Tak, MeXayHapomHasl rpylna CHeluaIucTOB,
pa3pabotaBuiux mo 3akasy llenTpa kubepbe3zonacHoctu HATO Ttak
Ha3biBaeMoe TalZIMHHCKOE PYKOBOJCTBO, M CIELIMAJIMCTBI 3TOTO Xe
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LlenTpa, mMoAroToBMBIIME MOHOrpaduio MO PeKMMY MHUPHOIO Bpe-
MEHU IS AeSTeIbHOCTU TOCYIapCTB B KMOEPIpOCTpaHCTBE, Mpeasia-
raloT, MO CYIIECTBY, OCYIIECTBISITh agallTallui0o Ha OCHOBE JOKTPH-
HAJIbHBIX TPAKTOBOK MPUHIIMIIOB MEXAYHAPOIHOr0 OOBIYHOrO Mpasa.
IIpu 5TOM, TTO-CYIIIECTBY, OHU TIPeIjIaraloT 0TKa3aThCsI OT HEKOTOPHIX
HauOoJiee BaXHbIX, Ha Halll B3MJIsI, MojoxeHuir Ycrasa OOH.

Hanpumep,

e U3MEHUTHb (POPMYIMPOBKY YCIOBUI BO3HMKHOBEHUs IpaBa Iocy-
JapCTB Ha CaMOOOOPOHY;

o pa3mbiTh MoHomouuo Cosera bezonacHoctu OOH Ha neranbHOe
WCIOJIb30BAaHUE CHUJIbI JUIS 00ECTIeYeHUs MEeXIAyHapoAHOro Mupa u
0e30IMacCHOCTH;

e TIPEIOCTaBUTh TFOCYIAApCTBaM ITPABO CaMOCTOSTEIbHO OINPEIesITh
(hakThl HapyllleHUs] MPUHLUIOB W HOPM MEXAYHapOIHOTO IpaBa,
«Ha3HayaTb» BMHOBHOE B 3TOM TOCYIApPCTBO M MPUMEHATH K HEMY
KOHTPMEDHI.

Koe-rme B sgBHOM BHje TIpemiaraercsl HpU3HATH PYKOBOMSIITYIO
posb CIIIA B onpenesieHUd COBPEMEHHOIO MUPOBOIO TOPSIIKA B KM-
OepHpoCTPaHCTBE, KaK TrOCYyIapCcTBa, OOJAdarolero 3HAYUTEIbHBIM
KMOEPIIOTEHIIATIOM.

OueBUAHO, YTO TaKOW MOAXOA Mbl MPU3HATH MPUEMJIEMbIM HE MO-
>keM. MBI TToj1araeM, 4To TIpU BceX 00CTOSITETbCTBAX adanTalis MeXIy-
HapOJIHOIO MpaBa A0KHA COXPAHSITh OCHOBOIIOJIATAIOIYIO POJIb HOPM
u npuHuumoB Ycraa OOH, a Takke yKpeIuisiTh LIEHTPaJIbHOE MECTO
Cogera beszonacHoct OOH B MexaHM3Me NMPUHSATUS PELIEHUI O TIpU-
MEHEHUU U peaiu3allMy CUJIbl B MEXIYHAPOAHbBIX OTHOLLIEHUSIX.

Bbosnee mogpoOHO HallIM MPeACTaBICHUs O KOHTypax MeXAyHapou-
HOTO TPaBOBOro pexuma KMOepHmpocTpaHCTBa OyayT oOO3HAUYEHBI B
COOOIIEHUSIX Ha «KpyIIoM cToie» Nel.

BTopbIM BaxkHBIM HampaBieHUEeM (GOPMUPOBAHUST CUCTEMbI MEX-
JlyHapoaHOW MH(MOPMALIMOHHON 6€30MacHOCTU SIBJISIETCS peau3alms
BO3MOXHBIX MHMIHUATUB 1O MOBBIIICHUIO MHGMOPMALIMOHHONI 0e30-
MACHOCTU KPUTUYECKU BaXKHBIX MH@PacTpyKTyp. OOCYXIEHUIO 3TOM
MpoOJIeMbl OYAET MOCBSILIEH «KPYIJIbIA cTOI» No2.

B pamkax ero paGoThl mpennojaraercsi pacCMOTPETb BOIIPOCHI:

e JIyYIIMX TPakTUK B (OPMUPOBAHUU CHUCTEM HH(POPMaIIMOHHOMN
0e30IMacCHOCTH KPUTUYECKU BaXKHBIX OOBEKTOB;

e CO3JaHUS MEXIYHAPOIHBIX M HALIMOHAJbHBIX PErJIAMEHTOB U CTaH-
JapToB obecrneuyeHUsT MH(POPMaLIMOHHOI 0e30MacHOCTU KPUTUYECKU
BaXXHBIX OOBEKTOB;

o (opMUPOBAHUS MEXIYHAPOAHOM CHUCTEMBbI obecrieueHuss MHGOp-
MallMOHHOI 6€30MaCHOCTU KPUTUYECKU BaxKHBIX OOBEKTOB,;
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e OpraHuzauuu obMeHa HH@oOpMalveil 00 MHIMIACHTAaX Ha KPUTU-
YeCcKM BaXHBIX o0bekTax, B3ammojeiictBusg CERT-oB B KOHTeKcTe
BBICTpauBaHUSI MepP YKPEIUIEHUST JOBEPUSI.

HexkoTtopbie 13 BbIIEIEHHBIX BOIPOCOB YK€ UIMTEIbHOE BpeMms
SIBJITIOTCST TIPEAMETOM MCCIEAOBAHUS YIEHBIX U CIEIIHAINCTOB. Ipy-
rue — ellie TOJbKO HauMHAIOT MpUBJIEKaTh K ceOe BHUMaHUeE.

B n1aHHOM KOHTEKCTe XOTeJoCh Obl 3aTPOHYTh MPOOJIEMY UIEHTU-
¢uKamy 00BbEKTOB KNOESPIIPOCTPAHCTBA, 3alIUIIaeMbIX MEXKIYHAPO/I -
HBIM TyMaHUTapHbIM MpaBoM. OueBUIHO, YTO Oe3 pelleHUus] JaHHOU
Mpo0JIeMbl TPYIHO PACCUUTHIBATh HA peajibHbI ycreX B MPUMMEeHEHUN
COOTBETCTBYIOIIMX HOPM MEXIYHApOIHOTO TyMaHWTApHOTO IIpaBa.
Tak, IMpunoxenue 1 Kk JJonogHUTEIBHOMY MPOTOKOJY K ?KeHEeBCKUM
KOHBEHLIMSIM oT 12 aBrycta 1949 roma nmojHOCTbIO MOCBSIIEHO TTPaBU-
JIaM, KacalolIuMcs OITo3HaBaHWs. Bumumo, mpuMeHeHUe HOPM JTaH-
Horo IIpoTokoia K ycaoBUSIM KUOEpHPOCTpPaHCTBA TaKXKe IMOTpPeOyeT
OTIEJLHOIO TPUIOXEHMS, TMOCBSILIEHHOTO MpaBUjaM OIO3HAaBaHMS
3alUIIAEMbBIX OOBEKTOB.

CroxHol mpobyieMoit MoKa, KakK HaM KaxeTcsl, He UMelolleit mpu-
eMJIEMOT'O PELIEHMSI, SIBISIETCS TTOATOTOBKA OObEKTUBHBIX IOPUANYECKHU
3HAYMMBIX JTOKYMEHTOB IT0 (baKTaM HapyIIeHWs HOPM MEXIyHapomd-
HOro mpaBa B KUOepmpocTpaHCTBe. MBI HajeeMcsl, UTO B Xolie paboThI
«KPYIJIOTO CTOJa» OYyAyT BbICKa3aHbl WAEU, IO3BOJISIOLINE OObEIM-
HUTb YCUJINS BCEX 3aMHTEPECOBAHHBIX CTOPOH B JAaHHOM 00JIaCTH.

Tpetbeil BaxxHOI MpobJeMOii, BRIHECEHHOI Ha O0CYXIEeHUE yJacT-
HukoB PopyMma, gBjsercs obecrieueHUe CTAOMIbLHOCTU, YCTOMYMBO-
ctu u Oe3omacHoctu cetu MHTepHer. HekoTophie opuamyeckue u
TeXHUYECKHUE acCIeKThl JaHHON MpoOyeMbl OyayT oOCYXIEHbI B paM-
Kax paboThl «kKpyrjoro croia» Ne3. K yuciy 3ariaHMpOBaHHBIX TeM
OTHECEHBI CJIeIyIOIIINe:

e TIOJUTHUYECKHUE, MPABOBbIE, OPTaHMU3ALIMOHHbIE 1 YKOHOMUYECKIE
MpoOJeMbl OOECTieYeHUs] 0€30MacHOCTU, YCTOWUYMBOCTA U CTaOUJIb-
HOCTHU MH(PacTpyKTyphl TJ100aibHOU ceTu MHTepHET;

e TEXHUYECKHE CTAaHIApThl U TpeOoBaHUs obOecrieueHus: 6e30IacHo-
CTH, YCTOMYMBOCTM M CTaOWMJIBHOCTU MHMPACTPYKTYphl INIOOATBHOMI
cetu IHTEpHET;

e MEXAYHApOJAHBbIE PErMOHAIbHbIE WM MHOTOCTOPOHHME IPaBOBbIE
JIOKYMEHTBI 110 TpobJjieMaM 0e30MacHOCTH, YCTOMYMBOCTU U CTaOUIIb-
HOCTH, a TaKXKe IPAaBOBBIC aCIEKTHl CTAHIAPTU3AIINN.

Mbl moHMMaeM, 4TO Kaxaasl U3 BBIAEJICHHBIX TeM MOXKET CTaTb
MPeaMETOM CaMOCTOSITEJIbHOTO paccMOTpeHus B OyayiieMm. [lostomy
HWCXOOVWM M3 TOTO, YTO HAa JAHHOM MEPOIPUSTUU OyIYT BBISBICHBI
UX KJIIOUEBbIE aCIeKThl, KOTOPbIEC SIBJSIOTCS HauboJjiee CIOXHBIMU U
3aCJIY>KMBAIOT BKJIIOUEHUST B MPOrPaMMBbl CIEAYIOIIMX KOH(EpEeHIM.
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MBI CyllIeCTBEHHO MEePEeBBINOJHUM CBOM IIJIaHbI, €CJIU HE OTPaHUYMM -
Cs TOJBKO BBISIBJICHHEM 3THX KIIFOUEBBIX ACTICKTOB, HO M TIPEIIIOXUM
B3aMOIpPUEMIIEMbIE TTOIXOABl K PEIIEHUIO BBISIBICHHBIX TTPOOJIEM.

YeTteepToil mpobaeMoii, BbIHECEHHON Ha OOCYXIEHWE Y4YacCTHU-
KoB @opyma, SIBIIETCS MPOTUBOAEHCTBIE YTPO3aM BMEIIATEIHCTBA BO
BHYTPEHHUE Jejia CYyBEepEHHbBIX TOCYIapCTB Yepe3 COLMAIbHbIE Meaua.
OTta npobiema OyaeT obCcyxXaaThCcsl Ha KOH(pepeHLMHU BIiepBbie. B paMm-
Kax «Kpymioro crona» Ne4 mpeamnoiaraeTcst 3aTpOHYTh BOITPOCHI:

e TIO3UTHBHBIX M HETAaTUBHBIX CTOPOH COLIMAIBHBIX MeAra KaK HOBO-
ro ¢peHoMeHa OOILeCTBEHHOM XU3HU;

e QaHaJIM3a U MPOrHO3a HWCMOJb30BAHUSI COLUATBHBIX Meaua B Jie-
CTPYKTUBHBIX 1IEJISX;

e MEXaHM3MOB MPOTUBOINEUCTBHUS yrpo3aM BMeLIaTeJbCTBA BO BHY-
TPeHHUE JeJIa CYBEPEHHBIX TOCYIapCTB Ha HALIMOHATHLHOM M MEXIY-
HapOIHOM YPOBHE.

IpemnoxeHHBIe I OOCYXKIECHUST BOIIPOCHI SIBIISIIOTCS WCKITIOUM-
TeJbHO CJIOXHBIMU, TaK KaK HAXOMSTCS Ha CTHIKE MEXIyHApPOIHBIX
00413aTeNIbCTB TOCYAapCTB MO 0OECIeYEHUIO TTpaB yejJoBeKa B 00JacTH
CBOOOIBI CJTIOBAa, CAMOBBIPAXXKEHMSI, a TaKke (YHKIIMOHAIBHBIX 3amay
rocyJgapcTB Mo O0eCIIeYeHUIO HAllMOHAJbHOU 0€30IacCHOCTU U IIOM-
JIepXaHUIO COIMATbHOM CTAaOWIHLHOCTA. MBI 3HaeM, 4TO B 3TOi 00-
JIACTH, KaK ¥ B HEKOTOPBIX IPYTUX 00JACTSIX 0OeCIeYeHNsT MeXXIyHa -
ponHOi MHGOPMALIMOHHONW 0€30MaCHOCTH, UMEIOTCS CYIIECTBEHHbIE
pacxoxaeHus Mo no3unusM rocymapctB — wieHoB OOH B obGiactu
MEXaHMU3MOB pelleHUsT TMPpodJeM B YCIOBUSIX pPa3HOHAIpaBJEHHBIX
TpeOOBaHMi1. 3aYacTyi0 OJHO M3 3TUX Pa3HOHAIIPABIEHHBIX Tpebo-
BaHUU CTpeMSTCS IIPEeBpaTUTh B «AOCOJIIOT» B yllepO Apyromy, a
ObITO OBI JTyYIlle MCKATh KOMIIPOMMCCHOE pellieHre. B ¢Bs3u ¢ aTuM
TIPEACTABISIETCS BaXKHBIM HAWTU IyTH HaJaXXMBaHUs OTKPBITOTO IVa-
Jlora, OUCKYCCUM, KOHCYJbTallMii KaK Ha YpPOBHE MEXIyHAapOIHOTO
SKCIIEPTHOTO COOOIIeCTBA, TaK M HA YPOBHE B3aMMOICHCTBHS TOCY-
JapcTB. BaxkHo BUAETH Ipo0eMy U CTPEMUTHCS K €€ PelICHUIO.

Haxownen, eme omHoil IpoOyieMoil, BBIHECEHHOW Ha OO0CyXie-
Hue ydacTHUKOB Dopyma, SBIsIeTCS CpaBHEHHE HaIlMOHAIBHBIX
MPUOPUTETOB, a Takxe mnoaxonoB OuszHeca (MT-uHaycTpuu) B 00-
Jacti (OPMUPOBAHUS CUCTEMBI MEXIYHAPOTHON MH(MOPMAITMOHHON
6e3onacHocTu. ITo cyliecTBy, B paMKax «Kpyrjioro croma» Ne5 OymyT
AHAJIM3UPOBATBECSI M CPABHUBATHLCS KOHIIEITYalIbHBIC MPEACTABICHUS
BKCIMEPTOB O MOCTPOSHUM CHUCTEMBI MEXIYHApOIHON MHMOPMAIIUOH-
HOI 0e30ITacHOCTH, €¢ BO3MOXHOM OOJIMKe, MeXaHM3MaX CO3TaHUS
COOTBETCTBYIOILETO MPABOBOTO, OPTaHU3AIMOHHOTO, METOINYECKOTO,
KaJpOBOIO U TEXHUYECKOI0 OOeCIeUeHMsI.

12



Ham ®opym mpoxomut B mepuod padboTbl odepeaHoil ['pyrbl
MIPaBUTEIBCTBEHHBIX 3KcreproB OOH mo MexmyHapomHoit mHOOP-
MaunoHHoO# 6e3omacHoctu (2014—2015 rr.), koTopoii I'eHepabHas
accambaess OOH nopyuynsia NpoaoKUTh UCCIENOBAHUS 110 3aJaHHOMI
TeMaTHKe B paMKax MaHmata. [lpeacTaBisieTcs, 4TO pe3yJbTaThl Ha-
IIUX AUCKYCCHMI, BbICKa3aHHbIC 3[€Chb UICU B OMNpEeJEHHON Mepe
OyIyT WCITOJIB30BaHBI TPU TOATOTOBKE WTOTOBOTO MOKiama [ pymiibr
I'enepanbHoMy Cekperapro OOH, TeM 0ojee, 4TO HEKOTOPhIE y4acT-
HUKW 3acegaHust [ pynmbl mpUCYTCTBYIOT Ha HaireM @opyme.

B 3zaxioueHue gokjaga xody COOOILIMTh, YTO B paboTe KoHe-
PEHUMM MPUHMMAET ydyacTue okoyio 80 yYeHBbIX M CIEUMAIMCTOB M3
13 rocymapctB mupa (Poccus, CIIA, Kanaga, BemukoOpuraHus,
I'epmanus, IBeiinapus, Mranust, Asctpusi, Hugepnanabsl, DCToHUS,
Anonusi, Pecnyonuka Kopesi, Kuprususi), a takxe mpeacTaBuTeIn
YeThIpeX MeXAYHapoOHbIX opraHusauuii (MCBHD (MexmnyHapoaHbIit
coto3 anekTpocssizn), OBCE (Opranuzaiius 1mo 6e30MacHOCTU U CO-
tpynHudectBy B EBpone), ICANN (MexayHapoaHass Kopaoopauus 110
MPUCBOCHUIO TOMEHHBIX UMEH U HOMepoB), KoHcoplMyM BOEHHBIX
aKaJgeMUii 1 YHUBepcHUTeTOB «[lapTHEpCTBO pamm MHUpa»).

IlonroroBka M MpoBedcHHE TaKOro MpeacTaBuTeabHoro Pdopyma
OBITM OB HEBO3MOXKHBI 0€3 TTOMOIIM OpTaHMU3alMIi-CITOHCOPOB. A Xx0-
TeJ OBl MEePEeYNCIUTh HAIIMX TMapTHEPOB-TIPEACTABUTENICH THX Opra-
HU3ALINA.

o Tenepanpueiii gupekTop ®I'YIT «<HTL «Atnac» Anexcanap Hwu-
KosiaeBuY I'punuH;
o Hayunniit pykoBomutenb HUM aBromatmueckux cucrem PXK/]
Brnamumup I'eoprueBud MaTioXuH;
o Buue-npesunent kopnopaiuun ICAAN Benu MapkoBcku.
bonbloii BkjIaa B TMOATOTOBKY 3acelaHMid M COAEPXATeJbHYIO
MPopabOTKy TEMATUKU «KPYIJIbIX CTOJIOB» BHECIM HAllW MapTHEPHI-
COOPraHM3aTOPbl 3aCeIaHMIA:
« MexnayHapontsiit komuteT KpacHoro Kpecra (kpymibiii cron Nel);
o MHMHctutyr Bocrok-3aman (CIIA) (kpyrasiii cton Ne2);
« MexnyHaponHas Kopnopamusi WHTepHeTa MO paclpeneieHuIo
agpecoB U HoMepoB (ICANN) (kpyrisiit cton Ne3);
o« ®onpg SecDev (Kanaga) (kpyribtii croi Ne4).
OrpoMHoOe BceM cracuoo.



V.P.Sherstyuk

Co-Chairman of the Forum, Adviser of the Secretary of the Security Council
of the Russian Federation, Director of Lomonosov Moscow State University
Institute of Information Security Issues

Opening Remarks
On Agenda and Challenges of the
IX International Forum «Partnership
of State Authorities, Civil Society
and the Business Community in Ensuring International
Information Security»

Dear participants of the conference!

Ladies and Gentlemen!

First and foremost, I would like to express my sincere gratitude to
the people of Garmisch-Partenkirchen — thanks to their hospitality,
experts in the field of information security from all over the world for
the ninth year in a row can get together and discuss the most pressing
issues of international peace and security in the context of increas-
ing threat of misuse of information and communication technologies
(ICT). These discussions will take place in an atmosphere of a certain
aggravation of international relations and increase of political instabil-
ity over the last year, which affected information space as well. These
circumstances have not reduced the interest of the international expert
community in finding mutually acceptable solutions to the issues of
international law development, strengthening the partnership between
the state, business and civil society to ensure international information
security.

The positive potential of our discussions has significantly increased
ever since International Information Security Research Consortium
(ITSRC) was established right here in Garmisch-Partenkirchen in 2010.
The cooperation between the interested organization-members of the
Consortium played a role in forming of the environment necessary to
bring together our efforts in the preparation of proposals on various
aspects of international information security.

In the course of the previous, tenth IISRC conference in Astana in
November last year, the participants exchanged views on some chal-
lenging scientific issues of development of cyberspace and identified
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priority topics for further research, which form the basis of the agenda
of our Forum.

Tomorrow there will be an organizational meeting of the Eleventh
conference of the Consortium, where we will decide on the work plans
of the Consortium for the near future (time, place and subject matter).
Also, new members will be admitted to the organization: ZTE Corp.
(China); Cyber Law Centre of Korea University (Republic of Korea).

The most pressing and controversial issues of development of inter-
national information security system are brought up to discussion by
participants of our Forum. This system can reduce the risk of the use
of ICTs for violation of international peace and security.

Firstly, proposals on the Frameworks for Adaptation of Interna-
tional Law to Conflicts in Cyberspace. The discussion at the round
table is expected to touch upon the following questions:

« Challenges of peaceful resolution of cyberconflicts;

o Principal directions of International Humanitarian Law adaptation
to cyberspace;

« Frameworks of cyberconflicts data objectification and attribution of
subjects of cyberattacks;

« Challenges of international-legal legitimization of International
Humanitarian Law developments with regard to cyberspace.

There is a considerable amount of research papers on almost all of
the mentioned issues published by representatives of various schools of
thought, but the desired solution has not yet been found.

This is partly due to the fact that currently this issue is associated
not so much with the lack of approaches to adaptation of international
law to cyberspace, but with the differences of approaches offered by
specialists from different countries. Specifically, an international group
of experts, which developed a so-called Tallinn manual at request of
NATO Cooperative Cyber Defence Centre of Excellence, and experts
of this Center, which have published a monograph on a peacetime
regime for activities of nation-states in cyberspace, essentially offer
to carry out adaptation on the basis of doctrinal interpretations of the
principles of the customary international law. At that they ultimately
offer to give up some of the most important, in our opinion, provisions
of the UN Charter.

For example,

« to change description of the conditions of accrual of the right to
self-defense;
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« to degrade the monopoly of the UN Security Council on the legal
use of force for safeguarding of international peace and security;

« to give nation-states the right to determine by themselves violations
of the principles and norms of international law, «appoint» the respon-
sible countries and apply countermeasures.

In parts there are proposals in an explicit form to recognize the
leading role of the United States in determining the contemporary
global order in cyberspace, as they have significant cyber capabilities.

Obviously, we cannot recognize this approach as acceptable. We
believe that in all circumstances the adaptation of international law
must preserve the fundamental role of the norms and principles of the
UN Charter, as well as strengthen the pivotal role of the UN Security
Council in decision-making framework for application and implemen-
tation of force in international relations.

Our vision about the contours of international legal regime in cy-
berspace will be specified in greater detail in the reports in the course
of the Workshop — Round table 1.

The second important area of development of the international
information security system is implementation of possible initiatives
to improve the security of critical information infrastructures. Work-
shop — Round table 2 will be dedicated to the discussion of this issue.
It is planned to consider the following issues:

« National best practices of development of Critical Infrastructure
(CI) Information Security;

« Challenges of development of International and national regula-
tions and standards of CI Information Security;

« Development of an international system of Critical Infrastructure
(CI) Information Security;

« Challenges of international Data sharing on CI cyber incidents and
issues of CERTs cooperation with regard to confidence building mea-
sures.

Some of the highlighted issues have long been a subject of work of
researchers and experts, while the others are just beginning to draw
attention.

In this context I would like to touch upon the issue of identifica-
tion of objects in cyberspace that are protected under international
humanitarian law. It is obvious that without a solution to this prob-
lem we can hardly expect a real success in application of the relevant
norms of international humanitarian law. For example, Annex 1 of the
Additional Protocol to the Geneva Conventions of 12 August 1949 is
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entirely dedicated to the rules of identification. Apparently the applica-
tion of the Protocol to cyberspace will also require a separate Annex,
concerning the rules of identification of the protected objects.

It seems that preparation of objective documentation about facts
of international law violations in cyberspace, remains a challenging
problem that has no acceptable solution. As we hope, some ideas that
could bring together all relevant stakeholders will be expressed in the
course of a Workshop — Round table.

The third important issue to be discussed at the Forum is ensur-
ing Stability, Reliability and Security of the Internet. Some legal and
technical aspects of the issue will be discussed in the course of the
Workshop — Round table 3. Planned topics for the discussion include
the following:

« Challenges (political, legal, institutional and economical) of ensur-
ing safety, integrity and reliability of Internet Infrastructure;

« Technical standards and specifications of ensuring safety, integrity
and reliability of Internet Infrastructure;

o International regional and multilateral legal documents relevant to
safety, integrity and reliability and legal aspects of technical standard-
ization,;

As we see it, each of these issues can become a subject of an inde-
pendent research in the future. Therefore we presume that this event
will identify their crucial, most complex aspects, worthy to be put on
the agenda of the following conferences. We will significantly exceed
our plans, if we will not only identify the key aspects, but also offer
mutually acceptable solutions to the relevant issues.

The fourth problem to be discussed at the Forum is countering of
the threat of the use of social media for interference in the internal af-
fairs of sovereign states. This issue will be discussed at the conference
for the first time. The following issues will be discussed as part of the
Workshop — Round table 4:

o Social media as a new phenomenon of public life: benefits and
implications;

« Use of Social media for destructive purposes: analysis and prognosis;

« International and national mechanisms of countering the threat of
interference in the internal affairs of sovereign states.

The topics proposed for the discussion are extremely complex, since
they are at the junction of international obligations of nation-states to
ensure the rights of freedom of speech and expression, and functional
tasks of national security and maintaining of social stability. We know
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that in this area, as in some other areas of international information
security, there are significant differences between the positions of the
United Nations member states considering the frameworks for solving
problems under competing requirements. It is not uncommon that one
of these competing requirements is turned into «Absolute» to the detri-
ment of another, and it would be better to seek a compromise solu-
tion. In this regard, it is important to find paths to an open dialogue,
discussions and consultations at the level of international expert com-
munity, and at the level of state-to-state interaction. It is important to
recognize a problem and try to solve it.

Finally, yet another issue to be discussed at the Forum, is compari-
son of National Priorities and Business Approaches (IT-industry) in
the sphere of International Information Security System Development.
In essence, Workshop — Round table 5 will be dedicated to analysis
and comparison of conceptual views of experts on the development
of international information security system: its possible conceptual
structure, frameworks for the development of appropriate legal, orga-
nizational, methodological, staffing and technical support.

Our conference is held as the new UN Group of Governmental
Experts on international information security (2014—2015) continues
its work with the mandate of the UN General Assembly to further the
research in this area. It seems that to a certain extent the outcome of
our discussion may be used in preparation of the final report to the
UN Secretary General; moreover several members of the Group are
present at our Forum.

In conclusion I would like to mention that among the participants
of the Forum there are over 80 scientists and experts from 13 coun-
tries of the world (the Russian Federation, the USA, Canada, the
United Kingdom, Germany, Switzerland, Italy, Austria, the Nether-
lands, Estonia, Japan, Republic of Korea, Kyrgyzstan), as well as the
representatives of four international organizations (ITU (International
Telecommunication Union), OSCE (Organization for Security and
Cooperation in Europe), ICANN (International Corporation for As-
signed Names and Numbers), Consortium of defence academies and
security studies institutes, «Partnership for Peace»).

It would have been impossible to prepare and carry out such a
representative Forum without the assistance of the sponsoring organi-
zations. I would like to mention our partners-representatives of these
organizations.

o General Director of FSUE “STC Atlas”Alexander Gridin;
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« Supervisor of the Research Institute of automated systems, Russian
Railways Vladimir G. Matyukhin;
« Vice-president of ICAAN Veni Markovski.

Our partners and co-organizers have made a great contribution to
preparation of meetings and scientific elaboration of the round-tables:
o The International Committee of the Red Cross (round-table Nol);
« East-West Institute (USA) (round-table Ne2);
o International Internet Corporation for Assigned Names and Num-
bers (ICANN) (round-table No3);
o SecDev Foundation (Canada) (round-table Ne4).

Thank you all very much.



C.M.bypasieB

Conpedcedamenv opexomumema DPopyma,
samecmumensv Cexpemaps Cosema bezonacnocmu Poccutickou Dedepayuu

IIpuBeTCTBHE K OpPraHM3aTOpPaM, YYaCTHMKAM U TOCTSAM
IX mexaynapoanoro ¢opyma «IlapTHepcTBO rocynapcrTsa,
OM3Heca M rpaxKJIaHCKOro ooiecTBa npu odecrneyeHnn
MeXKIyHApOaHOi MH(OPMAIIMOHHOH 0e30MacHOCTH»

YBaxkaemble Koyuiera!

ITo3BosibTE MPUBETCTBOBATh OPTaHM3aTOPOB, YYACTHUKOB 1 TOCTEM
MexayHapoaHoro ¢opyMma «IlapTHepcTBo rocyaapctsa, Ou3Heca M
IpaXXJ1aHCKOro oblliecTBa Mpy obecredYeHU MeXayHapoIHO uH(pOp-
MallMOHHON 0€30MacHOCTH».

Crano mobpoit Tpaguiiveil exerogHo B ampejie coOuparb Ha Oa-
BapCcKOit 3eMJjie BEAYIIMX CMEeLMalMCTOB, 3aHUMAIOIIUXCS MpobaeMa-
MM obecriedyeHus1 UH(popMallMOHHOK Oe3ormacHOCTU. B neBaThil pas
MPEACTaBUTEIM TOCYAAPCTBEHHBIX CTPYKTYp, M3BECTHBIE y4YeHbIE U
BKCMEepPThl HAyYHBIX U 0Opa3oBaTesbHBIX LIEHTPOB U3 13 cTpaH mupa
MpUMYT y4yacTue B pabote @opymMa. B aToM roay Ha BcTpeue Ipomoi-
KUTCSI AUCKYCCHS TIO KITIOUEBBIM BOITpOCcaM B HanboJjiee IyBCTBUTEIIb-
HOI Ha CEerOAHSIIHMK IeHb cepe obecrneueHrsT 6€30IMacCHOCTH.

OueBuaHO, 4TO obOecreyeHre Oe30IIacHOCTU rocyaapcTBa, OOIle-
CTBa Y JIMYHOCTU B MH(OPMAIIMOHHOU cepe B YCIOBUSX HapacTaHUs
HOBBIX BBI30BOB M YIpo3 C YYETOM MX TPaHCTPaHUUYHOIO XapakTepa
BO3MOXHO TOJIbKO Ha OCHOBE KaueCTBEHHO HOBBIX, HAyYHO OOOCHO-
BaHHBIX TTOAXOIOB U PEIICHUIA.

IIpyu >TOM HEOOXOAUMOCTh MPOTUBOACHCTBUSI BO3pacTalollei
OIACHOCTU NE€CTPYKTUBHBIX MH(MOPMALIMOHHBIX BO3AEHCTBUI B IJIO-
O0aJIbHOM MH(MOPMALIMOHHOM MPOCTPAHCTBE TpeOyeT KOHCOJUAALIVU
YCWIMI TOCYyIapCTB, HAYYHOI'O M 3KCIEPTHOIO cOOOllecTBa, OU3HeC-
CTPYKTYp U IpaxIaHCKOro obuiectBa. Heobxoaum mouck myTeit ¢gop-
MUpOBaHUS 3(POEKTUBHON CUCTEMbI OOECIIeUeHMsI MEXIYHApPOIHOMN
MH(POPMAILIOHHON 0€30I1aCHOCTH.

®opym B TNapmumi-IlapTeHKHpxeHe SBISETCS YHUKAJTBHOM TLIO-
IIAAKOM, TJe yUeHble M 3KCIEPThl MOTYT OOCYXXAaTh KJIIOUEBbIE TMPO-
O01eMbl B obOsacT MH(MOPMAIIMOHHOM O€30IMacHOCTH U IIpemiaraTh
MaKCHMaJbHO BbIBEPEHHBIE MyTU UX PELICHUS.
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TpanuuuoHHo MoBecTka AHSI PopyMa opMeHTUpOBaHA Ha 0OCYX-
JIeHUEe aKTyaJlbHBIX 3aJa4 oOecreyeHus1 0e30IacHOCTH B MHMOpMa-
MOHHOM cdepe. CeromHs OTHONW U3 CaMBIX JUCKYCCHOHHBIX TEM B
paccMaTpuBaeMoi 00JIaCTU CTajla IMPUMEHUMOCTb MEXIYHapOIHOTO
IpaBa K IeATEIbHOCTH TOCYIapCTB B MH(GOPMALIMOHHOM IIPOCTpaH-
CTBe, K cepe Mcroab3oBaHUs MH(GOPMALUMOHHBIX U KOMMYHUKALIM-
OHHBIX TEXHOJIOTUM B 1LIEJIOM.

IToaTOoMy 3aKOHOMEPHO, UTO JaHHAsl TeMa B 3TOM IOy OTKPbIBAET
Iranor ygacTHUKoB @opyma, B paMKaxX KOTOPOTO OyIyT 0OCYyXKIaTh-
csl aKkTyaJibHble M HauOoJiee 3HAaUMMbIe MPABOBbIE BOMPOCHI obecre-
YEHUsT MEXIyHAapOIHOU MH(OpMAMOHHON 0e30MacHOCTU. YBEpPEH,
YTO TMPEACTABUTEIN HAYYHOIO M KCIEPTHOIO COOOIIECTBA HE TOJBKO
o0cynaT npobjeMbl B JaHHOW 00JIacTU, HO U MpPeIsIoXaT IMepcrek-
TUBHBIE HANpaBJICHUS MEXIYHAapOIHO-IIPABOBOTO pPETYJIMPOBAHMS
MEXTOCYyIapCTBEHHBIX OTHOIIEHUI B T100aTbHOM MHMOPMAIITMOHHOM
IIPOCTPAHCTBE.

besycnoBHo, mig obecrnieueHUs: WH(OPMaAIMOHHOU 0e301acHo-
CTU HEOOXOIMM HE€ TOJIbKO MEXIyHapOAHO-TIpaBOBOW (PYyHIaMEHT,
HO 1 cOpMUPOBAaHHbIE HA €r0 OCHOBE CUCTEMHbIEC pEeIleHUs] Hau-
b6osee ocTphix mpobjeM. Cpeny HUX — TOBBIIIEHUE 3alIMIIEHHOCTH
KPUTUYECKH BaxKHBIX MH@PaAcCTpykKTyp, obecriedyeHue CTabWIbHOTO,
06€e301MacHOro M yCTOMUMBOIO (DYHKIIMOHUPOBaHUSI ceTu MHTepHeT, a
Takke MPOTUBOACHCTBYE Yyrpo3aM UCIIOIb30BaHUsI UHGMOPMALIMOHHBIX
1 KOMMYHUKAIMOHHBIX TEXHOJOTUI JJ11 BMeIlIaTeJIbCTBa BO BHYTPEH-
HUE Jiea CyBEPeHHbBIX TOCYIapCTB.

B aT0ii cBS13U uTorom BcTpeuu B I'apmuii-IlapTeHKUpXeHEe AOJIK-
HO CTaThb OIpeesieHre TIPUOPUTETHBIX HAIPaBICHUN COBEPIIEHCTBO-
BaHUS CUCTEMbI MEXIYHApOIHONH MHGOPMAIIMOHHOM 6€30MacHOCTH.

XKenato ycrieliHoi U miogoTBOPHOU paboThi!

X



S.M.Buravlev

Co-Chairman of the Forum, Deputy Secretary of the Security Council
of the Russian Federation

Welcome Address to the organizers, participants and guests
of the IX International Forum «Partnership of State
Authorities, Civil Society and the Business Community
in Ensuring International Information Security»

Dear colleagues!

Allow me to welcome the organizers, participants and guests of the
International forum «Partnership of State Authorities, Civil Society
and the Business Community in Ensuring International Information
Security».

It has become a good yearly tradition for the leading information
security experts to gather on Bavarian soil in April. For the ninth time
the representatives of the governments, renowned scientists and experts
from scientific and educational centers of 13 countries of the world will
take part in the Forum. This year’s meeting will further the discussion
of the key issues in the most delicate sphere of security.

It is evident that in the context of new threats and challenges with
regard to their cross-border nature, it is possible to maintain security of
the nation-state, society and individuals in the information sphere only
on the basis of breakthrough science-based approaches and solutions.

At the same time the need to counter the growing threat of de-
structive information impacts in the global information space requires
the consolidation of efforts of the nation-states, scientific and expert
community, business and civil society. We need to find the lines of
approach to development of an effective international information se-
curity system.

Forum in Garmisch-Partenkirchen is a unique platform where sci-
entists and experts can discuss the key issues in the field of information
security and offer the most balanced solutions.

The agenda of the Forum is traditionally focused on the discus-
sion of the challenging problems of security in the information sphere.
Today one of the most controversial topics in this area is applicability
of international law to activities of nation-states in information space,
and to the sphere of information and communication technologies in
general.
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Therefore naturally this topic will open up a dialog between the
participants of this Forum which will consider topical and most signifi-
cant legal issues of international information security. I am confident
that the representatives of scientific and expert community will not
only discuss issues in this area, but also offer promising directions for
international legal regulation of interstate relations in the global infor-
mation space.

Undoubtedly, maintaining of information security requires not only
international legal foundations, but also solutions to the most press-
ing problems, based on these foundations. Among them — improving
the security of critical infrastructures, ensuring a stable, secure and
resilient functioning of the Internet, as well as countering the threat of
ICTs use for interference in the internal affairs of sovereign states.

In this regard, the meeting in Garmisch-Partenkirchen should iden-
tify and elaborate the focal areas for development of international in-
formation security system.

I wish you successful and fruitful work!

X



A.B.CokoJioB

Samecmumens munucmpa, MuHucmepcmeo cés3u U MAacco8bix KOMMYHUKAUUI
Poccutickoti Pedepayuu

Boictynienne Ha XI MmexxayHapoanom gopyme
«I1apTHepcTBO rocyaapcTa, OM3Heca M rpaxIaaHCKOro
0o01IecTBa npu odecneyeHnr MeKIyHAPOIHOM
HHGOPMAIMOHHOI 0e30MaCHOCTH»

MHHOBaLIMOHHOE pa3BUTHE TEJIEKOMMYHUKALIMOHHBIX TEXHOJIOTUIA,
[JIO0ATIbHBINA U OTKPBITHINM XapakTep MHTepHeTa yXe CTaau yCTOWYM-
BbIM TpeHJI0M pa3BuTus B 21 Beke, a obecriedeHue rapaHTUPOBAaHHOTO
CBOOOJHOrO OOCTYyIIAa TpaxaaH K MH(pOpMalUi — OJHOM U3 OCHOBO-
roJjaramIux 3aaady rocygapctsa. Mbl gaxke MOXEM TOBOPUTH O HO-
BOU (popMalM OOLIECTBEHHOIO Pa3BUTHUS, KOrjaa WHGOPMallMOHHOE
00111eCTBO MEPEXOAUT B OOIIECTBO 3HAHUIA, a MH(pOpMaLUSI U 3HAHUS
He TOJIbKO JIOCTYITHBI TEXHUUECKU, HO U HEPa3pbIBHO CBSI3aHbI C pa3-
BUTHEM JIMYHOCTH.

MHuTepHeT-cpena noKHA ObITh YCTOMUYMBOM K BHELIHUM BO3JACH-
CTBUSM M HEOOXOAMMOCTb YCWIEHMSI BHMMaHUS BCEX TOCYyIapCTB K
Mpo0JeMe ynpaBjieHUs UHTEPHETOM SIBJISIETCS OYEBUIHOM.

I'naBHble HampaBiaeHuUs AelcTBUM Poccun — 3TO co3maHMe ycCilo-
BMI, TIpU KOTOpPBIX TpaxknaHe Poccutickoit ®enepanuu, roe 661 OHU
HU XU, UMEJU BO3MOXHOCTb PaBHOTO JOCTyINa K WHdOpmaluu,
COBPEMEHHBIM YCJIyraM CBS3U, UMEJU BO3MOXHOCTb IMOJyUYEHUS TO-
CyJlapCTBEHHBIX YCIYT OHJIAH.

Poccust mpunaraeT 3HayMTebHbIE YCUJIMS IO Pa3BUTUIO MHGpa-
CTPYKTYPBI IIMPOKOMOJOCHOTO JOCTYMa IS XXUTEJAeH HEOOJbIIUX U
yIaJIeHHBIX HaceJeHHbIX MyHKTOB, B 2018 roay ypoBeHb IMPOHUKHO-
BeHus ycayr LTI momkeH 6yner noctndb 97%.

Mpbl npogokaeM paboTy 1O NepeBOIy rOCYAapCTBEHHBIX OpraHOB
Ha BJEKTPOHHBIA JTOKYMEHTOOOOPOT, U 00ECTeYEeHUIO NUCTAHIIMOH-
HOTO JOCTYIa K TOCyIapCTBEHHbIM yciiyram. MHTepHeT craHOBUTCS
cpenoit sl BbICTpaBaHUSI OTHOLLIEHUI MeXy IpaXaaHaMU U rocy-
napctBoM. O4YeBUAHO, UTO Mbl XOTMM, YTOOBI 3Ta cpela Obulia 0Ge30-
MMacHOM, CTAOMILHOM M IIpeacKa3yeMOId.

Poccust mcxomuT M3 MOHUMaHUS TOro, 4yro WMHTEpHET AOJKEH
OCTaBaTbCs OTKPBITHIM, HEe (parMEHTUPOBAHHBIM TIJ00ATbLHBIM pe-
CYpCOM, HaJeJIEHHbIM CHPaBEJIMBbIM U MO-HACTOSIIEMY MEXIyHa-
POIAHBIM MEXaHW3MOM YITPABJICHUS.
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BaxxHO BCIIOMHUTb, YTO JAHHBIA (DOPYM IMPOUCXOIUT B MpEaBe-
puu BcemupHoit BCTpeur Ha BBICIIEM YPOBHE IO BoMpocaM MHGbOP-
MalMOHHOTO 00111ecTBa, KOTopasi cocTouTcsl B KoHliie 2015 rona.

Poccwuiickas @enmepannst, Kak 1 MHOTHE IPyTUe CTPaHbBI, TTOCIEIO0-
BaTeJIbHO BBICTYIIACT 3a TIPOMOJLKEHNE TAaHHOTO IIpoliecca ¥ IPUHSITHE
COOTBETCTBYIOIIETrO pelieHus Ha ['eHepanbHoil Accambiee OOH.

OO0OBeKTUBHAS peajbHOCTh MOKAa3bIBaeT, YTO HEe BCE 3aJayu, I0-
crapieHHble 10 JieT Haszam, peajiu3oBaHbl, BOBHUKIW W HOBBIC BbI-
30BBI. Pa3peIB B IM(POBEIX TEXHOJIOTUSIX HEe JTMKBUAMPOBaH. MBI Bce
0oJbllIe CTaJIKMBaeMcCs C IpobiaeMaMy MHGOpPMALIMOHHON Oe3oIrac-
HOCTH, 3allIATHI IpaBa Ha HEIIPUKOCHOBEHHOCTb YACTHOM XXM3HU TIPU
ucnonb3oBaHun HMHtepHeTa. IIOCTOSIHHO COBEpPILICHCTBYIOTCSI CIIO-
CcOOBbI TPOTUBOIIPABHOM AESITEILHOCTU B MH(MOPMALIMOHHON cpene, B
TOM 4YMCJ€ M Ha TPAHCTPAaHUYHON OCHOBE. 3HAUUTEJbHbIEC NOXOMIbI
MIPUHOCAT TaKWe BUIBI MPECTYIDICHUI KaK KUOepaTaKd Ha pecypchl
YaCTHBIX W, OCOOCHHO, (DMHAHCOBBIX CTPYKTYp, MOIIEHHHYECTBO C
0aHKOBCKMMU KapTOYKaMM, BOPOBCTBO MEPCOHAIBHBIX JAHHBIX TPaX-
JlaH U TakK Jajee.

OTnenbHO BBIACJISIEM BOIPOC 3alUThl IMEPCOHAIBHBIX JAHHBIX
rpaxaaH. IlogaepxkuBaeM MNPUHIIMIT OTBETCTBEHHOCTU IIOOATbHBIX
WHTEPHET-KOMITAHWI B OTHOIIIEHUN cO0Opa, aHAJIN3a W XPaHEHUS TIep-
COHaJIbHBIX AAHHBIX M MpPaBO YejloBeKa CaMOCTOSITeJIbHO YIpaBJsITh
JIMYHBIM TIPOCTPAHCTBOM B CETH, MCKITIOYAIONINM HaBSI3BIBAHWE WH-
¢opMaly U BIMSHUE Ha ero MH(pOpMaLlMOHHOE II0JIe.

Mup MeHsieTCd U HaM HY>KHO aJalTUPOBATLCS K HOBBIM BbI30BaM.
HMHbopmaliMoHHbIE TEXHOJIOTUU AOJKHBI CTaTh OAHUM M3 KJIHOUEBBIX
¢aKTOpOB MOCTYIATEJIbHOIO 3KOHOMUYECKOTO0 POCcTa U pa3BUTHUS Ue-
JIOBEYECTBA, TTOMOYDL BBIPOBHSTH BO3MOXHOCTH Pa3BUTHIX U Pa3BU-
BAIOIINXCS CTPAH, PACKPHITh MPOoPeCCUOHANBHBIE M TBOPYECKUE CIIO-
COOHOCTU 4YeIoBeKa.

s ycrelmHoro, HaugXHoOro U 0e301acHOro MCIOJb30BaHUS MH-
(hopMaLlMOHHBIX TEXHOJOTUI, HEOOXOAUMBI MEXIYHAPOAHbIE HOPMBbI
Y MpaBuUIa, PeTyJUPYIOLIME OTHOLIEHUS B 3TOM 00JaCTH.

Poccust momaraeT, 4ro Takue HOPMBI JOJDKHBI BBIpAOATBIBATHCS
noa 3ruaoil MHCTUTYToB OOH. OHM MOKHBI UCXOAUTh U3 TIPUBEP-
JKEeHHOCTHU TIPUHLIMIIAM HEeBMEIIATEIbCTBA BO BHYTPEHHUE NIeja TOCy-
JIapCTB, UX paBHOMpPaBUs B Mpoliecce yrpapieHuss MHTepHETOM, ObITh
OCHOBaHbI Ha MEXIYHAPOAHOM MpaBe U COOMIONEHUU OCHOBHBIX MpaB
1 CBOOOI YeJIOBEKAa M YYUTBHIBATh HAKOIICHHBIN 3a TONBI Pa3BUTHS
HMHTepHeTa OMBIT HAXOXIEHUS KOHCEHCyca YYaCTHMKaMHU CEeTH I10
Pa3IMYHBIM BOIIPOCAM.
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CeronHs1 UHTepHeT MpOHUKAeT BO Bce cephl TUYHOK U Tpodec-
CUOHAJIbHOW XW3HU JIIOfei, HE TOJBbKO OTKpPbIBass HOBbIE BO3MOX-
HOCTH, HO U Aenast MUp BCE OoJiee ysI3BUMBIM. JI1000#1 3HAUNTEIbHBIN
ceTeBoll cOOIl MOXeT MPUBECTU K DKOHOMMYECKOMY U COLUATbHOMY
kosutancy. MHTepHeT-cpena no/kHa ObITh YCTOMUMBOWM KO BHELIHUM
HETaTUBHBIM BO3ICHCTBUSM.

HMcxonsa u3 toro, kak ycrpoeH MHTepHET, Mbl BUAUM MOTEHIIU-
aJIbHbIE YSI3BUMOCTU B pabOTe CUCTEMbI JOMEHHBIX UMEH, BO3MOXXHBI
HcKaxeHue nHpopMaluu B 0a3e JaHHBIX PETUCTpaTyp, MPUBOISIIAS
K HEBO3MOXHOCTH MPOBEPKM MaplIpPyTHO-aAPECHOU MHGpOpMallUU U
MOCTPOCHUS BEPHBIX MaplIpyToB Tpacduka B cetu MHTepHeT.

Paszymeercsi, oHU HE HOBBI M, HACKOJIbKO HaM U3BECTHO, U3Yy4aloT-
Cs U B JPYIMX CTpaHax. YCTPaHATh UX HYXKHO Ha MEXIOCyIapCTBEH-
HOM YpPOBHE, Ha OCHOBE COIJIACOBAHHBIX BCEMM «ITPaBUJ MOBEACHUSI»
B MH(GOPMAIIMOHHOM MTPOCTPAHCTBE.

HeoGxonuMo paBHOIpaBHOE ydacTuUe TOCYAapCTB B yIpaBieHUU
HMuTepHeToM, B 00ecieYeHUM OTKPBITOTO, TAPAaHTUPOBAHHOTO U 0€30-
MacHOIro J0CTYMa K ycJyraM MH(MOpMallMOHHBIA TEXHOJOTUM JIs1 BCeX
XUTEJIEU MUpa.

B koHIIe X04y OTMETUTh M IOAYEPKHYTh FOTOBHOCTL Poccuu 00-
CYXIaTh pa3jiMyHble WUIAEU W TMPEIJTOXKEHUS, Mbl CTPEMUMCSI BHECTU
CBOIi COOCTBEHHBII BKJIaJ M Ha CBOEU TEPPUTOPUU OOECIIeUUTh Oec-
nepeboitHoe (GyHKIIMOHUpOBaHUE ceTh MHTepHeT, CBOOOAHBINA AO-
CTYM K €€ pecypcaM U UX 3alluTy.

Kenawo BceM ydyacTHMKaM YCHELIHON pabOThl U HOBBIX KOHCTPYK-
TUBHBIX pellIeHU U uaeii!

bnaropapio 3a BHUMaHue!



A.V.Sokolov

Deputy Minister, Ministry of Telecom and Mass Communications
of the Russian Federation

Address at the IX International Forum «Partnership
of State Authorities, Civil Society and the Business
Community in Ensuring International Information Security»

Innovative development of telecommunication technologies, the
global and open nature of the Internet have become a stable trend of
development in the 21% century, and provision of guaranteed free ac-
cess to information — has become one of the fundamental tasks of the
nation-state. One may even talk of a new type of social development
when an information society becomes a knowledge society and infor-
mation and knowledge are not only technically available, but also are
inextricably linked with the development of the individual.

Internet environment must be resilient to external effects, and there
is an obvious need to focus the attention of all nation-states to the issue
of Internet governance.

The main direction of actions of leadership in Russia — is to create
conditions under which Russian citizens, wherever they live, would
have available an equal access to information and modern commu-
nication services, would have the possibility to use the governmental
services online.

Russia puts out considerable efforts for the development of broad-
band infrastructure in small and remote communities; by 2018 broad-
band penetration is expected to reach 97%.

We continue to work on the transition of government agencies to
an electronic document management, and enabling remote access to
government services. The Internet becomes a medium for building re-
lations between the citizens and the nation-state. Obviously, we want
this environment to be secure, stable and predictable.

Russia proceeds from the understanding that the Internet should
remain open, and not fragmented global resource, equipped with fair
and truly international control framework.

It is important to remember that this Forum takes place on the eve
of the World Summit on the Information Society, to be held at the
end of 2015.

The Russian Federation, as well as many other countries, has con-
sistently advocated the continuation of this process and adoption of the
relevant decision in a session of the UN General Assembly.
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Objective reality shows that not all goals, which were set 10 years
ago, have been implemented, and new challenges have emerged. The
digital divide has not been eliminated. We face the increasing problems
of information security, and ensuring of privacy when using the Inter-
net. Methods of illegal activities in the information environment, in-
cluding transnational ones, are constantly developing. Significant profit
is generated by such crimes as cyberattacks on resources of private and
especially financial institutions, bank card fraud, theft of citizens’ per-
sonal data, and so on.

We place special emphasis on the issue of personal data protection.
We support the principle of the responsibility of the global Internet
companies concerning collection, analysis and storage of personal data
and the right of an individual to manage personal space on the network
in such a way as to avoid the imposition of information and the impact
on his information field.

The world is changing and we need to adapt to the new chal-
lenges. Information technologies must become one of the key factors
of onward economic growth and human development, help equalize
the capabilities of the developed and developing countries and reveal
professional and creative capabilities of mankind.

Successful, reliable and secure use of information technology re-
quires international norms and rules for regulating the relations in this
field.

Russia believes that such rules should be developed under the aus-
pices of the UN institutions. They should be based on adherence to
the principles of non-interference in the internal affairs of nation-states
and their equality in the process of Internet governance, be based on
international law and observance of fundamental human rights and
freedoms and to take into account the experience of consensus-build-
ing on various issues accumulated by the participants of the network
over the years of development of the Internet.

Today the Internet enters all aspects of personal and professional
life of individuals and opens up new opportunities, but also makes the
world more and more vulnerable. Any significant network failure could
lead to economic and social collapse. Internet environment must be
resilient to external negative influences.

Taking into consideration the design of the Internet, we see po-
tential vulnerabilities in the Domain Name System, where there is a
possibility of distortion of information in the database registries, which
would make impossible the verification of route-address information
and correct routing on the Internet.

28



Of course these vulnerabilities are not new and, as far as we know,
are looked into by other countries. Vulnerabilities should be addressed
at the international level, on the basis of consensual «rules of conduct»
in the information space.

There is a need in equitable participation of the nation-states in
Internet governance and provision of an open, secure and safe access
to information technology for all people in the world.

Lastly, I would like to note and emphasize that Russia is ready to
discuss various ideas and suggestions; we are committed to making our
own contribution and ensure on our territory the smooth functioning
of the Internet, free access to its resources and their protection.

I wish all the participants successful work and new constructive
solutions and ideas! Thank you for your attention.

X



N.H.dbieBckuii, C.A.KomoB

Munucmepcmeo obopoust Poccutickoti Pedepayuu

IIpaBuia noBeneHnss B MH(p)OPMAIMOHHOM MPOCTPAHCTBE —
aJIbTEPHATHBA FOHKEe MH()OPMAIMOHHBIX BOOPYKEHMIi»

VYBaxxaemble Koyuiern!

CoBpeMeHHbIe MH(POPMAIIMOHHBIE TEXHOJIOTUY BCE Yallle MCITOIb-
3YIOTCSI B arpeCCUBHBIX LIeJsIX. B couyeTaHUM C IKCTPEMMCTCKUMU,
HALMOHAJIMUCTUYECKUMHU, PACUCTCKUMM NEUCTBUSMU OHU CIIOCOOHBI
JeCTa0MIN3UPOBaTh OOCTAHOBKY U YCTPaHUTh OT BJIACTH J1100O€ IIpa-
BUTEJIBCTBO KaK B CAMOM Pa3BUTOM, TaK U B OTCTAJIOM TOCYAapCTBE.

CeronHs1 HY OlHA CTpaHa MMpPa HE MOXET CUMTATh Ce0sl 3alUIIEeH-
HOM OT TpaHCTPaHWYHBIX MHOOPMAIIMOHHBIX YIPO3.

MHbopmaliMoHHbIE TEXHOJOTMU MOTYT CTaTh T€TOHATOPOM pa3Bsi-
3bIBAHUS 1K€ MEXTOCYJapCTBEHHOTO BOEHHOT0 KOH(JIMKTA.

IMpuyeM mist co3naHus KOH(MIMKTHOM CUTYallMy TpeOyeTcsl ropas-
JI0 MEHBbIIIEe 3aTpaT YeM KJIacCUUeCKas MOJAroTOBKa TPaAMLIMOHHOK BO-
1iHbl. [Ipy 3TOM He HYXXHO cO31aBaTh KPYMHbBIX TPYNIIUPOBOK BOKMCK,
KOHIIEHTPUPOBATh B OTIPEAEIICHHBIX pailoHaX aBUallMIO, apTUJLIEPUIO,
MPOTUBOBO3AYIIHYI0O OOOPOHY, MOATATMBATH JIOTMCTUYECKUE TOAPA3-
JeJIEHUs U TaK Jajee.

MudopMalinoHHBIE BO3IEHCTBUS SIBISIIOTCSI OCCKPOBHBIMM, HE
pa3pylIaloT OKPYXaIoIIyl0 Cpely W MOTYT peaJM30BbIBAThHCS 4Yepe3
BrIoJIHe MUPHEBIe cpeactBa — CMMU, «HTepHET», cpelcTBa TEACKOM-
MYHMKalUi, UHOOPMATUKHU, CBA3U U AP.

ITocpencTBoMm ne3nH@OpMallMOHHBIX BOPOCOB, MyOJMKaIil U pac-
MPOCTPAHEHUS SKCTPEMUCTCKUX 3asIBJICHUI, TTPOBEIEHUS PACUCTCKUX
WIN KCeHOGOOCKUX (PI31IMOOOB, TpaHCTPAaHUYHBIX KOMIIbIOTEPHBIX
aTaKk Ha KpUTUYECKU BaxKHbIE I XU3HU U IEITEIbHOCTU OO0lIEeCTBa
OOBEKTHI M T.I1. BO3MOXHO «pa30rpeTh» CUTYalUIO B JIIOOOM CTpaHe 10
«COLIMAJILHOTO B3pPbIBa».

ITonoOHBIMU NEUCTBUSAMU TaKXe MOXHO ITOCCOPUTH HECKOJIBKO
roCyIapCTB U TOBECTU UX JO COCTOSIHWS BOWHHBI.

Ha npumepax LBETHBIX PEBOMIOLUUNA M KOHMJIMKTOB MOCIECAHETO
JNECATUIIETUSI MOXHO C YBEPEHHOCTBIO CKa3aTh, UTO TAKWE TEXHOJOTUN
YK€ JOCTATOYHO XOPOIIIO OOKAaTaHkI.

Bormpoc: rae, Koraa 1 mpoTUB KOTO OHU OyIyT MPUMEHEHBI B Jajib-
Heitem?
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Eie oguH Borpoc: Kakoe rocyaapCcTBO CEroJHsI ¢ MOJHON YBEpeH-
HOCTBIO CMOXET OIHO3HAYHO OTBETUTh — MPOTUB HETO 3TU TEXHOJOTUU
MMPUMEHUTh He BO3MOXKHO, TIOTOMY, YTO OHO IMOJHOCTBIO 3aIUIICHO?

OTBeT OYeBUJAEH — TaKUX TOCYIapCTB HE CYILIECTBYeT.

Eiie onHuM acriektoM 60pbObl B MH(OPMALIMOHHONW cdepe SBIIs -
eTcsl OBICTPO COBEPIIEHCTBYIONIEECS W pacIpocTpaHstolieecss nHgop-
MAIIMOHHOE OpYKHeE.

DKcnepTaMu He pa3 y>Ke 0TMEYaloCh, YTO yiiepO OT ero UCIOoJIb30-
BaHMSI MOXET MPUBOAUTH K TEXHOTEHHBIM KaTacTpodaM Ha KpUTHUYe-
CKH BaXXHBIX OOBEKTAaX MPOMBIIUIEHHOCTH, SKOHOMUKHU, SHEPTreTUKU
U TpaHCIopTa, K (GMHAHCOBOMY KOJUIANICY U CUCTEMHOMY 3KOHOMMU-
YeCKOMY KpHU3UCY.

C pa3BUTHEM MH(MOPMALMOHHBIX TEXHOJOTUI OYIET pacIlMpPSIThCS
JIMHeliKa MH(POPMALIMOHHOTO OPYXXMSI, a TaKXKe YBEJIMUMBAThCS Mepe-
YeHb 00BEKTOB, IO KOTOPBIM BO3MOXKHO €ro IMpUMEHEHUE.

Curyauuio odocTpsieT TOT (akT, UTO JaHHOE OpYXKHe MOXET IO-
IMacTh B PYKU TEPPOPUCTOB M KPUMHUHAIBHBIX CTPYKTYp. B aTOM ciy-
yae MOCJIEICTBUS ero MpUMEHEeHUs OyayT He MpeacKa3yeMbl.

MHorue 3KCHepTbl CXOISITCS BO MHEHMHU, YTO 3alpeTUTh pas3pa-
0OTKy TaKoro opykusl, a TJIJaBHOE ITPOKOHTPOJMPOBATh €TI0 HAIMYKE Y
rocyiapcTB, a TeM 0oJiee TepPOPUCTOB HEJb3SI.

Ho BbIpaboTaTh MeXxaHM3M €ro HepacIpOCTPaHEHUSI BO3MOXKHO.

CerofiHs MHOTMM TOCYAapCTBaM CTajJO OYEBUAHBIM, 4TO MoOpa
MPUHSTh YHUBEpPCAJIbHbIE TMpaBUia, KOTOpble OYyIyT CIOCOOCTBOBATH
MPeAOTBPAILIEHNIO HMCIOAb30BaHUSI MHGOPMALIMOHHBIX TEXHOJIOTUI
JIIS. pa3BSA3bIBaHUS BOMH M BOOPY>KEHHBIX KOH(IMKTOB.

Hamnpumep, B ssHBape 3TOro roma Takylo WHULIMATUBY TPEATIPUHS -
na IManxaiickas opraHuzauusi coTpyaHuuecTBa, BHecss B OOH mpo-
eKT MCKOMBIX NpaBUJI TTOBeIeHNMs .

l'ocynapctBa, Bxomsiuue B IIIOC, npennaraloT mpuHATh WieHaM
MUPOBOTrO coo0lecTBa obsizaTeibcTBa He Mcrojb3oBath MKT B 1e-
JISIX, TIPOTUBOpPEYAIlNX MOIACPKAHUIO MEXKIYHApOIHOTO MUpa 1 6e3-
OIMACHOCTU, YKPEIUISITh JOBEpPHE U BO3IAEPXKMBATHCS OT MPUMEHEHUS
CWJIBI WJIM YTPO3bI CWJIOW B MH(MOPMAIITMOHHOM ITPOCTPAHCTRBE.

K coxaneHuio, HeKOTopble CTpaHbl cuMTaloT uHauve. [lo mx mpen-
CTaBJIEHUSM, UIS TIOAAEepKaHUSI MUpa M 0e30MacHOCTU B MHGOpMalK-
OHHOM MPOCTPAHCTBE HY>KHO MPUICPKUBATHCS CTPATErM YCTpallleHUsI.

JleliCTBUTEIbHO, B TOIBI «XOJIOMHOW BOMHBLI» B3aMMHasl yrpo3a
SIIEPHOTO BO3ME3IMS TO3BOJIMJIA M30eXKaThb pa3BSI3bIBAHUS KPYITHO-

'TlpaBuna moBeaeHUs] B 06JACTU OOeCIeyeHUs] MeXIYHApOIHOI MHAMOPMALMOH-
Hoit 6e3omacHocTH, Jlokyment OOH A/69/723/, 13 stuBapst 2015.
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MaciluTabHoi BoiHBI. OmHAKO 3TO ellle He MOBOMI ISl TOTrO, YTOOBI
TOJIbKO Ha OCHOBE YCTpallleHUSsI MbITaThCsl MPeaoTBpallaTh KOH(MIUK-
ThI, KOTOpBIE, KaK IoJaraloT Ha 3amane, MOIyT BOSHUKHYTh B pe3yiib-
TaTe MpPUMeHEeHUs] UHHDOPMALIMOHHOTO OpYXKHUsI®.

CuyuTaeM, 4TO TaKOi TMOJXOA HECET CEPbE3HYIO0 Yrpo3y MeXIyHa-
pOIHOI 0Ee30MacHOCTU, TaK KaK OH OCHOBBIBAETCS Ha CO3JaHUU W
JIEMOHCTpAIlMU MOIIIHOTO BOGHHOr0 MH(OPMAallMOHHOTO MOTEeHIIMaa.
DTOT 1Iar HeM30eXHO TMpPHUBEIET K TOHKE MHGOPMALIMOHHBIX BOOPY-
>KEHU, rpyOoMy HapylIeHUIO TPUHIIMIIA paBHOI 6€30MacHOCTU U 00-
e aecTabuin3alu BOEHHO-TOJUTUYECKOH OOCTAHOBKM B MUPE.

Kpome Toro, poccuiickue BOEHHBIE 3KCHEPTHI IM0JAraroT, 4YTO
CpaBHEHHE HBIHEIIHETO UCTOPUYECKOTO Meproa C CUTyalueid Hayaia
«XOJIOMHOM BOMHBI» HE KOPPEKTHO.

OlieHUBasi BbICKA3bIBaHMSI TJIaBbl aMEPUKAHCKOTO KMOEpPKOMaH10-
BaHust M. Pomxepca, uro «obpereHue CIIA gpepHOit MOILIM ... TIO-
3BOJIMJIO CHU3UTh KOH(POHTALIMIO U B UTOTE MPUBEJIO K MeperoBopam
[0 KOHTPOJIIO HAal BOOPYXEHMSIMM»>, CUUTAEM — BCE OBbLIO C TOY-
HOCTbIO Hao0opoT. MMeHHo co3naHue sinepHoro noteHunana CCCP
MpUBEJIO K OajaHCy CUJ M TO3BOJMJIO M30exXaTh KaTtacTpodbl pas-
BSI3BIBAHUS SIACPHON BOMHBI, a B KOHEYHOM uTore BoiHymwio CIIIA
MOUTH Ha T€ caMble MEPETOBOPHI.

YTto kacaeTcsl COBPEMEHHOW CUTyallMM, TO XO4y 3a0CTPUTh Ballle
BHUMaHWE Ha CJIEIYIOILIEM.

CerogHsi HET «XOJIOAHOW BOWMHBI». Ilo3TOMY Takue 3asBIECHUS
M.Poaxepca, Kak «...Halllu MPOTUBHUKMU TTOJHbBI PEILIMMOCTU KOHTPO-
JINPOBaTh CBOM CErMEHThI KMOEPIPOCTPaHCTBA, KPacTh Hallly MHTENI-
JIEKTyaJIbHyI0 COOCTBEHHOCTh M N1€30pPraHU30BBIBATH PAOOTYy HallIMX
BEIOMCTB» U <«...y Hac MaJlo HaJeXabl, YTO OHU OYyAyT BeCTU ceObs
OTBETCTBEHHO B KMOEPIIPOCTPAHCTBE» BHI3BIBAIOT HEIOYMEHUE.

IToxa Mbl Habmomanu obpaTHyYI0 KapTuHy. Ilo cBUmeTelbCcTBaM
9.CuoympHa, CIHIA B nH(GOpMALIMOHHOM IIPOCTPAHCTBE IIITMOHSAT HE
TOJIbKO 3a TTPOTMBHUKAMM, HO Y 33 COIO3HUKAMMU, U 32 COOCTBEHHBIMU
rpaxaaHaMMU.

21x. Hait Teonmonutuka crepxXuBaHUs KubepaTak MexIy rocyzapcrsamu B MH-
TepHere, http://kiber.akipress.org/news:192; K.I'mpc CnepxxuBanue nHOOPMALIMOHHOTO
npotuBobopcTBa, http://www.iisi.msu.ru/forum/stenogramma/; Statement of Admiral
Michael S Rogers Commander United States Cyber Command before the Senate Com-
mittee on Armed Services, 19 March 2015, http://www.armed-services.senate.gov/imo/
media/doc/Rogers_03-19-15.pdf

3Statement of Admiral Michael S Rogers Commander United States Cyber Com-
mand before the Senate Committee on Armed Services, 19 March 2015, http://www.
armed-services.senate.gov/imo/media/doc/Rogers_03-19-15.pdf
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[ToaToMy Ham He TIOHATHBI MOTHMBBI, TobOyxaatoie CoeauHeH-
Hele IIlTaThl onmupaTbcsl HE Ha CUJIY MpaBa, a Ha MPaBO CUJIbI, OCHO-
BaHHOE Ha peaiM3alliy CTpaTeruy ycTpalleHus B MTHOOPMAIITMOHHOM
MPOCTPAHCTBE.

Terepp MHe OBl XOTEJIOCh BBICKA3aThCsl HAa JAHHYIO TEMY B COMIep-
KaTeJabHOM Kitode. CKaxy cpasy, 4TO Mbl OTpUILIATEIbBHO OTHOCUMCS
K caMoii uaee «MHGOPMALIMOHHOTO YCTPALIECHUS» U CKENTUYECKU K
ee peaqru3yeMOCTH.

Bo-miepBBIX, B OTIMUKME OT SIACPHOTO OPYXKUS TIpH TPUMEHEHUN
WH(OPMAITMOHHBIX TEXHOJOTUI HE CYIIECTBYET SIBHOM Yrpo3bl B3a-
WMHOI'O rapaHTMPOBAHHOIO YHUUYTOXEHUs. ClieqoBaTeIbHO, y MOJU-
TUYECKOTO PYKOBOJCTBA CTOPOH KOH(IMKTa He OymeT TOro crpaxa
pa3BsI3bIBaHUS «MH(MOPMAIIMOHHON BOMHBI», KOTOPBIH 3(PdHeKTUBHO
MOTUBMUPYET PeaIbHOCTh SIIEPHOTO BO3ME3INS.

Bo-BTOphIX, YUUTBIBasA OOJIBIIOE KOJWYECTBO HETOCYTAPCTBEHHBIX
aKTOpPOB, AECHCTBYIOIINX B WH(MOPMAIIMOHHOM IIPOCTPAHCTBE, TPEI-
CTaBJIsIETCS HEKOPPEKTHBIM MCIIOJIb30BaTh AHAJOTUIO C SACPHBIM
yCTpalleHueM, KOTOpOoe, MO CYTH, ObUIO peaiu30BaHO JIBYMSI OCHOB-
HbeiMU sinepHbIMU aepxaBamu — CCCP u CIIJA. Ceituac MoXeT OKa-
3aThCsl HEMOCTATOYHO OJHOMY M3 ABYX IOCYyIapCTB, 00JaJalolMX CO-
ITOCTaBUMBIMHA WH(MOPMAIIMOHHBIMU TTOTEHIIMAJIAMH, YOSINTh IPYroe
HE MITHU Ha 3CKaJalnio KOH(MIWKTA IJIS TOTO, YTOOBI IIPEIOTBPaTUTh
ero Iepexona B ropsiuylo CTaaulo.

B-TpeTbux, 00pa3ibl MH(POPMAILIMOHHOTO OPYXUsS 3HAYUTEJIbHO
Jlerye paszpaboTaTh, MPOM3BECTM M TepenaTb KOMYy-Obl TO HM ObLIO,
YeM TEeXHOJIOTUM siaepHoro opyxusi. [loaTroMy 10CTHYb YOEAUTEIBbHO-
ro TIPEBOCXOACTBA HaJ COMEPHUKAMU YPE3BBIYAiHO TPYIHO.

B-4eTBepThIX, UICTOYHNK MH(MOPMAIIMOHHONW aTaKd B KOMITBIOTEP-
HBIX CETSIX CJIOKHO YCTAaHOBHMTH BBUIY €0 aHOHUMHOCTH U KOMILIEK-
ca creuuagbHbIX Mep, MPUHMMAaEMbIX IS «3alyThIBaHUS» CJIEIOB.
IToaToMy omepaTUBHO paccienoBaThb MPOM3OLIEAIINI WHIUAEHT U
JIOCTOBEPHO cOOpaTh Bce HEOOXOAMMBIE IOKa3aTelbCTBa ISl COBEpP-
IIEHUST JICTUTUMHOIO «aKTa BO3ME3IMsI», KOTOPBI OyAeT ompaBaaH
MHPOBBIM COOOIIIECTBOM, BPSII JIU TTOJTYIUTCS.

B-naThix, Mbl moJjlaraeM, 4TO B MHMOPMAIIMOHHOM MPOCTPAHCTBE
OyJeT BecbMa 3aTPyIHUTEIbHO 00eCIeunTh O0ajaHC BOEHHBIX MHMOP-
MalIMOHHBIX TOTEHIIMAJIOB Ha OCHOBE JOCTOBEPHOTO 3HAHMST OCHOBHBIX
XapaKTEePUCTUK CUCTeMbl MHMOPMAILIIOHHOTO BOOPYKEHUSI CTOPOH.

C omHOI CTOPOHBI, IMyOJMKALUS CBEISCHUI O pa3pabOTKe HOBBIX
CHCTEM BOOPYKEHUSI HEMEJIEHHO MPUBEIET K pa3paboTKe CPeACTB U
croco0OB IIPOTUBOICICTBUS UM, T.€. K HapylueHuio OamaHca. C apy-
TOil CTOPOHBI, J100ass HEKOHTPOJIMpPYeMasi CKpbITasi pa3paboTKa TaKuX
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CHUCTEM TakkKe OyJeT HapylllaTh UCKOMbIM OajlaHC, U 1ecTadUIM3upo-
BaTb BOEHHO-MOJUTUYECKYIO OOCTAaHOBKY.

X04y 3aMETUTh, UYTO MOKa U3BECTEH €AUHCTBEHHBII UCTOPUYECKUIA
MnpuMep, IeMOHCTPUPYIOLIUI MOIb MH(GOPMALMOHHOTO OPYXHUS. DTO
araka KOMIIbIOTEPHOTO BHpyca Stuxnet Ha MpaHCKUE SAEpHBIE 00b-
exThl B Hatanze u bymepe. MoXHO NpeamnosoXuThb, YTO OHA 3aMBblIIII-
Jisiach KaK peMHKapHalus siepHbIX 00MOapaupoBOK XUPOCHUMBI U
Haracaku. OgHako B pe3yjbTaTe 3TOiM aTaku MUpP HE COOPOTHYJICS, a
HMpaH He 00BSIBUJI O CBOEM KANUTYJISLIMUA U OTKa3e OT SIAEPHBIX IPO-
rpamMM. 3HaUYUT, NOTeHIMaJT MH(OPMALIMOHHBIX BOOPYKEHUI MOKa He
COIOCTaBUM C MOUIBIO SIIEPHOTO OPYXXWS, a CTaBKa Ha €ro JajbHeM-
1Iee HapalldBaHue B MPUHIIUIE OIIMO0YHA.

Ecau rocymapctBa BO3bMYT Kypc Ha MH(MOpPMaIIMOHHOE ycTpallle-
HUE, TO 3TO MPHUBEAET JUIIb K HOBOMY BUTKY FTOHKM BOOPYXEHUU U
MWINTapU3alMM UHHOPMALIMOHHOTO MPOCTPAHCTRA.

EnvHcTBeHHOI pa3syMHOl albTepHATUBON 3TOMY OE3yMUIO SIBJISI-
€TCsl YyNOMsIHyTasi MUMpHasi MHUIMAaTUBa B 00JIaCTU MEXIyHapOaHOM
nHdopMamoHHoi Ge3omacHocTu, nmpoasuraemas B OOH rocymap-
ctBamu [TOC.

OHa Takke HallpaBjieHa Ha IpeJoTBpallieHue MH(POPMALMOHHON
arpeccun. OIHAKO B OTJIMYME OT CTpaTeTMM yCTpallleHWsI OCHOBBIBA-
€TCS HE Ha CTpaxe BO3Me3/us, a Ha TOOPOBOJIBLHOM MPUHSATUW YHU-
BepCaJibHbIX MpPaBUJ TOBEAECHUSI TOCYAApCTB B HMHMOpPMALOHHOM
MPOCTPAHCTBE, AOOPOCOBECTHOE BBHIMOJHEHUE KOTOPBLIX OOECMEeUUuT
MUp, CTaOMJILHOCTh W PaBHYIO0 O€30MacHOCTb BCEM HapoJaM B IJIO-
0ajbHOM MHMOPMALIMOHHOM MPOCTPAHCTRE.

Mpbl BBICTYITaEM 3a ILIMPOKOE MEXAYHAPOJHOE COTPYIHWYECTBO B
pelleHUH TJI00aNIbHOM MPOoOIeMbl TPOTUBOAEICTBUS YTPO3€ Pa3Bs3bl-
BaHMSI MH(OPMALIMOHHBIX BOWH, pacnpocTpaHeHus WH(GOPMaLMOH-
HOTO OopyXxus. [Ipy 5TOM OCHOBHOW 11€JIbIO PA3BUTUSL COTPYAHUYECTBA,
MO HallleMy MHEHUI0, SBISETCS YCTAHOBJIEHME MEXIyHapOaHO-
IIPaBOBOro pexXrMa OOecHeYeHUsT MeXIyHapOoOHOW MHGOPMAaLMOH-
HOIl 0€30MacHOCTH, PEryJUPYIOUIEro, B TOM YHUCJIE, BOCHHYIO Oesi-
TEJIbHOCTb FOCYAapCTB B MUPOBOM MH(MOPMALIMOHHOM MPOCTPAHCTBE
Ha OCHOBE MPUHIMIIOB U HOPM MEXIYHApOAHOTO MpaBa. Mbl BBICTY-
MaeM 3a CO3JaHUE MEXAHU3MOB BYCTOPOHHETO U MHOTOCTOPOHHETO
COTPYIHUYECTBA 10 BOGHHBIM acleKTaM MeXAyHapoaHoil MHbopMa-
LIMOHHOM 6€30MaCHOCTH.

bnaropapio 3a BHUMaHue!



I.N.Dylevsky, S.A.Komov
Ministry of Defense of the Russian Federation

Rules of conduct in information space —
an alternative to an information arms race

Dear Colleagues!

Contemporary information technologies are increasingly being used
for aggressive purposes. Combined with extremist, nationalist, racist
actions, they are able to destabilize the situation and remove any gov-
ernment from power both in the most developed and undeveloped
country alike.

Today no country can consider itself secure from the cross-border
information threats.

Information technologies can become a trigger for unleashing even
an interstate armed conflict.

At that, much lower expenses are required to create a conflict situ-
ation in comparison with the classical preparation of conventional war.
You do not need to create large groupings of forces, concentrate avia-
tion, artillery, air defense in certain areas, and bring up logistics divi-
sions and so on.

Information influence is without bloodshed, does not destroy the
environment and may be implemented through quite peaceful means —
mass media, the Internet, means of telecommunications, computer
and communications capabilities and etc.

Through actions of misinformation, publication and dissemination
of extremist statements, gathering of racist or xenophobic flash-mobs,
cross-border cyberattacks on objects critical to daily living activities of
society, etc. the situation in any country can be «brought to the boil»
and lead to «social upheaval».

Such actions can also be used to put several States at odds with each
other, and to bring them to a state of war.

Drawing on the example of color revolutions and conflicts of the
last decade one can say with confidence that such technologies have
already been well run in.

The question is where, when and against whom will they be applied
in the future?

Another question is what nation-state today can unequivocally and
with confidence say that it is impossible to use these technologies
against it, because it is fully protected?
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The answer is obvious — there is no such nation-state.

Another aspect of confrontation in the information sphere is a rapid
advancement and proliferation of information weapons.

Experts have repeatedly noted that the damage caused by the use
of such weapons may lead to industrial disasters on critical facilities
of industry, economy, energy production and transport, collapse of
financial system and economic crisis.

With the development of information technologies the range of in-
formation weapons will expand, and the list of objects that can become
targets for its possible use will extend.

The situation is exacerbated by the fact that such weapons could fall
into the hands of terrorists and criminal organizations. In this case its
effects will be unpredictable.

Many experts share the view that it is impossible to prohibit the
development of such weapons, and most importantly to monitor its
on-hand status in nation-states, let alone terrorist groups.

But it is possible to develop a framework for their non-proliferation.

Today, it has become apparent for many nation-states that it is time
to adopt universal rules that will help prevent the use of information
technology to unleash wars and armed conflicts.

For example, in January of this year, the Shanghai Cooperation
Organization undertook such initiative, and submitted to the United
Nations a draft of a sought-for code of conduct'.

The SCO member-states propose the international community to
adopt the obligations not to use ICTs in a manner contrary to mainte-
nance of international peace and security, to build confidence and to
refrain from threat or use of force in information space.

Unfortunately, some countries believe otherwise. In their view, to
maintain peace and security in information space one must adhere to
the strategy of deterrence.

Indeed, in the years of «cold war» the mutual threat of nuclear
retaliation allowed us to escape the unleashing of a large-scale war.
However, that cannot be a reason to try to prevent conflicts only on a
basis of deterrence — conflicts that, as believed in the West, may result
from the use of information weapons?.

!International code of conduct for information security, UN Document A/69/723/,
January, 13 2015.

2] Nye The Mouse Click that roared, http://www.project-syndicate.org/commentary/
addressing-the-cyber-security-challenge-by-joseph-s--nye; K.Geers Deterrence of Cyber
Warfare, http://www.iisi.msu.ru/forum/stenogramma/; Statement of Admiral Michael
S Rogers Commander United States Cyber Command before the Senate Committee
on Armed Services, 19 March 2015, http://www.armed-services.senate.gov/imo/media/
doc/Rogers_03-19-15.pdf
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We believe that this approach poses a serious threat to international
security, since it is based on building and display of powerful military
information capabilities. This move will inevitably lead to an informa-
tion arms race, a serious violation of the principle of equal security and
general destabilization of the military-political situation in the world.

Moreover, Russian military experts believe that the comparison of
the current historical period with the situation in the beginning of the
«cold war» is inappropriate.

Evaluating the statement of the head of the US Cyber Command
Michael S. Rogers that «the acquisition of a nuclear potential by the
US... made it possible to reduce confrontation and eventually led to
negotiations on arms control», we think that the situation was exactly
the opposite. The creation of a nuclear potential of the USSR was the
event that led to a balance of power and allowed to avoid the catastro-
phe of a nuclear war, and ultimately forced the US to enter the very
same negotiations.

With regard to the current situation, I would like to draw your at-
tention to the following.

Today there is no «cold war». Therefore, such statements by Mi-
chael S. Rogers as «...our opponents are determined to control their
segments of cyberspace, steal our intellectual property, and disrupt the
work of our institutions» and «...we have little hope they will behave
responsibly in cyberspace» leave us perplexed.

Meanwhile, we have observed a different picture. According to the
testimony of Edward Snowden, the United States are spying not only
after adversaries but also allies and their own citizens in information
space.

Therefore, we do not understand the motives which determine that
the United States rely not on the force of law but the rule of force,
based on the implementation of a deterrence strategy in information
space.

Now I would like to elaborate on this subject in an insightful way.
I have to say that we have a negative attitude towards the very idea of
«information deterrence» and are skeptical about its feasibility.

Firstly, unlike nuclear weapons, the use of information technologies
doesn’t give raise to imminent threat of mutually assured destruction.
Consequently, the political leadership of the parties to the conflict will
not have the same fear of unleashing an «information war», which ef-
fectively motivates the reality of nuclear retaliation.

Secondly, given the large number of non-state actors operating in
information space, it seems incorrect to use the analogy of nuclear
deterrence, which in fact has been implemented by two major nuclear
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powers — the USSR and the USA. Now in order to prevent the transi-
tion of a conflict to the «shooting stage» it may be insufficient for one
of the two nation-states with comparable information capabilities to
convince the other not to escalate the conflict.

Thirdly, information weapons are much easier to develop, pro-
duce and transfer to someone else than military nuclear technologies.
Therefore, it is extremely difficult to achieve a convincing superiority
over the competitors.

Fourthly, is difficult to attribute the source of information attack
on computer networks because of its anonymity and a set of special
measures taken for «double backing» of traces. Therefore, it is unlikely
to promptly investigate the incident and reliably collect all the neces-
sary evidence for legitimate «retaliation», which will be justified by the
international community.

Fifthly, we believe that in information space it will be very diffi-
cult to achieve a balance of military information capabilities based on
reliable knowledge of key parameters of information weapons of the
parties.

On the one hand, publication of information on development of
new weapons systems will immediately result in development of tools
and methods to counter them, i.e. disrupt the balance. On the other
hand, any uncontrolled and covert development of these systems will
also disrupt the balance, and destabilize the military and political situ-
ation.

I would like to note that for the time being there is only one known
historical example that demonstrates the power of information warfare.
It is the attack of Stuxnet computer virus on Iran’s nuclear facilities
at Natanz and Bushehr. It can be assumed that it was conceived as
a reincarnation of the nuclear bombings of Hiroshima and Nagasaki.
However, the world has not trembled as a result of this attack, and
Iran has not announced its surrender and the abandonment of nuclear
programs. This means that capabilities of information weapons are not
yet comparable with the power of nuclear weapons, and it is generally
wrong to bet on their further build-up.

If nation-states adopt intimidation in information space as their
policy, this will only lead to new upsurge in an arms race and militari-
zation of information space.

The only reasonable alternative to this insanity is the aforemen-
tioned peace initiative in the field of international information security,
furthered by the SCO member-states in the UN.

It also aims at preventing information aggression. However, in con-
trast to deterrence strategy it is based not on a fear of retribution, but
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on a voluntary adoption by nation-states of universal rules of conduct
in information space, the responsible fulfillment of which will ensure
peace, stability and equal security for all peoples in the global informa-
tion space.

We stand for broad international cooperation in addressing the
global problem of countering the threat of unleashing of information
warfare and proliferation of information weapons. With that the main
aim of furthering of cooperation, in our view, is to establish an in-
ternational legal regime of international information security, which
would in particular regulate the military activities of nation-states in
the global information space on the basis of principles and norms of
international law. We stand for establishing of frameworks for bilateral
and multilateral cooperation on military aspects of international infor-
mation security.

Thank you for your attention!

X
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Nozed poeddin

Munucmepcmeo oboponst u cnopma Aecmpuu

3ammuTa KPUTHYECKH BAKHOW MH(PACTPYKTYPBI
B KHOEpPNPOCTPAHCTBE

BBenenue

KubGepBoliHa sSIBJIsI€TCSI HOBOM U CEPhe3HOM YTPO30i JJ1s1 FOCYAapCTB,
UH(}ppacTpyKTypa KOTOPHIX OCHOBaHA Ha COBPEMEHHBIX MH(OPMALIMOH-
HBIX U1 KOMMYHUKAIMOHHBIX TexHojorsax (MKT). IToatomy Heobxogum
aHaJIM3 XXU3HEHHO BaxKHbIX MHGPACTPYKTYp C TOYKW 3PEHUsST MOTEH-
LIMAJIbHBIX YIpo3, a Takxke pa3paboTka CTpaTerMyecKrx KOHLEMIWMA
0€30IaCHOCTU Y MEP NMPOTUBOAEHCTBUSA BOSMOXHBIM HanageHusaMm .

VazsumocTb HHGOPMANIMOHHOTO 00IIECTBA

PaGoTocrmocoOHOCTh CTpaTernyeckKy BaKHBIX MH(MPACTPYKTYp, 00e-
CIIEUMBAIOIMX XXU3HEHHO BaxKHbIE 0011IeCTBEHHbIE (DYHKIINU, SIBJISICTCS
KPUTHYECKN BaXHOW IUIST TOCyAapcTBa B IiesioM. Hapymenue paboto-
CITOCOOHOCTU WJIM pa3pylleHue 3TUX UH(GPACTPYKTYP MOXET ITOBJIeYb
Ccepbe3Hble MOCASACTBUS /11 300POBbsl, 0€30MACHOCTH UM 9KOHOMMU-
YECKOI0 Y COLMAJIbHOIO OJIarOCOCTOSIHUSI HaceIeH!sI, a TakKe ISl 3¢-
(beKTUBHOTO (DYHKLIMOHUPOBAHUSI TOCYIaAPCTBEHHBIX YUPEXKACHUIA.

Hame «vHIyCcTpMambHOE OOIIECTBO» HAXOMUTCS Ha ITYTH TIepexona
K «MH(GOPMAaLMOHHOMY 001ecTBy». OHO (Ha JAHHBIA MOMEHT) 3a-
BHICUT OT IPOMBIIIJIEHHOTO TTPOM3BOACTBA, HO B TO X€ BpPEeMsI CTaJlo
3HAUYUTEIBLHO 00Jiee 3aBUCUMBLIM OT (PYHKIMOHMPOBAaHUS MHMOpMa-
LIMOHHBIX U KOMMYHMKALIMOHHBIX TMOTOKOB. IIpy 3TOM OHO Takxe
CTaJI0 YSI3BUMBIM K JIIOOBIM HapyIICHMSM 3THX ITOTOKOB. Pactyimast
3aBUCUMOCTb MH(OPMALIMOHHOTO 00I1eCcTBa OT MH(MOPMALIMOHHBIX U
KOMMYHUKAIIMOHHBIX CUCTEM, C OMHON CTOPOHEI, U YI3BUMOCTb 3THX
CHUCTEM C JIPYroii, CO3al0T Ciadble MeCTa, KOTOPhIE MOTYT OBITh Mpe/I-
HaMEpPEeHHO MCMOJb30BaHbl, YTOOBI OCIA0UTh WM Jaxe YHUYTOXUThb
WHGPOPMAILIMOHHOE O0IIECTBO WJIM €r0 YacTH.

' TlepBOoHaYaNTbLHO HACTOAIIAA CTAaThs ObUIa HANMCAHA M OMyOJIMKOBaHA BaibTepom
YHrepom noa HazBaHueM «KubOepBoitHa M 3alllMTa KPUTHMYECKU BaxKHOM MHMPACTPYK-
Typbl» (Walter J. Unger: “Cyber War and the Protection of Strategic Infrastructure”)
B kHure WM. IIpoepdna «TubpumHasi 1 KUOGEpBOMHA KAK CIEACTBUSI aCUMMETPUI»
(J. Schréfl, “Hybrid and Cyber War as consequences of Asymmetrie”), Peter Lang. New
York, 2011, p. 145—154. B kauectBe pemaktopa 5Toit Kaurn M. poeddn yacTmaHo

JOIIOJTHUIT 1 ,Z[Opa60TaJ'I HacCTOAIIYIO CTaTblO.
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MaccupoBaHHas aTaka, HanpasiaeHHas1 npotuB MKT-cucrem rocy-
JlapCTBa WX OOIlEeCTBa, MPU OMPEACTEHHBIX 00CTOSITEILCTBAX MOXET
MMETh TaKue XK€ MOCIEACTBYS, KaK HEIMOCPEACTBEHHOE HamaaeHue Ha
MMPOMBIIUIEHHBIE TIPEATTPUSITUSI.

IoTennMAan yrpo3sl KHOEPBOiHbI®

KubepBoiiHa 3T0 «<HaMepeHHOEe BhIBEIEHUE U3 CTPOSI (MJIM UCKaXKe-
Hue) uHpopMaluu, UH(GOPMALIMOHHBIX CUCTEM M MH(MOPMALIMOHHBIX
MPOLIECCOB MPOTUBHMKA JJISI 3aBOE€BaHUSI UH(OPMALIMOHHOTO MPeBOC-
XOJICTBA Ha TeaTpe BOCHHBIX ACHCTBMI, B 30HE IMPOBEACHUS OIepa-
LIMM WM Ha TIoJie 60s1 — KOHEUHOM LIeJIbIO SIBJISIETCS PellieHue CBOMX
MOJIUTUKO-CTPATETMYECKNX, BOCHHO-CTPATErMYeCKUX, OIepPaTUBHBIX
WIM TaKTUYECKUX 3a7ay 0e3 MpUMEHEHMs] TPaIULMOHHBIX BOEHHBIX
CPEICTB WM IyTeM MX JOTOJHEHMS».

BeposiTHbIMU 11eJ1SIMU aTaK B KUOEPBOMHE SIBJISIIOTCSI OCHOBBI — J10-
CTYMHOCTb, KOH(UIESHUMATBHOCTb U LIEJIOCTHOCTb — CTpaTernyecku
BaxkHOI MHGPACTPYKTYphl rocymapctBa, ocHoBaHHo Ha MKT. bna-
rojgapsi BCEMMPHOM CETH, aTaka MOXET ObITh HayaTa U3 JIIoOOro MecTa
Ha 3emie. [loaToMy €€ 3HAUUTENBLHO TPYIHEE OTCIEIUTb U UICHTU-
(uimpoBaTh B KauecTBe BHellIHEeN yrpo3bl. Huskue 3aTparhl Ha mpo-
BelleHWE aTaKyd PACLIUPSIOT KPYr MOTEHUUAIbHbBIX 3JI0YMbIILIEHHU-
KoB. Hamanaro1ieit cropoHO#l MOTYT ObITh HE TOJIBKO FOCYIapcTBa, HO
TaKXe TeppOpUCTUUECKHE TPYMIIbl U AaXe OTaesbHbIe Juia. [Toatomy
HanageHue Ha MKT HoKHO paclieHMBaTbCsl KaK «BOOPYKE€HHOE Ha-
nageHue» B cMmbicae ctatbu 51 Xaptum OOH unm kaxk mpectyruie-
HUE — IIOJUTUYECKOe, WM O0IIero xapakrepa. MoOTHUBBEL MOTYT OBITh
MOJUTUYECKUMU, UICOJOTMYECKMMU, PETUTMO3HBIMU, STHUYECKUMH,
a Takxke 9KOHOMUYECKMMMU, aHAPXUUECKUMU, WU MPOCTO JIMYHBIMMU.
B o011eM, MOXHO TIpeACTaBUTh ceOe IMPOKUI CIIEKTP HaIlagalolmnx
WJIM TIPECTYITHUKOB U UX MOTHUBOB.

IIpu mpoBemeHMM aTak YCMEIIHO HMCIIOJB3YIOTCS OOTHETHI, Bpe-
JIOHOCHOE M paspyllialiiee IporpaMMHoe obecrieueHue, BHEAPSIeTCS
HEHMCIIpaBHOE O0OpYIOBaHME, a TAKXKEe MPUMEHSIOTCS METOIbI Hapy-
meHus padotsl wiau BeiBeAeHUsT MKT u3 crpos. IlpeumylnecTBamMu
IS HallaJamllero SBJSIOTCS JellleBU3HA CPeACTB, Majasi BeposiT-
HOCTb OBITb OOHApPY>XEHHBIM, a TaKKe HE3aBUCHUMOCTh OT BpEMEHU
u Mecta. TpyaHO, WIM MOYTU HEBO3MOXHO OOHAPYXUTh CJEIbl MOJI-
roToBKM HamajaeHus. OObeKTbl HaIaJeHWl MOTYT ObITh aTaKOBaHbI

2Cwm. Walter J. Unger/Heinz Vetschera, “Cyber War und Cyber Terrorismus als neue
Formen des Krieges” [KubGepBoiiHa u kubepTeppopu3M, Kak HOBbIE BUJbI BOWHBI|, B:
OMZ [ABctpuiickuit BoeHHbI xypHai] 2/2005, p. 204 ff.
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B T€YeHHE OYeHb KOPOTKOIO Iepuoia BPEeMEHM, MPU 3TOM CTEeIeHb
(pM3MIECKOTO TTOBPEXKICHMUS 1SN MOXET OBITh OrpaHWYeHa C IETbIO
BO3MOXHOM ITOCJIEAYIOIIEN SKCIUTyaTalluy LEJIN.

Kpome Toro, obiime cpeactBa M METOABI 3JIEKTPOHHOTO Hara-
JIEHUST MOTYT OBITh MCITOJb30BaHBI OMHOBPEMEHHO C (DU3MISCKUMU
aTakaMu MPOTUB Kputuuecku BaxHbIx MKT-cTpykTyp (¢ ucmosb3o-
BaHWEM, HAIpUMep, 3aXXUTaTeIbHBIX OOCIpHUIIacoB, OGOMO, OpYyXus,
HCTOJIb3YIOIIETO 3JIEKTPOMArHMTHBIE, MMUKPOBOJHOBBIE U JIa3epHbIE
TEXHOJIOTUM).

KoHKkpeTHasi cTernieHb TMOTEHIIMAIbHO HAHOCHUMBIX ITOBPEXICHUM
MOXET ObITh OLIEHEHA TOJILKO MOCJIEe JeTalbHOIO aHaIM3a’, MOCKOJb-
Ky, B YaCTHOCTHM, HEIOCTATOYHO M3Yy4eHa CTEIIeHb CBSI3aHHOCTH U
B3aIMO3aBUCUMOCTU Mexay ctpaternyeckumu MKT-pecypcamu.

B mporutomM, 1ensiMM 9acTUYHO CKOOPAWHUPOBAHHBIX HamameHUN
ObIM CETH TIPaBUTENIbCTB, TOCYHAPCTBEHHBIX YUYPEXKACHUM, IMOJHU-
THYECKUX TapTuif m 6aHkoB. CleHapuii KMOepBOWHEI KPOME 3TOTO
TIpeAIoaracT OCYIIECTBICHNE HamaleHW Ha CUCTEMBI DHeproobde-
CIIEYeHUsI, OCOOEHHO 3JIEKTPOCHAOXKEHUSI, LEHTPhl TEeJIEKOMMYHU-
KallMOHHBIX TIPOBAlIcpOB, WHCTUTYTOB BHYTPEHHEW W BHEIIHEH
0e30IMacHOCTH, TO €CTb MOJMIMM U apMUM, U TIPOTUB TeJie- U paauo-
craHuii. CKOOpAMHUPOBAHHBIC HAITaIeHNSI, BEPOSTHO B COYCTAaHUU
C TPAOIUIIMOHHBIMU METOIaMM, MOTYT ITapajin30BaTh CTPAHy HE TOJHKO
Ha HECKOJIbKO 4acoB, HO M Ha HECKOJbKO Heaeab. Eciu Takoil mon-
Xo# OymeT peaqn30BaH B paMKax IIEJIOCTHOM HACTymHaTeJIbHOM cTpaTe-
MU, OH MOXeT OBbIThb MCMOJIb30BaH JISI JOCTUXKEHUS TOJIUTUIYECKUX
nHTepecoB. [103TOMYy Bce TEXHMYECKM BBICOKOPA3BUTEHIEC TOCyHapCcTBa
JIOJDKHBI IMMPUHUMATh CTpaTErMUecKre M ONEepPaTUBHBIE MEPhI, YTOOBI
3aIIUTUTD Ce0S OT TaAKMX MOTEHIIUMATBHBIX YTPO3.

YXe ceromHsl KMOEpBOITHA HECET 3HAYMUTEIbHBIM HEKOHBEHIINO-
HaJIBHBII PUCK IJI1 HAllMOHAJbHOM Oe3omacHocTU. ['ocynapcTBeHHbIE
yUpeXXIeHU W KOMMepUYeCKIe TIPSANPUSTHS, KOTOPbIe ITOTEHIINATBHO
MOI'YT CTaTh OOBEKTAMU HaIlaeHMsI, TOKHBI OBITh TOTOBBI K camMo03a-
mure. [IpecTymHEBIe OeMCTBUSA HOJKHBI pPacCIeqoBaThCA B CyOcOHOM
WY YTOJOBHOM Topsiake. ['ocymapcTBEHHBIE CTPYKTYpBlI O0€30TacHO-
CTM MOTYT HE CIPaBUTbCS C MHOXECTBOM BHWJAOB IPECTYITHOU Aesi-
TEJIbHOCTHU U €€ MacllTabaMu — MOTpedyeTcsl co3laHre CIielMabHbIX
BO3MOXHOCTel 1 cujl. Bo MHOrUX cTpaHax Uil 3allMThl HAllMOHAIb-

3 AHanu3 OJXeH B OCOBEHHOCTH NMPUHMMATh BO BHMMAaHUe 3(GeKT JOMUHO U Ka-
ckanmHbIN 3¢ deKT, a TakKe BTOPUYHBIN M TpeTUUHbINH 3¢ dexT/yiepod. Kpome yimepba
OT HaMEPEeHHBIX ACMCTBUI, HEOOXOAMMO paccMaTpUBATh U BO3MOXHbBIE KatacTpoduue-
ckue paspyuieHus crpatermdeckux MKT, BeI3BaHHBIE TTIPUPOIHBIMU CHJIAMU, TEXHUYE-
CKOW WJI YeJIOBEYECKOW ONIMOKOM.
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HOI 0€30IMacHOCTU OT BHELIHUX aTaK MCTOJb3YIOTCS CpeacTBa Kubep-
BOWHBI, U, KaK CJIEACTBUE, 3TO YK€ CTAJIO HOBOM BOCHHONM 3amayeit
HaILlMOHAJIbHOII 0OOPOHHI.

Crparerns 3alUThl HAIMOHAJIBHOTO KMOEPIPOCTPAHCTBA

CTpaTerusi o3HayaeT MPOELUPOBAHME CUIBI B TOJUTUKE?, B TO
BpeMs Kak mpupoga (pakTopoB CHIbI MMEET BTOPOCTEIIEHHOE 3Have-
HUe. 3aK/IIOUYeHHasl B TMOHSITUE «CTpaTernyeckoil MHMOpMaIMOHHOMN
BOUHbBI», KMOEpBOWHA MPaKTUYECKU COBMAAAET CO CTpaTernyeckoi
KOHILIenuMel, paspaboraHHoit AHape bodpe. B cooTBeTcTBUU € HEi,
LIeJIBIO JIFOOO CTpaTeruu SIBJISIETCS BHITTOJTHEHWE TTOCTaBIEHHbIX TTOJIH -
TMKOH 3a1a4 MPY HAMJIYYIIEM UCIIOIb30BAHUY UMEIOIINXCS CPECTBS.
B 6010 nuet mouck Takoro pelieHusi, KOTopoe 3aCTaBUT MPOTUBHUKA
MIPUHATH YCJIOBUsI, HajaraeMple Ha HEro. B 3TOM NIpPOTUBOCTOSTHMH
BOJIM pelIeHMe CTAHOBUTCS MCUXOJIOTMYECKOM peakiiueit, BHyllaeMoit
MPOTUBHUKY: €r0 HEOoOXOIMMO yOeauTh B OECIOJE3HOCTM HauMHaThb
WK TIPOJOJIKATh GUTBYS.

Ecnu xubepBoiiHa SIBJsIETCSl HACTYIATEIbHOM CTpaTern4ecKoi KOH-
LIeTIIIMe, TOTEHIIMAJIBHO YrpoxaeMble TocymapcTBa (TO €CThb Bce Te,
KOTOpbIe B 3HAYMTEJIbHON CTEMEeHW 3aBUCIT OT (DYHKIIMOHUPOBAHUS
KPUTUYECKN BaXXHON MHMPACTpyKTypbl, ocHoBaHHOU Ha MKT) nomx-
HbI pa3paboTaTh U BHEAPUTh KOHLENLIMU CTPATETMYECKOM 3aLUThI.

AapoM KOHLENLMU TOJKHA OBITh ONTUMAalIbHAsl 3allluTa COOT-
BeTcTBylolInX ocHOB MKT. IlepBocTenneHHOE 3HaYeHHE HMMEET IO-
CTOsSIHHasI JOCTYITHOCTb, Hajjiexalass KOH(MUICHLMaJIbHOCTb, U HeE
Hapylaemasi 1eJocTHOCTh (0a3oBbie LeHHOocTH MKT) mommexamimx
3al[UTe UH(MOPMALMOHHBIX YCIYT U JUHUNA CBA3U KPUTUYECKU BaX-
Heix MKT — B 0COOEHHOCTHM, BBICOKASl JOCTYIMTHOCTb KPUTHYECKU
BaxxHoil UKT-nudpactpykryphl (61m3kas K 100%).

Bapuantbl cTrpaTerun

B mpunHmumne, OOCTYIIHBI CIACAYIOLIME CTPATETMYECKUE BapUaHTBI
3aIUTHI OT HaMafeHusl’ B X0lIe KUOEPBOIHBDI:

4Cm. W.J. Unger/Heinz Vetschera, ,,Cyber War und Cyber Terrorismus als neue
Formen des Krieges*, OMZ 2/2005, S. 203 ff.

SCM. André Beaufre, Totale Kriegskunst im Frieden — Einfihrung in die Strategie
[McKyccTBO TOTaNbHOM BOWMHBI B MUPHOE BpeMsi — BBeleHUe B crpareruio]; Berlin,
1963; p. 25.

®Tbid.

7Cm.: Lukasik, Goodman, Longhurst “Protecting Critical Infrastructures Against
Cyber-Attack”, ADELPHI PAPER 359, Oxford 2003, p. 5ff.
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1) 3ammTa NoCpeaCTBOM CAEPXKUBAHUS U MPEBEHTUBHBIX MED;

2) TlocTosiHHas1 3alIMTa KPUTUYECKON WHMPACTPYKTYpbl U MpU-
HSITHE MEpP MPEeIOCTOPOXHOCTU Ha Caydyail Ype3BbIYAMHBIX CUTyallUid
U KPU3UCOB JJIs1 HEAOMYIIEHUS JOCTKEHUS 3JI0YMBIIILIEHHUKOM T10-
JIMTUYECKUX LIEJIeH;

3) IpuHsTHE OBICTPHIX MEP IO OrpaHUUYEHUIO MAcITabOB yllepoa;

4) Bo3MOXHOCTb OBICTPOIO BOCCTAHOBJIEHMSI MOBPEXIEHHBIX CU-
CTEM MOCPENCTBOM aHTUKPU3UCHOTO YIIPABJICHUS.

B HacTosiiiee BpeMsi 3alidTa MOCPEACTBOM CIAEPXKMBAHUS U TIpe-
BEHTUBHBIX MEp HE SIBJISIETCS BApUAHTOM JIJISI HEOOJIBILIMX TOCYIapCTB,
TaK Kak JUIsl 3TOTO HET COOTBETCTBYIOIIMX MPEANOCHUIOK, B TO BPEMS
Kak BapuaHThl No3 u Ne4 mormyckKaroT IIpUYMHEHNE OOJIBbIIOro yiiepoa
U, CJIEJOBATENbHO, HEMPUEMIIEMBI U1 YBEPEHHOTO B CBOMX CUJIax Tro-
CyJapcTBa, UAYLLIETO MO MyTU B MHQOPMAaLIMOHHYIO 3110XYy. B 3TOM Ciy-
yae HY>XHO cliefoBaTh BapraHTy Ne2, a UMEHHO 00ecIieYyrBaTh MOCTO-
STHHYIO 3allUTy KPUTUYECKON MH(PACTPYKTYPhl U MPUHUMATh MEpPhI
MPETOCTOPOXHOCTUA HA CITy4yall YpEe3BBIYAMHBIX CUTYAIIU U KPU3SUCOB
JUIS. HEJOMYIIEHUSI TOCTUXEHUS 3JI0YMBIIUIEHHUKOM TOJUTAYECKUX
ueseit. [llaHchl Ha ycriex 3TOro BapuaHTa INIAaBHBIM 00pa3oM 3aBUCST
OT BJAAEJbLIEB U ONEPaTOPOB KPUTHMUECKM BaXHBIX MHMPACTPYKTYD,
TaK KaK OCHOBHAsI UX YacTh HaXOMSATCS B YACTHBIX pyKax.

T'ocynapcTBO Takke HeCET OTBETCTBEHHOCTD I1O 3alllUTe OO0IllecTBa
B kubeprnpocTpaHcTBe. HyXXHO CTpeMUTBbCA K peaiv3allMid BapuaHTa
Ne2, co3maBast penITOCHIIKM, paMOYHBIE YCIIOBUS, a TAKXKe BBIIEIISS
HeoOXomuMble pecypchbl. B 3TOM KOHTEKCTE OOBbEKTaMW 3allUThI SIB-
JISIIOTCSI KPUTUUYECKM BaXKHbIe MHPPACTPYKTYPhI FrOCyaapcTBa, 3aBUCS -
mue ot UKT.

Bunpl kndepatak B BoiiHe

Ecau B OyayleM HauyHeTCsl BOMHA MEXAY KPYIMHBIMU MUPOBBIMU
Jiep>kaBaMM, NEPBOM kKepTBOM KOH(IMKTA MOXeT cTtaTb caM MHTep-
HeT. KoHeyHas 1ieJib BOGHHBIX NEMCTBUI — MOCTUKEHME TMO0enbl —
OCTaHeTCs HeM3MeHHOU, 1 BoeHHbIe cTpaterun CyHb-113b1 1 Knayse-
BMIIa MO-TIpeXXHEMY OyayT MpUMEHUMBI. TeM He MeHee, MHOTHE BUIIbI
BOEHHON TaKTUKU MPETEPIIT U3MEHEHUS C yUeTOM YHUKAJbHOI MpU-
pOAbl KMOEPIPOCTPAHCTBA M CKPHITOM CHIJIBI KMOepopyxusi. B BoiiHe
OyIeT ABe OOIIMPHBIX KaTeropuy Kubeparax.

Boopyscennvie cunvi

KubGeparaku nepBoii Kareropuu OyayT IIPOBOAUTHLCS KaK 4acTh 00-
IIUX AEHACTBUI MO BBIBEAEHUIO U3 CTPOSI OPYKUSI MPOTUBHUKA U Ha-
pYLIEHUIO padOThl BOEHHBIX CUCTEM KOMaHIOBAHUSI U yIIpaBJIEHUS.
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Pa3zyMHO mpenmnosioxXuThb, 4TO B Ciydae KPYMHOM pErMOHaJIbHOM
WJIM MHAPOBOU BOWHBI TAKOTO poJa aTaKW IOMEPKHYT B CPAaBHEHUU C
YPOBHEM CJIOXKHOCTH U MacllTabaMu TeX KUOEPUHCTPYMEHTOB U TaK-
TUK, KOTOPbIE TOCYIapCTBa, CKOPEE BCEro, UMEIOT B PE3EPBE Ha CIy-
yail Kpu3uca HalMOHAJIbHOI O€30MaCHOCTH.

Kpumuuecku saxcras ungpacmpyxkmypa

KubGepataku BTOpoii KaTreropuu OyAyT HampaBieHbl Ha CITOCOO-
HOCTb Y TOTOBHOCTb IIPOTUBHUKA BECTU BOITHY B T€UEHUE IJINTEJIHLHO-
ro nepuoga BpeMeHu. lleau, ckopee Bcero, OyayT BKJouaTh B ceOsi
(MHAHCOBBIM CEKTOp, MPOMBIILIEHHOCTh W HAIIMOHAJIBLHOE CaMo-
co3HaHue NpoTUBHUKA®. KpuTuyecku BaxXHBIMU SBISIOTCS UH(DpPa-
CTPYKTYPBHI’ WM MX YaCTH, KOTOPbIe UMEIOT CYLECTBEHHOE 3HAUYEHME
B 00€CIIeYeHMM BaXKHbBIX COLIMAIbHBIX QYHKIMI. VX HapylleHre WUIn
pas3pyllieHHe OKa3blBaeT CEpPbe3HOE BIMSIHME Ha 3I0pOBbe, Oe3omac-
HOCTb WJIM SKOHOMUUYECKOE U COLMAJIbHOE OJIarOCOCTOSTHUE Haceie-
HUs, WK Ha 3¢¢eKTUBHOEe (DYHKIIMOHUPOBAHWE TOCYIapCTBEHHBIX
YUIPEXKICHUMN.

Ha ocHoBe EBpormeiickoii IporpaMMbl IO 3alllUTe KPUTUUYECKU
BaXHOI MHMPACTPYKTYphl'’ B ABCTPUM Ha HALIMOHAJIBHOM YPOBHE GbLT
pa3paboTaH reHepajbHbI IJIaH — ABCTpUIACKas IIporpaMma 3alliThl
KpUTUYeCKU BaxkHoM nH(ppacTpyKTypsl (APCIP). B Heit paccMoTpeHbI
MIPUHLMITEI TTPOTPaMMBI, TIPUBEICHBI CITUCKU TTPUOPUTETHBIX CEKTO-
POB JJ11 TPOBEJACHUSI paccaeA0oBaHMii, onpeaeaeHbl KPUTEPUU OLEHKHU
KPUTUYECKU BaXKHBIX MHMPACTPYKTYp, BblAeAeHbI (PaKTOPhl pUCKa U
aKTOPHI, TIPUBEJCH CIMCOK Mep IO 3alUTe KPUTUUYECKUA BaXKHBIX WH-
¢pacTpyKkTyp U BbIpabOTaH IJIaH ACHCTBUI ¢ MOAPOOHBIM OMMCAHUEM
3a1ad4.

B EBponetlickoit mporpamMme mnepeunciaeHbl 11 oTpaciieit KpuTu-
4yecKM BaXHOI MH(MPACTPyKTyphl'!: sHepreTnka, aTOMHas MPOMBILL-
neHHoctb, WMKT, BomocHaOXeHUe, CHaOXEHWE IPOAOBOJBLCTBUEM,
31paBoOOXpaHeHUe, (PUHAHCHI, TPAHCIIOPT, XUMUYECKasi TIPOMbIIIICH-
HOCTb, KOCMOHABTMKA, HAYYHO-UCCJIENOBATEILCKIE UHCTUTYTHI.

8Cm. Taxxe Kenner I'mpc «Jlemuctuduxanusa kubeppoitHs» (Kenneth Geers:
“Demystifying Cyber Warfare”) B kuure W.lpoeddna « uGpumHas n KubepBoitHa
kak cienctBusi acummetpun» (J. Schrofl, “Hybrid and Cyber War as consequences of
Asymmetrie”), Peter Lang. New York, 2011, p 119 — 126.

9Common Report of the Federal Chancellor and the Ministry of the Interior Con-
cerning the Austrian Program for Critical Infrastructure Protection; Master Plan APCIP;
Ministerial Council Resolution of 02 April 2008, p. 1.

WEPCIP = European Program for Critical Infrastructure Protection.

'CMm. Tam xe, Common Report of the Federal Chancellor..., p. 5.
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He Bce 13 3THUX CEKTOPOB UMEIOT IS ABCTPUM TaKYIO K€ 3Ha4M-
MocTbh, Kak 111 EC. ATomMHas ImpOMBIIIJIEHHOCTh U KOCMOHABTHKA
He MMEIOT KOHKPETHOW HalMOHaJdbHOW 3HaYyuMMoOCTU. IIpu 3TOM, B
aBCTPUIACKON KPUTUYECKM BaXKHOU MHMPACTPYKTYype CAeIaH aKIEHT
Ha ToCyJapCTBEHHBIC YUYPEXKIACHUS, OOCIyKMBaHME COLIMAJILHON CH-
CTeMBI 1 CUCTEMBI OOOPOHBI, a TAKXKE Ha CIIy>kKObI OIlepaTUBHOTO pea-
TMPOBAHUSI.

LleHTpHI, Y376l CBSI3M W CUCTEMBI YIIPABICHUS 3THUX KPUTUUCCKUX
MHPPACTPYKTYP, HAXOMSIIIMXCSI B PAaCHOPSKEHUM COBPEMEHHOIO 00-
1ecTBa, (PYHKIMOHUPYIOT Ha OCHOBE MH(MOPMAIIMOHHBIX M KOMMY-
HUKAIMOHHBIX TEXHOJIOTUI MJIM MMeIoT Oojbiioe 3HaueHue 11 MKT
U MOTYT 3KCITyaTHPOBAThCSI TOJBHKO B OIIPEIEICHHBIX MECTaXx.

TTocaencTBug

Tl'ocymapcTBO MOJKHO BHOCUTD BKJIAA B MOIAECpP:KaHUE BO3MOXHO-
CTU Mo 3aiuTe crpateruyecku BaxkHoil MKT-uHdpacTpykTypsl OT
KubepaTak — IyTeM IPeloCTaBACHUS TTOCTOSIHHO MOCTYIHBIX M aK-
TyaJIbHBIX TTPOTHO30B CUTYyalluU, CAEJaHHBIX Ha OCHOBE Mepuoanye-
CKOIo aHaJlu3a 1 OLIEHKU PUCKOB 0E30MACHOCTH; CO3MaHUS CUCTEMbI
paHHETro TpPEeAyINpeXAeHUs, MOMOJHEHHOW (YHKIIMOHAJIIOM pearu-
pPOBaHMsI B UPE3BbIYANHBIX CUTYalIMsIX, & TAKXKE COOTBETCTBYIOLIUMU
TTOJTHOMOYMSIMU.

HezaMeHUMBIM SIBJISIETCS MHTEHCUBHOE COTPYAHMYECTBO Ha Ha-
LIMOHAJILHOM YPOBHE MEXIY MPOMBIIIICHHOCTbIO, YUEHBIMU, TTpaBU-
TEJIbCTBOM M TpaxinaHaMmu (TOCYyJapCTBEHHO-YaCTHOE MapTHEPCTBO).
OHO JOJKHO ObITh MHUIIMUPOBAHO W MPOJABUraThCS T'OCYAAPCTBOM.
Ha eBpomneiickoM ypoBHe rocyaapcTBa IOKHBI, B YACTHOCTH, COTPY/I-
HUYaTh IO BOMpocaM MpoGUIaKTUKU, BBISIBICHUST YTPO3 U OOOPOHHI.

Branmenblibl M onepaTtopbl KPUTUYECKU BaxKHOUW MHOPACTPYKTYPHI
JIOJIXKHBI CO3aTh MPEANOCHUIKM 7151 0€30MaCHOM AeITeTbHOCTU — pe-
aJ130BaTh KOMILJIEKCHbIE MEphI MO 3alMTe OT BHEIIHMX W BHYTPEH-
HUX aTakK, HaJlaiuTb oOMeH MH(pOpMaLMed, COTPYIHUUECTBO MEXIY
orepaTopamMu, MOAAECPKUBATh BBICOKME CTaHAAPThl 0E€30MaCHOCTU U
MIPOBOAUTDL aBTOPMU30BAHHBIE KypCHI IS TlepcoHana. MHoroobGelao-
IIUMU TOAXOJaMU SIBJISIIOTCSI pa3paboTKa M MCIIOJb30BaHUE CUCTEM,
«YCTOMYMBBIX K BTOPXEHHUSIM», pPE3epBUPOBAHUE, aBTOMaTU3AIIUS
KPUTUYECKHUX MPOLIECCOB C MEPEKPHIBAIOIIMM PYUYHBIM YIIPaBJIEHUEM.

B obnactsax ¢ ocoObIMU TpeOOBAaHUSIMU K O€30MaCHOCTU CJIenyeT
HCTIOJI30BaTh UCKITIOUUTENIBHO IPOBEPEHHOE MIJIM COOTBETCTBYIOIINM
00pa3oM cepTU(PULIMPOBAHHOE MPOrPpaMMHOE U armapaTHoe obecrie-
YyeHHe, OpraHu3alvy, MPOLEeayphl M HaACXKHBIN MepcoHal. 3aluTa
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BaXHBIX JAHHBIX W CTPYKTYp MOJKHA OCYILIECTBJISITbCS B COOTBET-
CTBUU C 3aKOHOM, co00pa3Ho ypoBHIO BaxkHocTu MKT u macimraba-
MU YIpo3.

Kputnyecku BaxXHbIM MH(PACTPyKTypaM HeOOXOAMMa MOCTOSIH-
Has 6a3oBas 3allMTa C aKTUBHBIMM U MAaCCUBHBIMU MEpaMu, COOTBET-
CTBYIOLIMIA NIEpCOHAT M MaTepUalibl. 3alllUTa JOJKHA ObITh OPraHU30-
BaHa TaKUM 00pa3oMm, 4YTOObI B Cilydae IperogaraeMoi OomacHOCTH OT
Karactpod, TEPPOPUCTUYECKMX AKTOB, BOEHHBIX NEUCTBUI €€ MOXHO
ObLTIO OBICTPO YCUJIUT.

IInanbl Ha ciydyail 4pe3BbIYAMHBIX CUTyallUil JOJDKHBI ITOCTOSIHHO
aKTyaJIU3UPOBATBhCS B XOJI€ MEPUOAMYECKUX YYEHMI U BCE YYACTHUKU
JIOJDKHBI OBITh 00$13aHbI TOIAEPKMBATh BBHICOKYIO OCBEIOMJIEHHOCTb O
TpeOOBaHUSIX MEP OE30MACHOCTH, PUCKAX U HEOOXOMUMbBIX KOHTpMEpPAaX.

B npuHiune, Mepbl 6€30MaCHOCTU JOJKHBI ObITH OpraHU30BaHbI
B COOTBETCTBUM C JEBU30OM <3allIUTUTh, BHISIBUTh, OTPEarupoBaThb» U
pa3aensTbcsl Ha OOOPOHUTENbHBIC M HACTyHaTeabHble Mepbl. [ToHST-
HO, YTO B KPUTUYECKUX U HeomHO3HAaYHbIX cutyauusx MKT-cucremor
UrparoT 0coOyI0 poJib C TOYKU 3PEHUSI MX COOCTBEHHON MHGbOpMaLUu
U TOJIEPXKKU.

Heo0xoaumMocTh NMpaBoBbIX aganTamui

Ha HanyoHasbHOM ypOBHE NOJKHBI OBITh YETKO OMNpEeJeHbI U
HajieJIeHbl COOTBETCTBYIOLIMMM MOJHOMOUYUSIMU KOMIIETEHTHBIE Op-
raHbl B 00J1aCTU MIPEBEHTUBHOKW 0OOPOHBI U MTPOTUBOAEMCTBUS aTakam
U3 KUOEPIIPOCTPAHCTBA, HAMPABIEHHBIM TTPOTUB «KPUTUYECKU BAXKHBIX
UKT-cTpykTyp». sl penoTBpallleHUsI 3JI0yIOTPEeOJIeHUI U YIydlle-
HUST OTHOIIEHUSI K 9TUM HEOOXOAMMBIM MepaM HeoOXoauMo obecre-
YUTh 3PHEKTUBHYIO TTPABOBYIO 3aLLUTY U MEXaHU3M KOHTPOJISL.

C TOYKM 3peHMST MEXIyHAPOIHOTO IMpaBa araka MOCPeICTBOM HMH-
¢dopMaIMOHHBIX TEXHOJIOTHI, BEPOSATHO, MOXET KBATU(GULIUPOBATHCS
KAaK «BOOPYXEHHO€E HanajeHue» B moHnmanuu Ycrasa OOH'"2. Kpanu-
(ukanus «BOOPY>KEHHOTO HaMaAeHWsI» 3aBUCUT B MIEPBYIO OYepeib He
OT MCTIOJIB3YEMBIX CPEICTB, a OT HaMEPEeHUsI HAHECTH Bpell U CTEIeHU
dakTuyeckoro yuep6a. Tak Kak CylleCTBEHHBIN yilepO, CpaBHUMBIIA
¢ yiiepboM OT BOOPYKEHHOTO HallaJaeHHsl, MOXeT ObITb HaHeCEH, B
YaCTHOCTH, C TIOMOIIbI0O MH(OPMAIIMOHHBIX TEXHOJIOTWI, Hamaae-
HUSI U3 KUOEpNpOCTPaHCTBA, OE3YCIOBHO, MOIYT CUMTAThCSl «BOOPY-
KEHHBIM HallajeHuem» B cMbIcie cTatbu 51 YcraBa OpraHuzanus

2Cm. W.J. Unger/Heinz Vetschera, “Cyber War und Cyber Terrorismus als neue
Formen des Krieges” [ KnubepBoiiHa 1 KnubepTeppopu3M Kak HOBbIe (pOpMbI BOIHBI], in:
OMZ [Asctpuiickuii BoeHHbI xypHai] 2/2005, p. 209 ff.
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OO0bennHeHHBIX Haluii, KoTopas JIESTHTUMHUPYET IpaBo MOTepIeBIIeH
CTOPOHBI Ha camM0000poHy. Takke HeoOXOAMMO YTOYHEHUE, KaKue
00s13aTeNIbcTBA OYyOyT MMETh HEWTpaslbHble TOCyIapcTBa B clydae,
€CJIM Yepe3 UX «HaIlMOHAJIbHOE KMOEePIPOCTPAHCTBO» OCYIIIECTBICHBI
aTaky B OTHOLUEHMU TPETbUX CTOPOH.

33 81: 01181

Tl'ocynapcTBo 1OTKHO 00€CTIEUUTh JOCTATOYHbIE PECYPCHI ISl CO3-
JIaHUS WHCTPYMEHTA, KOTOPBIM MO3BOIII OBl OCYIIECTBIISITh aHAJIN3,
OLIEHKY U TPOrHO3MpOBaHME U3MeHeHUi B cTparernyeckux UKT, B
TOM YHCJI€ OLIEHKY PMCKOB, a Takxe ISl CO3IaHMsI TTOCTOSIHHOTO CU-
TYallMOHHOTO IIEHTpa IJIsI HaOJIOACHUS, OLIEHKU YPOBHS YIPO3bl U,
MpU HEOOXOAUMOCTH, IJIsI PAaHHEro MpeayIlpexAcHUs], TPUBEAEHUS
B TOTOBHOCTb, pearupoBaHUS U 3aJeiICTBOBAHUS 3KCTPEHHBIX CIIYXKO
(CERT/CSIRT = rpynna pearupoBaHusl Ha KOMIIbIOTEPHbIE MPOUC-
IIECTBUS / TPYIIIa pearnpoBaHMs Ha WHIMIACHTHI, CBSI3aHHBIC C KOM-
MbIOTEPHOI 6€30MaCHOCTHIO).

PaszButomy rocynapcTtBy HeOOXOAMM ILIEHTPaJbHBII OpraH, KOTO-
pBlii coOMpaeT, aHAIM3UPYET 1 OLICHMBAET BCIO HEOOXOAMMYI0 UH(GOP-
Malluio, TOCTYIAOIIYIO OT deaepalbHbIX U MECTHBIX YUpPEXICHUM, a
TaKXKe OT YACTHBIX JIMI[, U KOTOPBIM B COCTOSHUM CaM IIPUHWMATH
HEeoOXOoAMMbIe Mepbl IO HaOMoNeHUI0, NMpodulakTuKe, 000poHEe U
pearupoBaHMIO, WIU, COOTBETCTBEHHO, MOXET MOTpebOoBaTh UX MpU-
Hatus. Llenecoobpa3Ho, YTOOBI 3TOT OpraH TakKe OOeCHeuyu1 yIpaB-
JICHHE ¥ KOOPAUHALUIO COTPYIHMYECTBA Ha HALIMOHAIBLHOM U MEXIYy-
HapogHOM ypoBHe. JIJIs1 3TOro MOJDKHBI OBITh CO3JaHbl HEOOXOAMMbIE
MPaBOBbIE MPEATTOCHLIKU.



Joseph Schroeffl
Ministry of Defence and Sports, Austria

Protection of Critical Infrastructure in Cyber Space

Introduction

Cyber War (CW) is a new and serious form of threat for states
whose infrastructure is based on modern information and commu-
nication technologies (ICT). It is therefore indispensible to analyze
vital infrastructures with regard to potential threats to them and to
develop strategic security concepts as well as measures against possible
attacks'.

Vulnerable Information Society

The functioning of strategically relevant infrastructures to maintain
vital societal functions is critical for the state as a whole. Disruptions or
destructions of these infrastructures have serious consequences for the
health, security, or economic and social wellbeing of the population as
well as for the effective functioning of national installations.

Our “industrial society” is on the way of becoming an “information
society”. It (still) depends on industrial production but has, mean-
while, become considerably dependent on functioning information and
communication flows. But with that it has also become vulnerable to
any disruptions of these flows. Information society’s increasing depen-
dence on information and communication systems on the one hand
and the vulnerability of these systems on the other, create week points
which can be intentionally used to weaken or even destroy an informa-
tion society or parts thereof.

A massive attack against the ICT systems of a state or a society
may, under certain circumstances, have the same consequences as an
attack against the industrial basis itself.

This article has originally been written and published by Walter J. Unger: “Cyber
War and the Protection of Strategic Infrastructure” in J. Schrofl, aO: “Hybrid and Cyber
War as consequences of Asymmetrie”, Peter Lang. New York, 2011, p. 145—154. As
Editor of the book I partly amended, rounded up and completed this article into the
present shape. Thank You Walter!
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The Threat Potential of Cyber War?

Cyber War (CW) is “the intentional impairment of enemy infor-
mation, information systems and information-supported processes, in
order to gain information superiority in the theater, area of operation
or on the battlefield, with the ultimate goal of enforcing own politico-
strategic, military-strategic, operational or tactical goals, by avoiding or
supplementing the use of traditional military means”.

Likely targets of CW attacks are the basic values — availability,
confidentiality, and integrity — of the strategic ICT-based infrastruc-
tures of a state. Due to the worldwide web, an attack can be launched
from any place on earth. This makes it considerably harder to trace and
identify it as an external threat. The low costs of carrying out an attack
extend the scope of potential perpetrators. Not only states but also ter-
rorist groups and even individual persons can be attackers. Therefore
attacks against ICT will have to be rated as “armed attack” in the sense
of Article 51 of the UN Charta or as a political or general “criminal
act”. The motives can be political, ideological, religious, ethnic as well
as economic, anarchic or merely personal. All in all, one can imagine
a broad spectrum of attackers or perpetrators and their motives.

What is useful in carrying out attacks are botnets, malicious and
damage-inflicting software, the introduction of faulty hardware as well
as methods to disrupt or paralyze the ICT. Advantages for the attacker
are the inexpensive means, the small probability of being discovered
as well as being independent of time and place. The preparation of an
attack is difficult if not impossible to notice. The targets of the attacks
can be hit within a very short period of time and with a view to possibly
intended subsequent use the extent of the physical damage of targets
can be limited.

In addition, the common means and methods of an electronic at-
tack can be employed simultaneously with physical attacks against crit-
ical ICT structures (e.g. incendiary attacks, bombs, EMP, microwave
and laser technology).

The concrete extent of potentially causable damage can only be
assessed after a detailed analysis®, since especially the extent of the

2see Walter J. Unger/Heinz Vetschera, “Cyber War und Cyber Terrorismus als neue
Formen des Krieges” [Cyber War and Cyber Terrorism as New Forms of War], in: OMZ
[Austrian Military Journal] 2/2005, p. 204 ff.

3An analysis has to especially take into account domino effects and cascade effects
as well as secondary and tertiary effects/damages. Aside from threats caused by deliber-
ate acts, also the catastrophic damages of the strategic ICT caused by a higher power,
technical or human error have to be taken into consideration.
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networking and the respective dependencies between the strategic ICT
resources are not sufficiently known.

Targets of partly coordinated attacks in the Past were the nets of the
government, governmental offices, political parties, and banks. A cyber
war scenario would emerge if additional attacks were launched against
energy supply installations, especially electricity supply, the centers of
telecommunication providers, the security instruments for internal and
external security, i.e. the police and the military and against televi-
sion and radio stations. Coordinated attacks, probably combined with
traditional methods, could paralyze a country not only for hours but
for weeks. If embedded in a holistic offensive strategy, political inter-
ests could be enforced. All technically highly advanced states therefore
have to take strategic and operational precautions to protect themselves
against such potential threats.

Already today, CW presents a substantial sub-conventional risk for
national security. Potentially affected government agencies and busi-
ness enterprises have to provide for self-protection. Criminal acts are
to be legally prosecuted. Type and extent of criminal acts could over-
challenge governmental security installations and require special ca-
pabilities and forces. In many countries defense against attacks on
national security from outside, using CW means, has consequently
become a new task of military national defense.

Strategy for the Protection of National Cyber Space

Strategy means translating power into politics*, while the nature of
the power factors is of secondary importance. Embedded in a “strate-
gic information war”, CW is almost identical with the strategic concept
developed by Beaufre. According to that, it is the aim of every strategy
to fulfill the tasks set by politics with the best possible use of the avail-
able means’. The decision sought in battle is to make the opponent
accept the conditions imposed on him. In this dialectic of wills the
decision becomes a psychological reaction to be instilled in the oppo-
nent: He should become convinced that it is useless to take up battle
or continue it°.

4Cf. W.J. Unger/Heinz Vetschera, ,,Cyber War und Cyber Terrorismus als neue For-
men des Krieges“, OMZ 2/2005, S. 203 ff.

SCf. André Beaufre, Totale Kriegskunst im Frieden — Einfihrung in die Strategie
[Total Art of War in Peacetime — Introduction into Strategy]; Berlin, 1963; p. 25.

®Ibid.
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If CW is the offensive strategic concept, potentially threatened
states — i.e. all those which, to a substantial degree, depend on a
functioning critical information and communication technology-based
infrastructure — have to develop and implement strategic protection
concepts.

The core of the concepts must be the optimal protection of the
relevant ICT basic values. What is of primary importance is all-time
availability, appropriate confidentiality, and inviolable integrity (ICT
basic values) of the wanted information services and communication
lines of critical ICT — in particular the high-availability of critical ICT
infrastructure (close to 100%).

Strategic Options

In principle, the following strategic options for the protection
against a CW attack’ are available:

1) Prevention through deterrence and precaution;

2) Preventing the attacker from reaching his political goals by per-
manently guarding the critical infrastructure and taking precautions for
emergencies and crises;

3) Confining damage by taking fast measures to limit the extent of
damage;

4) Capability to quickly restore damaged systems through crisis
management.

Prevention through deterrence and precaution is, at present, not an
option for small states, as the preconditions for that are not there, while
options 3 and 4 allow for the infliction of great damage and should
therefore not be acceptable for a self-confident state on its way into
the information age. Option 2, namely to prevent the attacker from
reaching his goals by permanently protecting the critical infrastructure
and taking precautions for emergencies and crises should, in any case,
be sought. The chances for success of this option depend mainly on the
owners and operators of critical infrastructures, since the bulk of these
are in private hands.

The state also has the responsibility toward society to protect it in
cyber space. By creating the prerequisites, framework conditions, and
providing the necessary resources, option 2 has to be pursued reso-
lutely. In this context the objects of protection are the country’s critical
ICT-dependent infrastructures.

715 Cf.: Lukasik, Goodman, Longhurst “Protecting Critical Infrastructures Against
Cyber-Attack”, ADELPHI PAPER 359, Oxford 2003, p. 5ff.
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Cyber-Attack Categories in War

If there is a future war between major world powers, the first victim
of the conflict may be the Internet itself. The ultimate goal of war-
fare — victory — will not change, and the military strategies of Sun
Tzu and Clausewitz will still apply. However, many war tactics will
change in order to account for the unique nature of cyberspace and
the latent power of cyber warfare. There will be two broad categories
of cyber-attacks during the war.

Military forces

The first category of cyber-attacks would be conducted as part of a
broader effort to disable the adversary’s weaponry and to disrupt mili-
tary C2 systems.

In the event of a major regional or world war, it is wise to assume
that these kind of attacks would pale in comparison to the sophistica-
tion and scale of cyber tools and tactics that governments likely hold
in reserve for a time of national security crisis.

Critical infrastructure

The second category of cyber-attacks would target the adversary’s
ability and willingness to wage war for an extended period of time. The
targets would likely include an adversary’s financial sector, industry,
and national morale®. Critical Infrastructures’ are those infrastructures,
or parts thereof, which are of substantial relevance in maintaining im-
portant societal functions. Their disruption or destruction has serious
effects on the health, security or the economic and social wellbeing of
the population or on the effective functioning of governmental instal-
lations.

On the basis of the European Program for Critical Infrastructure
Protection'® a master plan was elaborated also for Austria on the na-
tional level — the Austrian Program for Critical Infrastructure Pro-
tection (APCIP). It describes the principles of the program, includes
listings of those sectors that have priority to be investigated, defines the
criteria for rating critical infrastructures, identifies the risk factors and

8See also Kenneth Geers: “Demystifying Cyber Warfare” in J. Schrofl, aO: “Hy-
brid and Cyber War as consequences of Asymmetrie”, Peter Lang. New York, 2011, p
119 — 126.

9Common Report of the Federal Chancellor and the Ministry of the Interior Con-
cerning the Austrian Program for Critical Infrastructure Protection; Master Plan APCIP;
Ministerial Council Resolution of 02 April 2008, p. 1.

WEPCIP = European Program for Critical Infrastructure Protection.
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the actors, lists the measures for the protection of critical infrastruc-
tures, and develops an action plan with detailed sub-goals.

The European program lists 11 sectors of critical infrastructures'':
energy, nuclear industry, ICT, water, victuals, health, finances, trans-
port, chemical industry, space travel and research institutions.

For Austria not all of these sectors have the same relevance as for
the EU. Nuclear industry and space travel are of no specific national
relevance. Conversely, in Austria’s national critical infrastructure em-
phasis is also put on constitutional installations, the maintenance of
the social system and the defense systems as well as on first responder
organizations.

The centers, communication nodes and steering systems of these
critical infrastructures at the disposal of a modern society are based on
information and communication technology or are of considerable im-
portance for the ICT and can only be operated in certain locations.

Consequences

The state should help maintain the capability to protect strategic
ICT infrastructure against cyber attacks by means of permanently avail-
able and up-to-date estimates of the situation on the basis of periodic
analyses and assessments of the security risks, an early warning system,
complemented by emergency/incident functionalities, as well as by the
ability to react appropriately.

Intensive cooperation on national level between industry, science,
administration, and citizens (Private — Public — Partnership) is in-
dispensible and has to be initiated and promoted by the state. On the
European level states would have to cooperate particularly in preven-
tion, threat identification, and defense.

The owners and operators of critical infrastructures have to create
the preconditions for the secure operation by comprehensive protec-
tion measures against attacks from outside and from inside, exchang-
ing information, cooperation between the operators, maintaining high
security standards and certified training of their personnel. To develop
and use “intrusion-tolerant” systems, redundant design, automated
critical processes with super-imposed manual steering are approaches
that promise success.

For security-critical areas one should exclusively use accredited,
or respectively, certified hard and software, organizations, procedures,
and reliable personnel. Protection-worthy data and locations accord-

I Cf.. loc cit, Common Report of the Federal Chancellor..., p. 5.
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ing to the criticality of the ICT and the extent of the threat are to be
protected in conformity with the law.

Critical infrastructures require permanent basic protection with ac-
tive and passive measures, personnel, and material. The protection
has to be set up in a way that in the event of assumed danger through
catastrophes, terrorist attacks, or war operations it can be quickly re-
inforced.

Emergency plans have to be kept up-to-date through periodic exer-
cises and everybody involved has to be forced to maintain high security
awareness about the risks and necessary countermeasures.

As a principle, the security measures are to be established according
to the motto “protect, identify, react” and be divided into defensive
and offensive measures. It is clear that ICT systems play a special role
with regard to own information and support in critical and obscure
situations.

Need for Legal Adaptations

On the national level, the competent authorities in the area of pre-
ventive defense and the fight against attacks from cyber space launched
against “critical ICT structures” have to be clearly established, and
those organs are to be vested with appropriate authority. To prevent
misuse and raise the acceptance of these necessary measures, effective
legal protection and a control mechanism would have to be estab-
lished.

Relating to international law, an attack with means of information
technology may probably qualify as “armed attack” in the sense of
the UN statutes'?. The qualification of “armed attack” is not primarily
a matter of the means used as such but rather of the intention to in-
flict harm and the extent of the actual damage. Since particularly also
with means of information technology substantial damage can be done,
which does not fall short of that incurred by an armed attack, attacks
from cyber space could certainly be considered “armed attacks” in the
sense of article 51 of the statutes of the United Nations, which legiti-
mizes the attacked to exercise his right of self-defense. In addition, it
would have to be clarified what obligations a neutral state would have
if, via its “national cyber space”, attacks are launched against third
parties.

12Cf. W.J. Unger/Heinz Vetschera, “Cyber War und Cyber Terrorismus als neue For-
men des Krieges” [Cyber War and Cyber Terrorism as New Forms of War], in: OMZ
[Austrian Military Journal] 2/2005, p. 209 ff.
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Conclusions

The state has to provide adequate resources for an instrument to
analyze, assess, and predict developments in strategic ICT, including
risk assessment, a permanent situation center for observation, estimate
of the threat situation and, if necessary, for early warning, alert, and
activation of reactions and emergency organizations (CERT/CSIRT=
Computer Emergency Response Team/ Computer Security Incident
Response Team).

What a developed state needs is a central authority which collects,
analyzes, and assesses all pertinent information from federal and pro-
vincial offices as well as from private parties and which is in the posi-
tion to take the necessary reconnaissance, prevention, defense, and
reaction measures, or respectively, can order them obligatorily. This
authority would expediently also ensure steering and coordination of
national and international cooperation. The necessary legal precondi-
tions for that would have to be established.
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A.1O.ApHbIX

Jlabopamopus Kacnepckoeo

VYA3BUMOCTH KaXKIOro JHSA, pa3BUTHE MH(OPMALMOHHBIX yIPpo3

4 xotes 661 HAYATh TOKJIAJ C HEOOJIBILION PETPOCIIEKTUBBI KOMITbIO-
TEPHBIX YIPO3, KOTOPbIe Mbl HAOJMIONATM B AWHAMUKE BCE OTU TOMIBI.
Hauunasg ¢ 1994 roga, undpoit gHs Obla «1 HOBBIM BUPYC KaXKIbIi
yac», B 2006 romy yxXe «l HOBBI BHpPYC KaXaylo MUHYTY», B 2011
cTajio yxxe «l1 HOBBIM BUPYC Kaxaylo ceKyHmy». He numess BO3MOXHO-
CTU YMEHbBIIATh BpEeMEHHOM MHTepBal nanee, Mbl B 2014 romy Moxem
IMPOCTO KOHCTAaTUPOBATh, YTO KaxXIblil AeHb gobasiseT 325 000 o6-
pasuoB BpenoHocHoro I10.

Uudpa roga — 325 000 o6GpasuoB
BpeaoHocHoro MO gerektupyem
exeJHeBHO

1994 — 1 HoBbII BUpPYC KaXablit 4ac

2006 — 1 HOBBIN BUPYC KaXAyH MUHYTY

2011 - 1 HOBBIIT BUPYC KaXaylo CeKyHay

2014 - 325 000 obpasuyoe Hoeoro epegoHocHoro MO kaxawblil AeHb

Jlanee mpoaoKy CpaBHEHHUE BII0X Pa3BUTUS KUOepyrpos, OT 3Jie-
MEHTApHBIX U CPaBHUTEJIBLHO 0€300MIHBIX 00pa3lioB BPEeIOHOCHOIO
kona 1990 romgoB, HamMMCAHHOTO JJI CAMOYTBEPXKACHUS U B XYJU-
raHckmx uesax, o 2010 roma, xorma mporpaMMbl CTajl COBEpILEH-
HBIMH, IIeJIEBBIMU M HAIMCaHbl MPEUMYILIECTBEHHO C IIeJbI0 Kpaxku
neHer uayu uHbopMmaunu. M omsTh Mbl BUIUM 3BOJIOILIMOHHBIC TTPU-
3HAaK{d OT MPOCTOrO K CJIOXHOMY, BUIUM KaK POCT 4uCia IOJIb30Ba-
Teeit cetu HTepHET U MPOHUKHOBEHUE TEXHOJIOTUI B HAIIly XU3Hb
HCTIONIB3YETCS 3JIOYMBIIUIEHHUKAMU NIJI1 HapallliBaHUs BPeIOHOCHO-
ro TOoTeHIIMAaa.
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AR Ay Spa G0THETOR LlerneBsle aTakin

HWMHeCA EHPYCH H 9epEH

OT Xy/HIAHCTEA K Kpaxazeseru
iz oy TIOT Y HEEHED TTPHOBITH HHGbOpAMAITHH

ITo7, IpHIIETIOM BCE —
Xax:f]:]gf}m Windows -mens Nei 0T cMapTdoHA I
Dl OO HIIEHHER
Oucretsl, bbs 1;; EETISE R ATaKH Jepes Gpay3epsl
Ko.uuecmeo no.tk20eameteil unmepHema

16 MAH. 360 MAH. 3 mapd.

Hexoropoit BepIIMHOI 3TOTO pa3BUTHUS CTAHOBATCS Hauboee
CJIOXXHBIE ¥ COBEPIIEHHBIE MPOrPaMMbl, YaCTh U3 KOTOPHIX YK€ BIIOJI-
HEe MOXHO KJIaCCU(DUIIMPOBATh KaK «KHOEPOPYXKHEe». DTO IMPOTrpaM-
MbI, COYETAIOLIME MOIIHBIM M Pa3BUTHIA IIMMOHCKUNA (PYHKIMOHA
1 MMEIOIIIME MOTeHLMaN K JECTPYKTUBHOM NEeATebHOCTH, BILUIOTh 10
pa3pylleHUi KpUTUYECKU BaXHOW MHEPpacTpykTypbl. CobpaB maH-
HblE€ O TaKMX MporpaMmax, Mbl OTKPBUIM CIEeLMabHBIM pecypc Ha
cTpaHnuke https://apt.securelist.com/, Ha KOTOPOM MBI TpapuIecKu
oToOpaXxaeM MCTOPHUIO, TEPPUTOPUANBHYI0O aKTMBHOCTb, KOJUYECTBO
3apaXkeHUll U B3auMOCBsI3U mporpamm kareropuu APTs (advanced
persistent threats).

$Fig

'1 s

"~ KnbGepLunnoHax
M LueneBble aTaku

apt.securelist.com

58



B3auMocBsI31 3THX MpPOrpaMM XOPOILO BUAHBI TaKXKe Ha CJEAYyIO-
1eM cliaiiie, Ha KOTOpoM MokKazaHbl B3aumocBsi3du Equation Group.
Hudpactpykrypa Equation Group Bkmouaet B cebst 6oaee 300 mo-
MeHOB U 100 KOHTPOJBbHO-KOMaHIHbBIX CEPBEPOB, PACIOJOXKEHHBIX B
pa3HbIX cTpaHax, B yacTHocTtu B CIIA, BenukoOopuranuu, Mrtanuu,
I'epmanuu, Hunepnangax, Ilaname, Kocta-Puke, Manaiizuu, Ko-
nymbun n Yexuu.

Jlaboparopus Kacnepckoro ycranosuna, uro Equation Group B3a-
AMOJEUCTBOBAIa C APYTMMU KUOEeprpynIIMpPOBKAMU, B YaCTHOCTH C
opraHu3aTopaMy HallyMmeBIIMX KamnaHnuit Stuxnet u Flame. ITo Bceit
BeposiTHOCTU, Equation Group nenuiachk ¢ «KojjleraMu» UMEBIIMMU-
Csl 'y Hee DKCIIOMTaMu, UCITOJb3YIOIIMMU YSI3BUMOCTU HYJIEBOTO JHSI.
Hanpumep, B 2008 rogy yepBb Fanny npuMeHs1 Te 3KCILUIONTHI, KO-
TOpble MOSIBUIUCH B Stuxnet TojbkKo B MioHe 2009-ro u mapte 2010-
ro, P 3TOM OIHUM M3 ITUX SKCILJIONTOB SIBJIsIICS MomyineMm Flame.

Kak BbISICHWIM HalllK 9KCHEePThl, HA HAYaIbHON CTAAUU 3apakeHMS
Equation Group MoxeT ucnosb3oBaTh 10 10 3KCIUIOUTOB, OMHAKO Ha
MpaKTUKe penko MpuMeHsieTcs 6oblie Tpex. [1podys mo ouepeau Tpu
Pa3HBIX BKCIUIONTA, TPYMIIUPOBKA TbITAETCSI IPOHUKHYTh B CUCTEMY,
HO, €CJIM BCE TPM TIOTBITKM HE YBEHUMBAIOTCS YCIIEXOM, aTaKylollue
OTCTYMaloT.

Equation group malware family

DoublaFantary

T, Dybelits

TriplaFantasy

| 10000 MO/ 1000 SHA-I5G seb-encrpption

Esuatian plafrom Flama platfarm

© 2015 Kasporaky Lals GREAT KASPERSKY2

Janee Ha ciaiigax IpencTaBiieH (PYHKIIMOHAJ ABYX Haubojee MH-
TEPECHBIX BPEIOHOCHBIX MPOrpaMM, ¢ KOTOPbIMU HaM MPUXOAUTIOCH
cTtajkuBaTbcs B pabore. Ito Flame, KoTopblii siBisieTcsl (pakTHUECKU
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Pa3BUTBIM KOHCTPYKTOPOM [UISI KUOEpIIIUOHAXa, B HEM HaiiIeHbI
MOJYJIM, KOTOPbIC paHee MCITONb30BAIKCh B Stuxnet.

CLASSIFICATION

Espicnage Program

2 @

May 2012 2008

Flame incorporated a unique
funcionality to propagate itself across
the LAN; to that end, it intercepted
Windows update requests and
substitued them with its own module
signed with a Microsoft certificate.
Analysis of this certificate revealed

a unique cryptographic attack which
enabled cybercriminals to generate
their own bogus certificate that

was indistinguishable from a legal one,

FACTS OF FLAME:

* complex set of operations,
including analyzing the
network traffic,
taking screenshots,
recording Voice commu-
nications, keystroke
logging, etc.

» can download extra
modules to victim
computers

» 20 extension modules
detected

* sophisticated toolkit,
far more complex than
Dugu

* module used in 2009
for the Stuxnet worm

» module in Flame used in
Stuxnet 2009 version
shows: developers of
Flame and Stuxnet/Duqu
collaborated at least
once

N nanee BpenoHocHas nporpamma Gauss, KOToOpasi JOTOJHUTEb-
HO MMeeT OoraThlil (PyHKIKOHAJ 110 PACHPOCTPAHEHUIO B COLIMATIbHBIX
ceTsix. Takke ObLIM BbISIBJI€HB MHTEPECHbIE BO3MOXHOCTHU MO 3apa-
JKEHUIO, XpaHEeHHIO U Tiepefaadye naHHbIX yepe3d USB-duaiikaprhl.

= sophisticated toolkit
for conducting cyber
espionage

+ implemented by the
same group that created

CLASSIFICATION DETECTION TIME ACTIVE SINCE the Flame platfarm
Espionage Program July 2012 Aug./Sept, 2011  * modules perform a
variety of funct |=>n5
=
5' B
Intercept cookie-files Infect USE storage Steal banking system
and passwords in the drives 1o steal data aceesses in the In soclal natwoeks,
wab browser Middie East mailling

DA%

60

be in the tons of thousands.

Since late May 2012, Kaspersky Lab’s cloud-based security
service has registered over 2500 Gauss infections;
We estimate that the actual number of Gauss victims may



BosBpaiasich K 60jiee HOBBIM BPEIOHOCHBIM TporpaMMam, MHTe-
peceH BOT 3TOT CJlaiifl, Ha KOTOPOM BblJeJIeHbl Ha3BaHUSI KOMIAHUIA,
KOTOpBIE SIBJISIOTCSI TPOU3BOAUTEISIMU KECTKUX TUCKOB.

B apcenane Equation Group mMeeTcsl MHOXECTBO 3JI0BPEIOB, U
HEKOTOpble 13 HUX KpaiitHe HoBaTopckue. K mpumepy, Jlaboparopus
Kacnepckoro BrepBbie B CBOEit MPaKTUKE OOHApPY>XUJIa MOIYJIH, KO-
TOpbIE TIO3BOJISIOT TMEePEeNnporpaMMMUpPOBaTh OIMEPALMOHHYIO CUCTEMY
JKECTKUX OUCKOB 12 OCHOBHBIX Ipou3BoauTeseil. Hago moHuMars,
YTO TaKUM OOpa3oM 3JIOYMBINIJIEHHUKHW TOOMBAIOTCS NBYX LEJEH: BO-
MepBbIX, ogHaXAbl TormaB B OC XeCcTKOro AucKa, 3JI0BPEd OCTaeTCs
TaM HaBcerza — €ro HeBO3MOXHO HM OOHApPY>XUTb, HU M30aBUThCS
OT HEero: OH He MOXET ObITh yAaJeH JaXe B ciiyyae (popMaTUpOBaHUS
nucka. Bo-BTOphIX, y aTakylollMX €CTh BO3MOXKHOCTb CO31aTh cebe
«TUXYIO TaBaHb» B BUJIe CEKPETHOTO XpaHWUJIMIIA, TIe MOXeT Oe3onac-
HO cobupaThcs Bes HeoOxonumMasi MH(popMalusl.

T T R~ T = i

EQUATIONDRUG HDD infect th
hard drive firmware (12)

Hanee s xoren Obl mokasaThb KapTy pacnpocTpaHeHus1 Equation
Group ¥ KaTeropuu HMHGPPACTPYKTYpbl KOTOpbIE MOABEPrajuch 3a-
paxeHusMm. BumHo, uto Haubosiee akTUBHO ObLIM atakoBaHbl MpaH,
Poccust, Ajpranucran u Ilakucrad. B 3oHe ocoboro prcka okazaiauch
KOMIIbIOTEPbl BOEHHBIX, (DMHAHCOBBIX, TOCYIAPCTBEHHBIX, AWUTIOMAa-
TUYECKUX, DSHEPreTUYECKUX, oO0pa3oBaTeIbHbBIX, TEJEKOMMYHUKAIIM-
OHHBIX U a9POKOCMUUYECKUX CTPYKTYP.
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Equation group victims map

I Frarce W Dplovatic | Embives  (F) By Wbuinciee 3 Ml UK Teemeoratoss U alevi Scholirs gmwm-n
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L) versronts
R
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£ 2015 Kaspersky Lab GREAT  KAJPERIKYS

Heckonbko 1ubp B NpomokeHue claliioB O KUOeplINmMOHaXe.
ITo Hamum maHHbIM, ¢ 2013 mo 2014 r. yucno ueneBbix atak (APTS)
yBeJUUMIOCH B 2,4 paza u gocturio 4400 MHLIMAEHTOB.

F

KnbepLnuoHax
U UeneBble aTaku

B 2,4
pa3a

2013 ron < 2014 o5

440 0 opraH HSEILLHﬁ CTANW HEPTEAMK TAPTETHPOBAHHLIX ATAK

Yucio atak Ha OM3HEC C MCITOJIb30BaHMEM O(DUCHBIX TPUIOXEHUI
Bo3pociio Ha 75%.

62



ITotepu O6u3zHeca B Poccuu oT KubepaTak B CPpeaHEM COCTABIISIOT
20 MutH py0. B KOMIIAHUSIX KPYITHOTO Om3Heca u mopsaka 780 ThIC.
py0. B CpeIHUX M MaJIbIX KOMIAHMSX. 1/3 KOMITaHWIA MpU TaKWX aTa-
Kax Tepsijia KoHpuAeHUMaNbHble naHHbIE. [Ipu 3ToM Heobxoaumo
VUUTBHIBATH YTO OOJBIIMHCTBO KOMITAHUI HE CTPEMSTCS PACKpPBIBATH
“HGOPMALUIO O TOM, YTO OHM CTaJIM XE€pTBaAaMU KUOESPMOILIEHHUKOB
U TOHECIU ylepd OT uX AesITeNbHOCTU. 91% KOMMaHuUii MPpU3HAIH,
YTO MPEeKpaTUIn Obl paboTaTh ¢ GPMHAHCOBOI OpraHM3alueii, KOTopast
cTajia XepTBoi Kubeparaki.

Ewme Heckonbko umdp. I[Monaw3oBateau Poccun, ¢duHaHCOBBIE
yrpo3bl: 2013 rom — 6 muH atak, 2014 rom — 8 MurH atak. MoOWIb-
Hble yrpo3bl: Gojee 1300 ThIC. YHUKAJIbHBIX aTak, M3 KOTOPbIX 53%
C UCIMOJIb30BAaHUEM MOOMJBHBIX 0AHKOBCKMX TPOSTHCKUX IPOTPAMM.
Kaxnapiit isiTeIil moab3oBaTeb Android CTOIKHY/CS 3a MPOIIJIBINA IO
¢ Kubepyrpo3oii. I3 mo3uTtBa MOXHO OTMETUTh TOJILKO TO, UYTO Ha
12% ctayno MeHbIlle MOOMITLHOTO CITama.

o e

i
MonezoBatenu: ™™

Mo6unkbHbIe yrpo3bl

1 363 549

YHUKANBEHE aATaK

- B aTak 6binm
UCNONb30BaHbI
MOOGUNbHbIE 6aHKOBCKMe
TPOSIHUbI

Yucno Mo6UnbHbIX
6aHKOBCKUX TPOSIHLIEB
BbIPOCHO B

B mponutoM romy B CBSI3M C yTeYKaMU ITEPCOHATBHBIX JAHHBIX U
Giaromapsi GOJIBIIIOMY KOJIMYECTBY JAHHBIX C 3apakeHHBIX KOMITBIO-
TEPOB B PyKax 3JI0YMBILIUIEHHUKOB OKa3ajoch 1,26 MJIH akKayHTOB
MOYTOBBIN CyXObl SHaekc, 4,8 MitH Mail.ru u 6onee 5 MaH Gmail.
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HpI/I AdHaJIM3€ YTCUKU ObUT COCTaBJIEH CIIMCOK Haubojiee 4acTo

BezonacHocTb
KOHGUAEHUMANEHBIX
AaHHBIX

¥Teuykn naponed NOYTOELIX
CEPEMCOE

Yandex 1,26 mnH.

Mail.ru 4,6 MIH.

5 MITH.

HMCIONB3yeMBIX ITapoJieli, cpenr KOTOpBIX JuaupyiorT 12345, qwerty,
password M maThl pOXIEHUS IIOJIb30BaTeieil WIM HOMep TeledoHa,
T.¢. JaHHBIE, KOTOPBIE JIETKO MOJYIUTh B COIIMATIBLHOM CETH.

B cpeaHem y ogHoro nonb3osarensi
nmeetcs 5 y4eTHbIX 3anucen. 3HaunT
y 67% nonb3oBatenen 1 n3 naponeu

NOBTOPSIETCS Kak MUHUMYM 2 pasa.

WCMO/b3YHT
HECTOMNKWUE

NMAPO/N

CAMBIE MNOMNYNAPHbIE
mp 12345

mp qwerty
mp 122638
=P naporb
mmp- OTKpOlNiCcS
mmp oTBanU

MOXHO NErKO Y3HATDb
17% [eHb POKAEHNSA sk

10% Howmep TenedoHa
10% UNmsa RAME

9% Knuyka KMBOTHOro &=t
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Euie onuH B yrpo3 cBs3aH ¢ myoandyHbiMUA Wi-Fi-ceTsaMu.

Bort, HanpumMep, B HallleM oTeJie Tapojb TOCTya COCTOUT U3 Ha-
3BaHUs OTeJisl U roja, Cyds MO BCeMy, Koraa MOocAeIHUM pa3 ero
MeHsM. [To HalMM JaHHBIM, TMOAKIIOUMBIIUCE K MYyOJUYHON ceTU
Wi-Fi, 26% mnonb3oBaTesieii aBTOPU3YIOTCS B COLIMAJIBHBIX CETSX, a
emie 41% OIpOLICHHBIX XPAaHUT HAa CBOMX YCTPOMCTBAx JIOTMHBI M
MapoJjv OT MOYTOBBIX U COLIMANIbHBIX aKKayHTOB. [IpuBeny cueHapuit
3apaxkeHus BpegoHocHo# nmporpammoii Darkhotel. ITocne 3acenenus
B TOCTMHUIY — IIpHY MOAKIIOYeHUH K myoimuyHoid Wi-Fi cetu, KoTo-
pas ObljIa TIpeaBapUTEIbHO B3JIOMaHA WM CIIEIIMAIbHO pa3BepHYTa

SJIOYMBIIVICHUKaAMMN — 3alipalliMmBacTCd HOMEP ITOJb30BaATCIA U €TI0
OUO.

DARKHOTEL.:
ATAKU HA TOMN-MEHEOXEPOB
KPYMHbIX KOMMNAHWUNA

CTrosume 3a kamnaHmen
Darkhotel 3noymbiLneHH1KM
n3bvparensHO KOMNPOMETUPYHOT
OTENN Kracca «JtoKeC» BbicokonocTaBneHHble
On3HEeCMeHbI OCTaHaBMMBAOTCS
B OTENSAX CO B31IOMAHHOW CETbIO

[Nocne 3aceneHus B oTene
XepTBa NoAKn4aeTcs
kK mectHon Wi-Fi ceTtn

Mpwv nogkntoyeHnm
3anpalumBaroTca pammnus
1 HOMep KOMHaTbl

Jlanee mnmoab30BaTeNIO MpeljiaraloT YCTaHOBUTh <«HEOOXOAUMOE»
OOHOBJIEHWE MPOrpaMMBbl, KOTOPOE BKJIIOYAET B Ce0s1 MCIOJHSIEMBbIi
MOJyJib BPEIOHOCHOW MpPOrpaMMbl, OOBIYHO MHCTAJLISTOP O03Kaopa.
B manHoOM mpumepe, ObUI MCIOJIb30BAaH OOBIYHBINA padouuii MOIYJIb
obHoByeHuss nporpamMmbl Adobe Flash Player, kK kxoTopomy ObLI 10-
0OaBjeH B MakKeT YCTAaHOBKM MOAYJb plugin.exe, KOTOpBI comepxkai
TPOSTHCKYIO TIPOTpamMMy.
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Previous Versions |
Digital Signatiees.

Mame of sigrer; Emadoddess: | Timeslorp
verm kuechertsynZh de Mot avalable Nt avalable

ITocnae aToro 3JIOYMBINIJICHHUKHU IMOJYYaJIu JOCTYII KO BCEU I/IH(i)Op—
Malmun, KoTropas OblIa Ha KOMITBIOTEPEC, BKIIIOYAA JOCTYIT K YYCTHBIM
3aItiucCsIM COMaJIbHbBIX ceTey“[, JIOTMHBI U ITapOJIM ITOYTOBLIX CJIY)K6 nim
JOCTYIT K 0aHKOBCKUM aKKayHTaM.

3J'IOyMbILUJ'IeHHI/IKI/I npegnaraet Ansa
ckauunsaHus spegoHocHoe MO noa

BWIOM nakeTa 06HOBNEHMI
nerutumHoro MO

B pevictButensHoctu

nonb3oBarerb nony4aet
MHcTannsaTop 6akgopa

Mocne atoro 3MNOYMbILUNTEHHNKN
nosny4atoT BO3MOXXHOCTb C06I/IpaTb

HYXXHYI0 MHGPOPMaLMIO, B TOM YuCHe
COXpaHEéHHbIE Naponu

A Take AaHHble JocTyna OcTopoxHo!
K YYETHBIM 3anucsam MoxeT ObITb NoxuLLieHa

m u m VIHCbOpMﬁLlVIH, cocTasndouwas
el KOMMEpUECKYIO TaiHy.

£1997 = 2014 Kaspershy Lok KAJPER§KY?  GREAT

Maciurab geiicTBUiA KMOEPIIPECTYIHUKOB HUKAK HeJIb3sl HEH0O-
LIEHMBaTh, Ha CJenyIolleM ciaiine s XoTea Obl MoKa3aTh, YTO ObLIU
MpUMepbl, KOrja Lejble CTpaHbl CTAHOBWJIMCH XKEePTBOW KuOepaTak.
B nanHOM mpuMepe yrposa Ipuiiljia yepe3 oopa3oBaTebHYIO CeTh U
B KOPOTKMI MPOMEXKYTOK BpeMEHH ObLIN 3apakeHbl KOMITbIOTEPHI T'O-
CYyIapCTBEHHBIX U (PUHAHCOBBIX CIIyXkO.
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3apaxeHue Lenon CTpaHb —

kak Regin yaaeTcs ocTaBaTbCA HE3aMeUeHHbIM .=~~~ "~

KOHTpOrib 3apaxeHHbIX MaLLnH
B OpraH13aLsX-KepTBaX, OCYILECTBIAETCS Yepes i
OfIVH y3en — 3aXBaYeHHbIi KOMMbIOTEP B y4e6HOM
3aBE/IEHMM, KOTOPbIN COBAVHEH C YIPaBsSOLLNM
cepeepom B MHaun

ATaKytoLLMe MOTyT PacnpoCTpaHsATL KOMaHb! YueGHoe

BCEM XepTBam, 160 yNpasnsTs OAHOM U3 HUX 3aBefeHue
OCPEACTBOM APYToii (K MpUMepy, OCYLECTBUTL
AOCTYN K O(pyICY NIPEINACHTA Yepes nocpeaHmMka — . "G 47
6aHKOBCKYI0 CeTb). 3TO N03BONAET M OCTaBaTLCA J 1] S
He3ameyeHHbIMM. !

-
2 lccnenoBaTenbCKiuil Fatere
[t DS S

ST GREAT (KAJPERIKY

B 3akioueHue s xoTea Obl MPUBECTU HEKOTOPbIE COBETHI, KOTO-
pble, KOHEYHO, 3JIeMEHTApHBI U CKOPee OPUEHTUPOBAHBI HA OOBIYHBIX
MoJIb30BaTeJieil, a He Ha CIeLUaIMCTOB B 00JacTU UH(MOPMAIIMOHHOMN
06€e30MacHOCTHU:

ITonesnsie coBeThl OoT JlabopaTopuu Kacnepckoro:

o CospaiiTe cienMalbHYIO KapTy IJisl OHJIAifH-MIOKYIIOK U HE AepXu-
T€ Ha Hel OOJIBIIYIO CYMMY JIEHET.

« He nepexonute Ha calThl MO CCHIJIKAM B MOYTOBBIX COOOIIECHMSIX,
COOOIIIEHNSIX B COLIMATBHBIX CETSAX M YaTax WM KIMKHYB IO peKJiaM-
HOMY OaHHEpYy Ha COMHMTEJIbHOM caiiTe.

o @PuUHAHCOBBIE OpPraHMW3alMM HUKOTAA HE IPUCHEUIAIOT IIHCEM C
MPOCHOOI OTMPaBUTh UM CBOU JIMUHBIE JaHHBIE B 2JEKTPOHHOM CO-
OO0LIEHUH, TIEPeUTH Ha CalT JJIs1 aBTOpPU3ALMK WJIU BBECTU JIUUHBIE
JMaHHbIE BO BCIUIbIBAIOIIMX OKHaX. He mepexomuTte Ha cailiT Mo CChbLI-
KaM, MPUCIAHHBIM OT MMEHU O0AHKOBCKMX OpTaHW3allMii M TIIaTex-
HBIX CHCTEM.

« He nepexogute HM MO KakKUM CChUIKAM, MPUCIAHHBIM HE3HAKO-
MbIMU JIIOJbMMU.

« H30eraiiTe Mara3uHoOB, 3aperiCTPUPOBAHHBIX HAa OECILIATHBIX XO-
CTUHTaXx.

o Ecnm caiit marasuHa BBI3bIBA€T COMHEHMSI, MCCIIEIYITe Ha CEPBU-
cax whois gaHHbIe O BpeMEHU CYILECTBOBAHUSI JOMEHA, HA KOTOPOM
pa3MellleH caiT, ero Biaageabne. O0paTuTe BHUMaHKE, HAa KAKOM CPOK
OIJIaueH JTOMEH.

« BBomute agpec 6aHKa WM TJIATEXHOW CUCTEMBbI BPYUHYIO.
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o BHumatenbHo npoaHanu3upyiite URL-cTpaHuLIBI ¢ TOJSIMUA BBOAA
KOH(UAEHIMAIbHBIX JaHHbIX. ECTM MHTEpHeT-aapec COCTOUT U3 Oec-
CMEBICJIEHHOI0 Habopa cuMBOJIOB Wik URL BBHIIISSAUT MOOO3pUTEb-
HO, He o¢opMJISIiiTe Ha CTpaHUIIE C 3TUM aIpPecoM IUIaTexX.

» IlpoBepsiiTe, NCTIONB3yeTCS JIM TIPUA Tiepenade Balmx KOH(PUICH-
LIMaJTbHBIX JAaHHBIX IIKMdpoBaHHOE coenvHeHue. Eciau coeauHeHue
3alUILEHHOE, aJpec caiiTa MOKEeH HauuHatbes c https, a B agpec-
HOM CTpOKE WJIU CTPOKE COCTOSIHUSI Opay3epa HOJKHA ObITh MKOHKA
3aKpPBITOrO 3aMOYKa.

o CrapaiiTech He IOJB30BaThCSI YCIyTaMM OHJIAWH-OAHKMHTA WJIU
JieaTh OHJIAMH-TIOKYIIKM B IMyOJIMYHBIX MecTax (MHTepHeT-Kade, KITy-
0ax, 6ubauorekax). Ha Takux KOMIIbIOTEpaX MOTYT OBITb YCTaHOB-
JIEHbl pas3idyHble IIMMOHCKUE IMPOTrpaMMbl, CUMTHIBATEIM HaxKaTUM
KJIaBU1, MepexBaTyuKu MHTepHeT-Tpaduka. Jlaxke eciau Bbl MOJb3ye-
TECh CBOMM KOMITBIOTEPOM, HO IIPU 3TOM OCYILECTBJIsIeTe OAHKOBCKUE
orepauuu 1o nydauuHoi 6ecrutatHoi cetu Wi-Fi, cyliecTByet puck
nepexsBaTa Tpaduka agMUHUCTPATOPOM 3TON CETH, MPOCTYIINBAHUS
MOCTOPOHHUMMU JIMIAMM M aTaK C MCIOJb30BAaHMEM CETEBbIX Yep-
Beit — ocobeHHo, eciu ceTb Wi-Fi He 3ainuiiieHa naposem.

« Bcerma nepxuTte Ballly ONEpallMOHHYIO CUCTEMY M aHTUBUPYCHOE
ITO B akTyajibHOM cocTosiHUM. Mcronb3yiiTe Ha KOMIIbIOTEpE aHTU-
BUPYCHYIO ITPOrpaMMy C 3alllUTON OT DUIIMHTA.

Byayun BHUMAaTENbHBIM U COOJIOAAs BCE MEPhl MPEAOCTOPOXKHO-
CTU, MOXHO C KOM(OPTOM MOJIb30BaTbCSI BCEMU YyIOOCTBAaMU, KOTO-
pble npenocTanisieT MHTepHET.

N mapy cnoB o Oymyimiem: OCHOBHBIE YIPO3bl, KOTOPBIC ITOJIy4aT
CBOE JajbHeMllee pa3BUTHE B OymkailllieM OyaylIeM: IIPOTHO3 9KC-
neptoB JlabopaTtopun Kacnepckoro.

LleneBbie ®dparmeHTauums

aTaku Ha 6aHKu COPALIEDS
XaKepCKMX

HoBkle WHTepHeT BotHeTb!
YA3BUMOCTH nog MacOS X
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A.J.Yarnyh
Kaspersky Lab Russia

Every day vulnerabilities, major trends for 2015

I would like to start the presentation with a small retrospective of
computer threats, which we have observed in dynamics through all
these years. Since 1994, the figure of the day was «1 new virus every
hour», in 2006 it was already «1 new virus every minute», in 2011 — «1
new virus every second». Not being able to reduce the time interval any
further, in 2014, we can simply say that every passing day brings about
325,000 samples of malware.

Number of the year — 325000 samples
of malicious software is detected daily

1994 — 1 new virus every hour

2006 — 1 new virus every minute

2011 — 1 new virus every second

2014 - 325000 samples of malicious software every day

Going forward, I will continue the comparison of periods of cyber
threats evolution, from elementary and relatively harmless samples of
malicious code of 1990, written for self-assertion or hooliganism pur-
poses, up to 2010, when software became perfect, targeted and created
primarily for theft of money or information. And again we see the signs
of evolution from simple to complex, we see as an increase in number
of Internet users and penetration of technology in our lives is used by
attackers for development of malicious capacity.
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Self-replicating Botnet Era Targeted attacks
viruses and worms

From hooliganism Money and
to profits data theft

Everything is a target —
Windows — target #1  from a smartphone to

Hooliganism

Hackers studied

different OS-es a refrigerator
. Mail, Flash-drives, B ek
RisksatiBh SInerED e rowser attacks
Internet users
16 mn. 36 mn. 3 bin.

The pinnacle of this development is the most complex and so-
phisticated software, some types of which it is already quite possible
to classify as «cyberweapons». This software combines powerful and
advanced spying functionality and also has a destructive potential —
going up to destruction of critical infrastructure. Having gathered data
on these programs, we opened a special resource page at https://apt.
securelist.com/, where we graphically display history, territorial ac-
tivity, the number of infections and interconnections between APTs
(advanced persistent threats).

" Cyberespionage
and targeted attacks

apt.securelist.com
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The interconnections between these programs are also clearly vis-
ible in the next slide, which shows the interconnections of Equation
Group. Equation Group’s infrastructure includes more than 300 do-
mains and 100 command and control servers located in various coun-
tries, particularly in the US, the UK, Italy, Germany, the Netherlands,
Panama, Costa Rica, Malaysia, Colombia and the Czech Republic.

Kaspersky Lab has discovered that Equation Group interacted with
some other cybergroups, particularly with the organizers of high-pro-
file Stuxnet and Flame campaigns. In all likelihood, Equation Group
shared zero-day exploits with their «colleagues». For example, in 2008
the Fanny worm used the same exploits that appeared in Stuxnet in
June of 2009 and March of 2010, with one of these exploits being a
module of Flame.

According to findings of our experts, at an early stage of infection
Equation Group can use up to 10 exploits, but it is a rare practice to
use more than three. Subsequently trying three different exploits, the
group tries to get in, but if all three attempts are unsuccessful, the at-
tackers retreat.

Equation group malware family

TriplaFantasy
REE

Gauss

| Equaticn plafrom Flamae plaiform

€ 2015 Knsparsky Lat GREAT KASPERSKY2

The next slides show the functionality of the two most interesting
malicious programs, which we had to face. This is Flame, which is ac-
tually an advanced cyber-espionage toolkit — in it we found modules
that have previously been used in Stuxnet.
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CLASSIFICATION

Espionage Program

i

ACTIVE SINCE
2008

DETECTION TIME
May 2012

Flame incorporated a unique
funcionality to propagate itself across
the LAN; to that end, it intercepted
Windows update requests and
substitued them with its own module
signed with a Microsoft certificate.
Analysis of this certificate revealed

a unigue cryptographic attack which
enabled cybercriminals to generate
their own bogus certificate that

was indistinguishable from a legal one.

FACTS OF FLAME:

* complex set of operations,
including analyzing the
network traffic,
taking screenshots,
recording veice commu-
nications, keystroke
logging, etc.

» gan download extra
medules to victim
computers

* 20 extension modules
detected

» sophisticated toolkit,
far more complex than
Dugqu

= module used in 2009
for the Stuxnet worm

+ module in Flame used in
Stuxnet 2009 version
shows: developers of
Flarne and Stuxnet/Duqu
collaborated at least
once

And the next is the Gauss malware, which additionally has an ad-
vanced functionality to spread through social networks. We have also
discovered interesting capabilities for infection, storage and transmis-
sion of data through USB-flashcards.

FACTS OF GAUSS:
= sophisticated toolkit

. for conducting cyber
[ ] @ # espionage
L = implermnented by the
CLASSIFICATION  DETECTIONTIME  ACTIVESINCE jpo Fiome ity o
Espionage Program July 2012 Aug./Sept. 2011  * modules perform a
variety of fl.mc'tl::m
Intercopt cookliefiles Infoct USE storage Stoal banking system Intercapt scoount data
and piEsSwords in the drives Lo steal gata BCCESSES In the In social natworks,
web brow ser Middle East mealling

oA
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Since late May 2012, Kaspersky Lab’s cloud-based security
service has registéred over 2500 Gauss infactions;
We estimate that the actual number of Gauss victims may

be in the tens of thousands.



Returning to the newer malware, the next slide is of interest, as
it shows the names of companies that are the manufacturers of hard
drives.

The inventory of Equation Group has lots of malware, and some of
them are very innovative. For example, for the first time in its practice
Kaspersky Lab has discovered modules that allow you to reprogram the
hard drive firmware of 12 major manufacturers. It must be understood
that in this way the attackers achieve two objectives: firstly, once in-
troduced into the hard drive firmware, malware remains there indefi-
nitely — it can be neither found nor removed: it cannot be removed
even if the disk is formatted. Secondly, the attacker has the ability to
create a «safe haven» in the form of a secret vault, where he can safely
collect all the necessary information.

D Ay &

" EQUATIONDRUG HDD infect the "
hard drive firmware (12)

Next I would like to show the scope of operations of Equation
Group and categories of infrastructure that have been infected. It is
evident that Iran, Russia, Afghanistan and Pakistan were attacked the
most. The computer systems of military, financial, government, dip-
lomatic, energy, education, telecommunications, and aerospace struc-
tures faced the highest risk.
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Here are several figures in continuation of cyberespionage topic.
According to our data, in 2013—2014, the number of targeted attacks
(APTs) has increased by 2.4 times and reached 4400 incidents.

Cyberesplonage
and targeted attacks

2.4 times increase

2013 < 2014

4400 organizations have become victims of targeted attacks
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The number of attacks on the business with the use of office ap-
plications has increased by 75%.

Cyberattack losses in Russia on average amount to 20 million rub.
for big business and about 780 thousand rub. in medium and small
companies. 1/3 of the companies have lost confidential data in these
attacks. However one should take into account that most companies
do not tend to disclose that they have become victims of cyberattacks
and suffered losses. 91% of companies admitted that they would cease
to do business with the financial institution that had become a victim
of cyberattacks.

A few more figures. Users in Russia, financial threat: in 2013 — 6
million attacks, 2014 — 8 million attacks. Cellular threats: more than
1300 thousand unique attacks, 53% of which use mobile banking Tro-
jans. Over the past year every fifth Android user has faced cyberthreats.
The only positive thing that can be noted is that we see a 12% reduc-
tion of cellular spam.

Users
Mobile threats

1 363 549

unique attacks

- of attacks used
mobile banking
Trojans

— Amount of mobile
banking Trojans
has increased

In the last year due to personal data leaks and large amount of data
obtained from infected computers, criminals came into possession of
1.26 million of Yandex mail accounts, 4.8 million of Mail.ru and more
than 5 million of Gmail accounts.
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Sécurity
of Confidential
Data

Mail services passwords
leaks

0. Yandex 1.26 mn

| ©  Mailu  46mn

The analysis of leaks produced a list of commonly used passwords,
led by 12345, gqwerty, password date of birth or phone numbers of us-
ers, i.e., data that is readily available in social networks.

In general, each user has 5 accounts.
This means that one of the passwords
Repeats at least twice in case of 67%

USE
WEAK
PASSWORDS

THE MOST POPULAR CAN BE EASILY RETRIEVED

mp 12345 17% Date of birth A
rt

: 21:;6%/8 10% Phone number =]

=P naporb o

=P oTKpoKCs 10% Name e

mp oTBanNU 9% Name of a pet &=

Another type of threat is associated with public Wi-Fi-networks.
For example, in our hotel the access code consists of the name of the
hotel and a year — seemingly the last time when it has been changed.
According to our data, 26% of users connecting to the public Wi-Fi
network log into social networks, and another 41% stores logins and
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passwords from email and social networks accounts on their devices.
Here is the scenario of a Darkhotel malware infection. After checking
in at a hotel — upon connecting to public Wi-Fi network that was pre-
viously hacked or specially deployed by an attacker — user is requested
to input a room number and a name.

DARKHOTEL:
ATTACKS ON SENIOR EXECUTIVES
OF MAJOR COMPANIES

Darkhotel campaign
perpetuators compromise
de luxe hotels
Senior executives settle
in the hotels with
a compromised network

The victim connects
to a compromised
network

Upon connection,
a family name and room
number is asked

Next, you are prompted to install the «necessary» update, which
includes executable malware, usually a backdoor installer. In this ex-
ample, a normal run-time module of Adobe Flash Player has been
used with added plugin.exe which contained a Trojan.

et

B Excoube: "CAWINDOW S system3ZMacromed|Flashiuninstal_phgin,exe”
|| | Extroct: MeSWEIZ.G
e Extract: NEPSWFI2_Flashi tiece
Extrack: Fashplayer apt
Crested uni '+ CHWINDO!
Cocrgiated

Cence!

Secuiy | Detals | Previous Versons |
Geewisl | Compabdy Digial Signaiures

Signature kit
wemkchertun®dde  Notovalatle  Notavalable
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After this, the attackers gained access to all the information that was
on the computer, including access to social network accounts, logins
and passwords of mail services or access to bank accounts.

Attackers offer to download
malicious software under
the guise of a legitimate
software

Cigughe In reality, the user receives

a backdoor installer

After this, the attackers can get

the necessary information,
including saved passwords

and accounts’ Warning!
access information Trade secrets

= (w K| may be stolen

1987 - 2014 Kaspershy Lok KAJPERfKYE  GREAT

The scope of cybercriminal action of cannot be underestimated,
in the next slide, I would like to show that there have been instances
when the whole country was a victim of cyberattacks. In this example,
threat came through an educational network, and in a short time gov-
ernment and financial services computers have been infected.

Infection of a whole country Sk

How Regin avoids detection

The infected machines are controlled through !
a single node — a computer in an educational
institution which is connected to a control

server in India
Attackers can send commands to all victims Educational
or use one of them to control the others. Institution

This allows them to remain undetected.

The Ve o
president’s M »
office
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In conclusion, I would like to provide some tips, which, of course,
are elementary and more focused on normal users rather than special-
ists in the field of information security:

Useful tips from Kaspersky Lab:

« Create a special card for online purchases and do not keep a large
sum of money on it.

« Do not go to any websites via the links in emails, messages on so-
cial networks and chat rooms or by clicking the banner ads on dubious
websites.

« Financial institutions never send out emails with request to: pro-
vide personal data in electronic communications; go to a website for
authorization; or enter personal data in pop-up windows. Do not go
to a website via the link provided on behalf of the banking institutions
and payment systems.

« Do not click on any links sent by strangers.

» Avoid e-stores which are registered on free hosting servers.

« If the store’s website raises doubts, use whois service to study data
on lifetime of the domain that hosts the site and on its owner. Note
the period for which the domain has been paid for.

« Enter the web address of the bank or payment system manually.

o Carefully study the URL of a webpage with input fields for con-
fidential data. If an Internet address consists of a set of meaningless
characters or URL looks suspicious, do not make a payment through
this webpage.

o Check whether the transmission of your sensitive data uses en-
crypted connection. If the connection is secure, the website address
should begin with https, and address bar or status bar should contain a
closed padlock symbol.

« Avoid using online banking services or make online purchases in
public places (Internet cafes, clubs, and libraries). Such machines can
be infected with various spyware, key loggers, Internet traffic inter-
ceptors. Even if you use your own computer, but conduct banking
operations through free public Wi-Fi network, there is a risk of: traffic
interception by the administrator of the network; outsider wiretapping
and worm attacks — especially if Wi-Fi network is not password pro-
tected.

« Always keep your operating system and anti-virus software updat-
ed. On your computer use anti-virus software with protection against
phishing.

Vigilance and careful following of all the precautions can enable
you to comfortably enjoy all the benefits that the Internet provides.
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And a few words about major threats that will see further develop-
ment in the near future: the forecast of Kaspersky Lab experts.

Targeted Fragmentation
9 of major New The Internet MacOS

attacks
on Banks

vulnerabilities of Things X Botnets




A.A.CTtpenbLoB

Hucmumym npobaem unghopmayuoHuol 6ezonacHocmu
MTY umenu M.B.Jlomonocosa

AnanTanus MeXIYHAPOJIHOIO NpaBa 0€30NMacHOCTH
K HH(OPMAIIMOHHOMY NPOCTPAHCTBY

1. AKTyajIbHOCTb IIpOOJIEMBI amanTalliyd MeXIyHapOIHOIro IIpaBa
0e30MacHOCTY MPUMEHUTEIbHO K ucronab3oBaHuio MKT B kauecTse
CPEIICTBA «CWJIOBOTO» pa3pellleHus MPOTUBOPECUYMA MEXIyHApOmTHOM
JKM3HU SIBJISIETCS OMHOM M3 3a7ay rocylapCTBEHHON TMOJMUTHKMU B 00-
JIACTM MEXIYHapOIHOI MH(MOPMALMOHHOI Ge3omacHocTu .

JlaHHas1 3amadya COOTBETCTBYET OOILE HaIpaBJIeHHOCTU Pe30JiI0-
it I'enepanbHoit Accam6iaen OOH mo Bompocy o JlocTmkeHUsIX B
ob6siact MH(GOpMaTU3allMK B KOHTEKCTe MEXIyHapOIHOI 6e301macHo-
ctu (2010—2014), nonoxeHuit nokaagoB ['pynmbl MpaBUTEIbCTBEHHBIX
SKCTIEPTOB T10 TOCTIKEHMSAM B 00J1acTH MHOOPMATH3aINN B KOHTEK-
cTe MexXayHapoaHoi 6e3onacHoctu (2010, 2013).

HeobxoguMocTh pellieHWsT 3afgaddl  IOAJepKaHa yJaCTHUKAMU
MEXIYHAapOIHBIX KOH(MEPEHIINIA, OPraHN30BaHHBIX MeXIyHapOIHBIM
Komurerom KpacHoro Kpecra (Can-Pemo — 2014, MockBa — 2014,
Cankr-Ilerepoypr — 2015).

I[lo MHeHMIO 2KCHEPTOB, CUTyalldsl B 00JAcTH IpeloTBpalleHMS
KOH(JIMKTOB B KUOEPIPOCTPAHCTBE XapaKTepU3YeTCsl CIEAYIOIINM.

C omHOI CTOPOHBI, MEXAYHApOAHOE IIpaBO OE30IIaCHOCTU MpPHU-
MEHUMO K MH(POPMAIIMOHHOMY MPOCTPAHCTBY (MPU 3TOM YYUThIBAET-
csl, YTO MCTOYHMKAMU MEXIYHApOITHOTO TIpaBa SIBJISIOTCS: MEXIyHa-
pOIHbIE KOHBEHIIMU; MEXIYHApOAHbI OOblYali Kak J0Ka3aTesbCTBO
BCeOOIIe MPAKTUKK; OOII¥e TMPUHIIUIIBI IIpaBa, TPpU3HAHHBIC IIUBU-
JIN30BaHHBIMM HapoAaMu; CydeOHbIe pPeIlleHUs] U MPaBOBbIC TOKTPU-
HBI — KaK BCIIOMOTaTebHBIN Matepuai). C Apyroit CTOPOHBI, eaAuHAas
MMO3ULINS TI0 TIOPSIIKY IPUMEHEHUsS HOPM M TIPUHILIMIIOB MEXIyHa-
POIHOrO TpaBa K PEeryJupoBaHUIO COOTBETCTBYIOIIMX MEXIyHApOI-
HBIX OTHOIIIEHMWI TTOKa OTCYTCTBYET.

2. CJIOXXHOCTD pellleHUs] MPo0JIeMbl MPUMEHEHUSI MEXKIYHAPOIHO-
ro Mpasa 6e30MacHOCTU K KUOEepNpOCTPpaHCTBY OOYCJIOBJIEHA Clenyto-
IIUMU OCHOBHBIMU (DaKTOpaMHU.

' OcHOBBI TOCYIAPCTBEHHOM TMOIUTUKU B 001ACTH MEXIYHAPOIHOM MH(MOPMALIMOH-
Holt 6e3omacHocT Ha niepuon a0 2020 ropa. YTBepxaeHs! [1pesunentom Poccuiickoii
Ddenepanmu. 2013 r.
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2.1. OtcyTcTBHME comlacusi MeXIy TrocylapcTBaMu — 4YieHaMu
OOH no Bompocy o mpeaMere IMPaBOBOIO PeryauMpoBaHMs. 3amaji-
HbI€ TOCYJapCTBa COIJIACHBI 0OCYKAaTh BOMPOCHI PeryJIupOBaHUS OT-
HomeHnH B obactn ncnoiab3oBansd MKT B KauecTBe «CcHabl», HO He
CoIIaCHbI 0OCYXIaThb BOMPOCHI MCITOJb30BaHUSI B KaueCTBE «CUJIbI»
CPENCTB MacCOBOI MHGpOPMALIMM U KOMMYHMKAIIVN.

2.2. Ilpouecchl 3noHaMepeHHOro ucnonb3oBanust UKT He Habmo-
naeMbl. BeieactBue 3TOro HEBO3MOXHO 0€3 MCMOJIb30BaHUS CIIELM-
aJIbHBIX TEXHUYECKUX CPEICTB OOBEKTMBHO YCTAaHOBUTb HU (PaKThbl
BpeaoHocHoro ucnosib3oBaHuss KT, HM mociaeacTBUsi Takoro uc-
nojb3oBaHusl UKT (BeanuuHa U Buabl yiiepbda), HU CyObeKTOB, OCY-
IIECTBIISTIONINX 3TU AesiHUs. OOIIETIPUHSTHIE PU3HAKU BPEIOHOCHO-
ro ucrnonszoBanusg MKT, momnexaniyme peructpaliii TeXHUUECKUMU
CpelncTBamMu, He ompenenaeHbl. MexayHapoaHasi cucteMa O0beKTUBHU-
3allMU COOBITUM U aTPUOYLIMU CYOBEKTOB B KUOEPIPOCTPAHCTBE OT-
CYTCTBYeT.

2.3. UKT He obyiagaeT nmpu3HakaMu OpyXus. DTO CYILIECTBEHHO
3aTpynHseT kinaccudpukauuio npuMeHeHus MKT B KauecTBe «Boopy-
JKEHHOTO HamaaeHUsl» WJIM «BOOPYXEHHBIX ACHCTBUil», MOpOXAAIO-
IIMUX, COOTBETCTBEHHO, MPAaBOOTHOIIEHUS, CBSA3aHHbIE KakK C IpH-
MEHEHHEeM IpaBa Ha CaMOOOOpPOHY, TaK M C COOJIOAEHUEM HOPM
MEXIyHAapOJAHOIO I'YMaHUTApHOTO TpaBa.

2.4. TlpaBorpuMeHeHUEe B 00JacTh MeEXAyHapoJIHON Oe30IacHO-
ctu (B ToM uucie B obinactu MKT) ocyuiecTBiaseTcs rocyaapcTBa-
MM CaMOCTOSITEJIbHO C MCMOJIb30BAaHUEM HAllMOHAJIbHBIX WJIM PEruo-
HAJIbHBIX CUCTEM TEXHUYECKUX CPENCTB OOBEKTUBU3ALIMU COOBITUIN U
aTpuOyLu CYObEKTOB.

B pamkax opucAauKIIMK OJHOTO rocyAapcTBa WM IPYIIbI ApyxKe-
CTBEHHBIX TOCYIapCTB MPaBOIPUMeHEHNE 0a3MpyeTcs Ha TTPe3yMITLHIT
JOOPOCOBECTHOCTU NEHMCTBUM JIMII, OCYILIECTBISIOUINX OIEePaTUBHO-
CJIeICTBEHHbIE MEPOIPUITHS 10 hakTaM 3JTOHAMEPEHHOTO HCIOJIb-
3oBaHus UKT.

ITpu B3auMOAEHCTBUU TOCYAAPCTB, HE CBSI3aHHBIX OTHOIIEHUSIMU
JIOBepUsl, TIPe3yMIILIMs 10OPOCOBECTHOCTH HEBO3MOXHA BBUAY TOTO,
YTO TEXHOJOTUYECKUI TOTEHLMAal MHOTMX TOCyJapCTB AOCTaTOYEH
IJIsI TOro, 4ToOBl (hadbCcUPUIMPOBATh JAHHbIE O MOYTU JIOOBIX CO-
OBITUSIX U CyOBbEeKTax KMOEpIIPOCTPaHCTRA.

2.5. B MexnyHapoJHOM MpaBe OTCYTCTBYIOT MEXaHU3MbI 3aKperLie-
HUsI agpecHoro mpoctpaHcTBa npuMeHeHUss MKT kK HallmoHaibHBIM
rpaHuuamM. B HacTosiiee BpemMsi dyHK1Mu pacrnpeneiaeHus [P-anpecoB
BBITMIOJIHSIIOTCSI B OCHOBHOM HETOCYJapCTBEHHBIMM OpraHU3alUsIMU,
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He SBJISIOIIMMUCS CYOBEKTaMU MEXIYHApPOIHBIX MYOJUUYHBIX OTHO-
ILEHU.

DTO co3maeT MOMOJHUTEIbHBIE CIOXHOCTU IPU OIpEeAc]IeHUU B
KUOEepIpPOCTPAaHCTBE IPAHMIL TeaTPOB BOSHHBIX AeNCTBUI, HEATpasb-
HBIX TOCYIapCTB, 0003HAYEHUM OOBEKTOB M JIMII, OXPaHSIEMBIX MEXKIY-
HapOAHBIM MYyOJIUYHBIM ITPABOM.

2.6. YunThIBasg, 4TO HA OJHO TOCYJAPCTBO HE MMEET MEXIYHAPOI-
HBIX 00sI3aTeJIbCTB B 00JacTU obecIieueHUsT 0€30IMaCHOCTH KUOEpPIIpo-
CTPaHCTBa, IPEACTABIISIETCSI 3aTPYyIHUTEIBHBIM OMpeneeHUe TPaHUII
HAIIMOHAILHOTO CYBEPEHUTETA U IOPUCAMKIIMU TOCymapcTB. JlaHHBII
BOIPOC OCOOEHHO BaXKeH B CBETE CYILIECTBYIOIIEH MPAKTUKKU rOCyAapCTB
paccMmaTpuBaTh obecreuyeHre 6e30MacHOCTU KUOepIpOCTpaHCTBa B Ka-
YECTBE OIHOM M3 COCTABJISIONIMX HALMOHAIBLHON 0€30MacHOCTH.

3. B Hacrosiee BpeMsi MU3BECTHO JIBa METOAMUYECKMX MOAXO0Ia K
peLIeHUIO pacCMaTpUBaeMOil IPOOIeMBI.

3.1. IlepBuiit TTIOXOm Ga3upyeTcs Ha Pa3BUTHUSI OOILIMX IPUHIIMIIOB
rmpaBa. JJaHHBIN MMOAXOM aKTUBHO pPa3BMBAET TPYIINA CIELMAINCTOB,
paboraronux 1o 3akasy llentpa kubepodoponst HATO B TamnuH-
He (Dctonust). ITo 3amanHuto storo LleHTpa MexmyHapomHasi Tpyri-
Ia 3KCnepToB (IOPUCTOB U CIIELUAIUCTOB B 00JaCTU MH(AOPMATUKH )
MOJArOTOBMJIA TaK HazbiBaeMoe TaJJIMHHCKOE PYKOBOJCTBO IO Kubep-
KOH(IMKTaM?, KOTOPOE YacTO MO3ULIMOHUPYETC CIeLUATUCTaMU 3a-
MaJHbIX TOCYIAPCTB KaK BO3MOXHAsi OCHOBA JJIsI TOATOTOBKU YHUBEP-
CaJIbHOW MEXIyHapOAHOW KOHBEHLIMU.

MoxHo chopMyIMpoBaTh HECKOJbKO 3aMeUaHUii IO CYIIECTBY
MpeIIoXeHHOro B PyKOBOJACTBE Moaxo/a.

Kak ormeueHo B IlpenucioBuu K PyKOBOACTBY, METOIOJOTAYECKIA
MaTepuan Oasupyercss Ha TpoekTe KOHBEHIIMM O MEXIyHApOmTHOMI
IIPaBOBOI OTBETCTBEHHOCTH TOCYIApCTB 3a HapYIIEHNE MEXKIyHApPOI-
HOTO IpaBa, KOTOPbI paccCMaTpUBAETCS B KaYECTBE MCTOUHUKA MEX-
JIYHApPOMHOTO IIpaBa, XOTS BCEro JUIIb ObLI OOCYXIEH M IMPUHST K
ceenenuto ['enepanbHoit Accambiieeit OOH? (2001). B npoexTe KoH-
BEHILIMM OJHUM U3 LEHTPAJbHBIX MOJOXEHUM SIBJSETCS TPaBoO KaXIo-
ro TOCYAapCTBa WM TPYIIITBI TOCYIAPCTB B paMKax UX CyBepeHUTEeTa U
IOPUCIUKIIUA CAMOCTOSITEJIbHO OCYIIECTBIISITD:

e TPAKTOBKY HAOJIOAA€MbIX MMM COOBITUII B KHOEpPIPOCTPAHCTBE B
KayecTBE OMACHBIX IS HallMOHAJIbHOW MH(pOpMaluUOHHONW HHppa-

CTPYKTYPHI;
2Manual on the International Law Applicable to Cyber Warfare (Tallinn Manual).
M.Schmitt et al. eds. Cambridge University Press, forthcoming 2013.

3OTBETCTBEHHOCTb FOCYIAPCTB 32 MEXIYHAPOIHO-IIPOTUBONpPABHbIE AesiHus. Peso-
miouust ['enepanbHoit AccamGien OOH 56/83 ot 21 meka6pst 2001.
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o KJaccM(UKALMIO 3TUX COOBITUI KaK COOTBETCTBYIOIIMX HOpMaMm
MEXIYHApOJHOIO MpaBa WM KaK MeXAYHapOJIHO-IPOTUBOIMPABHBIE
JEeSTHUS;

e TIpUHSTHE pPELIEHWH O TOM, KaKoe TroCydapCTBO OTBETCTBEH-
HO 3a COOBbITHE, KOTOpOE KiacCU(ULMPYETCS KakK MeXIyHapOmaHO-
MPOTUBOIIPABHOE JESTHUE;

e TIpUMEHEHME K TOCYIapCTBY, OMpenesieHHOMY B KauyeCTBe OTBET-
CTBEHHOI'O 3a OMAcHOe HapylleHHE MEXIYHapOIHOIO IpaBa, HEKMUX
KOHTpPMeED.

IIpencraBnsercs, YTO NPU OTCYTCTBUM MeXaHM3Ma OOBEKTH-
BU3allMM COOBITMH B KHUOEPHPOCTPAHCTBE W aTpUOYLMU CYObEK-
TOB TaKUX JIEUCTBUI, a TakKXKe OOIIENPUHITON TPAKTOBKM MOHSTHS
«MEXIyHAPOJHO-TIPOTUBOIIPABHBIE JESHUSI TOCYIapCTB» U TepeyHs
TaKMX JIeSTHUI MPUMEHEHHEe JaHHOIO IoJoXeHus: npoekra KoHBeH-
LM C HEM30eXKHOCTbIO YBEJUYMBAET OIACHOCTh IPOBOLIMPOBAHMUS
BOOPY>XEHHOTO KOH(MIMKTAa MEXIY TOoCcyIapCTBaMMU.

K aHajoTMYHBIM TTOCTEACTBUSM MPUBEACT NIPUMEHEHNE PEKOMEH-
nanuu PykoBoacTBa 00 OTCYTCTBMM HEOOXOMMMOCTM ydyeTa MpU3HaKa
«BOOPYXEHHOTO» HaIlaJeHusl TMPU PacCMOTPEHUU <«KOMITbIOTEPHOM
orepauuu» Npotus rocygapcrea — wieHa OOH. Otka3 ot yyera naH-
HOTO TpM3HaKa pa3MbIBAeT KECTKHUE TPpaHULIbl TPABOMEPHOTO TOBeIe-
HUS TOCYIapCTB B 00JaCTU MPUMEHEHUS MpaBa Ha WHAWBHIYaAJTbHYIO
U KOJUIEKTUBHYIO caMOOOOpOHY, 3akpemuieHHble CtaThell 51 YcraBa
OOH, u, xaK ciencTBue, — IPUBOAUT K YBEIWUYCHMUIO OIIACHOCTU
BO3HUKHOBEHUST MEXIYHAPOIHBIX KOH(MIMKTOB, CIIPOBOIIMPOBAHHBIX
BO3MOXHO OIIMOOYHBIMY MPEANOJOXEHUSIMU O CYILIeCTBOBAaHUU (hak-
Ta 3710HaMepeHHoro ucnoib3oBaHus MKT 1 o HACTYIUIEHUU B CBS3U
C 3TUM MOCJEICTBUM, MTPEBBIIIAIOIIMX TTOPOrOBbIE 3HAUSHUST IJIsI BO3-
HUKHOBEHUS TIPEIyCMOTPEHHBIX MEXIYHAPOIHBIMH JOTOBOPaMH IIpa-
BOOTHOILIEHUI MO MOBOLY YIPO3bl CUJION WIM €€ IPUMEHEHUsI IPOTUB
TEPPUTOPUATBHOM 1IEJIOCTHOCTU WJIM MOJUTUYECKONW HE3aBUCUMOCTHU
roCcyIapcTBa-XepTBhI, JU00 «BOOPYKEHHOI'O HaIlaJeHUS» Ha HETO.

MexayHapoaHasl TpyIiia 3KCHepTOB, MOATOTOBUBIIUX TajIMHH-
CKO€ PYKOBOJICTBO, OCTaBMJIa O€3 BHUMAHMS TO OOCTOSTEIHCTBO, YTO
B paMKax CYIIECTBYIOLIMX MEXTYHAPOAHBIX KOHBEHLIMA HU OJHO IO-
CyIapCTBO He MMeEET KaKuX Obl TO HHM ObLIO 00S3aTeJbCTB IO 00e-
CIIEYEHUIO YCTONYMBOCTY (DYHKIIMOHUPOBaHUS ceTu MHTepHeT (Bpsi
JI TAKOBBIMU MOXHO CYUTATh 00sizaTesibcTBa opranuzanuu ICAAN,
KOTOpas 3almcajia cede B yCTaBHbIe JOKYMEHTHI obecrieyeHue 06e30-
MmacHocTu ympasieHus cucremoir DNS). OgHoBpeMeHHO, Tpearoa-
raercs, 4To TaKue O0S3aTeTbCTBA IO OTHOIICHWIO K HAIIMOHAIBHBIM
CerMeHTaM JaHHON ceTy (rpaHHUIbl HE OIpeneseHbl), KaK M OTBET-
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CTBEHHOCTb 3a MX BBINNOJHEHWE BBITEKAIOT W3 OOIIMX MPUHLIMIIOB
mpaBa. [JaHHBIe 00CTOATETECTBA IIPY OTIPEIEICHHBIX OOCTOSATETLCTBAX
TakXe MOIYT CIIPOBOLIMPOBATH BO3HMKHOBEHHE MEXIYHAPOIHOIO
KOH(DIUKTA.

M3noxeHHOE MO3BOJISET CAeIaTh BEIBOI O TOM, YTO peaan3allvs JaH-
HOT'O TOIX0Ja MOXET HAaHeCTH YIIepO MeXIyHapOTHON 0e30MacHOCTH,
TakK Kak, IO CYIIEeCTBY, TIPUBOANT K JAeTpagalliii MeXaHW3Ma TIpeayrpe-
XKIEHUS KOH(IMKTOB, 3akperuiéHHoro YcraBoMm OOH, u He crnoco6-
CTBYET AOCTVKEHUIO OMHOM 13 maBHBIX Leneit OOH — «u36aBUTH Tpsi-
IyILe MOKOJieHUs1 OT OencTBuii BoliHbl» (IIpeamOyna Ycrapa OOH).

3.2. Bropoii MeTonuyeckuil MoaXo/ K pelIeH1Io paccMaTpruBaeMoi
po0IeMbl 6a3MpyeTcs Ha MCIIOJb30BaHUM TTOTEHIIMAIA TTPOTPECCUB-
HOTO pa3BUTHUS TO3UTUBHOTO MpaBa — YcraBa OOH, MexayHapoaHbIX
KOHBEHLIMI M TOTOBOPOB B 00JIACTH MEXIYHAPOIHOM 6E30ITacHOCTH.

B ero ocHoBy mpemnaraercs IOJOXWUTh KOHIIEIIINIO <«HESBHO-
IO OPYXMSI», OINPEAESIONIYI0 YCIOBUS BO3MOXKHOTO PAaCCMOTPEHUS
HUKT B KauecTBe OpyXKusl.

[aHHas KoHLenIus 6a3upyeTcs Ha MpeleaeHTe, CO3MaHHOM pe30-
mouusamu Coseta bezonacHoctu OOH* o pesysbTaTam o6cyXaeHus
Tparuyeckux coonituii, mpousoueniux B CIIA 11 centssopst 2001 r.
Kak m3BecTHO, B paMKax 3TMX COOBITHII ObLIa OCYIIECTBJICHA aTaka
MEXIYHApOIHBIX TePPOPUCTOB Ha TpaXkKIaHCKHME U BOCHHBIE OOBEK-
Thl C UCIIOJIb30BAaHUEM TIPaXAAHCKUX CaMOJIETOB B KauecTBE CPEICTB
nopaxeHusi. Coer beszonacHoctu OOH He Bo3paxan NMPOTUB MpPU-
MeHeHus1 CILIA B cootBetcTBUM co cT. 51 YcraBa OOH «HeoThemite-
MOTO TIpaBa TOCYIapCTBa Ha WHIMBUAYATbHYIO W KOJIJICKTHBHYIO ca-
MOOOOPOHY» U, COOTBETCTBEHHO, — MIPUMEHEHMS BOOPYKEHHOM CHIIBI
MpoTuB AdraHrcraHa B paMKaxX OOBSIBICHHON TJIO0ATBEHON BOWHEI C
MEXIYHApOIHBIM TEPPOPU3MOM.

Takum oOpazoM, ynoMsiHyThiMu pelneHusiMu Cb OOH BBenmena
B MEXIYHApOMHYIO TIPAKTUKY KOHIETIINS <«HEeIBHOTO OpyXwus». Ee
CYLIECTBO 3aKJjloyaeTcs B cienyiolieM. JIloboe HeBOEHHOE YCTpOii-
CTBO WJIM MEXaHM3M MOXET IPHOOPECTH CBOMCTBA OPYXKMS, €CITU Ha-
pyllIeHHne HOPMaIbHOTO (DYHKIIMOHUPOBAHMS TaKOTO YCTPONCTBA MU
MexaHu3Ma (B TOM uuciie nocpeacTBoM ucnonb3oanus MKT) moxer
OBITh MCITOIB30BAHO JJIT HAHECEHMS TOPAKECHUS XXUBON CHIIBI U BO-
€HHOI TeXHUKHU. B 2TOM cilyyae HamaaeHue Ha TEPPUTOPHUIO Tocyaap-
CTBa C WCIIOJB30BAaHMEM TaKWUX YCTPOMCTB WJIM MEXaHU3MOB MOXKET
KBaTU(ULMPOBATHCS KaK «BOOPYKEHHOE HalaIeHUE».

4Pesomouuu Coseta Bezonacnoctt OOH Ne1368 ot 12 centabps 2001 r. u Ne1373
oT 28 cenrsa6ps 2001 T.
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IIpuHATHME KOHLENUUU <«HESIBHOTO OPYXHsl» B KAaueCTBE OCHOBBI
JUUIS. BBISIBJIEHUSI TIPU3HAKOB MCIoOJb30BaHUs rocygapctBamu UKT B
KayecTBEe «IIPUMEHEHUsI CHJIBI» U «BOOPYXXEHHOrO HamageHUs» I10-
3BOJISIET BBIAEAWTDH CAEAyIOLEe OCHOBHbIE HAaINpaBiCHMS aganTalvuu
MEXIyHApOIHOTO TpaBa 0€30MacHOCTH:

e YTOYHEHHUE TEPMUHOJOIMHU MEXAyHApOIHOro MpaBa MpeaoTBpallie-
HUSI KOH(MJIUKTOB MPUMEHUTEIHLHO K KUOEpHpOCTpaHCTBY (IpaBuia
OTBETCTBEHHOTO MOBENECHUS TOCYIapCTB B KHOEPIIPOCTPAHCTRBE;

e MMPHOE pa3pelleHue MEeXIYHAPOIHBIX CIIOPOB, CBSI3aHHBIX C (hak-
TaMU 3JI0HaMepeHHoro ucnonb3oBanusa MKT;

o oOOHapyxeHue arak c¢ wucrnonbzoBaHueM HWMKT, ouenka mnocruen-
CTBUI1, KBaTM(UKAIUS aTaK, CIIOCOOBI pa3pellieHUsT MEXKIyHAPOIHOTO
criopa);

e TIPOTPECCUBHOE pPa3BUTUE MPUHLMIIOB U HOPM MEXIyHapOAHO-
ro TYMaHUTApHOTO IpaBa K YCJIOBHUSM BeIEHMSI BOCHHBIX IEHCTBUI
¢ ucnonns3oBaHueM MKT B KauecTBe «HESIBHOTO OPYXUsS» (IEIMMU-
TalMsl HAMOHAJIBHBIX T'PAHUII B KMOEPIPOCTPAHCTBE; 00O3HAUYCHUE
00BEKTOB, 3allMIIAEMbIX MEXIYHAPOIHBIM T'YMAHUTAPHBIM IPAaBOM;
00BEKTUBU3ALIMS OMACHBIX COOBITHI, CBSI3aHHBIX CO 3JTOHAMEPEHHbBIM
ncnosab3oBanueM UKT;

e aTpuOyLIMSI TOCYIapCTB, MHULUMUPOBABIIMX 3JIOHAMEPEHHOE UC-
noabs3oBanue MUKT);

e Ppa3BUTHE MPUHIIMIIOB U HOPM MEXAYHAapOIHOro MpaBa MpaB ye-
JIOBeKa MPUMEHUTEIBHO K YCJIOBMUSIM BeIEHUSI BOCHHBIX JEUCTBUIA C
ncnoib3oBanueM UKT;

e Pa3BUTHE HOPM MEXIYyHApOAHOIO IPOLIeTyPHOro MpaBa MpUMeHU-
TeJIbHO K CJIydasiM 3jJ0HamMepeHHoro ucnojb3oBaHus UKT mis pas-
pelIeHUsT MEXAYHAPOIHbBIX CIIOPOB.

ApanTanyss HOpM MeEXIYHApOOHOIO IpaBa Oe30IMacHOCTH K KHU-
OepIpOCTPaHCTBY U 3aKperieHUe MPaBOBbIX HOBALIMI B MEXIYHapOI-
HBIX MPAaBOBBIX aKTaX MO3BOJUT 3AJI0XUTh OCHOBBI MEXIYHapOIHOTO
IIPaBOBOI0 pexrma KrubepOe30IacHOCTH.

OTae/lbHBIM BOIPOCOM, TpPEOYIOIIMM pacCMOTPEHUsI B paMKax
aganTalliy MeXIyHapOIHOTO IpaBa MPpeaoTBpalleHNs KOH(DIMKTOB U
MEXXIyHapOIHOTO T'yMaHUTApHOTO MpaBa K KUOEPIPOCTPAHCTRY SIBJISI-
eTcsi (hopma 3aKperuieHUs MpeajaraeMblX MPaBOBbIX HOBALIMA.

Taxum obpaszom, Mpu peaau3alu MOAXoaa, OCHOBAHHOTO Ha KOH-
LIETILIMA «HESIBHOTO OPYXMUsl», OKa3blBaeTCsI BO3MOXHBIM HE TOJBKO
CYILLIECTBEHHO CHM3WUTh OMACHOCTh BO3HUKHOBEHUS MEXIYHApOMTHBIX
KOH(MJIMKTOB, CIPOBOLMPOBAHHBIX BPEAOHOCHBIM HCHOJb30BAHUEM
HMKT, HO 1 co3naTh yCJIOBUS ISl peaiu3aluu MoJoXeHui cT. 2 (3)
YcraBa OOH no MupHOMY paspelieHUI0 MEXIYHAPOAHbBIX CIIOPOB.
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Adaptation of international security law
to information space

1. The importance of the issue of international security law adap-
tation with regard to use of ICTs as means of «coercive» solution of
tensions in international relations is one of the aspects of the nation-
states’ policy in the field of international information security’.

This is consistent with the general focus of the UN General Assem-
bly resolutions on the Developments in the field of information and
telecommunications in the context of international security (2010—
2014), and the reports of the Group of Governmental Experts on De-
velopments in the Field of Information and Telecommunications in
the Context of International Security (2010, 2013).

The need to find solutions to the problem was supported by the
participants of international conferences organized by the International
Committee of the Red Cross (San Remo — 2014, Moscow — 2014,
St. Petersburg — 2015).

According to experts, the situation in the field of conflict prevention
in cyberspace is characterized by the following.

On the one hand, international security law is applicable to infor-
mation space (it is taken into account that the sources of international
law are: international conventions; international custom, as evidence
of a general practice; general principles of the law recognized by civi-
lized nations; judicial decisions and legal doctrines — as auxiliary ma-
terial). On the other hand, there is no consensus on the administration
of the rules and principles of international law relevant to regulation of
corresponding international relations.

2. The complexity of finding the solution to the issue of interna-
tional security law application to cyberspace is determined by the fol-
lowing factors.

2.1. There is a lack of agreement between the member-states of the
United Nations on the subject of legal regulation. The Western states
are willing to discuss issues of regulation of relations with regard to

' OCHOBBI TOCYIAPCTBEHHOM TOIUTUKU B 00IACTH MEXIYHAPOIHOI MHMOPMALIMOH-
Holi 6e3onacHocTH Ha repuon mo 2020 roma. YteepxaeHsl [Ipe3suaeHTrom Poccuiickoit
Denepanmu. 2013 r.
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the use of ICTs as a «force», but do not agree to discuss their use as a
«powen» of the media and communications.

2.2. The processes of malicious use of ICTs are not observable. As
a consequence, without the use of special technical means it is im-
possible to objectively ascertain neither the facts or malicious use of
ICTs, nor the consequences of the use of ICTs (the extent and type
of damage) nor the entities engaged in these acts. Common attributes
of malicious use of ICTs to be recorded by technical means are not
defined. There is no international system of objectification of events
and attribution of subjects in cyberspace.

2.3. ICTs have no attributes of weapons. This makes it significantly
more difficult to classify the use of ICTs as an «armed attack» or «hos-
tilities» that respectively bring about legal relationships associated with
both the application of the right to self-defense, and compliance with
international humanitarian law.

2.4. Enforcement in the field of international security (including the
sphere of ICTs) is carried out by nation-states discretionary with the
use of national or regional technical means of objectification of events
and attribution of subjects.

Within the jurisdiction of one nation-state or a group of friendly na-
tions enforcement is based on presumption of fairness of the individu-
als (and their actions) engaged in the operative investigative measures
over the facts of malicious use of ICTs.

Considering interactions between the nations that are not in rela-
tions of mutual trust, presumption of fairness is impossible due to the
fact that many nation-states have sufficient technological capabilities
to falsify data on almost all events and subjects of cyberspace.

2.5. International law doesn’t provide for frameworks to bind the
address space where ICTs are applied to national borders. Presently,
the functions of IP-addresses distribution are largely performed by
non-governmental organizations, who are not the subjects of interna-
tional public interactions.

This creates additional difficulties when defining the boundaries of
battle grounds and neutral states, designation of objects and persons
protected by international public law in cyberspace.

2.6. Considering the fact that no nation-state has international ob-
ligations in the field of cyberspace security, it is difficult to define the
boundaries of national sovereignty and jurisdiction of nation-states.
This issue is particularly important in the light of the current practice,
when nation-states consider cyberspace security as an element of na-
tional security.
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3. Presently there are two methodological approaches to solving the
problem.

3.1. The first approach is based on the development of general prin-
ciples of law. This approach is being actively pursued by a team of spe-
cialists who have been commissioned by the NATO Cooperative Cyber
Defence Centre of Excellence in Tallinn (Estonia). As assigned by this
Centre, an international group of experts (lawyers and experts in the
field of computer science) has developed a so-called Tallinn Manual
on the International Law Applicable to Cyber Warfare?, which is often
promoted by specialists of Western countries as a possible framework
for the preparation of a universal international convention.

One can formulate a few remarks on the essence of approach pro-
posed by the Manual.

As noted in the Preface to the Manual, the proceedings are meth-
odologically based on the draft Convention on Responsibility of States
for internationally wrongful acts, which is treated as a source of in-
ternational law, although it has only been discussed and noted by the
United Nations General Assembly (2001)>. One of the central provi-
sions of the draft Convention is the right of every State or group of
States to carry out within their own sovereignty and jurisdiction:

« interpretation of observed events in cyberspace as hazardous to the
national information infrastructure;

« classification of these events as meeting the norms of international
law or as internationally wrongful acts;

« decisions about what country is responsible for the event, which is
classified as an internationally wrongful act;

« countermeasures against the country that is ascertained to be re-
sponsible for a dangerous violation of international law.

It appears that without a framework for objectification of events in
cyberspace and attribution of the subjects of such actions, as well as in
the absence of generally accepted interpretation of the term «interna-
tionally wrongful acts of States» and a list of such acts, the application
of provisions of the draft Convention inevitably increases the risk of
provoking an armed conflict between nation-states.

Similar consequences will follow the implementation of recommen-
dation of the Manual that it is not necessary to take into account an
attribute of an «armed» attack when investigating a «computer opera-

2Manual on the International Law Applicable to Cyber Warfare (Tallinn Manual).
M.Schmitt et al. eds. Cambridge University Press, forthcoming 2013.

3OTBeTCTBEHHOCTD TOCYAPCTB 32 MEXIyHAPOAHO-MPOTUBONPABHbIE NeAHus. Pe3o-
monus ['enepanbHoit Accam6ien OOH A/RES/56/83 ot 21 mexa6ps 2001.
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tion» against a member-state of the UN. The removal of this attribute
blurs the rigid boundaries of lawful conduct of nation-states in the
application of the right of individual and collective self-defense, en-
shrined in Article 51 of the UN Charter. As a consequence, this leads
to an increase of risk of international conflict, which may be provoked
by possible erroneous assumptions about the existence of the fact of
malicious use of ICTs and ensuing of relevant consequences that ex-
ceed the thresholds for the emergence of relations under international
treaties about an «armed attack» or the threat or use of force against
the territorial integrity or political independence of the victim nation-
state.

The international team of experts which prepared the Tallinn Man-
ual disregarded the fact that under existing international conventions
no nation-state has any obligations whatsoever to ensure the sustain-
ability of the Internet (we can hardly consider as such the obligations of
ICAAN, which in its statutory documents has self-assigned the security
of DNS to itself). At the same time, it is assumed that such obligations
with regard to the national segment of the network (the boundaries are
not defined), as well as responsibility for their fulfillment are derived
from the general principles of the law. Under certain circumstances
these aspects can also provoke an international conflict.

The foregoing leads to a conclusion that the implementation of this
approach can be detrimental to international security, as, in fact, leads
to degradation of conflict prevention mechanisms enshrined in the UN
Charter, and does not contribute to one of the main objectives of the
United Nations — «to save succeeding generations from the scourge of
war» (Preamble of the UN Charter).

3.2. The second methodological approach to solution of the prob-
lem is based on exploiting the potential for progressive development of
positive law — the UN Charter, international conventions and treaties
in the field of international security.

It is based on proposed concept of «implicit weapons», which
determines the conditions for a possible consideration of ICTs as a
weapon.

This concept is found upon the precedent created by the UN Secu-
rity Council resolutions* based on discussion of the tragic events of Sep-
tember 11, 2001. It is known, that as part of these events international
terrorists attacked civilian and military targets by use of civil aircraft

4Pesomonnu Cosera BezonacHoctn OOH Ne1368 ot 12 centsabps 2001 r. u Ne1373
ot 28 cenrsiops 2001 r.
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as weapons of destruction. The UN Security Council did not object
to exercise of «inherent right of individual or collective self-defence»
by the United States in accordance with Article 51 of the UN Charter
and, therefore, — to the use of armed force against Afghanistan in the
framework of declared global war on international terrorism.

Thus, the above mentioned UN Security Council resolutions in-
troduced the concept of «implicit weapons» in international practice.
Its essence includes the following aspects. Any non-military device
or mechanism can acquire the properties of weapons, if disruption of
normal functioning of such device or mechanism (including through
the use of ICTs) can be used to injure personnel and/or damage mili-
tary equipment. In this case, attack on the territory of a nation-state
by the use of such devices or machines can be qualified as an «armed
attack».

The adoption of «implicit weapons» concept as a basis for identifi-
cation of the use of ICTs by the nation-states as the «use of force» and
«armed attack» allows us to highlight these main areas of adaptation of
international security law:

« clarification of the terminology of international law of conflict pre-
vention with regard to cyberspace (rules of responsible behavior of
nation-states in cyberspace);

» peaceful resolution of international disputes related to instances of
malicious use of ICTs;

« detection of attacks with the use of ICTs (impact assessment, sub-
sumption of attacks, methods of settling international disputes);

o progressive development of principles and norms of international
humanitarian law with regard to conduct of hostilities with the use of
ICTs as «implicit weapons» (delimitation of national borders in cyber-
space; designation of objects protected under international humanitar-
ian law; objectification of hazardous events associated with malicious
use of ICTs; attribution of nation-states that initiated the malicious
use of ICTs);

« development of principles and norms of international human rights
law with regard to the aspects of military activities with the use of
I1CTs;

« development of international procedural law with regard to cases of
malicious use of ICTs for settlement of international disputes.

The adaptation of international security law to cyberspace and con-
solidation of the legal developments in international legal instruments
would lay the foundations of international legal framework for cyber-
security.
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An actual form of consolidation for proposed legal developments
is a separate issue to be addressed in the framework of adaptation of
international humanitarian law and international law of conflict pre-
vention to cyberspace.

Thus, the implementation of an approach based on «implicit weap-
ons» concept makes it possible not only to significantly reduce the risk
of an international conflict provoked by malicious use of ICTs, but also
to create conditions for the implementation of the UN Charter Article
2 (3) provisions for peaceful settlement of international disputes.
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Maypuiio MapTteuimHu

Llenmp mexncoyrnapoduoii 6ezonachocmu Yuueepcumema Hucybpus
(Umanus)

Kot Yuscon

Cucmema AMepUKAHCKUX 20CYOapCmEeHHbIX YHUBEPCUMEMO08

Caenyomee NokojieHHe KaMMAHUIA ¢ UCHO/Ib30BAHUEM
KnOepopykusi 1 pUCK ApMareJioHa B KHOepNpOCTPAHCTBE

Kubepataka siBjisieTcsl MpuUBJeKaTeIbHBIM BapuaHTOM JIEUCTBUIN B
XoJle BOMHBI. ['ocymapcTBa MOTYT CUECTh IIeJIeCOO0pa3HBIM OKa3hbIiBaTh
BJIMSIHUE WX IIPUHYXIEHUE Ha APYTUE CTPAHBI ITIOCPEACTBOM BOEHHBIX
KaMIlaHWU# B KMOEpIpPOCTPAHCTBE, MOJIb3YSICh aHOHUMHOCTBIO U BO3-
MOKHOCTBIO OTpUIIaHMs. B HegaBHeM MpOIIIOM ObLIO HECKOJBKO pa3
MOKAa3aHO, YTO MCIIOJIb30BAHUE BPEIOHOCHOTO MPOrPaMMHOIO KOJa
MOXKET BBI3BaTh (PU3MYECKOE pas3pyllleHWe KPUTUYECKU BaXKHBIX WH-
¢pacTpykTyp MyTeM MaHUITYJSIUMA C MPOMBIIUIEHHBIMU CUCTEeMaMU
yrpasieHusi. Kubeparaku Takxke CBeJIM K MUHUMYMY HEOOXOIMMOCTD
PUCKOBATh JUYHBIM COCTABOM WJIM JOPOTOCTOSIIIUM OOOPYIOBaHUEM.
BpenoHoCHBII KON TaKKe SIBJISIETCSI MHOTOPA30BbIM, TIPEICTaBIIsIs CO-
0oii mpakTUuecKu Oe3MOHHYI o0oikMy ajs1 Oyayuiux atak. OmHako
MOJOOHbBIE MPEUMYIIECTBA «YHUCTOU» BOMHBI TaKXKe HMMEIOT TEMHYIO
CTOPOHY. YUMThIBasl yI0OCTBO, OBICTPOTY M CHMXKEHHE ITOTEph JIMY-
HOTO COCTaBa, TAKXXe CYLIECTBYET COOJIa3H MCMOJb30BaTh KUbepaTaku
4acTo, U, BO3MOXHO, OKa3blBaTh MPEANOYTEHUE UM BMECTO YYACTUS
B JUTUTEJIbHBIX WY TIIETHBIX MeperoBopax. Kpome Toro, aKcTpeMucT-
CKME TPYIIIbI MOTYT 0Ka3aThCsl B COCTOSIHUM MTPUOOPECTU KOIUU Bpe-
JIOHOCHOTO TIPOTPaMMHOTI0 KOJIa 1 aHOHMMHO MCIIOJIb30BaTh €To Mpo-
TUB HEBOEHHBIX lIeJICH.

VYcraB OOH npeaycmarpuBaeT pyKOBOISILINE IPUHIIUAIIBL IJIs1 000-
CHOBAHMSI OTBETHBIX AEHCTBMI Ha KubOepaTaku, SIBISIOIIMECS IMpU-
MeHeHueM cwibl. OHU MpUBeNeHbI B cTaThe 2 (4) — pas3pylluTeIbHbIE
NIEUCTBUS, TTOAXOASIINE MO/ ONpPEIeeHUE «[TPUMEHEHUE CUJIbI», U B
cratbe 51 — paspyluTeNbHble NeCTBUS, MOAXOASIIME IO OIpee-
JIEHUE «BOOPYKEHHOTO HaIlaJeHUsT», HECYIINE YIPO3y roCyIapCTBEH-
HOMY cyBepeHUTeTy. OmgHaKo OOJBIIMHCTBO KuUOepaTak MOCIeTHUX
JIET HE CMOIJIM HapylIUTb CHOCOOHOCTh TOCYIApPCTB OCYIIECTBIISTDH
CBOI1 cyBepeHUTET. KpoMe TOro, B HEKOTOPBIX CTpaHaX CYILECTBYIOT
MpaBOBbI€ TTOJTHOMOUMS, OOECTIeYMBAIOLIME PYKOBOASIINE MPUHIIATIBI
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NpoBeAeHUsT HacTyrnareabHbiX Kubepatak. B CoeaunenHsix IllTarax,
TaKWe TTOJTHOMOYMS COIepPKATCS B:

e Paszdese 10 Ceoda szaxonosé CIIIA — rtne yka3aHO, YTO BOEHHBIE
oIepalli He TPeOYIOT MpeaBapUTEIbHBIX MUChbMEHHBIX PEIIeHW 10
OCyIIeCTBIeHH neiicTBuil. OmHaKO OymeT CI0XHO OTPUIIATh ITPOBe-
JeHUE oIepaluii, OCyIIEeCTBISIEMbIX COIJIACHO COAEPXKAILIMMCS B 9TOM
pasjesie MOJIHOMOYHUSIM.

o Pazdese 50 Ceoda 3zaxonos CIIIA, TOCBSILIEHHOMY IIPOBEICHUIO
taiinbix omepanmit CIIA. Wcrmonn3yst copepxkainuecss B paszeie
nojgHoMouus, IIpe3uneHT MoKeH MpeaoCTaBUTh MUCbMEHHOE CBU-
JIETEIbCTBO, UTO OIEpalMsl OCYILECTBIISIETCS JUISl peau3aliy onpee-
JIEHHOH 3aJa4M BHEITHEW MOJUTHKU U HAlIMOHAJIBLHONW 0€301acHOCTH.
Korna HesicHo, siBisieTcst v KubepaTaka MpUMEHEHUEM CUJIbI B COOT-
BeTcTBUM ¢ YcraoM OOH, 1o Pazgen 50 nenaer BO3MOXHBIM TailiHOE
MIPOBEACHUE U OTPULIAEMOCTD NECUCTBUMA.

CoobiuieHuss CMUW cBuaeTeNbCTBYIOT O TOM, YTO KMOepaTaky cTa-
HOBSATCSI BCe OoJiee M3OLIPEHHBIMU U 00Jiee CKPBITHBIMU. B ciayyasx
MOBpeXAeHUST (HU3UYECKOTO O00OPYAOBAHUS CYLIECTBYET TEHACHLIMS
CpPaBHUBATh BPEIOHOCHBIN MPOTpaMMHBIM Kom ¢ opyxkuem. Ho dro
Takoe OpYXMe, U B KaKHX ClIydasx KubepaTaku Ha 3aKOHHBIX OCHOBa-
HUSX MOXXHO Ha3BaTh KMOepopyKuem?

B CIIIA xaxnplii BuJ BOOPYKE€HHBIX CUJI MMEET 3aKpeIUIEHHOE
ornpenejeHue, 4To MpeacTaBisieT coboil opyxue. B To xe Bpewms,
OpyXHe JTOJIKHO TaKKe OTBEYaTh MEXKIYHAPOIHBIM IPABOBBIM CTaH-
naptam. Crarbs 22 Tlaarckoit u Cratbst 36 2KeHeBCKOW KOHBEHIIWIA
TOBOPAT O TOM 4YTO «CPEICTBO», MMEHYeMOE OpYKMEeM, He MOXKET OBITh
HCTIOJIb30BAHO BOOPY:KEHHBIMM CUJIAMM JO IIPOBEACHUS MPaBOBOI
sKkcneptn3bl. [aarckasg M 2KeHeBcKMe KOHBEHIIMM TIpeIHA3HAYCHBI
IUTSL 3alIATH TPAXKIAHCKOTO HACEJICHMS OT M3JUIIMHUX CTpagaHWil BO
BpeMsl BOHBI. [Ipy 3TOM MOXHO MPOAEMOHCTPUPOBATh, YTO MHOTHE
KubepaTaku TakXkKe OKazajJu HempeacKasyeMblil MOOOYHBbIN 3 dekT
Ha TIpaxmaHcKoe HacelieHMe. «TammHckoe PyKoBOACTBO IO IIpu-
MEHUMOCTA MEXIYHApOTHOTO TIpaBa K BOOPYKCHHBIM IEUCTBUSM B
KMOEPIIPOCTPAaHCTBE» OBLIO pa3pabOTaHO IIOC/IE TOro, Kak DCTOHMS
noaBepIiach pa3pylInTeIbHBIM KnubepaTtakuM B 2007 roxy. PykoBoa-
CTBO OIpeAesieT Kubepopyxue Kak «KubepcpeacTBa BeleHUS! BOM-
Hbl», KOTOpbI€ CO3AaHbl WJIM HUCIOJB3YIOTCSA I NMPUYMHEHUS Bpe-
Jla JIMLaM WM 00beKTaM. DTO ompeesieHHe OpyXusl He BKIIIOYAeT B
ce0s1 YHUUTOXEeHMEe JaHHBIX, €CIM HEeT MPSIMOM CBSI3M C HaHECEHUEM
yiiep6a uiau paboToCmocoOHOCThIO KOMITbIOTEPHON cUCTeMbl. Takum
00pa3oM, ecju TOCPeACTBOM KUOepaTakKyd OCYILECTBIEHO YMBIIIUIEH-
HOE MOBpEXIeHUE UM HaMEPEeHHOE HapylleHHe paboTOCITIOCOOHOCTH
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KOMITBIOTEPOB, TO Mbl MMe€eM Jejo ¢ KubepopyxueMm. OmgHako, Kak
rmoxasaJjl peBepC-MHXUHUPYHT U aHaJIu3 HellaBHUX KubepaTtak BbICO-
KOTO YPOBHS, CYIIECTBYET HECKOJIBKO HTOTOJHUTENBHBIX XapaKTepu-
CTUK, KOTOPbIE TaKxKe JOJKHBI ObITh YUT€HBI MPU (DOPMYJIUPOBAHUU
0oJiee TOUYHOTO OMpenesieHus] KuOepopyxKus.

B HepaBHuMX coobueHusx CMMUM HecKoNbKO MPUMEPOB BBICOKO-
TEXHOJOTMYHBIX BPEJOHOCHBIX KOJIOB ObUIM Ha3BaHbI KUOEPOPYXKHU-
eM. B aTux cooOlieHusx ObUIM IpUBEIEHBI Pe3yIbTaThl OOILIMPHBIX
KCCJeNOBaHUI BpeloHOCHOTo koma moa uMeHamu Flame, Duqu u
Stuxnet. Coo0111aeTcs1, 4YTO 3TU TPU BPEIOHOCHBIE KHUOEPIIpOrpaMMbl
ObUTM MCIOJIb30BaHbl KaK YacTb KOMOMHMPOBAHHOW MHOTrOJETHEMH
KubepKaMIlaHUM, HalpaBJIeHHOW Ha HapylleHue (PyHKIMOHUPOBAHUS
orpe/ieJIeHHbIX 00BEKTOB SIAEPHOM MpOMBIlLIeHHOCTH B MpaHe. Bos-
MOXHO, YTO 3Ta BPeIOHOCHAas1 KubepKaMIlaHUsI TaliHO MPOBOAMJIACH
Ha NIaBHBIX MPAHCKUX 0OBeKTax Mo KpaitHeit mepe ¢ 2006 mo 2010
rom, mpexzae 4yeM Obljla oOHapyKeHa COTpYIHMKaMM CIIyXKO0 Oe3orrac-
HOCTH, paboTaloliMMU 3a npenesamu Mpana. CienoBaTesnbHO, B 10-
MOJHEHUE K ONpenesieHUIo, JaHHOMY B TaJJIMHCKOM PYKOBOJCTBE,
CYIIECTBYIOILIEE TTOKOJEHNE KNOEPOPYXKUSI MOXKET TakKxke MoTpedoBaTh
ydyeTa CAeAyIolIrX XapaKTepUCTUK:

e CKPBITHOCTb, KOTOPAs MO3BOJISIET BPEIOHOCHBIM IpOrpaMMamM Taii-
HO (PYHKIIMOHMPOBATH B TEUCHUE IJIUTEIBHBIX TIEPUOIOB BPEMEHMU;

e HCITOJIb30BaHUE Psiia BPEAOHOCHBIX MTPOrpaMM, KOTOPbIE COUETAIOT
B cebe Takue pasjiMuHble 3a1ayv, KakK LIMAOHAX, XMIIEHUEe JaHHBIX
WIn caboTax;

e CIleLMaJIbHbIE TEXHOJOTUHU, KOTOpbIE MO3BOJISIIOT BPEAOHOCHOMY
KomIy OOOMTH WJIM OOMaHyTh 3alMTHYIO TEXHOJIOTHIO YIIPaBICHUS KU-
0ep0e30MacHOCThIO.

CrieuyayibHasi TEXHOJOTUSI, MO3BOJISIIONIAs O00OUTH MM OOMaHYThb
CHUCTeMbl KHOepOe30IacHOCTU, B TOM 4YHUCJE Te, KOTOpPbIe MOJKHBI
3allUIIATh TaKWe CBEPXCEKPETHbIE TPOMBIIUIEHHbIE OOBEKTHI, KakK
ABDC B UpaHe, Ha3bIBaeTcsl aTaka «HYJIeBOro mHs». OHa MpeacTaB-
JIsieT coboil onpeneSeHHbI BPeIOHOCHbBIN KO/, BHIMOJHSEMBI Mepen
OCHOBHOI BpPEIOHOCHOW IIPOrpaMMOI, W IIpedHa3HayeHa JISI MC-
MOJIb30BaHUS YSI3BUMOCTU, KOTOpasl SIBJSIETCSI HOBOM M HEU3BECTHOM
B 1IeJIEBOM cuUcTeMe. ATaka HYJIEBOTO JHSI CIIOCOOHA IMOJHOCTbIO WU
BPEMEHHO BBIBECTU M3 CTPOSI CUCTEMY YIIpaBJieHUs Kubepoe30omnacHo-
CTbIO, U TAKUM O0Pa3OM OTKPBITh LIEJEBYI0 KOMITbIOTEPHYIO CUCTEMY
JIJIsI BHEIPEeHMST M Havyajia paboThbl OCHOBHOM BpPEJOHOCHOI IIpOorpaM-
Mbl. MHOTHE BBICOKOKBAIM(PUIIMPOBAHHBIE XaKephl ycepaHO paboTa-
0T Hag OOHapyXeHHEeM HOBBIX YSI3BUMOCTEH B CHCTeMaX, KOTOpBIC
MO3BOJISIIOT CO3[1aBaTh HOBBIE aTaKM «HYJIEBOro OHs». MoTuBalueit
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IUIS 3TUX XaKEPOB SIBJISIETCS TO, YTO aTaKW «HYJEBOTO IHS» MOXHO
JIOPOTro TMpoAaTh TOCYIapCTBaAM WUJIM 9KCTpEMUCTaM. ATaKu «HYJIEBOIO
IHsI», OOHapyXeHHble U pa3pabOoTaHHBIE BHICOKOKBAJIM(PUIMPOBAH-
HBIMU XaKepaMu, SIBJISTIOTCSI BaXKHOM COCTaBJISIIOLIEH CyIlIeCTBYIOLIETO
MOKOJIEHNSI KUOEpOpyxXusl.

IMocnenHeil xapakTepUCTUKOM, KOTOpasi MO3BOJISIET YCIEIIHO MC-
MOJIb30BaTh BPEAOHOCHBIN KOJ B KauyeCTBE KUOEPOPYXUs, SIBJISIETCS
TO, YTO MOXHO OITMCATh KaK «IOCKOHAJIbHOE 3HAHMUE» LIeJIEBBIX MPO-
MBIIIJICHHBIX CUCTEM YMpPaBJIeHUsI IpaXkIaHCKOW W/WIM BOCHHON TeX-
HUKU. XaKephl, CO3JaBIIME aTaKu <«HYJEBOTO IHS», KOTOpPbIe OBLLIN
HCMOJIb30BaHbl B KUOEPOPYKWMM, NMPUMEHEHHOM B XOIe KaMIaHWU
npotuB MpaHa, Mo-BUAMMOMY, UMEJIU OYEHb XOpollee MOHUMaHUe
O 1I€JIEBOM MPOMBILIJIEHHOM O0OpPYAOBAaHMM. DTU Y3KOCHeLUaTIU3H-
pOBaHHbIE 3HAHUS pa3pabOTUYMKa, MCIIOJb3yeMble B CO3JaHUM pa3-
JIMYHBIX BPEIOHOCHBIX KOIOB JJISI IIIMIMOHAXA U caboTaxa, SIBJISIOTCS
TeM, YTO JeJIaeT CYILIEeCTBYIOlIee MOKOJeHUEe KaMIaHUi KUuOepopyKust
TakuM 3¢ (HEeKTUBHBIM.

OfHako y CYIIECTBYIOIIETO MOKOJCHUSI KaMITaHWM KHOepopyxXus
Tak>Xe MOTYT ObITh Mpo0JeMbl. ECTb BEpOSITHOCTb, UYTO KMOEpOpyKue
BbINIET U3-110A KOHTpoJs1. HampuMmep, Stuxnet, Kak cooO1aeTcsl, He-
CKOJIBKO pa3 OOHOBJISICS ISl pacluMpeHUsT (PyHKIIMOHAIbHOCTH, U,
B KOHIIE KOHIIOB, BPEIOHOCHBII KO BBIIIEN 3a MPEIeTbl MPAaHCKOTO
MpeanpusaTus no odoraiieHuto ypaHa. O6pasubl Stuxnet 6bUIM 0OHA-
PY>XeHbl BO MHOTMX CTpaHax 3a mpeneiamu MpaHa. Tem He MeHee,
JIpyrue oO0BEKTbl HE ObLIM IMOBPEXKAECHBI, MOCKOJbKY BPEAOHOCHBIM
Kon B Stuxnet ObIT pa3paboTaH 11 HanaAecHUS TOJILKO Ha CIeLaI-
3MpOBaHHOE 00OpYydOBaHME Ha siIepHOM 00bekTe B KMpaHe. B Oymy-
1eM Kubepopyxue, pazpaboTaHHOE MEHee TIIaTeJbHO 4eM Stuxnet,
TaKXKe MOXeT HEOXMIAHHO PacIpOCTPAHUTLCA M, BO3MOXKHO, CTaTh
MPUYMHON MTOOOYHOro yiepda Ha IPYyrux o0beKTax.

B Oyayumiem cpena u BOBMOXHOCTM IS OCYIIECTBJIEHUST Kubepa-
TaK OyayT paciuupsThCa. B mpoluioM HeassMu ObUIM IMPOMBILLIEHHBIE
CUCTEMBI yIpaBJeHUsS KPUTUUECKU BaXKHBIX MH(PPACTPYKTYp, TaKUX,
Kak HedTe- U ra3onpoBOAbl, a TAKKe TpaXkIaHCKUE SJIEKTPOCTAHIINMN.
ITo Mepe Toro, kak B MHTEpHETE OYyIeT NMOSBISITHCS OOJbIIE TTOAPOO-
HOM <«IOCKOHaJIbHOW» WH(MOpPMallM1, BEPOSITHO, UTO B TMEPCHEKTUBE
LEeJSIMU CTaHYT CJIOXHBbIE BOGHHBIE OOBEKTBHI M CUCTEMBbI BOODPYXKE-
HUsI, B TOM 4ucje 0oJibllie MPUMEPOB HamaJeHUl Ha siiepHble 00b-
€KThl WJIK CUCTEeMbl KOMaHAOBaHUS, yIpaBiaeHus U cBs3u (C3) miioc
KOMITbIOTepHBIE cucTeMbl (C4), U cUCTeMbl MPOTUBOPAKETHON 000-
pPOHBI (Kak pakeTbl 3eMJisi-Bo3nyx). Hanmpumep, COBETCKMII 36 HUTHO-
pakeTHbII KoMIuieke BYK ¢ momonipio KoToporo, Kak cooduiaercs, B
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utosie 2014 roma 6w cOUT petic Malaysia Airlines 17, u moru6sio 298
YeJIOBEK, SBIISETCS TIIATEILHO pa3pabOTaHHONW CHUCTEMOI, HO MOXeT
UMETh YSI3BUMOCTHM, M HE 00JamaeT CIIOCOOHOCTBIO CaMOCTOSITEIbHO
OTJINYMTH TpaxkIaHCKUeE IeIN OT BOeHHBIX. K coxanmeHuio, netaabHast
uHpopManusl o 3eHUTHO-pakeTHou cucreme BYK mocrymua B UH-
TepHeTe. TexHUYecKasi JOKYMEHTAlMsl IJIsI 9TOM CUCTEMBbI, a TakxKe
IIJIST HECKOJTBKUX POCCUMCKMX PAaKETHBIX ITyCKOBBIX YCTAHOBOK MOXKET
ObITH 3arpyxeHa u3 MHTepHeTa B BUIE ITOCTOBEPHOIO MPOTrpaMMHO-
ro TpeHaxepa, YTO MO3BOJISIET JTI0OOMY M3yJ4aTh M TPAKTUKOBATLCSA B
0a30BOM pexkuMe paboThl HECKOJBKUX COBETCKMX 3€HUTHO-PAKETHBIX
MMyCKOBBIX YCTAHOBOK.

JpyruM mpuMepoM PocTa YSI3BUMOCTH CJIOKHOM BOCHHOM TEXHU-
KU gBJsIeTCsT TO, yTo HayuHblii coBeT MuHuctepcrBa o6opoHsl CIIA
repenan [IeHTaroHy ceKpeTHHIN CITMCOK CUCTEM OOEBOTO OPYKUS, T0-
KyYMEHTaIlMs 10 KOTOPBIM ObUTa yKpaaeHa B pe3yjbTaTe KMOepIIIo-
Haxa. CIMCOK BKITIOUAeT B ceOS MPOEKTHI MPOABUHYTOM paKeTHOI
cucteMbl Patriot, nzsectHoit kak PAC-3 (cM. Washington Post, DiieH
Hakaimuma, ot 27 masg 2013 roma). B otaenbHOM mokiiane, KOTOPBIM
TaKkKe MOXHO Hathm B MHTepHeTe, mpuBeaeHBI pe3yIbTaThl aHAIM3a
ySI3BUMOCTEN B MPOTrPAaMMHOM OOECIIeYeHUM CHUCTeMbl HallMOHAJIb-
HOI TIPOTUBOPAKETHON OOOpPOHBI, B TOM YHCIIE PAKETHOM CHUCTEMEI
Patriot PAC-3 («Using Genetic Algorithms to Aid in a Vulnerability
Analysis of National Missile Defense Simulation Softwares — JDMS,
Volume 1, Issue 4, October 2004 Page 215—223, http://www.scs.org/
pubs/jdms/vollnum4/imsand.pdf).

IMomBoxast utorn, KNGEpaTakKn CTAHOBATCS Bce 00Jice M3OIIPEHHEI-
MM, U B ClIyyae, €CIM MMEIOTCS CJIEHYIOIIMe XapaKTePUCTUKU — a)
WCTIOJIb30BaHNE aTaK HYJIEBOTO THS JUIST 06X0ma TeXHOJIOTW KUbep-
Oe3omacHOCTH, 0) IIpoBeAcHNE KaMIIaHUI C KOOPAMHUPOBAHHBIM KC-
MOJIb30BAaHUEM PA3TUYHBIX BPENOHOCHBIX MTPOTpaMM, M B) MCHOJIb30-
BaHWE CKPBITHOCTY MPH JOJTOBPEMEHHOM ITPOBEACHUM BPEIOHOCHBIX
orepauMil U LIMUOHAXa WM caboTaxka — Mbl MOXEM MMETb JeJI0
¢ KubepopyxueMm. I[IpaBmibHOE TIpOBeIEeHUE ATPUOYIIUM SIBISIETCS
3aTPYyIHUTENIbHBIM, a TEXHOJIOTMHU, UCIOJBb3yeMble I 0OeCIIeUeHMS
K1Oep0Oe30MmacHOCTU, CTAHOBSITCSI BCe MEHee aJeKBaTHbIMU IPU pac-
LIMPEHUN 3aAayd 3alIUThI OT Kubepopyxkus. Takum oOpa3oM, KiIacCu-
yeckas Teopusl CAePXKUBaHUSI, pa3paboTaHHas ISl SIIEPHOTO OPYXKHUS,
He pabortaeT mist Kubepopyxus. Kpome Toro, ecTh BEpOSITHOCTh, YTO
KMOEepopyKKe BBIMAET U3-1I0A KOHTpoJsa. B Oyayiiem kubepopyxue,
pa3paboTaHHOE MEHEeE TIATEIbHO, YeM Stuxnet, TaKxKe MOXET HEOXKU -
JMIAHHO PaCIPOCTPAHUTHCS M, BO3MOXKHO, BBI3BATh MOOOYHEIN yIepo.
B noBepiilieHre KO BceMy, UCCAeNOBaHUE MPUMEPOB CYIIECTBYIOIIETO
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TOKOJIEHUSI KHOEPOPYKUSI TaKKe MoKa3aao, YTO MOAPOOHbIE U JOCKO-
HaJIbHbI€ 3HAHUS O 1IeJIEBOI CUCTEME CITOCOOCTBYIOT YCIIeXy AUBEPCU-
OHHoOI1 kubepkamiianuu. Ilo mepe Toro, kak B HTepHeTe (BO3MOXHO,
MOCPEICTBOM KMOEPIITMOHAXa) TOSABJsIeTCsl 00Jbllie MHMOpMaluu,
OITMCBIBAIONIEH IeTadbHBle MOAPOOHOCTH U BO3MOXHBIC YSI3BUMOCTHU
COBPEMEHHOI'0 00OPYAOBAaHMSI U COOPYKEHUIA, B TOM UYHCJIe BOCHHOM
TEXHWUKW, OHU TaKKe MOTYT CTAaTh HEISIMH IJIT OyIYIIUX TTOKOJEHMH
KHOEpOPYKMUSI.

EcThb MHOTO MOJUTUYECKUX BOMPOCOB, CBSI3aHHBIX ¢ KUOepOe3o-
IMaCHOCTBIO U KHUOEpBOMHAMM, KOTOpPhIE 3aCIyKMBAIOT NAJTbHEHIIIErO
HCCIeIOBAHUSL:

» Kaxkue crparernm MOTyT TOMOYh B YMEHBIIICHUH,/PETYINPOBAHUI
IJTIOOAJIBHOTO PacpoOCTpaHEeHUsI BPEIOHOCHBIX aTaK HYJEeBOro IHs/
BPEJOHOCHOTO MPOrpaMMHOr0 obecrevyeHus, peaHa3sHauYeHHbIX s
BeJICHUSI KUOEPBOITHBI?

« bBynyiuune HactynarenbHble KaMIIaHUM, CKOPee BCEro, yxKe pa3Bep-
HYTBL M B HacTosilee BpeMsl paboraior. Kak MOXHO OOHApy:XWTb U
WU30JIMPOBATh UX?

o CylecTByeT 1 U YTO coOOi1 TpeacTaBisieT MPaBOMEPHOCTb B paM-
Kax MEeXIyHapomHOro (M r'yMaHUTapHOIO) IMpaBa B BOIPOCE HUCIOJb-
30BaHUsI/yIpo3bl IPUMEHEHMUS SIIEPHOTO OPYXUSI B KaUeCTBE BO3ME3-
WS TIPOTUB KCIIOJIb30BaHUSI KMOEpOpYXKUsi?

o Bo3MOXHO JIM co3maHue MeXaHU3Ma KOHTpPOJISI Haja KUOepBOOpYy-
xeHuamu? Eciam ma, To CKOJIBbKO BpEeMEHU 3TO 3aliMeT, IPUHUMAsI BO
BHMMAaHHE YTO CUCTeMa KOHTPOJISI Hal SIAEPHBIM OpYyXMeM CcO31aBa-
Jlach JecATUIeTUsIMu?

o dsasiercsa mu Cb OOH no-npexHeMy NpeAnoYTUTEIbHBIM YUpPeK-
JEHUEM ISl OCYILIECTBACHUST M100aTbHOIO KOHTPOJISI Hal KMOepBOO-
pyXxeHusmu?

o Ecmm ga, nomkHbl v noctosiHHbie wieHbl Cb OOH oTtkphiTO pac-
KPBITh BCE KUOEepopyxue, yToObl M3bexaTb ApMareaioHa B Kubep-
MPOCTPaHCTBE?
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Next Generation Cyber Weapon Campaigns and Risks
of a Cybergeddon

Cyberattack is an attractive option for warfare. Nation states may
find it advantageous to influence or coerce other countries while tak-
ing advantage of anonymity and deniability through military campaigns
that operate in cyberspace. It has been demonstrated several times in
the recent past that the use of malicious cyber code can cause physi-
cal disruption of critical infrastructures through manipulation of in-
dustrial control systems (ICS). Cyberattacks also minimize the need
to risk military personnel or costly equipment. Malicious code is also
reusable, offering a practically bottomless magazine for future attacks.
However, such advantages for “clean” warfare also have a darker side.
With all the conveniences, swiftness, and reduced loss of personnel,
there is also the temptation to use cyberattacks frequently, and perhaps
favor using them instead of engaging in prolonged or frustrating nego-
tiations. In addition, extremist groups may be able to acquire copies
of malicious cyber code to use anonymously against targets that are
non-military.

The UN Charter provides guidelines for justifying a response to a
cyberattack that represents a use of force. These are found in Article
2(4) — disruption through meeting the definition for “use of force”,
and in Article 51 — disruption through meeting the definition for an
“armed attack” that threatens to disrupt national sovereignty. How-
ever, most recent cyberattacks have fallen short of disrupting the ability
of a nation state to exercise its sovereignty. Also, in some countries,
there are legal authorities that provide guidelines for launching of-
fensive cyberattacks. In the United States, the authorities for offensive
cyberattacks are found in:

e Titlel0 USC — where military operations do not require written
findings in advance of taking action. However, operations under this
authority may not offer easy deniability of cyberattack action.

o Title 50 USC — where the US engages in covert actions. Under this
authority, the President must make a written finding that the action
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supports an identifiable foreign policy and national security objective.
When it is uncertain whether a cyberattack might amount to a use of
force under the UN Charter, then Title 50 enables secrecy and deni-
ability of action.

Recent news reports show that cyberattacks are becoming more
sophisticated and more stealthy. When damage to physical equipment
also occurs, there is a tendency to start comparing malicious cyber
code to weaponry. But, what is a weapon, and when are cyberattacks
legitimately called Cyber Weapons?

In the US, every military service has a written definition for what
comprises a weapon. However, a weapon must also meet international
legal standards. The Hague Article 22 and Geneva Article 36 describe
how a “capability” that is called a weapon cannot be used by the mili-
tary until after a legal review. The Hague and Geneva Conventions are
intended to protect the civilian population from unnecessary suffering
during a war. However, it can be shown that many cyberattacks have
also had unpredictable collateral effects on the civilian population.
The “Tallinin Manual on International Law Applicable to Cyber War-
fare” was developed after highly-disruptive cyberattacks were directed
against Estonia in 2007. This Manual defines a cyber weapon as a “cy-
ber means of warfare” that is capable, by design or intent, of causing
injury to persons or objects. This definition of a weapon excludes the
destruction of data, unless there is direct connection to injury, or the
functionality of a computer system. So, if there is intentional injury, or
if computer functionality is intentionally disrupted through a cyberat-
tack, then we experiencing a cyber weapon. However, reverse-engi-
neering and analysis of recent sophisticated cyberattacks has shown
there are several additional characteristics that must also be present to
develop a more accurate definition for a cyber weapon.

Recent news reports have labeled several examples of highly-so-
phisticated malicious code as cyber weapons. These reports have in-
cluded results of extensive studies of malicious code with names such
as Flame, Duqu, and Stuxnet. These three examples of malicious cyber
programs were reportedly used as part of a combined multi-year cyber-
attack campaign intended to disrupt the operations of specific nuclear
processing facilities in Iran. This malicious cyber campaign may have
been secretly ongoing inside the Iranian top facilities from at least 2006
through 2010 before being discovered by security personnel working
outside Iran. So, in addition to the definitions in the Tallinin Manual,
the current generation of cyber weapons may also require these follow-
ing characteristics:
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« stealth that enables malicious programs to operate secretly over ex-
tended time periods

« multiple malicious programs that combine different missions such
as espionage, data theft, or sabotage

« a special technology to enable the malicious code to bypass or fool
protective cybersecurity control technology.

The special technology to bypass or fool cybersecurity controls,
including those that supposed to protect top-secret industrial facili-
ties such as the nuclear plant in Iran, is called Zero Day Exploits. A
Zero-Day Exploit (ZDE) is a specific malicious code prefixed onto a
larger malicious program payload, and is designed to take advantage
of a vulnerability that is new and unknown in the targeted system. A
ZDE is able to defeat or temporarily suspend the operation of cyber
security controls, and thus open a targeted computer system so that a
malicious payload can enter and begin its mission. Many highly-skilled
hackers work diligently to discover new system vulnerabilities that al-
low the creation of newer ZDEs. These hackers are motivated because
ZDEs can be sold for large amounts to bidders such as nation states,
or extremists. The ZDEs that are discovered and designed by highly-
skilled hackers are a major ingredient for the current generation of
cyber weapons.

A final characteristic that enables malicious code to be success-
ful as a cyber weapon is what has been described as an “intimate
knowledge” of the targeted industrial control systems of civilian and/
or military equipment. The hackers who created the ZDEs that were
used in the cyber weapons campaign to attack Iran apparently had a
very good understanding of the specific industrial equipment that was
targeted. This highly-specialized knowledge held by a designer, and
then used to create the various malicious code payloads for espionage
and sabotage, is what makes a current generation cyber weapon cam-
paign so effective.

However, there can also be problems with the current generation
cyber weapon campaigns. Cyber weapons can possibly go out of con-
trol. For example, Stuxnet was reportedly updated several times to add
functionality, and eventually the malicious code escaped the confines
of the Iranian Uranium Enrichment facility. Instances of Stuxnet have
been detected in many countries outside of Iran. However, other fa-
cilities have escaped damage because the malicious payload in Stuxnet
was designed to attack only the specific equipment inside the nuclear
facility in Iran. Future cyber weapons that might not be as carefully
designed as Stuxnet could also spread unexpectedly, and might possibly
cause collateral damage to other facilities.
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In the future, the environment and opportunities for cyberattacks
will expand. Past targets have been industrial control systems for criti-
cal infrastructures such as oil and gas pipelines, and civilian electrical
power stations. As more detailed information for intimate knowledge
becomes reachable over the internet, future targets will likely include
complex military facilities and weapon systems, including more exam-
ples of nuclear facilities, or communication, command and control
(C3)/C3 plus computer (C4) systems, and missile defense architectures
(like Surface-Air-Missiles). For example, the Soviet-era BUK Mis-
sile System Anti-aircraft missile (SAM) system that reportedly brought
down Malaysia Airlines Flight 17, killing 298 people over Ukraine
on July 2014, is sophisticated, but may have vulnerabilities, and does
not possess the ability to discern civilian from military targets on its
own. Unfortunately, detailed knowledge of the BUK Missile System is
available over the Internet. Technical instructions for this system, plus
several Russian-made missile launchers, in the form of an accurate
software simulator, can be downloaded from the Internet, enabling
anyone to learn and practice the basic operation of multiple Soviet-era
antiaircraft missile launchers.

As another example of growing vulnerabilities for sophisticated mil-
itary equipment, the Defense Science Board reportedly has given the
Pentagon a classified list of military weapons systems where designs
were stolen by cyber espionage. The list includes designs for the ad-
vanced Patriot missile system, known as PAC-3 (see Washington Post,
Ellen Nakashima, May 27, 2013). A separate report also available on
the Internet shows research on vulnerability analysis of national missile
defense software, including the PAC-3 Patriot Missile System (“Using
Genetic Algorithms to Aid in a Vulnerability Analysis of National Mis-

sile Defense Simulation Software” — JDMS, Volume 1, Issue 4, Oc-
tober 2004 Page 215—223, http://www.scs.org/pubs/jdms/vollnum4/
imsand.pdf).

In conclusion, cyberattacks are becoming more sophisticated, and
when the following characteristics are present — (a) use of ZDEs to
bypass cybersecurity technology, (b) use of campaigns involving coor-
dination of several different malicious programs, and (c) use of stealth
to prolong malicious operations for espionage or sabotage — we may
be experiencing the effects of a cyber weapon. Correct attribution is
very difficult, and the technologies used for cybersecurity defenses are
becoming less adequate for the expanding job of protection against cy-
ber weapons. Therefore, classical deterrence theory developed for the
nuclear weapons could not work for the cyber weapons. In addition,
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cyber weapons can possibly go out of control. Future cyber weapons
that are not built as carefully as Stuxnet could also spread unexpect-
edly and cause unpredictable damage. Finally, research into examples
of current generation cyber weapons has also shown that detailed and
intimate knowledge of a targeted system contributes to the success of
a cyber sabotage campaign. As more information becomes available
on the internet describing intimate details and the possible vulner-
abilities of sophisticated equipment and facilities, including military
equipment, perhaps through cyber espionage, these may also become
new targets for future generations of cyber weapons.

There are many policy topics related to cybersecurity and cyber
warfare that are worthy of future research:
« Which strategies may help reduce/regulate global proliferation of
ZDEs/malware/payloads designed for cyber warfare?
o Future attack campaigns are likely already in place and operating
now. How can these be detected and restrained?
« What is, if any, the legality in the framework of international (and
humanitarian) law concerning the use/threatened use of nuclear weap-
ons as retaliation against cyber weapons?
o Is a cyber arms control mechanism feasible? If it is, keeping in ac-
count that a nuclear arms control system took decades, how long will
this take?
o [Is the UNSC still the right Institution to deal with a global cyber
arms control?
« Ifyes, to avoid a Cybergeddon, should the P5 reveal all cyber weap-
ons openly?



Canmxait I'oen
Yunusepcumem Onbanu, SUNY, CIIA

HcnoaHumMo Jid MeKIyHapoaHOe 3aKOHOAATEIbCTBO
H JIOTOBOPBI B KHOEPIPOCTPAHCTBE:
MozkeM Ji1 Mbl IPEOI0JIETh MPOOJIEMY aTPUOYIMH
NMOCPeICTBOM TEXHOJIOTHiA?

HoG6peiii meHb! S yxXe meBATHII rol NMPUHUMAIO y4acTHE B 3TOM
MEpOMNpPUITUU, U MHE BCEerga MPUSITHO HAaXOAWUTbCS 3[IeChb U BUAETHb
MHOXECTBO 3HAKOMBbIX JHIl. fI XxoTea Obl BBIPA3UTh CBOIO CaMylO MC-
KpeHHIo OjarogapHocTh reHepaiy Illepctioky u UIIWbB 3a mpu-
riaieHue. Hai Mup nojioH HeCTaOUJIBHOCTU, HO Mbl, TEM HE MEHeEe,
HaxoAuMCsl 3[1eCb U OOBbEAMHSIEM YCWJIMSI B TMOMNBITKAX PEIIWTh Ka-
XKYIIYIOCS Hepa3peluMoi npobjeMy KrubepkKoHOIUKTOB. I roBopio
«KaXYIIylocs» TIOTOMY 4YTO, O0Opallasich K 3TUM BOIIPOCAaM, MbI Jeja-
€M IIePBbI, CAMBIA TPYAHBIA U BaXKHbBIM 1Iar HA IIyTU K UX PEIICHUIO.
Hacrosmuii nokJiag mocBsiIeH MpoLeccy U BO3MOXHOCTY afanTalun
MEXIYHApOAHOIo MpaBa K KMOEPUHLMIEHTAM Ha OCHOBE TeXHUYe-
CKHUX U CTpaTernyeckux (pakTopos.

bbu10 MpeanpuHsATO HECKOJBKO TOIBITOK CO3[1aTh MEXIYHapo.-
Hbl€ JOTOBOPHI JJIs1 TIPOTUBOAECUCTBUS KUOEPHPECTYIMTHOCTU U perja-
MEHTallM¥ KUOEepKOHMIUKTOB, HO TOCTUTHYTh KOHCEHCYCa 0Ka3aloCh
3aTPYAHUTENbHBIM. Kax/oe rocyniapcTBo MMEET CBOKO COOCTBEHHYIO
MPAaBOBYIO CUCTEMY C PAa3IMUYHBIMU 3aKOHAMU, B OCHOBE KOTOPBIX Jie-
KaT collMalibHblE LIEHHOCTH, TTOJIUTUYECKUI UCTEOJIUILIMEHT U COLIU-
aJibHble HOPMBI, CKJIaJbIBaBlLIMeCs] BekKamMu. MexayHapoaHoe IpaBo
CO3/1aBaJIOCh IO KPYIMIIAM, W 3aKOHBI, KaK MPaBUJIO, TPUHUMAJINCH
MOCJI€ YXKACHBIX UHLIUAEHTOB, KOTOPbI€ BHIBOJWJIM Ha MEPEIHUI TIJIaH
[J100aJIbHOE CaMOCO3HAaHUE. Mbl HE BUAEIM HUYETO MOAOOHOro IO
CBOMM MaciluTtabamM B KUOEpIpPOCTpaHCTBE, U B 3TOM 3aKJIHOYAETCs
OllHA U3 TpUYUH Oe3neiCcTBUSI.

ITonuTrueckue Juaepbl YKIOHSIOTCS OT U3MEHEHUS MOJMUTUKU U
3aKOHOB JIS1 pellleHus] NpobjieM, KOTOpble BO3HMKAIOT B CBETE€ HO-
BbIX peanuii rinodanuzauuu. OT4acTH 3TO MPOUCXOAUT, MOTOMY UTO
3¢ deKTUBHOE pelieHre 3TUX MpobjieM BjedeT 3a coboil HeoOXoau-
MOCTh FapMOHHM3aIIMX 3aKOHOB BO BCEX CTpaHaX, BO3MOXHO, YTO 3a
cyeT corpaxaaH. BMecTo cTpeMiieHUS K JOCTUXEHUIO TMOJJIMHHOIO
KOMIIPOMHUCCA HEKOTOPbIE CTPaHbl IO-TIPEXKHEMY IEMOHCTPUPYIOT

104



HEMPUMUPUMYIO ITO3MIIMIO, ¥ IIPU 3TOM JIOOOMPYIOT CBOM COOCTBEH-
HbIE B3MJISIABI B IPYTUX TOCYIApPCTBaX. DTO MOXHO paccMaTpPUBaTh KakK
YJIOBKY, MCIIOJb3YEMYIO ISl JaJbHEMIero HapalluBaHUsI apceHaia 1
3aMeIUICHUST TIPOABIKEHUS IPYTUX Ha 3TOM HallpaBJICHUMU.

dusnyecKoe NPOTHB KHOEPNPOCTPAHCTBA

HexkoTtoprie yyeHbIe YTBepKAAIOT, YTO KUOESPIPOCTPAHCTBO HE OT-
Jinyaercsd OT (DU3MYECKOrOo M YTO CYILIECTBYIOLIEE MEXAYHapOIHOE
3aKOHOJATEIbCTBO JOJDKHO MPUMEHSThCI B o0oux ciydasx. Cyue-
CTBYeT MHOTO aHAaJOTMil MpU CpaBHEHMHU KUOEPKOHMIUKTOB C ApPY-
ruMu hopMaMM BeI€HUST BOMHBI, MPUHLUIIBI KOH(IMKTAa MOTYT MpU-
MEHSTbCS K obeuM ¢dopMam, U, ClIeaoBaTeJbHO, MpaBUJia BeACHUS
OOBbIYHOIM BOMHBI TakXke MPUMEHUWMBbI U B KUOEpIpocTpaHCTBe. Tem
HE MeHee, CYIIECTBYET TOCTAaTOYHO MHOTO OTJIWYMI M OCOOEHHOCTEH
KHUOEpIPOCTPAHCTBA, KOTOPHIE B psIie CAydyaeB AejIaloT HEBO3MOXHBIM
WUCIIOJTHEHWE OOBIYHBIX MPaBUJI BeJeHUsI BOWHBI. Sl cuuTaro, 4To MbI
JTIOJDKHBI U3YYUTh CYIIECTBYIOIIEE MEXIYHAPOIHOE 3aKOHOAATEIbCTBO,
MPUHSTh €ro B KaueCTBE OPUEHTUpa — HO TIIATEeJbHO IMpopadoTaTh
YHUKaJIbHbIE TPOOJEeMbl KHMOEPIpPOCTpaHCTBA IO Mepe (opMUpOBa-
HUSI HOBOW MEXIYHApOAHOW KUOEPIOPUCTIPYICHIIUU.

Ectb HEeCcKONBKO OTpacieit mpaBa, KOTOpbIe IPUMEHUMBI K KHOep-
KOHMJIUKTaM, B TOM YHCJIE:

1. IIpaBo BOOpPYXE€HHBIX KOH(PIUKTOB;

2. IlpaBo HeiiTpanuTeTa;

3. I'ymanuTapHOe IIpaBo.

MBI paccMOTPUM KaXXAyIO0 U3 STUX OTpacjeil MpaBa, CBSI3aHHBIX C
MEXAYHapOIHBIMU KOHGMIMKTAMM, U TMTOAHUMEM KJII0UYEBbIE BOIIPOCHI,
KacalollMecs MX aJanTaluyd K KMOepHpOCTpaHCTBY C TOUKU 3peHUs
CYIIECTBYIOLIMX MTPOOJIEM aTpUOYLIMHU.

IIpaBo BoOpyKeHHbIX KOH(JIMKTOB

ITpaBo BOOpYXeHHBIX KOH(PIMKTOB pa3BUBAIOCh YEPe3 CEPUIO CO-
[JIALIEHUMA, U UMEET HECKOJIBKO TIOJIOXXEHUN:

1) Botina doasxcHa ocywecmensimoscs 3aKOHHOU 64aCMbl0, Npoucme-
Karouwell u3 npuHyuna 20cy0apcmeeHH020 CyeepeHumema.

Yro sBisieTcsl 3aKOHHOM BJIacTblo B xojae KubepBoitHbI? Kubep-
BOIHa BeAETCS CKPBITHO, KaK IpaBUJIO, Yepe3 MPOKCU-TOCYIapCTBa.
SABNSIOTCA JIM TIPOKCU-TOCYAApCTBA JITUTUMHBIMU TOCPEIHUKAMU
npyrux rocyaapctB? CornacaTcsl a1 Koraa-HUOyIb rocyaapcTsa, 4To
CyOBEKTHI, COBEPILMBIIIME HANAACHUSI, SIBISIOTCS UX MOCPETHUKAMU?
Yro ecau MpOKCHU AEUCTBYIOT 3a TMpeaeaaMu CTpaHbl?
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2) Boitna He doacha npecnedosams y3Kue HAUUOHAAbHblE UHMEpe-
Cbl, HANPOMUEB, e€ Ueabio 0ANCHO OblMb BOCCMAHOBACHIUE CNPABEOAUBO20
mupa.

Yro gBigeTcd CIpaBeIIMBBIM MUPOM B KMbepIipocTpaHcTBe? Mo-
KeT JIM OBITh ONpaBIaH YIPEXIAMIIUi yaap, OCYIECTBICHHBIM B Ha-
LIMOHATBHBIX MHTEpecax?

3) Heobxodumo oueHusamv uzlepiucku u 6vi200bl yuacmus 6 oliHe (8
MoM ulcae Heao8euecKue HCU3HU U IKOHOMUUECKUE Pecypcbl).

B xone knbepBoiiHBI BaxkHa 6e30T/IaraTeJIbHOCThL P ITPOBEICHUN
KOHTpaTaku. B momoOHBIX ClieHapUSIX 3a4acTyi0 OYeHb CJIOXKHO JaTh
TOYHYIO OILIEHKY MOJIOXUTEIBHBIX ¥ OTPUIIATEILHBIX (DAKTOPOB Mepe
OCYILECTBJICHMEM KOHTpaTaK!.

4) Heobxooumo obecneuums nponopuuoHAAbHOCb OMEemHo20 yoapa

KoHnenmmst mponmopinoHaAIBHOCTY OCHOBaHA Ha OLIEHKe yiepoa,
a I MPOBEJCHMS TaKOi OLIEHKM B Cy4ae ¢ KUOGEepIpOCTPaHCTBOM
4acTo TpeOyeTcsT MHOTO BpeMeHHU. B ¢BsI3M ¢ HEOOXOAUMOCTBIO MTHO-
BEHHOI peakiMyM BO MHOTMX CJy4asX TPYOHO ODOeCIeYUTh ITPOIIOp-
IMOHAJTBLHOCTb.

5) Jlo npumenenus cuavl He0OX00UMO UCHOAB308AMDb 8Ce OUNAOMAMU-
yeckue cpeocmeda

HeonHo3HauHOCTh aTpHOYLIMM M COMYTCTBYIOLIME AUTUIOMATHYE-
CKHMe pa3duparTeabcTBa MOTYT 3aHMMAaTh MHOTO BpEMEHU, B TO BpeMst
KaK TOTPeOHOCTb B OTBETHBIX JEHCTBUSX MO OTpPaXKeHMIO aTaku (U
BO3MOKHOM HAHECEHUHU MPU 3TOM ITOOOYHOIO yiepOa) HOCUT 0e30T-
JlaraTeJIbHBIN XapakTep.

IIpaBo neiitpasmrera (I'aarckas konenmus 1907 roma)

ITpaBo HelTpanuTeTa peryaupyeT BONPOChl COCYIIECTBOBAHUSI TO-
CyJapCTB B BOGHHOE M MUPHOE BpeMsl. DTO MpaBO IJIACUT, YTO Heli-
TpajibHble CTpaHbl HE JOJKHBI MTO3BOJISITh MCIOJb30BaTh CBOU PECYp-
Chbl OIHUM TOCYAapCTBaM ISl HallaJeHWsI Ha Apyryue rocyaapcrBa. OTo
HajaraeT Ha HEUTPAJIbHBIE CTPAaHbI CIACAYIOIINE 00s3aTeIbCTBA:

o BosmepxuBaTbcs OT yyacTusi B KOH(PIUKTE;

o CoxpaHsTh OeCcIPUCTPACTHOE OTHOLIEHUE K KOMOATaHTaM;

o Henonyienue HapylieHUsI HEUTpaIUTETa BOIOIOIIMMU CTOPOHAMU
Ha UX TEPPUTOPUHU;

o B ToM uucne, npu HeOOXOAUMOCTH, IMyTEM MPUMEHEHUSI CUJIbI;

o HHTepHMpOBaHME KOMOATaHTOB, OOHAPY:KEHHBLIX Ha TEPPUTOPUU
HEWTPAJTBbHOIO TOCYyIapCTBa, 10 OKOHYAHMSI BOEHHBIX NCHCTBUIA.

Yrto o3HauaeT yyactue B KOH(MIUKTEe B KmOeprpocTpaHcTtBe? Ha-
pyluaeTr Jd OPUHIMUIBL IIpaBa HeWTpaauTeTa OOT-CEpBEp, pacIiojio-
KEHHBII Ha HEUTpaJbHON TEPPUTOPUN?

106



OcHoBHasg mnpobiemMa NPUMEHUMOCTU 3TUX 3aKOHOB 3aKJII0YyaeT-
cs B ciaboCTU HalMOHAJIbHOW KuOepuH@pacTpykTypbl. KomribloTe-
pbl, HAXOASIIMECS HA TEPPUTOPUN HEUTPAJILHOTO roCyAapcTBa, MOTYT
ObITh O€3 ero BeAeHUs B3JIOMaHBbI JJIs1 MPOBEeACHUST aTaku. MoxeM JIu
Mbl BO3JIOXKUTb Ha 3T CTpaHbl OTBETCTBEHHOCTb 3a HamaJeHUs Ha
JIpyTrve TOCylapcTBa, OCOOEHHO €C/IM HEWTpajibHas CTpaHa HE MMEET
TEXHUYECKUX BO3MOXHOCTEN WIM PECYPCOB MJIsI aleKBAaTHOTO obecre-
yeHMsT 0€30ITaCHOCTU CBOMX CeTeit?

DTU 3aKOHBI TaKKE 3aMpellarT MPOTUBOOOPCTBYIOIIUM CTOPOHAM
KCIIOJIb30BaTh HEUTPaAIbHbIE TEPPUTOPUHN IS TIEPEMELLIEHUS OPYXKUS,
BOWCK, W T.A., WIX BepOOBaTh KOMOATAaHTOB B HEMTpabHBIX rocyaap-
CTBax.

MoxeT a1 TpaxkJIaHUH HEUTpPaIbHOM CTpaHbl, JOOPOBOJBHO pado-
TalIKUN C MPOTUBOOOPCTBYIOLIEH CTpaHOM, MOJABEPTHYTh HEUTpPalb-
HYIO CTpaHy IpaBOBOI OMAaCHOCTU?

Hanpumep, B cnyyae HanageHust Ha kopriopaiuio SONY, HecKoJIb-
KO CTpaH ObUIM OTBETCTBEHHBI U HE BO3HUKJIO YETKOW aTpubylum.

I'ymanutapHoe npaso

I[TpruMeHUMOCTU MeXAyHapoaHOTo TymaHuTapHoro mpaBa (MI'TI)
K KOH(MJIMKTaM B KMOEPIpPOCTPAaHCTBE YAEJSETCS 0c000e BHUMAaHMUE.
MITI ompenenser HaboOp MHpaBWJI, OrpaHUYMBAIOIIUX ITOCJIEICTBUS
BOOPYKEHHOTO KOHMJIUKTA, TTOCPEACTBOM 3allUTHI JIIOAEH, KOTOpbIe
SIBJISTIOTCSI HEeKOMOaTaHTaMM WJIM OOJibllle HEe MPUHUMAIOT YYacTUsl B
BOEGHHBIX JICMCTBUSIX, U OrpaHUYCHUSI CPEACTB U METOIOB BEIAEHUS
BOMHBI. HecMOTpss Ha TO, 4TO C HEKOTOPHIMU IPUHIUIIAMU 3TOTO
MpaBa MOXHO COIJIACUTBLCS, HEOOXOMMMO YUUTHIBAThH PA3TUUUS MEXITY
¢du3nYecKuM U KubepnpocTpaHCTBOM. B psine ciiyyaeB rpaxiaaHe ro-
cyIapcTBa caMM IPUHUMMAIOT yYacTHE B aTakax — SIBJSIIOTCS JIM OHM
JIETUTUMHBIMU LIESIMU JJIS1 KOHTpaTaku?

BaxkxHo TakXe OTMETHUTb, UTO MHTEPIIpETalldsl 3aKOHOB 3aBUCUT
OT OOCTOSATENbCTB M TOYKM 3peHUs ToyikoBaressi. OHU MOTYT OBbITh
MMPUMEHEHBI HETIPaBWJIBHO, WCIOJb30BaHBI B Y3KMX MHTEpecax, WJIu
OTBEPIHYThI 10 HAIyMaHHBIM OCHOBAHUSIM. 3aKOHBI JOJIKHBI COCTaB-
JISITbCSI TAKMM 00pa3oM, UTOOBI ObITb OJHO3HAYHBIMU Y TTOIAIOLIM-
MMCSI MCTIOJHEHUIO — YTO TPYIHO CAeJiaTh B cliyyae ¢ KuOeprpo-
cTpaHcTBOM. [lJ1sT TOro 4TOOBI CKPBITH CBOIO JTUYHOCTD, HaMaaalolmne
MOTYT MCITOJIb30BaTh aHOHMMHOCTB, obecrieunBaeMyio MHTepHETOM.
B aToM 3akitoyaeTcs TpyaAHOCTb B 00ecriedeHUs1 COOTIOEHUST MPaBuU.
Ectb HecKoJbKO $SIBHBIX (haKTOPOB, KOTOPbIE YCIOXHSIOT pelleHue
Mpo06JIeMbl UCTIOTHUMOCTU 3aKOHOB M HEOIHO3HAYHOCTHM — OCOOEH-
HO B BOIIpOCax MPOTUBOAECHCTBUSI KUOEPIIPECTYITHOCTH.
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Momue

Tak Kak criencayk0bl 1 BOOPY>KEHHbIE CUJIBI TOCYIapCTB BCE Yallle
3aHMMAIOTCS IIMTUOHAXeM 1 TIOAPBIBHON AeSITEIBHOCTBIO TIPOTUB IPY-
IMX CTpaH B KUOEPIpPOCTPAHCTBE, Pa3IMUMs MEXIY KUOepIIpecTyIl-
HOCTBbIO U KUOEPBOWHON pa3MbiBaloTcs. [loautuyeckoMy pyKoOBOI-
CTBY TOCyIapCTBa TPYIHO OIPEAEIUTDb, SIBJISTIOTCS JIM HalameHUs Ha
BeOCalThl WIM TOXMIIEHUE NaHHBIX yepe3 MHTepHeT AejoM pyK OT-
JETBHBIX JINIT B JIPYTOM TOCYIApCTBe (ABMKUMBIX JTMYHOM BBITOMOM,
MOJUTUYECKUMU WA PEIMTHO3HBIMU YOSXKIEHUSIMU), WU OeHCTBUS-
MU Pa3BeAKU WM BOOPYXKEHHBIX CHUJI 3TOro rocyaapcta. ITocKoibKy
MOTHMBBI OCTAIOTCS HESICHBIMU, CTAHOBUTCS OYEHb TPYAHO OTIMYUTH
MOTEHIIMAbHbIE aKThl KUOSPBOMHBI OT KUOEPIPECTYITHOCTH.

Ampubyyus

ATpuOyLIMS SIB/ISIETCS OMHOM M3 IJIAaBHBIX MpPOOJEM IIPU KCIIOJIHE-
HUU TTpaBa BeJeHUsI KUOepBOiHbI. JJOKHbBI JIU MBI ObITH B COCTOSIHUM
OIHO3HAYHO UACHTU(UIIMPOBATD JIUII, COBEPIIMBIINX ITPECTYILUICHUS,
YTOObI MPUMEHUTh HOPMbI MEXAyHapoaHoro mpasa? EcTb Tpu Ka-
Teropuud Ipodsiem arpudbyuuu. Bo-mepBbiX, KaK M3BECTHO, TPYAHO
OCYIIECTBUTh aTpUOYLUIO aTak yepe3 MHTepHeT. 3J0yMbIIUIEHHUKU
MOTYT MaCKMpPOBaTh CBOU JEUCTBUSI, MOJIb3YSICh HEAOCTATOUHOM 3all[-
IIEHHOCTBIO MHOTHX XOCT-CEPBEPOB, UYTO ITO3BOJISIET UM HCIOJIb30BaTh
MalllMHbl B TPeTheil cTpaHe mjs atak. be3 Hamiexaniero TpaHcrpa-
HUYHOTO COTPYIHUYECTBA UMW HAOMIOAEHUS TPYAHO MOJYYUTh BBICO-
KW ypOBEHb YBEPEHHOCTHU B aTpuOyLuu. Bropas npobiemMa Kacaercst
aTaK Ha 3alllMIIEHHbIE CUCTEMbI TOCPEICTBOM JIPYTUX CPEACTB XpaHe-
HUSI MHGOPMAIIMU, TaKUX KaK (PJI2II-HAKOMUTENN, KOMIAKT-IUCKA U
DVD-nmucku. IlpuMepoMm Takoit ataku sSBJIsieTCSI BUpyC Stuxnet, BHe-
IPEHHBIN B CUCTEMBI MPAHCKUX SACPHBIX 00BEKTOB. B ciyyae Takmx
3alIUIIEHHBIX CUCTEM MPOUCXOXIEHUE OPYXKUS IOJDKHA OMPENEIUTh
BKCIepTH3a U pasBeaka. TpeTbsl mpobiiema aTpUOYLIMU 3aKJIH0YAETCs
B MPEAYCTAaHOBJAEHHBIX B IIPOrpaMMHO-aINapaTHyl0 4acTb BPeIOHOC-
HBIX (OYHKIIUSIX.

Texnuueckas ampubyyus

st mpoBeleHUST TEXHUYECKON aTpuOyIUMU TpeOyeTcsI COOTBET-
CTBYIOIIMI aHaJM3 CEeTeBOTO Tpamka — cOOp MAHHBIX M3 pas3INd-
HBIX MCTOYHUKOB, M 3aTeM IOCTPOCHME LU T0KA3aTeJILCTB C LIC/IbIO
omnpele/ieHUs] BMHOBHBIX. ECM MBI MOXEM BOBpeMsl cOOpaTh IO-
Ka3aTeJIbCTBa, TO €CTh METOIbl IIPOBEIACHUs HAAEXHOW aTpuOyLuu,
OITHAKO KIJTIOYEBOM ITPOOJIEMOI B mpoliecce cOopa MaHHBIX SIBJISETCS
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UX pacnpeiesieHHOCTb MO ceTU. B Hanuuum MoXeT ObITh HECKOJIbKO
dparmenToB MHPOPMAIINKM, HO OHW MOTYT OBITh TTOMICIAHBI IS 3a-
TPYOHEHUST aTpUOYIIAN.

Atpubynust no IP-agpecy sBnsiercs MeHee mose3Hoit, eciou IP-
ajpec XOocCTa, KOTOPbIi MHUIIMMPOBAJ HamaaeHue, ObuUl (aabcudu-
LIMPOBaH, WKW MPUHAIJIEKUT MPOMEXYTOUHOMY XocTy. Mo moxker
oKasaTbcs Tak, 9To IP-ampec OBIT IPUCBOCH BO BpeMsI TOTO IEHCTBUS,
aTpUOYLIMIO KOTOPOTO MBI TTPOBOIUM.

B caywae ¢ arakamu, TTpOBEACHHBIMU C ITOMOIIBIO JIEKTPOHHOM
IOYTHI, 3HAHUE afipeca SJIEKTPOHHON MOUTHI TOTCHIIUAIBHO SIBIISIETCS
BaXXHBIM CIIOCOOOM BBISIBJIEHUSI UCTOYHMKA — XO3SIMHA 2JIEKTPOHHOM
ITOYTHI, ¥, B KOHEYHOM cYeTe, TpecTyImHruKa. K coxaneHuro, mo mpu-
YUHE TOTO, YTO agpec JEKTPOHHOM IMOYTHI JIErKO CO3[JaTh WU MO.-
IejaaTh, OH 3a49acTyIO SIBIISICTCS TYITUKOBBIM ITyTEM IS aTpUOYIIVN.

BreigBieHre (U3NYECKOTO MECTOIOJOXEHUS WCTOYHMKA aTaku
BaXXHO [JIsI YCTAHOBJICHMSI IOPUCAMKIIMM M TOJY4YeHMSI Oopaepa Ha
OOBICK WJIM TIPUHSTUS APYTMX COOTBETCTBYIOIIMX MEp B Ciydae CO-
BepIIEHUS MPECTYIUICHUS, aKTa TEPPOPU3Ma UM BONHHI.

HNpenTndukanmss KOHKPETHOTO YejIoBeKa, KOTOpPBIM paboTam 3a
aTakylolMM KOMIIBLIOTEPOM SIBJISIETCS] MOCJIESAHUM 11IaroM aTpUOYIIMH.
TeM He MeHee, KpOMe YCTAHOBJICHUS JIMIHOCTH, TSI TIOJTHOTEI aTph-
OyLIMM MOXET TaKXe ITOTpeOOBaThCS OIPENSIUTh, AEHCTBOBAIO JIU
JJaHHOE JINLIO OT UMEHU UHOCTPAHHOTO MpPaBUTEJIbCTBA, TEPPOPUCTU-
YeCKOM OpraHM3alny MU TIPECTYITHOM TPYIIIIHL.

Paccmompum snuz00 ¢ eznomom cucmem xopnopauuu SONY

o AHanu3 BPEeIOHOCHBIX MPOrpaMM, MCMHOJb30BAaHHBIX MPU Harajie-
HUM, TTOKA3bIBa€T CXOACTBO C paHee OOHapy>XEHHBbIMU BPEJOHOCHDI-
MM Tporpammamu, npoucxonsiumu u3 CesepHoit Kopeu. Cxonctso
ObUIO B IMPOrpaMMHOM KOJig, aJITOpUTMax 1 poBaHUs, MeTOAAX yaa-
JICHUS TaHHBIX U B3JIOMAaHHBIX CETSX.
o bputo Takke ormeueHo, yTo HeKoTopblie IP-ampeca, cBsg3aHHBIE C
TPYIIION CeBEPOKOPEUCKUX MPEAPUITUI, pacrookeHHbIX B I1aHb-
slHE Ha ceBepo-BocTOKe Kwras, ObLIM KECTKO 3aKOOMPOBaHbI B UC-
MO0JIb30BaHHBIE BPEIOHOCHBIE MPOTpaMMbl YAJIEHUS JaHHBIX.
o IIpuMeHeHHBIE B 3TOM aTake MHCTPYMEHTBI TAKXKE WMEJIMU CXO[-
CTBO C MHCTPYMEHTaMM, HCIOJb30BaHHBIMU B KuOepaTake Ha I0X-
HOKOpeilickue 0aHKU, IPeaIoaoXuTelbHo ocyluecTBiaeHHo KH/IP B
mapte 2015 rona.

Kak MoXHO BUAETh, 00JbIIAsI YaCcTh aTpUOYLIMU SIBJISIETCS TUIIOTE-
3011, OCHOBAaHHOI Ha KOCBEHHBIX JoKa3aTeabcTBaX. OHa Takxke B 3Ha-
YUTEJIbHOW cTeneHu onupaercs Ha [P-anpeca, koTopbie, Kak Mbl BCe
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3HaeM, MOTYT OBITh MOAJENIaHbI, MHOTAA HAaMEPEHHO, IJIs1 Ae3UHdOp-
Maiuu. Kpome 3TOro, nokasarenbCTBa CTPOSITCS HA OCHOBE JAHHBIX
YACTHBIX TOCTaBIIUKOB, a MUCTOYHUKU 3THUX HAHHBIX MO-IPEKHEMY
ocratoTcsl TaitHOI. Eciiu Mbl He U3BMEHUM CTaHAAPThI aTPUOYLIMU, OHA
OyzaeT ocTaBaThCsl C1abOW U He OyneT UMEeTh NPaBOBOI CUJIbI B CYIE.
B 3TOoM M 3akiouaeTcsl TpyAHOCTb MPOTUBOJAEHCTBUSI KOepaTakam.

Kakoe ecmb 6ydywee y ampubyyuu?

HeBeposiTHO TpyAHO YCTAaHOBUTh MHOXECTBO (PakToOB O Jt0OOM
aTake, IOCKOJBbKY OCYIIECTBICHHE KuOepaTak OIHOTO TOoCydapcTBa
Ha JpPYroe MOXET ObIThb IepeJaHO YaCTHBIM MOAPSIYMKAM M OCY-
IIECTBISATbCS OCPEICTBOM OOT-CEeTel, COCTOSIIMX U3 KOMITbIOTEPOB-
30MOM HMYETro HE 3HAIOIIMX JIOEH U OpraHu3aluii, pacrpeaeJeHHbIX
Mo BceMy MUpYy. DTU (haKTOpPbl 3HAUUTEIBLHO YCIOXHSIOT COOp NO-
CTaTOYHOro O00BbEMA JAOKA3aTEJbCTB ISl OMPEACIECHUSI, KTO HA CaMOM
JieJe HeceT OTBETCTBEHHOCTb, M/WJIM MOTHMBa HamameHus. OmHaKo,
YCTaHOBJIEHUE OTBETCTBEHHOM CTOPOHBI (CTOPOH) U MOTHMBA SIBJISIET-
cs pewaloliuM (hakTOpOM Il OIpeAeSeHUs TOTro, MOJKHO JIU Tpe-
CTYILJIEHUE OBbITb MPEIMETOM CyIeOHOro pa3dMparesbCTBa B paMKax
MpaBa BOOPYXEHHBbIX KOHGMAUKTOB. Korma BoeHHOCHIyXalllle ocy-
LIECTBISIIOT aTaky B (DPM3MUYECKOM IPOCTPAHCTBE C MOMOILbIO TaKUX
OOBIYHBIX BOOPYXKEHMI KaK OTHECTPEIbHOE OpPYXHE, ITyIIKH, CaMO-
JIETBl U paKeThbl, TO (haKThl, TOBOPSIINE O TOM, KTO CTPEJisUl B KOTO,
BHayaJie MOTYT ObITh 3allyTAHHBIMU 1 CKPBITBIMU HAMEPEHHOM Je3UH-
(bopmanueil. Tem He MeHee, €CTb OTYEThl HE3ABUCUMBIX KYPHATUCTOB
1 OYEBUILEB, OBICTPO PACTYLIEE KOJUYECTBO MATEPUATOB CITYTHUKO-
BOU a3po(oTOCHEMKM U pa3BelKu, a Takxke dororpaduu u BUaeo3a-
MMUCH, CAENaHHBIC TPaXXIaHCKUMM JIUIIAMU W BOCHHOCTYXAIlUMH, U
ObIcTpo 3arpykeHHble B VIHTepHeT. B KuOeprnpocTpaHCTBE CIOXKHO
OIpeneanThb, YTO HaNaJeHWE YK€ OCYILEeCTBJIEHO, HE TOBODPS yXe€ O
TOM, IJle U KeM. bojee Toro, yuutbiBasi, HACKOJbKO TPYAHO MpPOBE-
CTU aTpUOYIIMIO OTBETCTBEHHOCTHU 3a KMOepaTaky, XXepTBe HamnaaeHuUs
TPYAHO pearupoBaThb IOJXKHBIM 00pa3oM (T.e. MPOMOPLUUOHAIBHO) B
COOTBETCTBUHU C TIPAaBOM BOOPYKEHHBIX KOH(MIMKTOB.

Eciu atakoBaHHOE TOCyIapCcTBO He MOXeT 3(p(peKTUBHO pearnupo-
BaTb TOYHO HAaIpaBJIEeHHON KOHTpaTaKoil, TO rocymapcTBa HE MOTYT
yOeaUTENbHO YIPOXaTh HaKa3aHUEM CTpaHaM, UHULIMUPYIOIIUM Ku-
Oepataku. He uMes takoil ybenutesbHOW Yrpo3bl, TOCyJapCcTBa HE B
cocTosiHUU 3(GGEKTUBHO CAEPKUBATH APYTME TOCYAAPCTBA OT MPOBE-
JeHUs1 KubepaTak — IOJOOHO TOMY, KaK OHU CIIOCOOHBI CAEPKUBAaTh
aTaku B (pM3MIECKOM IMPOCTPAHCTBE OOBIYHBIM WIIM SAEPHBIM OpPYKH-
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eM. OTCyTCTBME BO3MOXHOCTM YOEIUTEIbHO YrpoXaTh aTaKyloIIuM
rocyiapcTBaM OTBETHBIM HaKa3aHUEM CEPbE3HO MOoIpbiBaeT 3dhdek-
TUBHOCTb MPUMEHEHUsI Mep KOJUIEKTUBHOM 0€30MacHOCTH TpyIamMu
roCcyIapCTB WIM MEXIYHApOAHbIM cooOlIecTBOM. [axe eciu rocy-
JIapCTBA MHUpaA IOTOBOPATCS, IMOANMUINYT M PaTU(GUIPYIOT YHUBEP-
CaJIbHBIi MUPHBII TOrOBOp ISl KMOEPIpPOCTPAHCTBA, TO, YYUTHIBAS
CJIOXXHOCTh €r0 MCHOJIHEHUSI, OTAeJIbHbIE TOCyIapCcTBa CMOTYT JIETKO
HapylIaTh 3TOT JOTOBOP, HE oracasch BO3ME3NMSI.

Yro penars? BosBpallasich K BCTYNMUTEJIbHOMY CJIOBY, BOIPOCHI
MEXAYHAapOAHOI KMOepIpeCcTYIIHOCTH U KMOEPBOMHEI, «KaXyTCsI» He-
paspeiiMbiMu. Ceiyac s yaeaua MHOTO BpeMEHUM MoApoOOHOMY pac-
CMOTPEHUIO TEKYILIUX BOIMPOCOB, TUJIEMM U TPYIHOCTEM, CBSI3aHHBIX
¢ aTpuOylLMeil ¥ OTBETHBIMU NEWCTBUSIMU Ha KUOEPIPECTYIHOCTb, U
KOTOpPBIE€, KaK KaXeTcsl, pe3KO OrpaHMYMBaOT MPUMEHUMOCTb HOPM
MEXIYHAapOAHOTO MpaBa B KUOepIpoCcTpaHCTBe. TeM He MeHee, HOp-
Mbl U 3aJIOXKEHHbIE B HUX MPUHLUIBI — MEXIyHApOAHOE COTPYIHU-
YeCTBO, OTBETCTBEHHOE OTHOIIECHWE K 3aKOHHOCTH M B3aWMOBBITOI-
Hast 6e30MacHOCTb IUJISI BCEX — 3TO OPUEHTUPBI, KOTOPbIE MOJKHBI
HarpaBIsiTb Hac B paboTe IO CO3JaHUI0 TEXHUYECKMX CPEICTB IS
VIIy4IIEeHUST BO3MOXHOCTEM aTpUOYyLIMU U CyaeOHOM 3KCIIepTU3bl. st
YCTaHOBJICHMST TIPOUCXOXACHUST KO/a, a 3aTeM U aTpUOyLIMM, BO BCe
OoJIbIIICH CTeTIEHU UCTIONIB3YeTCs aHAIN3 BPeIOHOCHBIX ITporpamMm. Co
BpEMEHEM aTpUOyLIUsl CTaHET 0oJiee HalEeKHOM, U K 3TOMY MOMEHTY
HaM HYXHO NOATOTOBUTHL IMPaBOBbI€ NOKYMEHTbl W TOJUTUYECKUI
KOHCEHCYC, UYTOObl COBMECTHO, KaK MeXXIyHapOIHOMY COOOILECTBY,
3 PeKTUBHO pelIaTh KHOEPBOIIPOCHL.

ITono6GHO TOMy, KaKk Mup Iocie BTtopoil MupoBoii BOWMHBI 0Opa-
TWICSI K MEXAYHAPOAHOMY TpaBy JIsI PEryJIMPOBAHUSI U 00ECIIeUeHUs
0€30MacHOCTU B HOBOW peaIbHOCTU, CO3NAHHOM SIAEPHBIM OPYXKHUEM,
MBI JOJIKHBI ObITh HEMTOKOJIEOMMBI B HAIIUX YCUJIUSX IO TOCTHKEHUIO
MEXIyHapOJAHOI0 KOHCEHCYca IO BOMpocaM peryjiuMpoBaHUsl Kubep-
MPECTYIMHOCTU U KubepBoiiH. CylllecTBYIOLIME B HACTOSIIEEe BpeMs
TeXHUYECKUEe MpoOJieMbl aTpUOYLIMM TTOCTOSIHHO M3MEHSIIOTCS; OQHA-
KO HEOOXOAMMOCTb B COTPYAHMYECTBE U 3¢ (HEeKTUBHON IOpUCTIPYIEH-
LIMM, BCerma akTyajbHa, YHUBEpCAJIbHA U TOpPa3l0 BaXHee, YeM TeX-
HUYECKME TPEISITCTBUS, KOTOPbIE Mbl JOJKHBI MTPEOIOJIETh.

HMHTepHeT OBICTPO MpeBpallaeTcs U3 O0IIECTBEHHOIO COOpaHus U
pPbIHKA B 30HY KOH(JIMKTa, TJe yrpo3a UCXOAUT OT MHOTHUX aKTOPOB.
MBI HaxoguMCS Ha TpaHHU; MBI MOXEM COXpaHuUTb MHTepHeT, Kak
pecypc UIsl HallleTo M OyAaylIMX MOKOJIEHWI BO BCeEM MUpPE — He3aBU-
CUMO OT CTpaHbl MPOUCXOXKACHUS, TTIOJUTUYECKUX U PETUTHUO3HBIX
yOeXXIeHWIA; WIM MO3BOJUThL €My ObITb YHMUTOXEHHBIM B3aUMHBIM
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HEeJIOBEpHMEM U OTpaHUYEHHBIMM MHTEpecaMM. byaydu onTUMMCTOM,
sl BEPIO, YTO HaM yJAacTCSl COXPAHUTh €ro MoJie3HOCTh. S TBEpAO Beplo,
YTO TPYAHOCTH, KOTOpBIE OBUIM TOAPOOHO PACCMOTPEHBI CETOMHS,
MPeoIOIMMBbI, €C Mbl OyIeM YBEPEHHO WATHU K MOCTPOCHUIO KOH-
ceHcyca. Mbl JOJKHBI BbIpa0OTaTh OOLLIME 1IEIU, OObEIUHSIS IKCIIep-
TU3Y, pa3BelKy, MPaBO U IOJUTUKY, COBOKYITHOCTb KOTOPBIX MOXET
JIedb B OCHOBY MEXIyHApOIHOro Knbepdopyma.

Hawm nipeacroutr MHoroe caenath A MOHUMAaHMS MPOOJEM M T0-
MCKa pellleHUi, KOTopble OYyIyT CIpaBeJUBbI ISl BCErO COODIIECTBA,
B TOM UMCJIe HalTH OajlaHC KOHKYPUPYIOIIUX MHTEPECOB TOCyIapCTB.
®opym B N'apmuiiie OyaeT NpomosrKaTh UTpaTh BaXXKHYIO POJIb B 3TOM
HauYMHAHUN.

Cnacubo 6oJbl110€ 3a Ballle BpeMsl 1 BHUMaHMUeE.
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Are international laws and treaties enforceable in cyberspace:
Can we overcome the attribution challenge through
technology?

Good Afternoon! This is my 9™ year at this event, and it is always
a pleasure to attend, and see so many familiar faces. I would like to
offer my sincerest thanks to General Sherstyuk and IISI for inviting
me. Ours is a world full of turmoil, yet we stand here united in our ef-
fort to solve the seemingly intractable problem of cyber conflicts. I say
‘seemingly’ because, by facing these issues we are taking the first, most
difficult and important step towards resolution. This talk is focused on
the adaptation, and adaptability of international law to cyber incidents
based on both technical and strategic considerations.

There have been several efforts to draw international treaties to ad-
dress cyber crime and regulate cyber conflict, yet reaching consensus
has been difficult. Each state has its own legal system with diverse
laws based on societal values, political establishment, and social norms
developed through centuries. International law has been painstakingly
developed, with laws typically enacted following horrific incidents that
brought global consciousness to the fore. We have not seen anything
of similar proportion in cyberspace, and therein lies one reason for the
inertia.

Political leaders are reluctant to face the new realities of globaliza-
tion by changing policies and laws to address the problems that come
with it. Partially, the reluctance is because effectively addressing these
problems entails harmonizing laws across all countries at the potential
expense of the domestic audience. Instead of striving for genuine com-
promise, some countries continue to reiterate intransigent positions
while lobbying their own views on other countries. This can be seen as
using subterfuge to continue building an arsenal while working to slow
others down in the same pursuit.

Physical vs Cyber

Several scholars have argued that the cyber domain is not distinct
from the physical, and that current international laws should apply to
both. There are a lot of analogies between cyber conflict and other
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forms of warfare, the principles of conflict can apply to both, and con-
sequently, the rules of conventional warfare also apply to cyberspace.
However, there are enough differences and singularities in the cyber
domain to make the enforcement of conventional rules of warfare un-
tenable in several cases. I believe we need to learn from existing inter-
national laws — to take them as a guide — but seriously think through
the unique issues of the cyber domain as we build new international
cyber jurisprudence.

There are several laws that are applicable to Cyber Conflict, in-
cluding:

1. Right to Armed Conflict

2. The Law of Neutrality

3. Humanitarian Law

We examine each of these laws dealing with international conflicts
and raise key issues regarding their adaptation to the cyber domain
given issues of attribution.

Right to Armed Conflict

The right to armed conflict has evolved through a series of agree-
ments, and has several clauses:

1) War should be waged by a legitimate authority rooted in the notion
of state sovereignty.

In cyber conflict, what is a legitimate authority? Cyber warfare is
a covert warfare typically conducted by proxies of countries; Are the
proxies of nation states legitimate? Would nation states ever agree to
the notion that the entities committing the attacks are their proxies?
What if the proxies are operating outside of the country?

2) The aim of war must not be to pursue narrowly defined national
interests, but rather to re-establish a just peace.

What is just peace in cyber space? Can a pre-emptive strike for
national interests be justified?

3) The need to weigh the costs and benefits involved in waging war
(including human life and economic resources).

There is a need for immediacy in cyber warfare while launching a
counter attack. It is often difficult to make an accurate assessment of
the pros and cons of such an attack in such scenarios.

4) The need to ensure that counter attack be proportional to the vio-
lence being encountered.

The concept of proportionality is based on an assessment of dam-
age, which often takes a long time to analyze in the cyber world. This
need for immediacy of reaction makes it difficult to ensure propor-
tionality.
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5) We must exhaust diplomatic options prior to violence.

Ambiguity in attribution, and resultant diplomatic wrangling can be
long processes, while the need for response to repulse the attack (and
cause collateral damage) has great urgency.

The Law of neutrality (Hague Convention V of 1907)

The Law of neutrality regulates the coexistence of states at war and
states at peace. This law asserts that neutral countries should not allow
their resources to be used by one country to attack another. It places
the following responsibilities on neutral countries:

« Refrain from participating in the conflict

« Maintain impartial treatment of combatants

o Prevent belligerents from committing violations of neutrality on
their territory

o Including use of force if necessary

« Intern combatants found on territory until end of hostilities

What does participation mean in the cyber domain? Does a bot
server located on neutral territory violate the tenets of the Law of
neutrality?

The fundamental problem with the applicability of these laws is
the weakness of national cyber infrastructure. Computers of a neutral
country can be infiltrated without its cognizance in order to launch
an attack. Can we hold these countries responsible for the attacks
launched by other countries, especially if the neutral country does
not have the technical ability or resources to adequately secure their
networks?

These laws also prevent combating parties from using neutral ter-
ritories to move weapons, troops, etc., or recruiting combatants from
neutral states.

Can the citizen of a neutral country working voluntarily with a
combating country put the neutral country in legal jeopardy?

In the case of the attack on SONY, for example, multiple countries
were responsible and the attribution was never clear.

Humanitarian Law

There has been a particular emphasis on the application of the In-
ternational Humanitarian Law (IHL) to cyber conflict. IHL defines a
set of rules that limit the effects of armed conflict (LOAC) by protect-
ing individuals who are not, or are no longer, participating in the hos-
tilities, and it restricts the means and methods of warfare. While one
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may agree with the principles underlying this law, unique differences
between the cyber and physical domains must be considered. In several
instances the citizens of a country are involved in launching attacks
themselves — are they legitimate targets of a counter attack.

It is important to note that laws are subject to interpretation based
on circumstances and point of view. They can be applied erroneously,
inconsistently, misused for parochial reasons, or flouted for reciproc-
ity, based on flimsy grounds. The laws need to be defined so that
they are unambiguous and enforceable, which is difficult in the cy-
ber domain. Attackers can use the Internet’s cloak of anonymity to
camouflage their true identities. There are several explicit factors that
make enforceability and ambiguity issues particularly difficult for cyber
crimes.

Motive

As intelligence agencies and militaries of states are increasingly en-
gaging in espionage and subversive activities against other nations in
cyber space, distinctions between cyber crime and cyber warfare are
blurring. It is difficult for the leadership of one state to distinguish
whether attacks on a website or online theft of data are actions of indi-
viduals in another state who are motived by financial gain, political or
religious ideology, or actions taken by that state’s intelligence agency
or military. Since motive is unclear, it becomes very difficult to dif-
ferentiate potential acts of cyber war from cyber crime.

Attribution

Attribution is one of the largest challenges in the enforcement of
cyber warfare rules. Must we be able to unambiguously identify the
perpetrators of a crime to apply an international law? There are three
categories of attribution problems. First, attacks through the Internet
are notoriously difficult to attribute. Attackers can camouflage their ac-
tions by exploiting a lack of security on many hosts, allowing them to
use machines in a third country for launching attacks. Without proper
cooperation or surveillance across borders, it is hard to have high con-
fidence in attribution. The second problem deals with delivering attacks
on secure systems through other media, such as thumb drives, CDs
and DVDs. An example of this was the Stuxnet worm introduced into
Iranian nuclear facilities. For these secure systems, forensics and intel-
ligence should identify the source of the weapon. The third attribution
issue is malware in the hardware and software that is preloaded.
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Technical Attribution

Technical attribution requires network forensics, such that data is
collected from various sources, and then a chain of evidence is built to
identify the perpetrators. If we are able to collect evidence in time we
have techniques to provide reliable attribution, however the key chal-
lenge in data collection is its dispersion across the network. There are
several pieces of information that are available but information can be
spoofed making attribution harder.

IP address attribution is less useful if the IP address of the host that
initiated the attack is spoofed, or belongs to an intermediate host. One
may also be able to discover the machine assigned the IP address at the
time of the attributed action.

For attacks conducted via e-mail, knowing the e-mail address po-
tentially serves as a useful way to identify the source computer, e-mail
address holder, and ultimately the perpetrator. Unfortunately, since
e-mail addresses are also easy to create or spoof, an e-mail address is
often a dead end for attribution.

Locating the physical location of the source of the attack is im-
portant so that jurisdiction can be established, and search warrants or
other actions can be taken, as appropriate in the case of crime, terror-
ism, or war-like activities.

Identifying the actual individual who was at the attacking compu-
ter is the final step of attribution. However, beyond identifying the
individual, sufficient attribution may also require determining whether
the individual was acting on behalf of a foreign government, terrorist
organization, or criminal group.

Consider the SONY hack

« analysis of the malware use in the attack shows similarity to previ-
ous malware linked to North Korea. The similarities were in lines of
code, encryption algorithms, data deletion methods, and compromised
networks.

« It was also noticed that several Internet protocol (IP) addresses as-
sociated with a group of North Korean businesses located in Shenyang
in northeastern China were hardcoded into the data deletion malware
used in this attack.

The tools used in this attack also had similarity to a cyber-attack
against South Korean banks carried out purportedly by North Korea
in March 2015.

As you can see here, a lot of the attribution is conjecture, based on
circumstantial evidence. It also largely rests on ip-addresses that we
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all know can be spoofed, sometimes deliberately, to misdirect attacks.
Also, the evidence is based on private-vendor data and the sources of
the data are still secret. Unless we change the standards of attribution,
this seems like weak attribution that would not stand in any court of
law. Therein lies the difficulty in responding the cyber attacks.

What is the future of attribution?

The fact that cyber attacks by one state on another can be out-
sourced to private contractors, conducted through botnets of the zom-
bie computers of unknowing people and organizations, and distributed
across the globe, makes it incredibly difficult to ascertain many facts
about any given attack. These factors greatly complicate the gathering
of sufficient evidence to establish who is actually responsible, and/or a
motive behind an attack. Yet, the responsible party (ies), and a motive,
are critical factors to ascertain if the crime is to be subject to adjudica-
tion informed by the Law of Armed Conflict. When military personnel
conduct an attack in physical space using conventional weapons, like
guns, cannon, aircraft and rockets, the facts of who shot whom first
may be complicated and shrouded in self-serving disinformation. Nev-
ertheless, there are reports of independent journalists and eyewitnesses,
a rapidly growing body of satellite imagery and aerial reconnaissance,
as well as photos and videos taken by civilians and military service per-
sonnel that are often quickly uploaded to the Internet. In cyberspace,
ascertaining that an attack even occurred, let alone from where and by
whom is fraught with difficulty. Moreover, given that it is so difficult
to attribute responsibility for a cyber attack, it is difficult for the victim
of the attack to respond in a manner (ie proportionately) as justified by
the Law of Armed Conflict.

If a state that has been attacked cannot effectively respond with
an accurately aimed counterattack, states cannot credibly threaten to
punish any state that initiates a cyber attack. Lacking such credible
threats, states are unable to effectively deter other states from launch-
ing cyber attacks as they may be able to deter attacks conducted in
physical space, whether by conventional or nuclear weapons. Without
the ability to credibly threaten attacking states with retaliatory punish-
ment, any effective enforcement of collective security arrangements
among groups of states or the international community is seriously un-
dermined. Even if the world’s states were to negotiate, sign and ratify
a universal cyber peace treaty, individual states could easily violate the
treaty without fear of retribution, given the difficulty of enforcement.

What to do? I take you back to my opening statement, that these
issues of international cyber crime and conflict are ‘seemingly’ in-
tractable. I have just spent considerable time detailing current issues,
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dilemmas and difficulties associated with attribution and retribution in
cyber crime, which seem to dramatically limit the applicability of es-
tablished international law in the cyber domain. However, these laws,
and the principles behind them—international cooperation, responsi-
bility for justice, and mutually beneficial security for all—are precisely
the beacons that must guide us as we work to establish the technical
means to improve attribution and forensics capabilities. Increasingly.
the analysis of malware is being used to establish provenance of the
code and subsequently to establish attribution. Over time, attribution
will become more reliable and we need to be ready with the legal in-
struments and political consensus to effectively deal with cyber issues
as an international community.

Just as the world turned to international law after World War 11
for regulation and security in the new reality of nuclear weapons, we
must be steadfast in our efforts to build a foundational international
consensus to regulate cyber crime and cyber warfare. The technical
issues of attribution that currently exist are evolving as we speak; the
need for cooperation, and effective jurisprudence, however, are time-
less, universal, and much more important than the technical hurdles
we must overcome.

The Internet is quickly transforming from a community gathering
and marketplace to a conflict zone with threats from multiple actors.
We stand at a threshold; we can preserve the Internet as a resource for
ours and future generations around the world, regardless of country
of origin, political or religious affiliation; or allow it to be destroyed
through mutual distrust and parochial needs. As an optimist, I trust
that we will be able to prevail and maintain its goodness. I strongly
believe that the difficulties we’ve detailed here today are surmountable;
by a steadfast dedication to consensus-building. We need to establish
mutual goals in a combination of forensics, intelligence, law and poli-
tics that can form the basis of an international cyber forum.

We have a lot of work to do in understanding the problems and
finding solutions that are fair to the entire community, including bal-
ancing competing interests of nation states. The Garmisch Forum has
and will play an important role in this endeavor.

Thank you very much for your time, and kind attention.
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I1.J1.ITunrorun, A.A.CalbHUKOB

HUncmumym npobaem uHgopmayuoHHol 6e3onacHocmu
MTY umenu M.B.Jlomonocoea

IlepcnieKTHBBI IPUMEHEHUS] MEXKIYHAPOIAHBIX MPABOBBIX HOPM
B KHOEpPNPOCTPAHCTBE

IIpuMeHIMOCTh MeXKIYHAPOIHOrO NMpaBa B KHOEPIPOCTPAHCTBE

ITpu ucciaenoBaHMU M aHAIU3E TIPUMEHEHUS TTPABOBLIX HOPM JIJIsI
obecrevyeHus1 THQOPMALIMOHHOI 06€30MacHOCTU U TTPaBOBOT'O peryjiu-
pOBaHMSI KMOEPIIPOCTPAHCTBA Yallle BCEro OOpalllaloT BHUMaHUE Ha
pacnpocTpaHeHHe B KUOEPIpPOCTPAaHCTBO (PYHIAMEHTAJbHBIX IPUH-
LIMIIOB (TYMaHUTAPHbBIX, HEPACIPOCTPAHEHMSI, COOCTBEHHOCTH, CBO-
0onbl C/IOBA, 3alMTHl JUYHOCTU U T.[.) U MPUHLUIIOB MEXIYyHAPO.I-
HOTO mpaBa, 3akperieHHbIX B yctaBe OOH [1—3].

[pyroii moucK MOAXOA0B K MPaBOBOMY PEryJIMPOBAHUIO B KUOEP-
MPOCTPAHCTBE CTPOUTCS Ha METOJAaxX aHaJOrMu C PeryJrupoBaHUEM
KOCMMYECKOIO IMPOCTPAHCTBA, BO3AYIIHOTO IPOCTPAHCTBA, TEPPUTO-
puit AHTapKTUAbI U T.0. [4]

M rtakue aHamorum He Bcerma KOoppeKTHBL. OCHOBHasI MpUYMHA B
TOM, YTO XOTs IMEepPEeUYMCICHHBIC BBIIIE OOBEKTHl U BOBJICUCHHI B JIes-
TEJILHOCTh YeJIoBeuYecTBa (MHaue Obl TAKMX HOPM He OBUIO), CTEIEHb
MUX MCIIOJBb30BaHUS MO CPABHEHUIO C OOLIMMU OObeMaMM yejioBeue-
CKOW JeTeIbHOCTU OTHOCUTEJIBHO He BeJIMKa. A KOepIpoCTpaHCTRO,
HAIIpOTUB, 3aTparuBaeT yXe MOUYTU Bce cephl aesTeabHoCTU. Takoit
MOJX0A MOT OBITh CITpaBeIJIUB B OTHOIIEHUU KHUOEPIPOCTPAHCTBA JIET
20—30 Hazam, ¢ OCJIeaYIONIMM pPa3BUTUEM «KMOEp IIpaBa» U IeJICHU-
€M €T0 Ha pas3JIMYHble pa3aelibl U HampaBJIeHUs 110 Mepe Pa3BUTUS UC-
MOJIb30BaHUSI KMOEepIpocTpaHCcTBa. B HacTosilee e BpeMsi mpobJiema
HACTOJIbKO YCIOXHMIIACH, YTO PACCMATPUBATh 3TO MPOCTPAHCTBO KakK
LIeJIOE Pa3yMHO TOJBKO ¢ (PMIIOCO(CKOI TOUKM 3peHMs, a IpakTHUKa
TpeOyeT CYIEeCTBEHHO OOJIbIlIEei JAeTaIu3aluu.

To, uTto MBI ceityac Ha3bIBaeM KUOEPIPOCTPAHCTBOM, IO CYTHU
SIBJISIETCS HAACTPOWKOW Hal pa3BUTOM MH(PACTPYKTYpOul mnepeaadyu
JaHHBIX, Hana ceTblo MHTepHer. IloaToMy HaumboJjiee MOIyJISIpHBIMU
SIBJISIIOTCSL TIOXOJbI, KOTOpbIE MpernoyiaraloT MpeiacTaBlieHe OCHO-
Bbl KMOEPIIPOCTPAHCTBA — ceTU MHTEpHET, KaK CUCTEMbI CBSI3U WA
TpaHCIIOPTHOMI cucTteMsbl [4, 5].

B o6mem, cetb MHTEpHET — 3TO, 0E3yCIOBHO, CUCTEMa CBS3H,
KakK MO0 Ha3HAYEHMIO, TaK U MO COLMAIbHBIM IMOCIEeACTBUSIM, HApU-
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Mep, KOTOpbIe OKa3ajJM CUCTEMBbI CBSI3WM Ha OOIIECTBO (Mpekae BCero,
panuo u teneBuaeHue). OnHako cetb MHTepHET, 3TO He MPOCTO CETh
CBSI3U, a BBIUMCIMTENIbHASI CeTh, CEThb IMAKETHOW Iepenayd JaHHBIX,
OHa CYIIIECTBEHHO 0oJiee CI0XHa, HO U 0oJiee TMOKa U yHUBEpcasbHa.
ITo cytu, 3TO JanbHelliee pa3BUTUE CUCTEM CBSI3U, KOTOPOE TpebyeT
U Pa3BUTUSI COOTBETCTBYIOIIMX HOPM, U PETIAMEHTUPYIOIIUX ITOKY-
MEHTOB, a CTPEMUTEIbHOE Pa3BUTHE MMEHHO CETU TaKEeTHOW Tmepe-
Jlayu JaHHBIX — ceTU MIHTepHeT mpuBesIo K TOMY, YTO IpaBuJia Mpe-
LIECTBYIOIIMX CUCTEM CBSI3U HE TIEPEHOCHMBI B CETEBYIO CTPYKTYDY.

Bmecte ¢ TeM, ecau BCOOMHMTb, uTo MHTepHeT cosmaBajcs,
MMEHHO KaK TpaHCIOpPTHasl cpela, Kak CeTh Iepeaayd MakeToB WMH-
dopmanuu (IP makeToB JaHHBIX) — MHMOPMALIMOHHOTO Tpaduka, 1
BCS 9Ta NESITeJIbHOCTh YXKe SIBJISIETCSI OTACIbHON OTPACiiblo, TO MOKHO
3aMETUTh, UTO CJIOKMBILIASICS 9KOHOMMUYECKasl MPaKTUKa BIIOJHE CO-
OTBETCTBYET NESITEIBHOCTH OMNepaTOpoB HEMH(MOPMALIMOHHBIX TPaHC-
MOPTHBIX cUCTeM (MMAPOXOIHBIX, AaBUALIMOHHBIX, KEJIE3HOAOPOXHBIX U
MPOYUX TPAHCTIOPTHBIX KOMITaHU). B COOTBETCTBUMU C 3TOI aHAJIOTH-
eif MOXHO TMOMBITaTbCS UCIOJIb30BaTh MPUHIIUITBI [IPABOBOIO PETYJIU-
poBaHMUsI, obecrieueHusi 6€30MacHOCTH, MOJIyUeHHbIE B TEUEHUE MHO-
TOJIETHEH MPAaKTUKU HEeMH(GOPMALIMOHHBIX TPAHCIIOPTHBIX CUCTEM, B
WHGOPMALIMOHHON TPacloOpTHONW MHMPACTPYKTYpE U HUCMOJb30BATh
METOMOJIOTHIO, TTOAXOMbI M TMPAKTUKY CIOXHOTO M MHOTroo0pa3HO-
IO TPAHCIOPTHOIO MpaBa [5] W MpaBWI peryaMpoBaHUsl TpaHCMopTa
[6—8] mnsa moumcka MpaBOBBIX PELIEHN, CBA3aHHBIX C 00JIee IeTalb-
HBIM TIpeacTaBieHueM ceTu MHTepHeT M KubepnpocTpaHCTBa, KOTO-
poe oHa obecrieynBaer.

MHoroypoBHeBasi MojieJIb IJ100aJIbHOM CeTH

I[Ipu aHanmuze nesITeNbHOCTH TIJIoOaibHON cetu WMHTepHeT s
VIIPOIIEHUs pacCMaTpUBaeMBbIX 3aJad MCITOIb3YIOT MHOTOYPOBHEBYIO
moaenb ISO/OSI wmm 6onee nipoctyio Moaeias TCP/IP, xoTtopas ne-
XKUT B OcCHOBe ceTu MHTepHeT. PaccMOTpUM 3TW YPOBHU, UCIOJbB3YS
MIPEUTOKEHHBIN BBIIIE TTOIXOA CpaBHEHUS ceT MHTEpHET ¢ pa3imd-
HbIMU TPAHCIIOPTHBIMU CHCTEMaMHU.

Kananwubiii yposens — 3T0 peanbHble OOBEKTHI: BOJIOKOHHAS OTITH-
Ka, CIIyTHUKM CBSI3M, BUTas Tapa, yCTPONCTBA COMPSIKEHMS, TIPOCTE-
e KOMMYTATOPBI M T.J. ¥ MpaBUjia MX B3aMMOIEICTBHUS.

B cootBeTcTBUM C IIpeaiOKEHHOM aHAJIoThel, MOXHO IIPUBECTU B
KayecTBe MpUMepa aBTOMOOUIbHbBIE WIM XKeJIe3HbIE JOPOTU C YCTPOWi-
CTBaMM MX obecrieueHust (CTpesikv, moicTtaHuuu u T.1.). Crloga xe
MOKHO OTHECTH (C YUYEeTOM MX crelrUKr) MOPCKUE U PEUYHBIE MYTH,
BO3IYIIIHOE MTPOCTPAHCTBO IUISI aBUACOOOIICHNI MM KOMMYHUKAIINT
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IUIST TIepeKadyku raza U HedTu. Bce 310 dusnueckure MatepuaibHbIC
00BeKThI (MU Cpejibl), MoMNajarollue Moj HallMOHAIbHOE U MeXIyHa-
pPOIHOE 3aKOHOIATEIBCTBO M MpaBUJja peryJnupoBaHus. TaKUMu pery-
JIUPYIOIIMMM OpraHU3alMsIMU 11 (DU3UUYECKUX JIMHUIA CBSI3U SIBJISI-
I0TCSI, B YaCTHOCTU, MeXITyHAapOAHbII COI03 JIEKTPOCBS3U U IP.

Cemesotl ypogenb — 3TO yPOBEHb OpraHU3aLMU B3aWMOJCHCTBUS
MO COBOKYITHOCTU 3THX JIMHUIA CBSI3M M OH TakKxXKe objagaeT (usnye-
CKMMM YCTPOWCTBaMU, ISl yIOOCTBA COBMEIIEHHBIMU C 000pyIOBa-
HUEeM (U3UYECKOro (U CJIEAYIOIIEro TPAHCIIOPTHOTO) YPOBHSI — IIpe-
KIe BCEr0 3TO MapUIPyTU3aTOPbl U KOMMYTATOPHI.

[lo aHasoruu ¢ NpeAbaAYIIUM YPOBHEM, 3l€Ch MOXHO paccMma-
TpUBaTh, KaK TPAHCIIOPTHBIE CPEICTBA, TaK W CPEACTBa yIpaBJeHUS
nBKeHreM. I Kele3HBIX AOPOr — 3TO JIOKOMOTHUBBI, BaroHbI,
CHUCTEMBI YIpaBJeHUs] ABMXKEeHHEM U Tip. JIerko mpuBeCTHM aHAJIOTUU
YU Ui OPYTHUX BUIOB TPaHCIOpTa. Bce 5TO HE TOJBKO JIOTMYECKUE
1 OpraHU3allMOHHbIE CTPYKTYPbl, HO U (U3NUYEeCKMEe MaTepuaibHbIE
00BEKTbI, U KaK MaTepuajbHble OOBEKThI OHU AOJIKHBI MOMaaaTh Mo
HallMOHAJIbHOE Y MEXAYHapOAHOE 3aKOHOAATEJIbCTBO U CIlelIMaTbHbIe
npaBujia peryaupoBaHusi. CeroaHs TakKMMU CHelMaTIU3MPOBAHHBIMU
PETYIUPYIOLIUMU OpraHU3alusIMU SBISIIOTCSI, B yacTHOCTH, ICANN,
IANA u np.

Tpancnopmubiii yposeHs — 3TO YPOBEHB 00Jiee CIOXHBIX ITPOTOKO-
JIOB, o0ecIeurBalolyx yepe3 ceTb MHMOPMAIIMOHHbBI 0OMEH MeXKIy
OTIEJIbHBIMU XOCTaMH, YCTPOMCTBAMM, MporpaMMamMu, CepBepamMu U
MepCOHATBHBIMUA KOMITbIOTEpaMHU (TOYHEE MX KOMIIOHEHTaMM, OTBE-
YawlMU 32 UHQOPMALIMOHHBIA OOMEH).

B xauecTBe aHaIOrMM MPUBEAEM MPUMEPHI: JOTUCTUKY, OpraHu3a-
LIMIO TPy30000pOTa U MACCaKMPOIOTOKA MEXIY CTAaHILIMSIMU, BOK3a1a-
MU, TOPTaMU, a3poJpoMamMu U T.A. Bce 3To Takke He TOJIbKO OpraHu-
3allMOHHbIE CTPYKTYPhI, HO U (PU3UUYECKUE MaTepUaIbHble OOBEKTHI,
M KaK MaTepuajibHble OOBEKTbl OHU AOJDKHBI MOMajgaTh W TIOJ Ha-
LIMOHAJbHOE, M MEXIyHapoIHOe 3aKOHOAATEIbCTBO MU TOI MpaBUia
peryaupoBaHusi. CerogHs TaKMMU PETYJIUPYIOIIMMU OpraHU3alusIMU
ucropunyecku saBssorcss ICANN, IANA u ap.

Yposenv npunoscenuii — Mo cyT 3TO M €CTh KMOEPIIPOCTPAHCTRBO,
IJ1e B3aMMOJEMCTBYIOT JIIOAM U CO3JaHHbIE MMU MPOTrpaMMbl (B He-
KOTOPOM CMBICJIE YK€ 3TO MCKYCCTBEHHBIN MHTEJIEKT), KOTOPBIM JUIS
peanu3alyy 3TOro B3aMMOMAEHCTBUS HYXHBI M TePCOHAJbHbIE KOM-
nploTepbl (WX JpYrue YCTpOMCTBA B3aMMONEMCTBUS Ue€OBEKa C ce-
ThIO), U CepBepa U T.1.

HMcnonb3ys Te Xe aHaJIOrMM, MOXHO paccMaTpuBaThb TOBapooO-
MEH MEXIy OpraHu3alusIMU, JIOAbMU U, COOCTBEHHO, MepeIBUXKEeHNE
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JIIoJIel MO TPaHCIOPTHBIM MyTAM. 31eCh yXe BaXKHO HE TOJbKO KO-
JIMYECTBO, HO U COJiep>KaHUe: KOHKPETHbIE BUIIbI TOBAPOB, MUTPALIMU
HaceylieHus U T.10. Bce 3To Takke MOJDKHO IMOManaTth Moa HallMOHAIb-
HO€ M MEXAYHapoIHOE 3aKOHOJaTeJbcTBO. Ha 3TOM ypoBHE Takxe
CYIIECTBYIOT YCJYIM, TOBBIIIAIOIIME YAO0OCTBO B3aUMOJEWUCTBUS C
TPAHCIOPTHOM cucTeMoii. 111 0OBIYHBIX TPAHCHOPTHBIX CUCTEM 3TO
TPaHCIOPTHBIE ar€HTCTBA, CIY>KObI 0OecTrieueHus TUTaHUSI, TIOArOTOB-
KM Oaraxa u 1np. B cetu MHTepHeET 3TO O0Jiee ymoOHasl cUcTeMa MMe-
HOBaHUSI peCypcoB CeTU — cJyxk0a noMeHHbIX uMeH (DNS) u 6a3bl
JIaHHBIX MHPPaACTpyKTypHOI MH(popManuu (cepBuc whois), mpaBuia
pPEeryJIMpoBaHusl KOTOPhIX UCTOPUYECKU BBOIAWIUCH U MOJACPKMBAIOT-
ca temu xe peryastopamu (ICANN, RIPE u ap.).

M3 npuBeneHHOro BhIlIE BUAHO, YTO BOIIPOC CETEBOTO PeryanupoBa-
HUSI KUOEPIIPOCTPAHCTBA KacaeTcsl, MPeXAe BCEro, CETEBOro U TpaHC-
MMOpTHOTO ypoBHe#l. IIpuKiagHol ke TPeACTaBIsSIeT MHTEPEC B YacTH
CepBUCOB (YCIYr), KOTOPbIE OOECIIEYMBAIOT U «YIPABJISIIOT» CETEBBIM
YU TPAHCIIOPTHBIM ypoBHeM — Hampumep, DNS u B/l undpactpyk-
TypHOI MH(bOPMaLIMU, B OCTAJIbHBIX XK€ CJIydassX MOXHO MOIbITAThCS
OMNupaTbCs Ha yXe CyllecTBylollMe HopMmbl. Huxke paccmarpuBaeTcst
3amaya o0ecreyeHUsl CeTeBoil 6e30IacHOCT Ha OCHOBE MPEITOXKEeH-
HOTO Toaxonaa (Ha CETEBOM U TPaHCHOPTHOM YPOBHSIX).

Oco0eHHOCTH 0€30MaCHOCTH CEeTH

Korga roBopsT o 06€30IacCHOCTU CETHU, IToApa3yMeBaeTcsl obeclie-
yeHUue WHGPOPMALMOHHOW 0€30MacHOCTH, CBSI3aHHOE C MIOOATbHOM
CEThIO, C DJIEMEHTAMM €€ CETeBOTO, TPAHCIIOPTHOTO M OTYACTH IIpU-
KJIaIHOrO YPOBHEM U MpeXIe BCEro, ¢ AJIeMEHTaMU KPUTUIECKU Bax-
HbIX MHPOpMaLMOHHBIX MHPppacTpykTyp (KBUW).

be3onacHoCTh CETEBOro M TPAHCIOPTHOIO YPOBHS IMOApa3yMeBa-
eT: JOCTYIHOCTb U LIEJOCTHOCTh IMPU MHMOPMALIMOHHOM OOMEHe, a
TaK>Xe B HEKOTOPBIX Ciyyasix 3aliuTy Tpaduka mHbOpMaluuu U WH-
dopmauuu yrnpapjieHus1 ceTblo (obecreyeHue KOHOUIAESHIUATbHO-
ctr). C Mo3ulMii CeTEBOro U TPAaHCIIOPTHOTO YPOBHEM, naxe ecliu He
paccMaTpuBaTh OCOOCHHOCTM Pa3HbIX BUAOB CETEBBIX aTakK, MOXKHO
OTMETUTh, UTO obecreyeHue JOCTYIMTHOCTU, UMUTOCTOMKOCTA U KOH-
(UICHIIMATBHOCTY CBSI3aHO HE TOJIBKO ¢ YHUUYTOXEHHUEM, TepexBa-
TOM WJIM BHEIPEHUEM BPEIOHOCHOTrO Tpaduka, HO U ¢ TMpobieMaMu
agpecaliii M OpraHM3allMy IBYXKEHUS TpaduKa: MapLIPyTU3ALUN U
Mo IepKaHMsT CUCTEMbl TOMEHHBIX UMeH B 1iesioM [10].

Hneonorust mocTpoeHUsi TIIOOAJIbHOW CETHM MpPEennojaraer, 4To
OHa MpeACTaBIsieT cCOOOM COrjacoBaHHOE OOBbEAMHEHWE OTIAEIbHBIX
ceTeil — aBTOHOMHBIX cucTeM MHTepHeTa (B3aMMOIEKUCTBUE MEXKIY
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KOTOPBIMU OCYILECTBJSIETCS Ha OCHOBE CIELIMAJIbHBIX MPOTOKOJIOB),
YyTO 0OecreuyrnBaeT BbICOKYIO XMBYYECTb U HAAEXKHOCTh CETU TPU He-
YKOCHUTEJIBHOM COOJIIOACHUM TPaBUJ MEXCETeBBIX B3aUMOIEHCTBUIA.
OaHakKo TOYHOCTb U HEYKOCHUTEJbHOCTb BBIMIOJHEHUS MPaBUJl Pery-
JIMPOBAaHUS HE BCETIA OCYIIECTBIISIETCS Ha JOKHOM YPOBHE, a IIpHU
TPOTUBOIPABHBIX NEUCTBUSX (B BOCHHBIX WM IPECTYIHBIX LIEJISIX)
CO3HATEJIbHO HapyllaeTcsl, Ja U caMu TPOTOKOJIbI B3aUMOAEHCTBUS
HYXIAIOTCS B Pa3BUTUM U JOPabOTKeE.

Jpyroit 0cOGEHHOCTBIO SIBJISIETCSI TO, YTO aTaKW Ha 3JIEMEHTHI CETH
OCYIIECTBIISTIOTCST Yepe3 caMy CeThb, Yepe3 €€ CeTeBOMl M TPaHCIOPT-
Hblit ypoBHU [10]. Ecau vcnosib3oBaTh NMpUBEIEHHbIE BbIILE aHATOTUU
JUJIS. 3TUX YPOBHEW — 3TO aTaku Ha 3Je€MEHTbl TPaHCIOPTHON MH(ppa-
CTPYKTYPbI: TOPOTM, MOCTBI, CTaHLIUMU, MOPTHI, cyla U T.O. (UTO yXe
He pa3 ObLJI0 B MUPOBOW mpakTuke). [Ipuyem mpearnoaraercs, 4yTo
HMCTOYHUK aTaKM allpMoOpH AOMYCKAETCsl M0 3TON MHMPACTPYKTYphl U
OrpaHUYEH TOJIBKO perjiaMeHTaMu €€ MCIOJIb30BaHusI.

Eiie ogHa BaxkHasi OCOOEHHOCTb CETEBBIX aTaK COCTOUT B TOM,
YTO MX OCYIIECTBJICEHUE YIPOUIAETCS, €CJIM MPOBOJUTDH UX C MO3ULIMHI
npoBaiigepa (T.e. ¢ MO3ULMN, KOTJa BO3MOXEH HEMOCPeICTBEHHbIN
JOCTYII K 5JIEMEHTAM CETH) WJIM JAPYTUX HEMOCPEACTBEHHBIX YYaCTHM -
KOB 3TOM JIeSITEIbHOCTH, a JUISl aTaK Ha MaplIpyTU3alldi0 WU CUCTe-
My TOMEHHBIX UMEH 5TO CYIIEeCTBEHHO BaXXHO. EciIM Mcmosib3oBaTh
MPEeAbIAYIIYI0O aHAJIOTMIO, TO MOXHO CKa3aTh, YTO MCTOYHMK aTaku
HE TOJIbKO JOIYCKAeTCs 10 3TON MHMPACTPYKTYphl, HO U SIBJISIETCS €€
COOCTBEHHUKOM WJIM MOAEPATOPOM, T.€. IPAaKTUYECKU HE OrpaHUYeH
B BO3MOXHOCTSIX €€ MCITOJIb30BaHUSI.

Bonee Toro, Kak yxe yImoOMWHAJIOCH BBIIIE, BCS AESITEIBHOCTD IO
nHGOopMallMOHHOMY 00MeHy — 3To Toprosjis IP-tpadukom, u ecin
Obl S5KOHOMUYECKOr0 CTMMYJa He ObLIO, TO U CEeTh Mepecrana Obl Cy-
1mecTBoBaTb. OCHOBHBIMU BBITOJONPUOOpPETATESIMU 31€Ch SIBJISIIOT-
csl TIpOBalAephl, OCYILECTBISIOIME MUPUHT U TpaH3UT MHTepHeT-
Tpaduka, a yepe3 HUX U APYTUX MOJTb30BaTeNieil CETU CBOIO MPUOBLIbL
UMEIT Mpou3BoAuTe I obopynoBaHus. Ha 3Tu ke cpeacrtsa cylie-
CTBYIOT M PETYJISITOPBI, M OTYACTU pa3IMUYHble KOHTEHT-TIPOBaMIEPHI,
takue Kak Google, Facebook, u mp. (0gHaKO 3TO yXe OTHOCSITCSI K
MPUKJIAAHOMY YPOBHIO, TJ€ CYIIECTBYIOT €llle U CBOM KaHaJlbl (pu-
HaHCHUpOBaHUs). BrosHe MOHATHO, YTO BCE BBIFOAOIPHUOOpETATEU
U MpouMe, CBsI3aHHbIE C HUMH, 3aMHTEpecOoBaHbl B obOecrieyeHUU
0e30IMacHOCTU M HaAEKHOCTH CeTU (MHaye yciayra He OymeT MoJjb-
30BaTbcsl crpocoMm). Ho 3To KacaeTcsl TOJABKO YCIOBMIA, KOraa 3Ty
BBIFOly MOXHO TMOJy4yuTh! JIeCTBUTEIBbHO, B JIOOOM Ciayyae Hapy-
IIEHUSI HOPMaJIbHOW 3KOHOMUYECKON NEeATEebHOCTU M3-3a BHELIHMUX
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(peBoJtolMsI, BOGHHOE T0JOXEHHUe, HallMOHAIU3alus, 0aHKPOTCTBO
U T. I.) WU BHYTPEHHUX MPUUYMH HUKaKas U3 NMEPEYMCICHHbBIX BBIIIE
OpraHM3alliii HE MMEET CTUMYJIA IS TOJACPXAHUSI HAAEKHOCTU U
Oe3omacHOCTU ceTu. EAMHCTBEHHON 3aMHTEPECOBAHHONW CTOPOHOM
OCTAIOTCS TOJIBKO TOJIb30BaTeIM CEeTU (JI0au, KaMMaHWM, rocyaap-
CTBEHHBIE YUPEXKICHUSI).

PaccaenoBanmne u 00beKTHBM3ANNSA (DAKTOB CETEBBIX aATAK

HccnenoBaHue BO3MOXHOCTEH TMpeAOTBpallleHUsI, MPOTUBOACH-
CTBUS W pacciielOBaHUsl TaKUX aTakK 4yepe3 CeThb YIUpPAeTcs B TPYI-
HOCTb UX BBISIBICHUSI U aTpUOYIIWU.

Bo-1iepBbIX, JOCTATOYHO CJIOXHO OINPEAEINUTh, ObLIA JIU 3TO OIINO-
Ka MPOeKTUPOBAaHUS U CO3IaHUS MPOrpaMMHOIO Koja Wid Ha caMOM
JleJile MMeJla MECTO KOMIbIOTepHas araka. lleso B TOM, 4TO Jioboe
nporpammHoe obecrneyeHue (I1O) comep:KUT OIIMOKHU, ITOCIEACTBUS
KOTOPBIX MOTYT ObITh KaTacTpoduueckumMu. IIprumMepoB peaibHbIX Ka-
TacTpod C OGOJBLINM YUCIOM YeJIOBEUECKUX XKEePTB MM C OTPOMHBI-
MU 3KOHOMMYECKMMU MOTepsiMU u3-3a oimnbok IO mocratouHo, u
MPUYMHAMU ObUIM MMEHHO OLIMOKU MPOEKTUPOBAHUS WU CO3JAHUS
MPOrpaMMHOTO0 KOJia, a He KUOepopyXre WIU MPorpaMMHbIE 3aKJia-
ku. Bce aT0 TpeOyeT TiATeIbHOrOo M3Yy4YeHUS] MPOrpaMMHOIO Koja
MpU aHaJIU3€ UHLMUAEHTOB, a MPU OTCYTCTBUM McxomHoro komaa 10,
MpeJIHa3HauYeHHOTro ISl YTEHUS YeJIOBEKOM, 3Ta 3ajiauya MOXET ObITh
YpE3BBIYAHO CJIOKHOW M CPAaBHUMOM IO TPYIOEMKOCTHU C CO3IaHUEM
aHajoruyHoro I10.

Bo-BTOpBIX, HEOOXOAMMO BBISIBUTH UCTOYHMK aTaku. Bo Bcem n3-
BeCTHOM KubOepaTake BupycoM Stuxnet BMHOBHOCTh CIIIA u M3pauns
B CO37aHUU Koja TaK U He Obula JokaszaHa [11], XOTsI MHOIIa MOXHO
O0HApPYXUTh UCTOYHUK ceTeBbIXx DDOS-aTak, KOTOpbie B CETU UAYT
noctosiHHO. Kak mpaBuio, 3TO NEeUCTBUSI XaKepCKUX TpYI, a He
K1OEepBOMCK rocyaapctsa. A IS LEJEHAIpPaBJICHHbIX aTaK BCE 3Ha-
YUTEJIbHO cJioXHee. [lelo B TOM, YTO BCE€ CYIIECTBYIOILIME CUCTEMBbI
«0OHapyKeHUsI BTOPXKEHUI» Ha CaMOM Jieje OOHApy>XUBAIOT TOJIb-
KO TIpU3HAKU JEUCTBUM, MOXOXMWX HA BTOPXXEHUE WJIM U3MEHEHUS
B CHUCTEME, a aHAJIU3 3apPETUCTPUPOBAHHBIX NEVWCTBUN, UBMEHEHUN B
CUCTEME M MAIlIMHHOTO KOJa OCYIIECTBJISIETCS clienuajiuctamu. bo-
Jiee TOro, Korjaa BHeApeHue ObLIO OOHApyXeHO 3HAaYMTEebHOE BpeMms
CIYCTS, TO HUKAKWUX PETUCTPAIIMOHHBIX JAHHBIX YyXX€ HE OCTaeTCsd U
IUJIsL OTpeJeeHUsI UCTOYHMKA HEOOXOAMMO U3YYUTh MAlIMHHBINA KOI
BHEJIPEHHBIX MPOrpaMM, a co3JaTej]d TaKuxX IMporpamMMm aBTorpacgos,
Kak MpaBUJIO, HE OCTABJISIOT.
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Kak BUAHO M3 ONMMCAHHBIX BbILIE MPOOJIEM, CBI3aHHBIX C PacIo-
3HaBaHWEM aTaku, ONPEAEJUTh €€ MPUYMHBI U UCTOYHUK, 00ECTICYUTh
arpubynuio ¢akToB IpectynHoro mcrnoiab3oBaHusd MKT Toabpko Tex-
HUYECKUMU cpeAcTBamMu He yaacTcs. Heobxomyumo OyaeT MpoBOIUTH
paccienoBaHrs MO KaXIOMy TaKOMY WHIWIACHTY IJIST OTpeneIeHUS
€r0 MCTUHHBIX IPUYMH M, B CJlyyae BBISIBICHUS IPECTYIMHBIX Meii-
CTBUI1, 111 (PUKCUPOBAHUS MOJYYEHHBIX JOKA3aTEIbCTB.

Takue >xe MoAXoAbl MCIOJB3YIOTCSI M B CYILIECTBYIOLIMX TpaHC-
MOPTHBIX CUCTEMaX. DTO CHPaBEIJIMBO HE TOJbKO B OTHOLIEHUM
MEXIYHApOAHbIX KOMMUCCHUM, pacciaeAyloliux KpYIHble aBUALlMOH-
HBIe, KeJIe3HOMOPOKHBIE MM MOPCKHE KaTtacTpodsl, HO U TIPH IIO-
MCKEe MPOMAaBIINX TPY30B, HAPYIICHUSX IBUXKCHUS, B3BICKAHUN KOM-
MeHcalMu 3a YOBITKM IO BMHE TepeBOo3uMKa W T.n. Eciu mpuurHa
WHLMJIEHTa HEeouYeBUAHA, TO paboTa TaKMX KOMMCCHUIA, KaK MpaBuJo,
HauyMHaeTcs co cbopa U MpoBepKHM MHOOpMaALMKU O KBaJMMUKALIUU
MepcoHajla U KauyeCcTBe TPAHCIIOPTHBIX CPEACTB, UX OOCTYXMBAHUU,
MpoBepKax, CepTU(PUKALIMKU U T.1., TaK KaK 3TO IMTO3BOJIIET HE TOJBKO
BBISIBUTb BO3MOXHBIC NMPUYMHBI WMHIIMAECHTA, HO U CO3[aTh OCHOBY
JJISI MaJibHEMIel paboThI.

B ciyyae mpoBeaeHUs TaKMX pacclefOBaHMU i1 KOPPEKTHOM
atpubyuuu (pakTOB CETEBBIX aTaK, KpOME MEpPONPUSTUIA 10 OpraHu-
3allMd TaKWX pacciaefoBaHUM YIMOJHOMOYEHHBIMU CHEelUaIicTaMu,
HEOO0XOAUMO IPEeayCMOTPETh TpeOOBaHUS K IIPOrpaMMHOMY oOecre-
YEHUIO, KOTOpPOE OYyIeT MCCAeN0BaThC:

e IIpOrpaMMHOE OOecIieYyeHUE NOKHO ObITh ODULIMAIBHO YCTAaHOB-
JIeHO (TTpUOOPETEHO);

e TIpOrpaMMHOE 00ecIeueHUe OOXKHO OBbITh MOANKMCAHO HAAEKHBIM
cepTuduKaToM pa3paboTunKa;

e DPa3pabOTYMK AOJDKEH XpaHUTb (WU MepenaTb) MCXOJHbIE KOJIbI
yctaHoBiieHHoro ITO m1s mocieayolero aHajaiunsa;

e BCE M3MEHEHMSI IPOrpaMMHOro obecrnevyeHus (10paboTKU, MOIM-
(ukanuu, vcrpapieHUs OLIMOOK) MOJDKHBI ObITh MOMMUCAHBI, a UX
UCXOJHbIA KOJ COXPaHEH.

ITogo6uBIe TpeboBanus kK IO mMoxXHO paccMarpuBaTh Kak cep-
TU(PUKAILIMIO TPOTPAMMHOTO obecTieueHusl, KOTOpOoe JOJIKHO ObITh B
TeX y3Jax MHPOPMaLMOHHON MHOPACTPYKTYphl, KOTOPbIE MOTYT OBITh
MOABEPXKEeHbI aTake W MX Heobxomumo 3ainuinath. Kcratu, B cyile-
CTBYIOIIMX TPAHCIOPTHBIX CHUCTEMAaX MCITOJb30BaHWE HecepTUhUIIU-
POBAaHHOIO O0OPYAOBAaHUS U MyTell COOOILEHUS, TTOCTPOSHHBIX C Ha-
pYILIEHUSIMU perjlaMeHTa, JaBHO 3ampelleHo, MpuYeM, He BaXHO, KTO
61 pousBoauteb (Boeing, Airbus wiu TY).
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Jpyroit BaxXHbIii (pakTOp aTpUOYLMM (PAKTOB CETEBBIX aTaK — 3TO
yCTpaHeHWEe aHOHMMHOCTU. B cyllecTBYIOIIMX TPAHCIIOPTHBIX CUCTE-
Max, KOTJa MOCJEICTBUS MPECTYIMHbIX N€UCTBUIA MOTYT ObITh 3HAUM-
TeJbHbl (aBUALIMOHHBINA, KEJIE3HOAOPOXHbBIM, MOPCKON TpaHCHOPT),
YK€ TaBHO HMKTO HE€ IyTelleCTBYeT WHKOTHUTO, a I'Py30IMepeBO3KU
OCYILECTBJISIIOTCST TOJIbKO MMOMMEHOBAHHBIX 3aKa3uuKoB. Bcs mHbop-
Mauusl (QUKCUPYETCS B MMEHHBIX OWJeTaXx M TOBApHBIX HAKJIAIHBIX.
IIpaBoa aHOHMMHOCTB IO CUX IOP COXPaHSIETCs IIPpU IepeBO3Kax 00-
LIECTBEHHBIM TPAHCIIOPTOM WM IPU MUCIIOJb30BAHUU YACTHU MOUTO-
BBIX OTMPABJIEHUIi, HO BbI3BAHO 3TO CKOpEE HE KEJTaHWEM COXPaHUThb
AHOHMMHOCTb, a CJIOXHOCTbIO (MKcauuM MH(pOpMaUU MPU Macco-
BbIX I€PEeBO3KaxX WJIM MOYTOBBIX OTMpaBiieHUsX. Bo BCSIKOM ciyuae,
3[eCh UCIIONB3YIOTCSl ApPYrUe cpeicTtBa (ukcauuu uHbOpMaUUU, a
WMEHHO CHUCTeMbl BUAECOHAONIOACHUSI B TPAHCIIOPTE, OOIIECTBEHHBIX
MecTax U T.II.

AHaJIOTUYHBIE MOAXOJABl MOXHO WCIIOJb30BaTh W IS TOJIb30-
BaTesiell TIo0abHBIX ceTeii. Peub He MaeT o ToM, YTOOBI MOCHUIATH
¢0oTO Moyb30BaTENsl C KaXAbIM OTIpaBiisieMbiM UM IP-mmaketom. Ho
MpoBalep s MOJyYeHMs] OIUIaThl 3aKJI0YaeT ITOroBopa Ha OO0Ciy-
KMBaHUE C (PU3NUYECKUMM U IOpUAMYECKUMU Julamu. Kpome Toro,
MHOI'ME KOHTEHT-TIpOBaiiiepbl YK€ MCIOJb3YIOT MOOUJIbHBIE YCTPOIi-
CTBa MOJIb30BaTeNIel KaK CpelcTBa ayTeHTU(PUKALUW WY TLIaTeXXHbIE
TepMUHabl. To ecTh, BHeApeHUE (DYHKIUM ayTeHTU(UKAIIMU JTI0OOTO
cyObeKkTa, B3aMMOIEHCTBYIOIIETO C INIO0AJbHON CETblOo, TEXHUUYECKU
OCYIIECTBUMO, a pe3yJIbTaThl TaKOH ayTeHTU(UKALIMU TOJKHBI ObITh
JIOCTYIHbBI TOJIBKO B CJIy4yae MpOBeIeHUS paccieqoBaHWi, YTO MO3BO-
JIMT HE HapyllaTh MPaBO Ha COXpPaHEHUWE KOMMEpPUYECKOM TaillHbl WU
TaliHbl YaCTHOM >KU3HU.

Baxnelmm MCTOYHUKOM MH(pOpMaIIMK NpyY MPOBENEHUU paccie-
JIOBaHUI SBJISIOTCS Pa3/JUYHBIE CPENCTBA PErMcTpauuvu. B OOBIYHBIX
TPaHCIOPTHBIX cucTeMax, Kpome BJI ymnpapisioieil nHdopmaluu,
KUCIIOJNB3YIOTCSL «4epHBIe» SIIUKU, (PUKCHUPYIOLINE OCHOBHBIE COOBI-
TUSI, TPOUCXOSIIIME HA TPAHCIIOPTHOM CpEICTBE.

B ciyyae paccienoBaHuUs CETEBbIX aTak Takas MH(MOpMalKs 4acTo
OKa3bIBaeTCsl HEJOCTYIHOM. DTO CBSI3aHO MpeXIe BCEro ¢ TeM, 4TO
KOJIMYECTBO COOBITUI, MPOUCXOASIIMX B CETH, CIMILIKOM BEJIUKO, U
CUCTEMBI PETUCTPALIMM HE B COCTOSSHUM XPAHUTh TaKhe OObEMBbI WH-
¢dopMalM UM 3TO CTAHOBUTCS CIMIIKOM HaKJIaaHO. 31eCh YMECTHO
cleaaTh TpU 3aMedyaHusi. Bo-nepBbiX, CUCTEMbI PETMCTPALIMU UCITOJb-
3YIOTCS B Pa3HbIX LEJSIX U XPAHAT C MO3ULIUM oOecIieuyeHus1 Oe3orac-
HOCTHM U30bITOYHYIO MH(MOPMALIMIO — BbIAEJIEHUE U XpaHEeHUe Hanbo-
Jiee BaXXHOU MHMOpMaIMK MO3BOJUT YMEHBIIUTh 00bEMbl XpaHUMOM
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nHGOpPMaLIUU U YBEJIUYUTh BpeMsl ee XpaHeHus1. Bo-BTophIx, Hanboiee
TEXHOJIOTUYECKM CJIOXKHBIMM C TOUKM 3PEHHUS] CUCTEM pEeTUCTpaluu
SIBJISIIOTCSI MarvucTpalibHbIE Y3JIbl CETU, TAe JIEKTPOHHOE 000pyaoBa-
HHE YK€ OTCTaeT OT CKOPOCTEeil, 00eCIIeYnBaeMbIX OITOBOJIOKOHHBIMU
JIMHUSIMU CBSI3U. B 3TOM ciyyae MOXHO peKOMEHIOBaThb pacIipelie-
JISTh (PYHKIUIO perucTpalldu Mo MeHee CKOPOCTHBIM y3nam. U, Ha-
KOHELI, B-TPEThUX, MEPEX0] K MpoTokoay IPv6 mo3BossieT BKIIIOYATH
B CaMU «TPAHCIIOPTHBIE CPEICTBA» CETU JAOMOJTHUTENbHYIO UH(pOpMAa-
IO, XOTS 3TO M TIOBJIEYET yBEJIMYCHME HaKJIagHBIX PacXxoloB — HO
obecrieyeHne 0e30ITaCHOCTH He OBbIBaeT OECIUIaTHBIM.

IIpenoTBpaineHue ceTeBbIX aTak

Bbonee addexTrBHO Wi obecrieyeHUsT OE30MaCHOCTU HE IPOCTO
00HapyXUTh U BBISIBUTh UCTOUHUKU CETEBOU aTaku, HO U MPEAOTBpa-
TUTH ¢¢, M30eKaB BO3MOXKHBIX HETATUBHBIX TTOCJIECICTBUIA.

B cy1iecTByOmMX TpaHCIIOPTHBIX CHUCTEMaX 3TO 00eCcIieIrnBaeTCs:
o TIpaBUJIAMHM ITOJIb30BAHMS TPAHCIIOPTOM;

e pemIaMeHTaMM JKCIUIyaTallid TPAaHCIIOPTHOM CeTH;

e CTaHAApTaMM ISl TPAHCIIOPTHBIX CPEACTB U MyTei;

e BBEACHUEM aAMUHUCTPATUBHON W YrOJOBHOI OTBETCTBEHHOCTM 3a
HapylIeHWe 3TUX MPaBWI U PeTJIaMEHTOB.

B nrdpopmaIiioHHo ceTH posIb TaKMX IIPAaBWII M PETJIaMEHTOB BhI-
noaHsoT pasnuyHbeie ISO, RFC u npaBujia moakioYeHus I10Jb30Ba-
tenei K cetu. OmHako ropuaudeckoit cuiabl HU RFC, v ISO (ecnu
OHU He MPOIyOJIMPOBaHbl HAIIMOHAJIBHBIM CTaHAapToM — 1is1 PD ato
I'OCT) He umetor. T.e. ABASIIOTCSA CTaHIApTaMU U TIpaBUJIaMU «Ie-
(hakTO», KOTOPEIX, MO CIOXMBIIEHCS TTPaKTUKE, U TIPUACPKUBAIOTCS.
IIpu 5TOM, Kak OTMEYaJoCh BBIIIIEe, W TIOJH30BATEIN, M IIPOBaiiIephl
TIOITAfaloOT TOJ IOPUCIUKIIMIO CTPaHBbl NPEOBIBAHUSI B CBA3U C UMY-
IIECTBEHHBIMU OTHOIIIEHUSIMU, WCIOJHEHWEM JIOTOBOPHBIX 00sI3a-
TeJbCTB, GUHAHCOBOM, HAJIOrOBOI OTYETHOCTHIO U T. . Ho comepxka-
HUE UX IESITeJbHOCTH IO Mepenaye MHGopMayy Ha TPaHCIIOPTHOM
1 CETEBOM YPOBHSX MPAKTHUYECKN OSCKOHTPOJIBHO.

CeromHsT 3Ta OESTEILHOCTh KOHTPOJMpPYETCS TOdbKo MHTepHer
COOOIIIECTBOM, PBIHKOM TEJIEKOMMYHUKAIIMOHHBIX YCIyT W perya-
MEHTUPYIOLIUMU OpraHu3auusiMu. T.e. CIIOXUBILASCS TMpaKTUKa He
MpeaycMaTpuBaeT KOHTPOJIb CO CTOPOHBI FOCYIapcTBa, Ha TEPPUTO-
pPUM KOTOPOTO YacTh CETU U ee 00opyAaoBaHMST HaxoauTcs. [Ipu atom
MHOTHE (DYHKIIMH PETyJIMPOBAHUS OCTAIOTCS TTOA KOHTPOJIEM OTHO-
TO TOCYIapCTBa, CO3MABIIETO B cBoe Bpems ceThb MHATepHET. Harpu-
Mep, Kopriopauusi ICANN ocyiiecTBisIeT pacnpeaeieHe agpeCHOro
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MPOCTPAHCTBA M JOMEHHBIX UMEH M MojaepxkaHue cucteMbl DNS-
CepBEepOB IO BCEMY MUPY (9TO MOXHO paccMaTpuBaTh, KakK BblIayy
MacropToOB BCEM KUTEJISIM 3eMJIM TOJIBKO IOJ YIpaBIEHUEM MUMMMU-
rpaluoHHbIX ciyx6 CIIA).

Ho mockonbKy rocymapcTBO OOJDKHO OTBeYaTh 3a IIPECTYITHBIC
JIEICTBUSI, COBEpllIaeMbIe C ero TeppuTopum [9], oHO HOKHO 0b6na-
JIaTb BO3MOXHOCTSIMU MPEIOTBPATUTh WJIM Mpeceub TaKue NeMCTBUS.
B cyiiecTBylolmx TpaHCIOPTHBIX CUCTEMaX rocylapcTBO, KaK MpaBu-
JIO, CITOCOOHO PeryjaupoBaTh U KOHTPOJIMPOBATh U MyTH KOMMYHUKA-
LW, 1 o0ecIIeunBarollee NX 00OPYAOBAHUE, U IKCIUTYaTUPYIOLINAE UX
KOMIIaHUM, a Takxke (pUbTpoBaTh TpadUK Ha IpaHULAX (TaMOXHU,
MMaCIOPTHBIN KOHTPOJIb, aHTUTEPPOPUCTUUECKUI KOHTPOJIb, BETEPU-
HapHBI KOHTPOJIb U T.11.). B OTHOILIEHWN Xe T7100albHOM ceTH TakKast
MpaKTHKa MOKa He CJIOXMWIACh.

Eciu moabITOXUTh TepevyrclieHHbIe BbIllle OCOOEHHOCTU CETH,
OIBIT IKCITyaTalluu Pa3IMYHbIX TPAHCIOPTHBIX CUCTEM (M OTYACTU
CHCTEM CBSI3M) M TIPEUIOKEHHUS IO TEXHMYECKOW peanu3allny psiaa
HOBBIX (DYHKIIMI 1 CBOMCTB, TO OYE€BHUIHA HEOOXOAUMOCTD:

1. ¢hOpMyIUPOBKHU B COOTBETCTBUM C HAlMOHAJIbHBIM 3aKOHOIA-
TEJBLCTBOM CJICIYIOIIMX TpeOOBaHUI, MperycMaTPpUBAIOIIMX MTOBbILIE-
HUEe HaJeXHOCTU M 0e30MacHOCTH MH(MOPMALMOHHON TpaHCIIOPTHOM
CEeTU:

1.1. ceprtudukaums anmnapaTtHOro M IPOrpaMMHOIO OOeCIIeueHUs
KBUU;

1.2. pacmmpeHue cucrem peructpaunu Ha KBUU;

1.3. pesepBupoBanne KBUU;

1.4. MOHUTOPUHT (PYHKLIMOHUPOBAHUSI CETU;

1.5. ycTpaHeHrMe aHOHMMHOCTH;

2. obecrieueHusi KOHTPOJISI CO CTOPOHBI TrOCyapcTBa 3a TEKYLIUM
(DYHKIIMOHMPOBAHUEM CETH, HAXOMSIIEHCS Ha eT0 TEPPUTOPUH;

3. MOATOTOBKM pE3ePBHBIX TEXHUYECKUX, MHOOPMALIMOHHBIX U
OpraHu3allMOHHbIX CTPYKTYD IS MOJaepKaHUsl pabOTOCTIOCOOHOCTH,
MOHUTOPMHIA U YIPABJICHUS CEThIO;

4. co3nmaHusl MEXIyHapOAHBIX OPTaHOB IO CepTUdUKAIIMU, YITpaB-
JICHUIO perlaMeHTalMel, cucTeMaTu3alueil TeXHUYeCKUX TpeboBa-
HUI U paccieqoBaHUEM WHIIMIACHTOB CETH;

5. 3aKJIIOYEeHUS] MEXAYHApOMHBIX COIJIAlleHWH, KOTOphIe Onpee-
JISIIOT HE TOJIbKO O0lIMe MpaBuUJia U PeriaMeHTbl, HO U TapMOHU3U-
PYIOT HallMOHAJIbHbIE 3aKOHOAATENLCTBA U TpaBujia B3aUMOJEHCTBUS
CTpaH MeXIy COOOI M CYIIECTBYIOIIMMU MEXAYHAPOAHBIMU OpraHu-
3alASIMU;
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6. 3aKII0YCHUS COJIAIICHWM TpaHCIPAaHMYHOrO OOMeHa Tpadu-
KOM, TIpeAyCMaTPUBAOIINX 00Jice TMOKOE yIIpaBIeHUe UM, YEM B CY-
1ecTByOIIUX npoTokojax (BGP).
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Prospects of application of international legal norms
in cyberspace

The applicability of international law in cyberspace

In research and analysis of legal standards application for infor-
mation security and legal regulation of cyberspace most attention is
focused on the extension to cyberspace of the fundamental principles
(humanitarian, non-proliferation, property, freedom of speech, pro-
tection of the individual, etc.) and the principles of international law
enshrined in the UN Charter [1—3].

Another approach to research of legal regulation in cyberspace is
based on the methods similar to the regulation of outer space, airspace
and Antarctica, etc. [4]

And such analogies are not always correct. The main reason is that,
although the abovementioned objects pertain the activities of mankind
(otherwise there wouldn’t have been such norms) the degree of their
use is relatively low in comparison with the overall human activity.
Cyberspace, on the contrary, affects almost all spheres of activity. Such
an approach could be valid in cyberspace 20—30 years ago, followed
by the development of «cyberlaw» and its division into different sec-
tions and directions with the development of the use of cyberspace.
But presently the problem has become complicated to the extent that
to regard this space as a whole is reasonable only from a philosophical
point of view, while practice requires much greater detail.

What we now call cyberspace is essentially a superstructure built
upon the sprawling data transmission infrastructure, upon the Internet.
Therefore, the most popular approaches are the ones that involve rep-
resentation of cyberspace foundations — the Internet, as a communi-
cations and transport system [4, 5].

In general, the Internet — is definitely a communication system —
in terms of both its purpose and the social impacts, which, for exam-
ple, communication systems have had on the society (primarily radio
and television). However, the Internet is not just a communication
network, but a computer network, a packet data network, and it is
much more complicated, but also more flexible and versatile. In fact,
it is a further evolution of communication systems, which requires the
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development of appropriate standards and regulations; and the rapid
development of packet data network — of the Internet, resulted in a
situation where the rules of the previous communication systems are
not adaptable to network structure.

However, if we recall that the Internet was created specifically as
a transport medium, as a packet data network (IP data packets), and
all these functions have already become an individual industry, we can
see that the current economic practice is consistent with the activities
of operators of non-information transport systems (shipping, aviation,
railway and other transport companies). Following this line of reason-
ing, one can try to use the principles of legal regulation and security,
developed over the many years of practice of non-information transport
systems in the information infrastructure and use the methodology, ap-
proaches and practice of the complex and diverse transport law [5] and
the transport regulatory guidelines [6—8] to find legal solutions related
to a more detailed representation of the Internet and cyberspace.

Multilayer model of the global network

To simplify the issues in question, a multilayer ISO/OSI model,
or a simple TCP/IP model (which is the basis of the Internet) is used
in the analysis of the global Internet. Let’s examine these layers using
the abovementioned approach of comparing the Internet to different
transportation systems.

Data link layer — these are real-world objects: fiber optics, satel-
lites, twisted pair wires, simplest switches, etc. and the rules of their
interaction.

In accordance with the proposed analogy, we can mention as an
example the roads or railways with their functional devices (arrows,
substations, etc.). This example may also include (with regard to their
specific features) sea and river routes, air space for air traffic, and oil
and gas pumping infrastructure. They all are physical material objects
(or environments), which are regulated under national and interna-
tional legislation and regulation rules. These physical carriers’ regula-
tors are, in particular, the International Telecommunication Union
and others.

Network layer — is a layer of interaction between all these commu-
nication lines, and it also has physical devices, which for convenience
are combined with the equipment of the physical (and the next, trans-
port) layer — most notably, routers and switches.

By analogy with the preceding layer, here we can consider both ve-
hicles and means of traffic control. For the railways there are locomo-
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tives, carriages, traffic control systems and so on. It is easy to draw an
analogy with the other forms of transport. All of this includes not only
logical constructs and organizational structures, but also physical ma-
terial objects. And being the material objects, they must be regulated by
national and international legislation and specific regulatory guidelines.
Today such specialized regulators are, in particular, ICANN, TANA
and others.

Transport layer — a layer of more complex protocols, which facili-
tate network information exchange between different hosts, devices,
applications, servers, and personal computers (or rather between their
components responsible for information exchange).

We provide the following examples as an analogy: logistics, or-
ganization of cargo and passenger traffic between stations, terminals,
ports, airfields, etc. All of this also includes not only organizational
structures, but physical material objects as well. And being the material
objects, they must be regulated by national and international legisla-
tion and regulatory guidelines. Today such regulators historically are
ICANN, TANA and others.

Application layer — in fact this is the cyberspace where people
and their software interact (in a certain sense it is already an artifi-
cial intelligence). To facilitate this interaction they require personal
computers (or other devices of human interaction with the network)
and servers, etc.

Applying the same analogy, we can consider exchange of goods
between organizations, people, and transportation as such. Not only
quantity is important here, but also the content: specific types of
goods, migration, etc. All of this should also be regulated by national
and international legislation. At this layer, there are also services which
enhance the convenience of interaction with the transport system. In
conventional transport systems these services include transport agen-
cies, catering services, luggage processing system, and so on. Regarding
the Internet, an analog is a more convenient network resources naming
system — Domain Name System (DNS) and infrastructure informa-
tion database (whois service). Their regulatory guidelines have been
historically introduced and supported by the same regulators (ICANN,
RIPE, and others).

From the abovementioned it is evident that the issue of network
regulation of the cyberspace concerns primarily the network and trans-
port layers. Application layer is of interest in terms of services that
enable and «govern» the network and transport layers — for example,
DNS, and infrastructure information database, in the other cases you
can try to draw upon the existing rules. Here we consider the issues
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of network security, based on the proposed approach (on the network
and transport layers).

Special aspects of network security

When people talk about network security, it is understood as infor-
mation security pertaining to a global network, to the elements of its
network, transport and partially application layer and, above all, to the
elements of critical information infrastructures (CII).

Security of network and transport layers implies: availability and in-
tegrity in information exchange, and in some cases, protection of data
traffic and network controlling information (confidentiality). From the
standpoint of network and transport layers, even if we do not consider
the characteristics of different types of network attacks, it may be noted
that the assurance of availability, spoofing resistance and confidenti-
ality is related not only to destruction, interception, or injection of
malicious traffic, but also to the issues of addressing and traffic man-
agement: routing and maintenance of the domain name system as a
whole [10].

An architecture ideology of a global network suggests that it is a
coherent association of individual networks — autonomous systems of
the Internet (interaction between which is based on specific protocols),
and this ensures high survivability and reliability of the network if the
rules of interworking are fully complied with. However, the regula-
tions are not always accurately and strictly followed, and they are
deliberately broken in case of illegal actions (in military or criminal
purposes), and communication protocols as such require development
and refinement.

Another aspect is that attacks on the elements of the network are
carried out through the network itself, through its network and trans-
port layers [10]. If you apply the abovementioned analogy for these
layers — these are attacks on the elements of the transport infrastruc-
ture: roads, bridges, stations, ports, ships, etc. (which have repeatedly
happened in the world). Moreover, it is assumed that the source of the
attack is a priori allowed to this infrastructure, and limited only by its
regulations.

Another important aspect of network attacks is that it is easier to
carry them out from the position of the provider (i.e. a position where
there a direct access to network elements is available) or other direct
participants in this activity, and it is essential for the attacks on routing
systems or DNS. If you apply the previous analogy, we can say that
the source of the attack is not only allowed to this infrastructure, but is
its owner or a moderator, i.e. has almost limitless potential for its use.
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Moreover, as mentioned above, all information exchange activi-
ties — is a trade in IP-traffic, and if it were not for an economic
stimulus, the network would cease to exist. The main beneficiaries here
are the providers engaged in peering and Internet traffic transit, and
through them and the other network users profit is gained by equip-
ment manufacturers. Regulatory authorities and partly different content
providers such as Google, Facebook, and others — all live off these
funds (however, this is related to the application layer, where there are
also other financing sources). It is quite clear that all beneficiaries and
other associated entities are interested in ensuring security and reliabil-
ity of the network (otherwise the service will not be in demand). But
this applies only to conditions where it is possible to get these benefits!
Indeed, in any case of violation of normal economic activity due to
external (revolution, martial law, nationalization, bankruptcy and so
on) or internal causes none of the abovementioned organizations have
an incentive to maintain the reliability and security of the network.
The only interested parties are the users of the network (individuals,
companies, government agencies).

Investigation and objectification of facts of network attacks

Investigation of possibilities to prevent, counter and investigate such
network attacks is obstructed by the difficulty of their detection and
attribution.

Firstly, it is difficult to determine whether the event was a flaw in
design and software programming, or there was an actual computer
attack. The fact is that any software has errors, the consequences of
which could be catastrophic. There are enough examples of real disas-
ters with a large number of casualties or huge economic losses caused
by software errors, the source of which were design or programing
flaws rather than cyberweapons or backdoors. All this requires a care-
ful study of software code as a part of incidents analysis, and, in the
absence of human-readable source code, this task is incredibly difficult
and is comparable in complexity to creation of similar software.

Secondly, it is necessary to identify the source of the attack. In
the well-known Stuxnet cyberattack, the alleged involvement of the
United States and Israel in creation of the code has not been proved
[11], although it is sometimes possible to detect the source of network
DDOS-attacks, which are executed constantly on the network. Typi-
cally, they are conducted by hacker groups and not by cybertroops of
nation-states. And everything is much more complicated in case of
targeted attacks. The fact is that all of the existing «intrusion detec-
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tion» systems actually detect only characteristics of an action, similar
to intrusion or changes in the system, and the analysis of the actions,
changes in the system and the machine code is performed by special-
ists. Furthermore, when the intrusion is detected significantly late,
there remains no log data, and to determine the source it becomes
necessary to analyze the machine code of embedded programs — and
creators of such programs rarely leave autographs.

As it is evident from the abovementioned issues associated with the
identification of the attack, technical means alone will be insufficient
to determine the cause and origin, attribute the evidence of the crimi-
nal use of ICTs. For each such incident it will be necessary to conduct
an investigation to determine its nature and to secure the obtained
evidence in case the event is recognized as a criminal activity.

The same approach is used in existing transport systems. This is
true not only with regard to international commissions, which investi-
gate major air, rail or sea disasters, but also in cases of missing goods
search, traffic disturbance, recovery of compensation for losses attrib-
utable to the carrier, etc. If the cause of the incident is not obvious,
the work of such commissions usually starts with collection and veri-
fication of information on personnel qualifications and the quality of
vehicles, their maintenance, inspections, certification, etc., as it allows
not only to identify the possible causes of the incident, but also to cre-
ate a basis for further work.

In case of such investigations, the correct attribution of network at-
tacks requires, besides the arrangements for such investigations carried
out by authorized personnel, it is necessary to envisage the require-
ments for the software that will be examined:

« software must be installed (purchased) officially;

» software must be signed by a trusted developer certificate;

« the developer should store (or hand over) the source code of the
installed software for further analysis;

« all software changes (improvements, modifications, bug fixes) must
be signed, and their source code — stored.

Such software requirements can be considered a certification of
software that should be installed at information infrastructure nodes
that can be targets of aggression and must be protected. On a side note,
the use of uncertified equipment and transport routes constructed with
violations of regulations has long been prohibited in existing transport
systems, and it doesn’t matter who the manufacturer was (Boeing,
Airbus or TU).

Another important factor in attribution of facts of network attacks —
is elimination of anonymity. In existing transport systems, where the
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consequences of criminal acts can be significant (air, rail, maritime
transport), no one has been traveling incognito for a long time, and
only goods of the named customers are being transported. All informa-
tion is recorded in individual tickets and consignment notes. However,
anonymity still exists in public transportation or with regard to some
postal items, but the cause of this is not the desire to preserve ano-
nymity, but the complexity of capturing information for mass trans-
portation or mail. In any case, other means of capturing information
are used here, namely video surveillance systems in public transport,
public places, etc.

Similar approaches can be used for global net users. This is not
about sending a photo of the user with each of IP-packet he sends.
But ISPs, in order to receive their payment, conclude service contracts
with individuals and legal entities. More so, many content providers
already use mobile devices as a means of user authentication or as pay-
ment terminals. That is, the implementation of authentication of any
entity that interacts with a global network is technically feasible, and
the results of such authentication should be made available only in case
of carrying out an investigation, and this will make it possible not to
infringe the right to commercial confidentiality or privacy.

Various means of registration are the most important source of
information during investigations. In conventional transport systems,
in addition to control information database, there are black boxes,
which capture information of basic events taking place on board of the
vehicle.

In the case of investigation of network attacks such information is
often unavailable. This is primarily due to the fact that the number of
events, occurring in the network, is too great, and either the registra-
tion systems are not able to store such quantities of information, or it
becomes too expensive. Here it is appropriate to make three observa-
tions. Firstly, the registration systems are used for different purposes
and for safety reasons they store redundant information — separation
and storage of the most important information will make it possible to
decrease the volume of stored data and to increase the time of its stor-
age. Secondly, the most technologically complicated systems in terms
of registration are the backbone nodes, where electronic equipment has
already fallen behind the speeds provided by fiber-optic communica-
tion lines. In this case, we can recommend distributing the function
of registration among slower nodes. Finally, thirdly, the transition to
IPv6 makes it possible to include additional information in the «carrier
vehicles» of the network, even though it will result in overhead costs
increase — but security is never free of costs.
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Prevention of Network Attacks

To ensure security it is more effective not just to detect and identify
the sources of network attacks, but also to prevent them, to avoid pos-
sible negative effects.

In existing transport systems it is achieved by:

« terms and conditions of transportation services;

« transport network rules of operation;

« standards for vehicles and routes;

« introduction of administrative and criminal penalties for violation
of these rules and regulations.

In the information network the function of such rules and regula-
tions is exercised by various ISOs, RFCs and users connection rules.
However, neither RFCs or ISOs have legal force (unless they are du-
plicated by a national standard — for the Russian Federation it is
GOST). l.e. they are «de facto» standards and regulations, which are
used according to an established practice. At that, as noted above, both
users and service providers fall under the jurisdiction of the host coun-
try with regard to property relations, contractual obligations, financial
and tax reporting, and so on. But the substance of their information
transfer activities on the transport and network layers is virtually un-
checked.

As of today, this activity is controlled only by the Internet commu-
nity, telecommunication services market and regulatory organizations.
I.e. the current practice does not provide for control by the country
in which jurisdiction a part of the network and its equipment is lo-
cated. This being said, many regulatory functions are controlled by a
single country which at the time created the Internet. For example,
ICANN distributes address space and domain names and carries out
maintenance of DNS-servers worldwide (this can be considered as the
issuance of passports to all inhabitants of the Earth only by US im-
migration services).

But because the State should be responsible for the criminal acts
perpetrated from its territory [9], it should be able to prevent or termi-
nate such actions. With regard to existing transport systems, the States,
as a rule, are able to regulate and control communication lines, ena-
bling equipment and their operators, and to filter traffic at the borders
(customs, passport control, anti-terrorism control, veterinary control,
etc.). With regard to the global network, such practice has not been
developed yet.

If we sum up the above-mentioned aspects of the network, operat-
ing history of different transport systems (and partly of communication

138



systems) and the proposals for technical implementation of a number
of new functions and features, there is an evident need to:
« formulate in accordance with the national legislation of the following
requirements, which provide for increased reliability and security of the
information transport network:

¢ certification of CII hardware and software;

o expansion of the registration systems to CII;

o CII backup;

¢ network performance monitoring;

¢ elimination of anonymity;
« facilitate control by the State of the current operation of the net-
work located in its territory;
« prepare back-up technical, information and organizational struc-
tures in order to maintain efficiency, monitoring and network manage-
ment;
« establish international bodies for certification, regulations manage-
ment, technical requirements systematization and investigation of net-
work incidents;
« establish international agreements that define not only general rules
and regulations, but also harmonize national legislation and rules of
interaction between governments and the existing international orga-
nizations;
« establish agreements on cross-border traffic exchange, which pro-
vide for the more adaptive control over it than the existing protocols
(BGP).
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Tomac Jlamanayckac, [lecnounna Capeiigaku,
IIpeetam Manyp

Mexcdynapooubiii coro3 31eKmpocessu

3amuTa KpUTHYECKH BAXKHON MHPPACTPYKTYPbI:
MHOT'OYPOBHEBbII MOAX0/

A. Beenenne

3a nocienHee necsatuiaeTue MHTEpHET cTal HEOThEMJIEMOI YacThIo
KaxIol M3 CTOPOH Hallel XM3HU, U €ro 3HaYUMOCTh IPOIOJIKAeT
Bo3pacTaTh. B Hacrosammii MomeHT Gosee 40%' HaceneHust mupa
SABJISIOTCS  MoJib3oBaTensiMu  WMHTepHera. OObecrieueHUe IOCTYIOM
OCTaJIbHOI YacTW Mupa SIBASIeTCSl OJHOW M3 IaBHBIX Liejgeit MCD.
OaHako BaXkHO, YTOOBI 3Ta liejb Oblda JOCTUTHYTa cOaJlaHCUPOBAH-
HBIM 00pa3oM.

HecMoTps Ha 3HAYUTENIbHYIO T101b3Y, MHTEpHET Takke CTaHOBUT-
Csl ICTOYHUKOM CYIIIECTBEHHBIX pUCKOB. [1o Mepe pacimpeHus moma-
KJIIOUEHHOCTU M pOCTa Hallell 3aBUCUMOCTU OT MIHTepHeTa, KUOeprH-
LIMACHTBI CTAHOBATCSI 00Jiee YaCThIMM, M3OIIPEHHBIMU U OKa3bIBalOT
3HAUUTEIbHOC 9KOHOMMYECKOE UM CoLMalbHOe BozaeicTBue. bonee
TOr0, COBEpIIAIOIINE UX aKTOPhI I€MOHCTPUPYIOT BBICOKYIO aalTUB-
HOCTb IIpU 00XOne pa3Iu4HbIX Mep 3aluThl. B cBoeM mokmame 2013
roga 006 KOHOMUYECKUX IMOCAEACTBUSX KMOEPIPEeCTYITHOCTA KOMITa-
Husa McAfee mpuBena OILIEHKY, YTO BEPOSITHBIC €XETOMHBIE IOTEpPHU
J1I00aJbHON 3KOHOMMKHU OT KMOEpPHpPEeCTYITHOCTU COCTaBJISIIOT Oosiee
455 MwuMapaoB aoJiiapoB. PocT 3Toro sipieHusi Takxke MoKazaH B
psilie pa3IMYHbIX OTYETOB, MTOCBSIIEHHBIX OMMCAHUIO OOLIE KapTUHBI
m1obanpHOi Kubepyrpo3sl. Hampumep, otyeT 06 yrposax MHTEpHET-
6e3omacHocty 2015 xoprnopauu Symantec ykasan Ha 23% npupoct
KoJuyecTBa yTeuek AaHHbix B 2013—2014 rogax.

ITockoabky B OavxKaiiive rofbl 00Jibliiasl 4acTh pOCTa MCMOJIb30-
BaHus1 UKT Oynmet mpuxoauThcsl Ha pa3BUBAIOLLIMECS CTPaHbI, OXK1Ia-
€TCsl, YTO UX YSI3BUMOCTb K KUOEppUCKaM B OJIMKaMIIMe TOAbl TaKXKe
OKaXkeTcsl B LIEHTPE BHUMAaHMUSI.

'Cwm. my6mukaumio ITU’s ICT Facts and Figures, 2015 roma
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B. Kputndyecku Ba:kHble HH(PACTPYKTYpPbI B IIU(POBYIO 3MOXY

Kputnueckn BaxkHass MHGpaCTpyKTypa BKJIIOUYAEeT B ce0sI BCE CEK-
TOPbI, KOTOPbIE CUUTAIOTCS OCHOBOMOJIATalOIIUMU [JIsI COLMAIbHO-
5KOHOMMYECKOTo OJyiarornojyuyusi crtpaHbl. CekTopa KpUTUUYECKU
BaXXHOM MHGPACTPYKTYphl 3aBUCIT OT Takoi ¢usnmyeckoil MHpa-
CTPYKTYPBI KakK 3[aHUsI, JOPOTH, 3aBO/bI U TPYOOIIPOBOALI. DTU CEK-
TOpa TaKKe BO BCE OOJIbILEH CTEIeHN 3aBUCAT OT KMOEPIIPOCTPaHCTBA
U UHGOPMAILIMOHHBIX U KOMMYHUKAIMOHHBIX TexHonoruit (MKT),
KOTOPBIE JIEXKAT B €r0 OCHOBE, UTO B COBOKYITHOCTH B HACTOSIIIEE Bpe-
Ms KilaccuuuupyeTcsl Kak KpUTHMYECKM BakHass MHGbOpMalMOHHAS
uHdpactpyktypa. OHa obecrieunBaeT (pyHKIIMOHMPOBaHUE U yMpaB-
JIeHUEe KPUTUYECKU BaxKHBIMM CEKTOpaMHU M UX (PUIMYECKUMM aKTH-
Bamu. [loaToMy €€ ypoBeHb 0€30MaCHOCTH HMMEET IEePBOCTEIEHHOE
3HaYeHME I YKPeTUIeHUs HOBEepHsI, TaK KaK OTCYTCTBHE YBEPEHHO-
¢ty B ucnojb3oBaHuu MKT Moxer mMeniaTh MOBCEAHEBHOM XXU3HU, a
Takke KOMMEPUECKHMM OIEpaLusaM U paboTe MpaBUTEILCTBA.

Y4yuThIBasi CWJIbHYIO 3aBUCUMOCTb COBPEMEHHOM IPOMBIIIJICHHO-
ctu ot KT, KubGepMHUMAEHTHl 3aTparuBaloT IIMPOKUM CIIEKTP CeK-
TOPOB KPUTUYECKM BAXHOM MH(PPACTPYKTYPBI, 4 HAMOOJIBIIEMY PUCKY’
MOJABEPXKEHbI TOPHOAOOBIBAIOIIAS] TPOMBIIILIEHHOCTb, TOPTOBJIS, MPO-
M3BOACTBO, KOMMYHAJIbHBIEC YCIYTH U TOCYIApCTBEHHOE YIIpaBIcHUE.

C.MCOu mﬁepﬁesonacnocu4

MC3D gBasgercd crienmain3upoBaHHbBIM yupexkaeHuemM OOH 1o
BorpocaM MKT. Ero ucropus HacuuTbiBaeT 150 jeT ¥ oXBaTbIBaeT
Ha 9TOM IMPOMEXYTKE BPEMEHM LIMPOKUI CIIEKTp MHMOPMAIMOHHbIX
1 KOMMYHUKAIIMOHHBIX TEXHOJIOTHI. be30omacHOCTh TeleKOMMYHHKA-
LMA Bcerga OblIa OMHUM U3 KIIIOUEBBIX HAMpaBICHUM AEITEIbHOCTU
MCD, ogHako ¢ MOSIBJICHHEM U paclpocTpaHeHrueM UHGOpMaIMOH-
HBIX TEXHOJIOTU BO3HUKJIM HOBBIE PUCKH, JUISI KOTOPBIX MOTPeOOBaI-
cs 0oJsiee CKOOPAMHUPOBAHHBIN OTBET.

Ha BceMupHoii BcTpeue Ha BbICIIEM YpPOBHE 1O BompocaM UH(POP-
MauuoHHoro obiiectsa (BBYMO), cocrogsiueiics B 2003 u 2005 rony,
MCD 6bu1a MopydeHa poJib eAMHCTBEHHOTO UCIOJHUTEN myHKTa C5
rtaHa Meponpusatuiit BBYMO — «YkpenieHue noBepust 1 6€30I11acHO-
ctu ipu ucnosnb3oBannu UKT». B nponomkenue 310ii pabotsl MCD

2Cm. ITU National Cybersecurity Strategy Guide (2011)

3Cwu. Symantec Internet Security Threat Report, Volume 20, April 2015

“Hopast uHdopMalus o gesiteasHocTd MCD B 0671acT KMOep6e30IacHOCTH 10-
CTYITHA TI0 azpecy: Www.itu.int/cybersecurity

SCwM. XKenesckuii [Tnan peiicteuii (2003)
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paspabotan I'nobanbHylo mnporpammy KubepoezomacHoctu (I'TIK) B
2007 romy, KoTopasi IpeACTaBIsIeT COO0M MEXIYHAPOIHBIM MEXaHU3M
coTpyaHMYECTBa B objactu kubepoe3omacHoctu. I'TIK mocTtpoeHa Ha
IISTU CTPAaTerMIecKnX 00JacTIX paboThl (ITpaBOBBIE MEPBI, TeXHUYE-
CKHME W TIpOLIEAypHBIC Mephl, OpraHU3alMMOHHbIE CTPYKTYpHI, Hapa-
IIMBaHUE TOTEHIMAa, MEXIYHAPOIHOE COTPYIHUUECTBO), KOTOPHIC
o cux mop ormpenensior padory MCDH. T'ocymapctBa-uwiensr MCOHD
YCUJIWIU POJIb OpraHM3alluy, MPUHSB Psil Pe30IOLUIA, KacalolIuXcs
pa3paboTKH, a TaKKe CTaHIAPTU3AIlNK PabOTHI OPTaHM3AllUM, B YaCT-
HOCTH, MPU3HAB PUCKU, KOTOPHIM MOABEPXKEHA KPUTUYECKU BaKHAasI
UHGPaCcTpyKTypa.

1. Akryanbnbie Meponpusatus Otaena passutusas MCDO (ITU-D)

a. Ilpedocmasaenue pykosodsuux yxasauuii é pazpabomke HayuonanvHoii
cmpameauu no KubepbezonacHocmu

B cBs3u ¢ Bo3pacTaHMEM PUCKOB B KMOEPIPOCTPAHCTBE U B paM-
Kax cBoeil paboThl IO HapalllMBaHUIO MoTeHLuana, MCD paspabo-
Tajla PyKOBOJICTBO MO HAllMOHAJIbHBIM CTpaTerusiM KnoepbesonacHo-
CcTU, Tae OojblIoe BHUMAaHUE YAEJEHO BOIpocaM, KOTOpPbIE CTpaHbI
JIOJIKHBI YUUTHIBATh MPU pa3paboTKe WM MePecCMOTpe HAlIMOHATbHbBIX
cTpaTeruii B oosactu Kubepoe30IacHOCTH, OCOOEHHO 110 OTHOLIEHUIO
K 3allliTe KPUTUUECKU BaXXHON HALMOHAJbHON MH(PACTPYKTYpPHI.

ITockonbKy BO3MOXHOCTU TOCYAapCTB, MOTPEOHOCTU U YIPO3bI
pa3IMyHbI, CTpaHaM PEKOMEHAYETCS WCIOIb30BaTh HAalMOHAIbHbIE
LIEHHOCTU Y MHTEPEChl B KAUECTBE OCHOBDI JIJISI CBOUX CTpaTeruii. OTOT
rmoaxoa 000CHOBaH Te€M, UTO KYJIbTYpa U HallMOHAJIbHBIE UHTEPECHl Ya-
CTO BIMSIIOT Ha BOCIHPUSATUE PUCKA U OTHOCUTEIBHYIO YCHEIIHOCTb
3allUTHL OT Kubepyrpo3. Kpome Toro, crparerusi, ocHoBaHHas Ha Ha-
LIMOHATIbHBIX LIEHHOCTSIX, BEPOSITHO, MTOJIYYMT MOANEPKKY TAKUX 3aUH-
TePECOBAHHBIX CTOPOH, KaK OpraHbl IOCTMLIMM M YACTHBIA cekTop®.

PykoBoactBo MCD mno HallMOHAJIbHBIM CTpaTeTUsiM Kuodepode3o-
MACHOCTHU COAEPXKUT MPEIJIOXKEHUST TTI0 KOHKPETHBIM JIEMCTBUSIM, KO-
TOpPBIE TOKHBI OBITH TIPEANPUHSITEI CTPAaHAMM IS IPOTUBOACHCTBUS
0o01IMM KUOepyrpo3aM U 3allUThl KPUTUUYECKU BaxKHOU HallMOHAJIb-
HOI MHGPACTPYKTyphl. PYKOBOACTBO MCHONB3YET MATh CTOJMNOB I10-
banbHOll TporpamMmbl KubepbesonacHoctu (I'TIK) kak ormpaBHYIO
TOYKY, KOTOPYIO TOCYIapCTBa NOJXKHbBI YYUTHIBATb MPU MIPUHSITHUU CO-
OTBETCTBYIOLLIUX MEP.

®CMm. PykoBomctBo MCD 1o HAlMOHAJBHBIM CTPaTervsM KuOep6e30nacHOCTH
(2011)
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b. Co3z0aHue HAYUOHANbHBIX KOMAHO peazupo8anus Ha KOMNbIOMeEPHble
unyudenmst (CIRTS)

PocT u3oLIpeHHOCTH, YacTOThl M OMACHOCTU KMOepyrpo3 Tpebdyer
co3naHusl (opMaJibHbIX MEXaHU3MOB U OPraHM3alMOHHBIX CTPYKTYD
JUIST MOHUTOPUMHTA, TIPEAYIPEXISCHUSI U pearupoBaHMsl HAa UHIIUACH-
Thl. Kak ykazaHo B PykoBoactBe MCD 1mo HauMoHajlbHBIM CTpare-
rusiM Kubepbe3onacHocTu, HanmoHaabHbIe KOMaHIbl pearupoBaHUSI
Ha KOMIIbIOTEPHbIE MHLIMACHTHI SIBJISIIOTCS KJIOUEBBIMMU 2JIeMEHTaMU
HauunoHanbHbIX cTpaTernii Kubepbe30MacHOCTM M TepBOM JIMHUEN
000pOHBI TPOTUB JIIOOBIX MOTEHUMAIbHBIX YIrpo3, KOTOPbIE MOTYT
MPEeACTaBIsATh OMACHOCTb JUISI KPUTUUYECKM BaXXKHbIX MHMPACTPYKTYD
cTpaHbl. B 3amaunm HanuoHaabHBIX KOMaHI pearMpoBaHUS Ha KOM-
MbIOTEPHBbIE UHIUAESHTHI, CPEAU MTPOYETO, BXOIUT:

I. OxazaHue momuepXKu MpU pearupoBaHUU HA MHUIMICHTHI;

I1. OcyuiecTBieHre paHHETO MPEeayNpPeKAeHUs] U OMOBEIICHUS;

III. KoopanuHauuys CBA3M U COACUMCTBUE OOMEHY MH(OpMauei
MEXIy 3aMHTePEeCOBaHHBIMU CTOPOHAMMU;

IV. Paszpabortka cTpaTeruii mo CMSIr4eHUIO ITOCJICICTBUIA U pearu-
POBaHUIO Y KOOPAMHAIIMS pearupoBaHMs Ha TPOMCIIESCTBUS;

V. O0MeH JaHHBIMM U MHMopMaumeil 00 MHIIUIEHTE M COOTBET-
CTBYIOIIUX OTBETHBIX NEHCTBUSIX;

VI. Ily6aukanus mepeaoBOro OIbiTa pearipoBaHUs HA MHIIAICH-
Thl ¥ COBETOB MO MPOMUIAKTUKE;

VII. KoopauHauus MeXIyHapOZHOIO COTPYIHMYECTBA IO Kube-
PUHLIMACHTAM.

B Hacrosiiee BpeMst Bo BceM mupe cyiiectByeT 102 HamuoHanb-
Hble KOMaH/bl pearupoBaHMsl HA KOMITbIOTEpHbIe MHUMAEHTHI. MCH
B paMKax cBoeil nporpaMmmbl HallmoHalbHBIX KOMaH[ pearupoBaHuUs
Ha KOMITbIOTepHbIE MHLIMIECHTHI paboTaeT Hall TeM, YTOObI 3allOJIHUTh
ocTaBllIMecsl MpoOesibl, 1 OKa3blBaeT MOMOIIb TocyaapcTBaM-4ieHam
B TPM 3Tamna:

I. PaccMmotrpenue: OlieHKa rOTOBHOCTU CTpaH K co3aaHuto Haru-
OHAJIBHBIX KOMaHI pearupoBaHMs Ha KOMITbIOTEPHBIC MHIIUACHTHI,

I1. Peanuzanus: OkazaHue MOMOLIM CTpaHaM B BOIpocax IJIaHM-
pOBaHMs1, BBOJIA B AEMCTBUE U 3KCIUTyaTaliuu HalimoHaIbHBIX KOMaH/I
pearupoBaHUsl HA KOMIIBIOTEPHBIE MHUMAEHTHI, 4 TAKXE IMOBBILLICHUE
KOMMETEHTHOCTU IO 3KCILIyaTallMOHHBIM U TEXHUYECKHUM aclleKTaMm;

III. Kubepyuyenus: OpraHuzauusl MpakKTUYECKMX KuOepyIpaxHe-
HUII B Pas3JUYHbBIX PErMOHAax IJis NMPUBEIECHUSI B TOTOBHOCTh BHOBb
co3naHHbIX HallMoHanbHBIX KOMaH/ pearMpoBaHUsI Ha KOMITbIOTEp-
Hble MHILIUAECHTHI, TTOBBILLIEHUST YPOBHS UX OIbITa U Pa3BUTHUS B3aIMO-
JIEUCTBUSI MEXIY HUMM.
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Ha ceropnstiiauii geHp (uioHb 2015 1.) MCD 3aBepllini OLEHKY
67 cTpaH W TIPOIOJIKAeT pacCMOTpeHMe emlé nByX. HarmoHambpHBIE
KOMaHIbl pearupoBaHMsI Ha KOMITbIOTEPHbIC MHLMIECHTHI ObLIM BBE-
JleHbl B aeiicTBue B 11 cTpaHax, U B YeTbIpeX CTpaHax 3TOT MPOLecC
npoaoskaeTcss. MCH Takke opraHuzoBai 11 kubepynpaxHeHU#, B
KOTOpBIX NpUHsI0 ydactue Oosiee yem 100 rocymapctB. ExxeromHo
IUTAHUPYETCS TIpOBeieHe OOJBIIEro Yrciaa KHOepyIIpaskHeHWIA.

c. Pazsumue Ku6ep6e30nacnocmu 6 HauMeHee pa3eumolx CmpaHax

ITo Mepe Toro Kak He MOAKJIIOYEHHbIE paHee YaCTU MUPa BBIXOIST
B CETh, HEM30EXKHBIM CTAHOBUTCS BO3IEUCTBME HA HUX KUOCPPHUCKOB,
TakXke BO3pacTaeT PUCK, YTO OHU CTaHYT MCTOYHMKOM KubepaTak.
TeM He MeHee, B TO X€ BpeMsI OHM HAaXOMSTCS B BHITOTHOM ITOJIO-
JKEHUHU, TIOCKOJIBKY UMEIOT BO3MOXHOCTbh YUUTBCS y 00Jiee OMBITHBIX
CTpaH W BOOPYXUTBHCSI HEOOXOOWMBIMM WHCTPYMEHTAMHM Ha paHHei
CTaIMN.

I[Tpoekt MC3BD «YkperieHue KubepOE30MacHOCTM B HaUMeEHee
Pa3BUTHIX TOCYIAPCTBaX» HAIpaBjeH Ha OKa3aHHWE TTOMOIIN HanMeHee
pPa3BUTBIM CTpaHaM B PaCUIMPEHUM HUX BO3MOXKHOCTEH, MOTEHIIMA-
JIa, TOTOBHOCTHM, YMECHMIA M 3HAHWN B o0OyacTu KnOepOe30macHOCTH.
ITomMyMoO HapalMBaHUS YE€JIOBEYECKOTrO IMOTEHIIMAsa, MPOEKT TaKkKe
HampaBjeH Ha oOeclieyeHUe HauMeHee Pa3BUTBHIX IOCydapcTB HE00-
XOIUMBIMM 0a30BBIMU TEXHOJIOTHSIMHU U CBSI3aHHBIMU C HUMU MHCTPY-
MEHTaMU I OKa3aHUs TOMOIIM B MPOBEACHUU MEPOIPUSITUH IO
obecreyeHuno 0e30MacHOCTU MX KMOEepIpOCTPaHCTBA.

ITpoekT, KOTOPHBII BKIIOYAET B cebst B OOIIEH cioXHOCTH 49 cTpaH,
Ha cerogHsIIIHUK AeHb (MioHb 2015r.) ObLT peasu3oBaH B YEThIpeEX
CcTpaHax, ¥ HAXOMWUTCS Ha pa3HBIX ATanax IJIaHUPOBAHUS/peann3alini
B ele 15 crpaHax.

d. Tnobanvubiii undexc kubepbeszonactocmu (GCI)

IIpoGensl B obecrieueHUMM HaALMOHAJIbHONW KKUOEpOEe30IIacCHOCTU
BBI3BIBAIOT CUJIbHBIE PUCKU JIJIT OCHOBHBIX KOMITOHEHTOB XXW3HEHHO
BaXKHBIX CeTeil CHaOXeHMs rocyaapcTBa (Bol0- U 3JeKTpOCHAOXeHUeE,
TeJeKOMMYHUKALMU, OAHKOBCKUI CEKTOp W T.A.) U, CIeI0BaTeIbHO,
I COLMaIbHO-3KOHOMMYECKON crabuyibHocTU. Kpome Toro, cia-
00CTh MEXaHU3MOB pearupoBaHUsI Ha KUOEPYrpo3bl B OJHOM CTpaHe
¢aKTUUYEeCKU MOXET ObITh MCITOJIb30BaHa 3JO0HAMEPEHHBIMU aKTOpaMU
JUUISL OCYIIIECTBICHUS HalaleHU Ha Apyrue TocyaapcTna.

MCD3 ocymecTsiseT poekT «[J1odabHbIN MHAESKC Kbepbde3omnac-
HocTu» (GCI) 4yTOoOBI OMNpeaeuTh YpOBEHb aKTUBHOCTU TOCYIapCTB B
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obecrnieueHUM KHOepOe30MacHOCTU Ha ISITM OCHOBHBIX HarpaBJIeHU-
sx T'yobanbHOI MporpaMmbl KMOepOE30MacHOCTH: MPaBOBBIX Mepax,
TEXHUYECKUX W TMPOLIEAYPHBIX MepaxX, CO3JaHMM OpPraHM3allMOHHBIX
CTPYKTYp, HapallMBaHWM TOTEHIIMAa, MEXIyHAapOIHOM COTPYIHU-
YECTBE.

DTa MHUIIMATMBA B 1IEJIOM HallpaBjieHa Ha TMOMOUIb CTpaHaM B
omnpeneseHUM o0JacTeil pa3BUTUSI KUOEpOE30MacHOCTHU, a TakKXkKe
Ha MOTHUBALMIO ACUCTBUI IS YJIYYILICHUS CBOErO PeUTUHra — TEM
CaMBIM TIOMOTasl TIOBBEICUTH OOIIMI ypOBEeHb KMOepOE30IMacHOCTH B
mupe. Ha ocHoBe coOpaHHOM B paMKax IIporpaMMbl MH(OpMaLnuu
JEMOHCTPUPYETCS NEATEIbHOCTh OMHUX TOCYIapCTB, TaK UYTO ApPYyTue
CTpaHBl MOTYT BHEIPHUTL OTAENIBHBIC ACIEKTHl 3TUX IPAKTUK, ITOJI-
XOISIIME WX HalMoHajbHOU cpene. Llenblo aToll pabGOTHI SIBJSETCS
TapMOHM3AIINS MIPAKTUK W Pa3BUTHE TIIOOATBHON KyJIbTYyphl KOepoe-
30MaCHOCTH.

PesynbraThl I'obanbHOro nHaekca kubepoesonacHoctu 2014 roga
ObLIM OIyOJIMKOBAaHBI BMECTe C psaoM mpoduieil «Kubepobiaro-
TMOJIYYMsl»’, KOTOPbIE ABJISAIOTCHA pealbHbIM (PAKTUYECKUM OTOOpaXke-
HUEM Mep, TIPEATIPUHSITHIX WM TUIAHUPYEMBIX Ha YPOBHE TOCYIAapCTB
JUIST TIOBBILIEHUST KMOepOe30MacHOCTU. DTO YIpaKHEHUE IPU3BaHO
MOMOYb TOCyAapcTBaM Jyyllle OLEHUTh WX COCTOSIHUE KuOepOe3o-
MMaCHOCTU M JaThb UM BO3MOXHOCTb YYWUTHCS Yy APYTHUX TOCYIApCTB.
PazpabaTsiBaemMasi B HacTosiliee BpeMsi ouepedHass urepauust [o-
0ajpHOTO MHAEKCa KubepOe30rmacHOCTH OyAeT oXBaTbiBaTh OOJiblliee
KOJIMYECTBO MapTHEPOB, UMETh 0oJiee IMPOKUI pa3Max M BKJIIOUYATh
B ce0s 00JIblIee YMCI0 KOHCYIbTALUMIA CO BCEMU 3aUHTEPECOBAHHBIMU
CTOPOHAMMU.

2. AKtyajabHbie MeponpusaTaa Otaena ctanmaprusamm MCDHD
(ITU-T)

Otaen crangaptuzauuuy MCD cnocoOCTByeT pa3BUTHUIO KPUTH-
YeCKM BaXKHBIX CTAHIAPTOB, KOTOpHIE ITO3BOJISIOT CO3daBaTh OoJiee
6e3omacHble U HagexkHble MKT-ycTpoiicTBa. 17-g ncciaenoBaTeabcKas
rpyIrma mo 6e30macHOCTA COJAEUCTBYeT MHTEHCUBHOI paboTe 1Mo Tex-
HUYECKOW CTaHIApTU3allMU B MPOMBIIUIEHHOCTH, CPeIU MPaBUTEIIb-
CTBEHHBIX aIMWHUCTPAIN, HAYIYHBIX W HAYIHO-HUCCICI0OBATEIIHCKIX
YUPEXIEHUN, a TaKXKe OPYIMX CYOBEKTOB, TAKMX KaK MapTHEPCKUE
OpTaHM3alK pa3paboTKN CTaHAapTOB, (GOPYMBI M KOHCOPLIMYMEL.
DTO cO3MaéT yCIOBUS TSI JOCTIDKEHUS MEXKIyHAPOIHOTO KOHCEHCyca
B OTHOLIEHUM PA3JIUYHbIX CTAHAAPTOB KUOEPOE30MaCHOCTH.

7Cwm. caitr MCD: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCl.aspx
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17-a uccnemoBaTenbckast rpynna Otmena craHmaptuzauuu MCH
BhIITycTIIIa Oosiee 330 peKoMeHaaluii, MHOTHE U3 KOTOPBIX CBSI3aHbI C
KnbepbesomacHocThio. Ha moBecTKe JHS cTaHAAapTU3alMK B 00JIaCTU
KOepOe30IMacCHOCTH CTOSIT CHIEAYIOIIE TEeMbI: KMOEpOEe30ITacHOCTb,
0e30ImacHOCTh 00JIAYHBIX BHIYMCICHUM, OHJIaiiH-aHAIMTHKA, Oe30I1ac-
HocTb MHTepHeTa Belleil, 0e30MacHOCTb UHTEJJIEKTYaTbHBIX CUCTEM
DHEProcHa0XeHUsl, 06e30MacHOCTh MPOTrPaMMHO-KOH(MUTYPUPYEMBbIX
ceTeil, 0€30MaCHOCTh COTOBOM CBSI3U, OE30MACHOCTb MHTEJICKTYalb-
HBIX TPAHCHOPTHBIX CUCTEM, TEXHUUECKME Mephl GOPHOBI CO CIIaMOM,
yIpaBJIeHUE UACHTU(MUKAIMEN TToJIb30BaTelei, KOH(PUAEHIIMATBHOCTD
1 6e30MacHOCTb JUYHON MHGpOpMalu, MHPPACTPYKTypa cepTUudu-
KallMM OTKPHITHIX KJIIOUeil, apXUTeKTypa 0e30IMacHOCTH, YIIpaBJIeHUE
MHGOPMAILIMOHHON 6e30IMacHOCThIO, TeJIeOMOMETPUKA, 3alllUIleHHAS
9JICKTPOHHAs TI0YTa, U 6€30MaCHOCTh MPUIOXEHUA.

3. [1apTHepCTBO U COTPYIHUYECTBO

ITpvHUMas BO BHUMaHuWE TO, YTO MHOTOTPAHHbIN XapakTep Kuobe-
paTtak TpeOyeT CIlelMajbHbIX 3HAHUN M NEHCTBUIA HAa pa3HBIX YPOB-
HsX (KaK BUPTYaJbHBIX, TaK U (DU3MUECKUX), CTAHOBUTCS SICHO, YTO
K1Oep0Oe30MmacHOCTh He MOXET 00eCneurMBaThbCs YCWIMSIMU TOJIBKO
ongHoro aktopa. B arom otHomeHuun MCHD TeCHO COTpyIHMYAET C
PSIIOM IPYTUX MEXIPaBUTEIbCTBEHHBIX OpraHU3aldii, YaCTHBIX KOM-
MaHU U HAyYHBIX COODIIIECTB, YTOOBI 00ECHEYUTh SKCIIEPTHYIO MO/ -
JIEpPXKKY CBOMM CTpaHaM-4Ie€HaM II0 BOIIlpocaM KuOepOe30macHOCTH.
HekoTtopsie mpuMepsl BKJIIOYAIOT B ce0s:

a. Inobanvhublil hopym sKcnepmuoeo nomenyuasa no Kubepeonpocam
(GFCE)

Bo Bpems I'mobanbHOIT KOH(pEpeHIIUN MO KUOEPIIPOCTPAHCTBY, CO-
crosBiueiica B 'aare, Hunepmanmax 16—17 amnpens 2015 roga, Obur
co3naH ['nmobGanbHBII (OPYM SKCIEPTHOTO MOTEHLMANa M0 KUOEepBO-
mpocaM. DToT GopyM BKItouaeT 42 yupeautensi, B ToM uucie MC3D.
Bcero B pamkax popyma ObUIO OpraHM30BaHO 15 MHUIIMATUB COTPYII-
Hu4yecTBa, 1 MCD, Hapsany ¢ Hunepnangamu, Opranusaiueil amepu-
kaHckux rocynapctB (OAI') u Microsoft, sBiasieTcsl CO-MHULIMATOPOM
«MHMIIMaTUBEl pa3BUTHUS TPYMIl pearupoBaHMS HAa WHIIMACHTHI, CBSI-
3aHHbIE C KOMIIbIOTEPHOI 0e30macHOCThIO». 1lebio 3TOil MHULIMATU -
BBl SBJISIETCS MpeAocTaBieHue uyieHam [obanbHoro dopyma miat-
¢GopMBI IJISI TOMOILU B Pa3BUTUM HOBBIX M CYILECTBYIOIIMX KOMAaHI
pearupoBaHusI HAa UHLIMAEHTbI KOMITbIOTEPHOI 6€30MMacHOCTH.
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b. Pacnpocmparnenue dokaados o kubepyeposzax cpedu uasenos MCH

B cooTBercTBMU CO CBO€ii JaBHEH Tpaaulueil IocydapCTBEHHO-
yacTHOTo mapTHepcTtBa, MCHD corpymHuuyaer ¢ Symantec u Trend
Micro B TmpeaocTaBlieHUU PEryIsIpHbIX TOKJIaA0B O KuOepyrposax
CBOMM TOCYIapCTBaM-WieHaM, ITOBBIIIAsi OCBEIOMJICHHOCTh O TEKY-
IIIeM COCTOSTHUY KMOepOe30ITacHOCTH U TaKUM 00pa3oM MO3BOJISIS TO-
cydapcTBaM IIPUHATH HamIeKale Mephl.

c. Mexanuzmur compyonuuecmea OOH

B nosiope 2013 roma KoopamHaUMOHHBIM COBETOM PYKOBOAUTE-
et cucrembl OOH Obuto omo6peHo co3manHme B Maciuradax OOH
0O0IIMX TIPUHIIMIIOB MO KUOEepOEe30MmacHOCTU UM KMOEPIpPEeCTyMHOCTH.
Onu pazpabarsiBanachk 35 yupexaeHusmu u opranamu OOH B teue-
Hue Tpex Jier, a MCO u Ynpasiaenue Opranuzauuu OObeIMHEHHbBIX
Hauwmii mo HapkorukaM u mnpectynHocty (YHIT OOH) ocymiectBis-
JIU KOOpAMHALUIO YyCUIui. MTOroBblii HOKYMEHT Mpu3BaH obecre-
YUTh MPOABUHYTYIO KOOpAMHALIMIO Mexay mnonpasaeneHusiMu OOH,
KOTOpHIE TIPEIOCTABIISTIOT OTBETHI Ha 3aIlpOChl TOCYIapCTB-WICHOB B
o0siacT KubepOe30MacHOCTU U KUOEePIPECTYIMTHOCTU B COOTBETCTBUU
CO CBOMMM POJISIMU U TTIOJTHOMOYMSIMU.

ITo mpocwbe I'eHepanbHoro cexkperapst Opranuszamuu OObeau-
HeHHbIX Hanwmii r-na Ilan I'm MyHa, u onupasicb Ha 0O4OOpPEHHbIE B
Macirabax OOH o6mme nmpuHIMNIBE KNOepOE30IIacCHOCT M KMoep-
npectynHoctd, B 2014 romy, B COTPYZHMYECTBE CO BCEH CHCTEMOM
yupexaeHuit OOH, Obu1 chopMyaupoBaH BHYTPUCUCTEMHBIN TU1aH
OOH no xoopauHaLMK BOIIPOCOB KMOEpOe30MacHOCTU U KMOepIIpe-
CTYITHOCTU. DTOT IJIaH MpeaHa3HaueH MJIs HallpaBJIeHUs OesTebHO-
¢ty cucteMbl yupexaeHuit OOH 1no BHyTpeHHel KoopauHaLWKu B 00-
JIaCTA KnMOepOe30MacHOCTH M KMOEPIIPECTYITHOCTH.

d. 3akaouenue — He0OX00UMOCIMb MHO20YPOBHE8020 N00X00A

Hnst mocTkeHus: 3(p(peKTUBHOrO YpoBHS KuOepOe30macHOCTU BO
BCEM MMpe HEeoOXOAMMO MCIIOIb30BaTh MHOTOYPOBHEBBI OTBET Ha
KHOEpIIpOOIeMBIL.

DTO 03HayaeT, YTO Ha YPOBHE IOCYIAPCTB NEATEJbHOCTh AOJKHA
OBbITh HaMpaBjieHa Ha pa3paboTKy U peanusaluio 3¢hGEeKTUBHBIX Ha-
LIMOHAJIBHBIX CTpaTeruii, MOJUTUKU W 3aKOHOJATEIbCTBA, Pa3BUTHUE
HeoOXOMMMBIX BO3MOXHOCTEM pearipoBaHM, a TaKXKe HapallliBaHUe
MOTeHIMaaa 1 pa3BuTue obOydeHUus1. OgHAKO TaKue MeEpPhI JOJIKHBI
OBITb TOIOJTHEHbI TApMOHM3aIIMeElN 3aKOHOAATeIbCTBA U YUETOM Tepe-
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JTOBOTO OMbITa Ha PETMOHAJBHOM YPOBHE, a TakxKe MEXIYHAPOIHBIMU
MeXaHU3MaMU COTPYAHUYECTBA U 0OMeHa MH(bOPMaLIUEN.

MCD cTpeMuUTcsi IpeloCcTaBUTh BCIO HEOOXOAMMYIO rocydapcTBam
MOMOUIb JJISI JOCTHXKEHUSI TapMOHU3UWPOBAaHHOW U 3(deKTUuBHOMU
cpeapl Kubepbe30macHOCTU, KOTopasi AOJKHBIM 00pa3oM MpPOTUBO-
nIelicTBoBaja OBl pUCKaM, CBsS3aHHBIM ¢ ucnojb3oBaHuem WKT, u
nanga Obl HAlMOHAJIbHBIM 3KOHOMMKAM BO3MOXKHOCTb Pa3BUBATLCS B
OTCYTCTBUM, HACKOJIBKO 3TO BO3MOXHO, IMOCTOSIHHOM YIpo3bl, UCXO-
IIIeil oT KuoepIipooJieMm.



Tomas Lamanauskas, Despoina Sareidaki,
Preetam Maloor

International Telecommunication Union

Protecting Critical Infrastructure: A multi-layered approach

A. Introduction

Over the last decade, the Internet has gradually become an inte-
gral part of every aspect of our lives and it continues to increase in
importance. At the moment, Internet users constitute over 40%' of
the world’s population. Bringing the rest of the world online is one of
ITU’s primary commitments. However, it is important for this to be
achieved in a sustainable manner.

Despite its enormous benefits, the Internet also brings significant
risks. As connectivity is expanding and we grow to be more reliant on
the Internet, cyber-incidents are becoming more frequent, complex
and with significant economic and social impact. Furthermore, their
actors demonstrate strong adaptability in bypassing the different protec-
tion measures. In its Report on Economic Impact of Cybercrime 2013,
McAfee estimated that the likely annual cost to the global economy
from cybercrime is more than $455 billion. The growth of the phenom-
enon is further demonstrated in a number of different reports aiming
to capture the global cyber-threat landscape. For example Symantec’s
Internet Security Threat Report 2015 identified a 23% increase in data
breaches from 2013 to 2014.

As most of the growth in the adoption of ICTs in the coming years
will come from developing countries, their vulnerability to cyber-risks
is also expected to come into a particular focus in the years to come.

B. Critical infrastructure in the digital era

Critical infrastructure comprises all sectors that are considered fun-
damental for the socio-economic well-being of a country. Critical in-
frastructure sectors rely on physical infrastructure such as buildings,
roads, plants and pipes. Increasingly, these sectors also rely on cyber-
space and the information and communication technologies (ICTs)
that enable it, which is being classified as the critical information in-
frastructure (CII). The CII enables operation and control of the critical

'See ITU’s ICT Facts and Figures, 2015 Edition
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sectors and their physical assets. Therefore its security level is essential
for building trust, as lack of confidence in the use of ICTs could hinder
daily life as well as commercial and governmental operations?.

Given the strong dependence of today’s industry on ICTs, cyber-
incidents have been affecting a broad range of critical infrastructure
sectors, with mining, wholesale, manufacturing, utilities and public
administration demonstrating the highest cyber-risk rates’.

C. ITU and Cybersecurity*

ITU is the United Nations’ specialized agency for ICTs with a
history of 150 years covering a broad range of communication and
information technologies along the way. The security of telecommuni-
cations has always been one of the key activities of the ITU, however
with the emergence and proliferation of information technologies, new
risks arose that needed a more coordinated response.

At the World Summit on the Information Society (WSIS) held in
2003 and 2005, ITU was entrusted the role of the sole facilitator for
WSIS Action Line C5 on “Building confidence and security in the use
of ICTs”>. As a follow-up, ITU developed the Global Cybersecurity
Agenda (GCA) in 2007, which is an international framework for coop-
eration in the area of cybersecurity. The GCA is built upon five stra-
tegic work areas (Legal Measures, Technical & Procedural Measures,
Organizational Structures, Capacity Building, International Coopera-
tion) that shape ITU’s work until today. ITU Member States further
reinforced ITU’s role by adopting a number of resolutions pertaining to
the development, as well as standardization work of the organization,
specifically recognizing the risks imposed on critical infrastructure.

1. Relevant activities of the ITU Development Sector (ITU-D)

a. Providing guidance in the development of National Cybersecurity Strategies

In view of the growing risks in cyberspace and as part of its capacity
building work ITU developed a National Cybersecurity Strategy Guide,
focusing on the issues that countries should consider when elaborating
or reviewing national cybersecurity strategies, especially with regard to
the protection of critical national infrastructure.

2See the ITU National Cybersecurity Strategy Guide (2011)

3See Symantec Internet Security Threat Report, Volume 20, April 2015

4For updated information on ITU’s cybersecurity activities visit the ITU website:
www.itu.int/cybersecurity

>See Geneva Plan of Action (2003)
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As national capabilities, needs and threats vary, countries are rec-
ommended to use national values and interests as a basis for their
strategies. The rationale behind this approach is that culture and na-
tional interests often influence the perception of risk and the relative
success of defences against cyber-threats. In addition, a strategy rooted
in national values is likely to gain support of stakeholders such as the
judiciary and private sector®.

The ITU National Cybersecurity Strategy Guide provides sugges-
tions on specific actions to be undertaken by countries, in order to ad-
dress general cyber-threats and protect critical national infrastructure.
The Guide uses the five pillars of the Global Cybersecurity Agenda
(GCA) as a starting point for governments to consider when taking
appropriate measures.

b. Establishment of National Computer Incident Response Teams (CIRTS)

The growing sophistication, frequency and gravity of cyber-threats
require formal frameworks and organizational structures for monitor-
ing, warning and incident response. As explained in the ITU’s National
Cybersecurity Strategy Guide, CIRTs are key elements in a country’s
National Cybersecurity Strategy and the first line of defence against
any potential threats that could present a hazard to a country’s critical
infrastructures. The role of a CIRT includes inter alia:

i. Provision of incident response support;

ii. Dissemination of early warnings and alerts;

iii. Facilitation of communications and information sharing among
stakeholders;

iv. Development of mitigation and response strategies and coordi-
nating incident response;

v. Data and information sharing about the incident and respective
responses;

vi. Publication of best practices in incident response and prevention
advice;

vii.Coordination of international cooperation on cyber-incidents.

Currently there are 102 national CIRTs worldwide. ITU has been
working to fill the remaining gaps through its National CIRT programme,
which provides assistance to its Member States in three stages:

i. Assessment: Evaluation of the preparedness of countries for
the establishment of National Computer Incident Response Teams
(CIRTs);

%See the ITU National Cybersecurity Strategy Guide (2011)
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ii. Implementation: Assistance to countries with the planning, im-
plementation, and operation of a CIRT, as well as capacity building on
the operational and technical details;

iii. Cyber-drills: Organization of hands-on cyber-exercises in dif-
ferent regions in order to bring newly-established CIRTs up to speed,
enhance their maturity and promote CIRT-to-CIRT cooperation.

To date (June 2015), ITU has completed assessments in 67 coun-
tries and two are still ongoing. CIRT implementations have been car-
ried out in 11 countries, while they are still in progress in 4 countries.
ITU has also organized 11 cyber-exercises, involving more than 100
countries, and more are planned every year.

c. Enhancing Cybersecurity in Least Developed Countries

As unconnected parts of the world go online, their exposure to cy-
ber-risks becomes inevitable, together with the increased risk for them
to become a source of cyber-attacks. However, at the same time they
find themselves in an advantageous position as they have the oppor-
tunity to learn from more experienced countries and equip themselves
with the necessary tools at an early stage.

ITU’s project on “Enhancing Cybersecurity in Least Developed
Countries (LDCs)” focuses on assisting LDCs to enhance their capa-
bilities, capacity, readiness, skills and knowledge in the area of cyber-
security. Apart from human capacity building, the project is also geared
towards providing the appropriate enabling technologies and related
tools to assist LDCs in carrying out activities with regard to securing
their cyberspace.

The project, which involves a total of 49 countries, has to date
(June 2015) been implemented in four countries, and is at different
stages of planning/implementation in 15 more countries.

d. The Global Cybersecurity Index (GCI)

Gaps in national cybersecurity efforts imply strong risks for crucial
components of the country’s vital supply networks (water, electricity,
telecommunications, banking etc) and thus social and economic sta-
bility. Furthermore a country’s weak response mechanisms to cyber-
threats can actually be exploited by threat actors in order to launch
attacks against further countries.

ITU is leading the Global Cybersecurity Index (GCI) project to
measure the commitment of countries to cybersecurity in the five main
areas of the Global Cybersecurity Agenda: legal, technical, organiza-
tional, capacity building, and national and international cooperation.

153



The overall aim of the GCI initiative is to help countries identify
areas for improvement in the field of cybersecurity, as well as moti-
vate them to take action to improve their ranking, thus helping raise
the overall level of cybersecurity worldwide. Through the collected
information, the GCI initiative illustrates the practices of others, so
that countries can implement selected aspects suitable to their national
environment, with the objective to harmonize practices and foster a
global culture of cybersecurity.

The 2014 GCI results have been published together with a collec-
tion of Cyberwellness profiles’, which are living and factual representa-
tions of measures undertaken or planned at country level to enhance
cybersecurity. The purpose of this exercise is to enable countries to
better assess their cybersecurity readiness and learn from their peers.
The next iteration of the GCI is currently being elaborated and will
encompass more partners, a wider scope and more consultations with
all stakeholders.

2. Relevant activities of the ITU Standardization Sector (ITU-T)

ITU’s standardization sector contributes to the development of crit-
ical standards that enable the creation of more secure and robust ICT
devices. ITU-T Study Group 17 on Security facilitates intensive work
on technical standardization among industry, government administra-
tions, academia and research establishments, as well as other entities,
such as partner Standard Development Organizations (SDOs), Forums
and Consortia. This enables building international consensus on the
various cybersecurity standards.

ITU-T Study Group 17 has produced over 330 Recommendations,
many of which are related to cybersecurity. Topics on the cybersecurity
standardization agenda have included: cybersecurity, cloud comput-
ing security, online analytics, Internet-of-Things security, smart-grid
security, software-defined networking security, mobile security, Intel-
ligent Transportation System security, anti-spam technical measures,
identity management, privacy/PII, public-key infrastructure, security
architecture, information security management, telebiometrics, secure
e-mail, and application security.

3. Partnerships and Cooperation

Bearing in mind that the multifaceted nature of cyber-attacks re-
quires specialized knowledge and action at different levels (both virtual

7See ITU Website: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCl.aspx
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and physical), it is clear that cybersecurity cannot be achieved through
the efforts of one actor alone. In this respect, ITU has been collabo-
rating closely with a number of other intergovernmental organizations,
private companies and academia to provide expert assistance to its
Membership with regard to cybersecurity. Some examples include:

a. Global Forum on Cyber Expertise (GFCE)

During the Global Conference on Cyberspace (GCCS) held in
The Hague, Netherlands on 16—17 April 2015, the Global Forum
on Cyber Expertise (GFCE) was launched. This forum comprises 42
Founding Members, including ITU. Some 15 cooperation initiatives
were launched within the framework of the GFCE, with ITU being
the co-initiator of the “CSIRT Maturity Initiative”, along with the
Netherlands, Organization of American States (OAS) and Microsoft.
The objective of the Cyber Security CSIRT Maturity Initiative is to
provide a platform to GFCE members to help emerging and existing
Computer Security Incident Response Teams (CSIRTSs) to increase
their maturity level.

b. Dissemination of cyber-threat reports to the ITU Membership

In line with its long tradition of public-private partnership, ITU has
been collaborating with Symantec and Trend Micro on the provision
of regular cyber-threat reports to its Member States, thus enhancing
awareness on the current cybersecurity landscape and allowing coun-
tries to take proper measures.

c. UN-wide cooperation mechanisms

In November 2013, a UN-wide framework on Cybersecurity and
Cybercrime was endorsed by the United Nations Chief Executives
Board (CEB). This framework was developed by 35 UN agencies and
bodies over the course of three years, with ITU and the United Na-
tions Office on Drugs and Crime (UNODC) leading the coordination
of the effort. The document aims to facilitate enhanced coordination
among United Nations (UN) entities, in their response to concerns of
Member States regarding cybersecurity and cybercrime, based on their
respective roles and mandates.

Following a request by the United Nations Secretary-General, Mr.
Ban Ki-moon, and building on the endorsed UN-wide framework on
Cybersecurity and Cybercrime, a UN System Internal Coordination
Plan on Cybersecurity and Cybercrime was formulated with the contri-
bution of the entire UN System in 2014. This plan is designed to guide
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internal coordination activities of the UN system organizations in the
area of cybersecurity and cybercrime.

d. Conclusion — Need for a Multi-layered approach

In order for the world to achieve an effective level of cybersecurity,
it is necessary to apply a multi-layered response to cyber-challenges.

This translates into a focus of action at the country level through
the elaboration and implementation of effective national strategies,
policies and legislation, development of the necessary response capa-
bilities, as well as country-level capacity building and training. Such
measures, however, need to be complemented by the harmonization of
legislation and learning from best practices at the regional level, as well
as international cooperation frameworks and exchange of information
at the international level.

ITU is committed to provide all necessary assistance to countries
in order to achieve a harmonized and effective cybersecurity environ-
ment, which would properly manage the risks involved in the use of
ICTs and allow the national economies to grow, deprived, as much as
possible, of the constant threat of cyber-challenges.
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Canapo bosonbst, Maypuiino MapteuinHu

Llenmp mexncdyrnapoouoti 6ezonacnocmu Yuueepcumema Hucybpus (Mmanus)

Knayouno Kanuctu
Komnanus ASTER-TE (Hmaaus)

UKT-cucrembl aJis CIOXKHBIX UHGPACTPYKTYP:
OT TE€XHOJIOTHiA 0€30NMACHOCTH K pelIeHnsIM 0e30MACHOCTH

1. BBenenue

HenmaBHme TipuMepsl Y3BUMOCTE CBUAETEILCTBYIOT O TOM, UTO
Mozenb 6e3onacHoctu 10—15 neTHelt JaBHOCTU OOJbIlIE HE COOTBET-
CTBYET COBPEMEHHBIM BbI30BaM, BO3HUKIIIMM B pe3yjibTaTe MOBCEMECT-
Horo ucrojb3oBaHust MurepHeta B Kaxnoin MKT-cucteme. Dra mMo-
JleJIb ycTapesaa U He MacluTabupyeMa B YCJIOBMSIX CETOAHSIITHUX YIPO3
MKT-cucremam. ITo Mepe Toro, Kak ciiyxkaliye, HapTHEPbl U KIMEHThI
Hayvajii BeCTH JeJia yaajaeHHO yepe3 MHTepHeT, Moaeab 6e30I1acHOCTU
Ha OCHOBE 3alllMTHI TIepUMETpPa IBOJIOIMOHMPOBANIA B CHJIBHO pac-
MpeaesieHHyI0 Mojaelb. MHIycTprus 6e30IMacHOCTH TpeAcTaBUiia HO-
BBIC ¥ YJIyUIIEHHBIE PEIeHUS IS TTPOTUBOACHCTBUS KaXIO HOBOM
yrpo3e, TOSBISIONIEicS B 3TOM cleHapuu. Bce 3TU MHCTPYMEHTHI
JI00aBJISIIOT BpEMEHHYIO LIEHHOCTD K 0011l 6e30MacHOCTU Mpeanpusi-
THS, HO OHU, B CYIITHOCTH, SIBJISTIOTCSI MHINBUAYATbHBIMA PEIICHUSMU
0e30MacHOCTH, HaIpaBAECHHbIMU MPOTUB OTAEAbHBIX yrpo3. OHU He
SIBJISTIIOTCSI TIPOU3BOAHBIMU OT OOIIE PUCK-OPUEHTUPOBAHHON IPO-
rpaMMbl obecreyeHust 6€30MacHOCTU MPEANPUITHS, IOITOMY O0LIMe
yCWIMS, KaK MPaBUIO, HOCAT pparMeHTapHbIi xapakTep. Bo MHorux
cIyJasix OpraHu3alvsIM TPUXOIUTCS MMETh €0 C HEMOJHON WH-
dopmarreit, MOCKOJIbKY MMEIOIINICS MHCTPYMEHT 0€30MacHOCTH He
MOXKET OIPENeIUTh YTPO3y WIM OMACHOCTh KaK TaKOBYIO 0e3 Koppe-
JISIIAY C IPYTUMA MCTOYHUKAMU JaHHBIX. B OTBET Ha M3MEHSIIOLIUIACS
CHEKTpP yrpo3 OblIM pa3paboTaHbl pa3HOOOpPa3HbIE TEXHOJOTUU 6€30-
MaCHOCTHU, HO MpPU 3TOM HE XBaTaeT METOIOJOIMU, Ha OCHOBE KOTO-
pOIi CTPOUTCS aHaJIM3 KOHTEKCTa 0€30MacHOCTU 1 BITOCJIEACTBUU pa3-
pabaTbIBaeTCs COOTBETCTBYMOILIee pellieHue. [esdTeabHOCTh, KOoTopast
BBIIJISIAMT O€3BPEIHONM ISl OJHOW 4YacTW WHOPACTPYKTYPhbl, MOXET
OBITH OMpenesieHa Kak yrpo3a Mmocjie KOppessiuu co BCell OCTaIbHOM

MHPPACTPYKTYPOI.
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2. 3annanupoBaHHasa 0e3omacHocTh (Security-by-Design)

Mo onpenenenuto NocynapcteenHoro aenapramenta CIIA!: «3a-
IUIAaHMpOBaHHAs1 0€30MacHOCTb» IIPEACTAB/ISIET COOOM KOHLICIIIUIO,
KOTOpasl BKJIIOYaeT B ceOsl 0e30I1acHOCTh Ha BCEX ATallax M aclekTax
MPOEKTUPOBAHMSI, CTPOUTEIBCTBA U (DYHKLIMOHUPOBAHUS TIPEANPUSI-
TUs. be3onacHOCTh paccMaTpuBaeTCsl C TOUYKM 3PEHUS YIpaBiIeHUS
>KM3HEHHBIM LIMKJIOM, Ojarogapsi YeMy MpPOeKTUpOBaHUE, CO3daHUue
U TEXHUUYECKOe OOCIyXKMBaHNE O0BbEKTa OCYIIECTBISIETCS TaKUM O0-
pa3oMm, 4TOOHBI obecrneynuTh 3(PPEKTUBHOCTb U MPOAYKTUBHOCTH 00€-
crneyeHus1 Oe30ImacHOCTU. B Havaje 3Tama mpoeKTUpOBaHUS O00ObeKTa
MOCPEACTBOM OLIEHKH YSI3BUMOCTEH U MCMOJb30BaHUSI MHCTPYMEHTOB
MOJCJIUPOBAHUS MPOEKT IMPOXOAUT UCIIBITAHUSI MO BCEMY CIEKTPY
yrpo3. IIpoekT u3MeHsieTcsl B COOTBETCTBUU C BBISIBJIEHHBIMU MPO-
OsemMaMu, U TMOCIEnylOlMe M3MEHEHUS B KOHCTPYKIIMIO OlleHHWBa-
IOTCSI TaKMM XK€ 00pa3oM Ha BCEM IPOTSDKEHUM KM3HEHHOTO ITMKIIa
CHUCTEMBI.

ITo onpenenenuo HaumoHanbHbIX abopartopuit SANDIA, rnas-
HOM 11eJIbI0 3aIlJTAHMPOBAHHON 6€30MacHOCTU SBJsIeTCS obecrneyeHue
BBIMOJIHEHUS 3aJauu, B TO BpeMsl KaK ypOBeHb 0€30MacHOCTU A0JI-
’K€H TIPEeBBIIIATh BO3MOXHOCTH Yrpo3bl.’ Takum o6Gpa3oMm, aHAIW3
0€30IMaCHOCTU JOJIKEH MPOBOIUTHCS Ha paHHEHM CTamIuM MPOEKTUPO-
BaHUS CUCTEMBI, 1 OH JOJDKEH OOECIeUYUTh COOTBETCTBYIOIIMI YpO-
BeHb 0€30MACHOCTM B TE€UEHUE BCEr0 BPEMEHHU BBLITIOJIHEHMS 3aJauH,
T.€. Ha MPOTSKEHUM BCEro >KM3HEHHOIO 1MKiaa cucteMbl. bezomac-
HOCTb KPUTHUYECKM BaxKHOU MHOPacTpyKTyphl U 6e3omacHocTh MKT-
CHUCTEM He SBJISIIOTCS MeXxaHWyecku koMmnoHyeMbiMu. MKT-cuctembl
MOTYT CUMTATHCSI ITOJTHOCTBIO OE€30MACHBIMM, KOTHA OHU SIBJISIOTCS
aBTOHOMHBIMU M BCE KOMITOHEHTHI M LIETM TTOCTaBOK COOTBETCTBYIOT
CTPOrMM TpeOOBaHUSIM, AEMOHCTPUPYS YSI3BUMOCTU MPU MHTErpalivuu
B peajbHble 3KCIUTyaTallMOHHBIC YCJIOBMSI (MHTErpauusi ¢ ApyrUMU
KOMIOHEHTaMM OO0llleli COLMOTEXHUYECKOW CUCTEMBbI, T.. APYTMMU
MUKT-cucremaMu 1 CeTIMHM, oIlepaTopaMu, IPOLEAypaMu M MEeTOma-
MU paboThl). B ciayyae ¢ 3alIMTON KPUTUUECKHU BaXKHBIX MH(PPACTPYK-
Typ, HEBO3MOXHO obecrmeunTh Oe3ormacHocTh MKT-cucrem 6e3 ne-
TaJbHOI'O PACCMOTPEHMST YCIOBUM MX DKCILTyaTallud ¢ TEXHUYECKOM,
aApXUTEKTYPHOI 1 OMEpalMOHHON TOYEK 3peHUsI. DTO TaKXKe CBSI3aHO

http://www.state.gov/t/isn/rls/fs/186672.htm

2SANDIA REPORT, Security-by-Design Handbook, SAND2013-0038, January
2013, Albuquerque (US). http://prod.sandia.gov/techlib/access-control.cgi/2013/130038.
pdf

158



C TE€M, 4TO, XOTSI KOHTPOJIb Hall KPUTUYECKU BaXKHBIMU MHQpPaCTpyK-
TypaMUd U CHCTEMaMHU YIIpaBJIIEHUSI HA caMOM Jgje OCYILECTBIsIeTCS
HMUKT-cucremamu (B TOM YHCJIE TEeJIEKOMMYHUKALIMM, KOMIIBIOTEPHI,
MporpaMMHOe obecreyeHre MPeANpUsITUsI, MeXIUIaThOpPMHOE IIpO-
rpaMMHoOe obecrieueHre, CUCTEMbI XpaHEeHUSI, CUCTEMbI OTOOpakeHUsI
U T.0.), OHU UMEIOT TaKHhe OrpaHMUYCHUS KaK PeXXUM TOYHOTO peasib-
HOTO BpeMeHHM U obecrnedyeHuss HeIPephIBHOCTU, YTO JeJlaeT HEBO3-
MOXHBIM MCIOJIb30BaHME MHOTMX OOBIYHBIX NpuMeHstomuxcs B UKT
KOHTpMep (HampuMep, UCIIOJb30BaHWE OpaHIMay3pa U aHTUBHUpYCA,
a Takke OOHOBJICHUI MPOTPaMMHOTO O0OecIieueHMs).

B 10 Bpemst Kak M3Ha4YaJbHO 3alllUTa KPUTUYECKUX MH(@paCTpyK-
Typ TIPEUMYILECTBEHHO obecreurBagach CUCTeMaMU KU3HeobecIeue-
HUSI, METOIbI pa3pabOTKU MapaJurM 3arIaHUPOBAHHOM 0€30IMaCHOCTU
OCTalOTCSI HEJOCTATOYHO pa3paboTaHHBIMU. YTOOBI OBITH 3(HEKTUB-
HOI, 3allluTa JOJDKHA YYUTHIBATh CIOXHBIE B3aMMO3aBUCHUMOCTU U
B3aUMOJCHCTBUS, TTOpOXKAaeMble coefuHeHueM ¢pusnueckoit u MKT-
UHGPACTPYKTYpbl BMECTe C IIPOM3BOACTBEHHON HESITEIbHOCTBIO U
orneparopamu. Bmecte oHM 00pa3yloT CUCTEMHBINT OOBEKT C BEICOKUM
YpOBHEM TpeOOBaHUI 6€30MaCHOCTU. DBOMIOLIUS U U3MEHEHUS B Tpe-
OoBaHMSIX, Harpy3kax M Ipyrux akropax oKpyxKawlleil cpenbl Mpu-
BOJSIT K HEOOXOAMMOCTHY KOMILJICKCHOM 3aMKHYTO# OLIEHKN KOHCTPYK-
Ui 1 ux pabotel. KpoMe Toro, nsmMeHeHue KJIIOUEBBLIX MOKa3aTeeit
3 (HEeKTUBHOCTU, HApUMep, MHas OlLIEHKA PUCKOB, 0E30IMacHOCTH,
MPOMYCKHOM CITOCOOHOCTU W T.A., B Pa3IMUYHBIX YCIOBUSIX TpeOyeT,
10 KpaitHeil Mepe, Habopa 3apaHee BBIBEPEHHBIX ClLIcHApUEeB pabOTHI.
Takoii MHOTOCTOPOHHMI aHAIU3 CYLIECTBYIOILIMX MHPPACTPYKTYD SIB-
JIsieTcsl OCHOBOM MX 3 (HEeKTUBHOTO (PYHKIMOHUPOBAHUSI.

OnHy U Ty e KPUTUYSCKU BaXKHYI0 MHOPACTPYKTYPY MOXKHO pac-
CMAaTpUBATh C Pa3HBIX TOYEK 3PEHUS . DTU TOUKM 3PEHUS MOXKHO CUU-
TaTh Pa3MEPHOCTSIMU TPEXMEPHOIO MPOCTPAHCTBA: MU3MEPEHUE KOM-
IMOHEHT, U3MepeHue KOHTPMEP U U3MepeHue pucKoB (puc. 1).

Kaxnast Touka mpocTpaHCTBa Ha puc. 1 mpencraBisieT co00it KOH-
TPMepbI, MPUMEHsIEMble K KOMIIOHEHTAaM CUCTEeMBbI AJIsl IPOTUBOACH-
CTBUSI KOHKPETHOM yrpo3e. B KOMIMOHEHTHOM U3MEePEHUN KPUTUUECKU
BaxkHasi MH(}pPaACTPyKTypa pasleiseTcss Ha COCTaBHbIE 4acTH, KOTO-
pble MOTYT OBITh (PU3UUECKUMU WU JoTudecKuMU. COOTBETCTBEHHO,
MOXHO OIPeIeUTh (PU3NUECKYIO U TOTUUECKYIO apXUTEKTYPY KPUTH-
YeCcKU BaxXHON MHQPaCcTPYKTYpPHI.

3 AIIC Piano di Sicurerzza dell’Operatore: Proposta di line guida operative (in Italian)
http://www.infrastrutturecritiche.it/aiic/index.php?option=com_docmané&task=doc__
details&gid=481&Itemid=103
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bnarococtosiHne ——
Okpyxatowias ——
cpena KoHTpmepb! ]
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HenpepbIBHOCT ——
Jlornyeckune

OpraHusaumnoHHble
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Puc. 1. Tpu pa3nuuHble TOYKM 3pEHUS] HA KPUTUUECKHM BaXHYI0 MHOPACTPYKTYpy

3. CucreMHbIii MOAXOX K MPOEKTHPOBAHUIO

Haubonee BaxkHBIe MEPONPUITUS TI0 peaau3aluy KOHLETIUN 3a-
TJIaHUPOBAHHOM 0e30MacHOCTH IIpelicTaBJIeHbI Ha pUC. 2:

Ananus
6esonacHocTn

AHanus
puckoB

CUCTEMHbIN
aHanus

KOHTpMep

Puc. 2. CucTeMHBbIii MTOAXOMA K MPOSKTUPOBAHUIO

3.1. CucremMHBIid AHaIU3

Bxurrouaer B ce0s cienyronye 3Tarbl:
e BBISIBJIeHME (DYHKIMOHAJA KPUTUYECKM BaXKHOU WHQPaACTPYKTY-
pbI;
e BBISIBJICHUE 3HAYUMOCTU KUOep- M (PU3MUYECKUX KOMIIOHECHTOB
(6a3bl JaHHBIX, KaHAJIbI CBSI3U U Mepeaadyu JaHHBIX, TeXHOJOIMYeCKUe
Y3JIbl U T.I1.) B peajau3alyy 3TOro (pyHKIIMOHAA;
e QaHaAIU3 BHYTPEHHUX W BHELIHUX MHTep(eiicoB, COCAMHSIIOIINX
KOMITOHEHTHI KPUTUUECKM BaKHOM MHMPPACTPYKTYpPHl MEXIY CO00it 1
C BHELIHUM MHUPOM.

AHaIMTUYECKUI ammapaT JOJDKEH IOJHOCTBIO OXBaThIBaTh BCIO
MOJIeIb C OOPATHOM CBSI3bIO, COCTOSIIYIO U3 CUCTEMHBIX MOJEICH KaK
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dusnueckoii, Tak 1 MKT uHppacTpykTypbl. MeTOm0OIOIMSI CUCTEM-
HOro IpoekTtupoBaHusi, pazpadboranHas INCOSE (MexmyHapoIHBII
CoBeT Mo CUCTEMHOMY NPOCKTUPOBAHUIO), SIBJISIETCSI LIEHHBIM WMH-
CTPYMEHTOM Il TIPOBEAEHUS CUCTEMHOTO aHanu3a®,

3.2. AHa/Iu3 PUCKOB

Bxuiouaet B ce0s ciieaylolnye 3Tambl:

o BBISIBIICHNE MOTEHIIMATBHBIX YIPO3, KOTOPBIE MOTYT OKa3aTh BIIMS-
HUE Ha KPUTUYECKU BAXKHYI0O UHPPACTPYKTYPY;

e aHaIM3 YA3BUMOCTEH CHCTeMbI/KOMIIOHEHTOB, KOTOPBIE MOTYT
OBITh MCITOJIL30BAHBI OIPENeICHHBIMI 3JI0YMBIILIEHHUKAMU TS Ha-
HeceHMs yluep0a KpUTUYECKM BaKHOU MH(pPacTpyKType;

e BbIpa0OTKa METOJa OLEHKN PUCKOB OE30MaCHOCTU C YYETOM apXu-
TEKTYphl U YTPO3, U €ro peajqusalys ¢ UCIOIb30BaHUEM IMPOrpaMM-
HBIX MHCTPYMEHTOB U aJITOPUTMOB.

Pe3ynabTaThl 3TOrO 3Tana SBISIOTCS TUIIMYHBIMM IS JII0OOro aHa-
JIM3a PUCKOB’: YA3BMMOCTH, yiepO (MOTeps LEeJOCTHOCTU KOMIIOHEH-
Ta WM HapylleHue QYHKIMOHATLHOCTH BCIICACTBIE BO3HUKHOBCHMS
MMPUYUHBI), TIpUUYMHA (T.e. COOBITUME, MPUYMHSIOLIee yiiepd), ciel-
crBue (T.e. 3¢pdexT yiepba), yrpo3a 1 OKa3aHHOE BIIMSHUE.

3.3. AHaiiu3 6e30MacHOCTH

Bxkutouaet B cebs cienytolme 3Tarbl:

o (dopMmupoBaHME CIMCKA 3aay MO 3alllUTe, KOTOPbI MOXET ObITh
repeBeeH B (POPMAJIbHYIO CEMAHTUKY C YETKUMM 3aBUCUMOCTSIMU U
MPOU3BOAHBIMU U3 3aAay. Takxke (opMUpyeTCs CIMCOK YMNpPaBJsio-
IIUX BO3AECUCTBUIT U KOHTPMEP, MCIOJIb3YeMbIX JUISl pellleHus 3aaay
3allUThl, COOTBETCTBYIOILIUX JAHHOMY CLIEHAPUIO WU KOH(UTypaluu,
U B KOTOPBbIX NMPUHATUE DPELICHUS MOXET ObITb YaCTMYHO aBTOMa-
TU3UPOBAHO JUISI OTpeneeHNsI HEOOXOMMMBIX M TOCTAaTOYHBIX YCJIO-
BUIi. DTU 3aJa4M 3alllUThl 1 MEXaHU3MBbI obecrieueHusl 6€30MacHOCTU
(Tak KaK OHU IOJDKHBI OBITb PEKOH(MUTYPHUPYEMBbl B YCIOBUSIX aTakKu
WJIM MHOU Nerpajaluu) Takxke MoAaepxuBaloT yctoiumBocth MKT-
CHCTEM K MOKa ellle HEM3BECTHBIM THUIIaM aTaK, B TOM YMCJI€ YAaCTUYHO
YCIEITHBIM;

e OMpeAeleHWEe W BHEAPEHUE C TOMOIIbIO MPOrpPaMMHBIX UHCTPY-
MEHTOB aJTOPUTMOB, OOECIEUMBAIOIIMX IIPOBEPKY IpeiaraeMbIX
KOHTpPMEp Ha 3Tare MPOeKTUpOBaHUs. BaxXHO OTMETUTH, YTO aHAIN3

4INCOSE Systems Engineering Handbook v. 3.2.2, INCOSE-TP-2003-002-03.2.2,
October 2011

For instance: Kjolle, G.H. et al. 2012. “Risk analysis of critical infrastructures em-
phasizing electricity supply and interdependencies.” Reliability Engineering and System
Safety (2012)
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0e30MacCHOCTY BKJIIOYAET B ce0s1 HAYaJlbHBINA 3Tal MPOSKTUPOBAHMUS,
Ha KOTOPOM 3aIafoTcs oOIIMe IeIu (3aJadr 3allUTHl), KOTOPHIE TaK-
Ke JOJDKHBI COOTBETCTBOBATh YCIOBUSIM 3KcrutyaTauuu. OmHako a¢-
(hbeKTUBHOCTh MeXaHU3Ma WU (haKTUUeCcKasl peaau3aius IeCTBUI Mo
3alUTe U CHIDKEHUIO yiep0da JOKHBI OMPeaeasaThCsS TMHAMUYECKMU.
DTo menaercsl AJs1 TOrO, YTOOBI B cllydae HeU30eXKHOro M3MEHEHMUs
KOH(UTYpaIlu¥ WJIN B pe3yibTaTe HammameHUs, TTOCTaBIeHHbBIC 3aIaun
MO 3allUTE ellle MOMIM Obl ObITh BBLINIOJHEHBI, WIK, B ClIyyae, eCliv
5TO HEBO3MOXHO, OblTa OB 0becITedeHa COOTBETCTBYIOIIAS TTPUOPHU-
TU3a1S.

3.4. Peamm3auyst KOHTPMEDP

Bxitouaer B cebs cienytolye OCHOBHbIE 3Tarlbl:
e CTaHIApPTHl — OIpelejeHue CTaHAApTOB, HEOOXOAVMMBIX IJIS CO-
OTBETCTBUS HEOOXOTUMBIM KOHCTPYKTHBHBIM ITapaMeTpaM, BBISIBIICH-
HBIM Ha MpeIbIAYIINX 3Tarax;
e OIlpeAeicHUE KOMIIOHEHTOB CUCTEMbl — YETKO OMNPEACIUTb dJie-
MEHTBI CUCTEMBI, HAXOSIIUECS] MO KOHTPOJIEM ITPOEKTHON KOMAaHIbI
WU/WIN OpraHU3alUu, U OXUAaeMble B3aMMOICHCTBUSI C BHEIITHUMU
cHCcTeMaMH, He HaXOMSIIMMMUCS TTOA TaKUM KOHTPOJIEM;
e BHelIHUE UHTepdeiichl — (YHKLUMOHANIbHBIE U ITPOSKTUPOBOY-
HbIe MHTepdeichl B3aMMOACHCTBUS C CHCTeMaMH U/WJIN TTePCOHATIOM
BHEIIIHUM I10 OTHOLIEHUIO K IIPOIECCy pa3paboTKu;
o (dyHKUMM cHUCTeMbl — oIlpeaeiaeHue QYHKUUN CUCTeMbl. DT
(byHKIIMY He TOJDKHBI 3aBHCETh OT peau3alliy;
e cpena (cpelbl) UCTIONB30BAHUS — JISI KAaXKIOTO MPeayCMOTPEHHO-
ro creHapusl (GYHKIIMOHWPOBAHMSI CHUCTEMBI BBISBUTH BCe (DAKTOPHI
OKpYy:Katolleil cpeabl (IPUPOAHBIE M MCKYCCTBEHHBIE), KOTOPhIE MO-
I'YT MOBJUSITH HAa MPOU3BOAUTEIBHOCTb CHUCTEMBbI, OKa3aTh BIMUSIHUE
Ha KoMGOopT 1 06e30IMacHOCTh NepCoHasa, WX BbI3BaTh YEJIOBEYECKYIO
OLLIMOKY;
o TEXHOJIOTMYECKHE TPeOOBaHMS KM3HEHHOTO IINKJIA — YCJIOBUS U
KOHCTPYKTUBHBIE 0COOEHHOCTU, KOTOPhIE 00ecreunBaioT 3G GeKTUB-
HOCTBb M peHTA0eIbHOCTh (PYHKIMI XKU3HEHHOTO LIMKJIA (HaIpumep,
MMPOU3BOJICTBO, BHEIPEHUE, PA3BUTHUE, DKCILIyaTalys, TEXHUYECKOe
00CIyXXrMBaHUE, PEUHKUHUPUHT/OOHOBIICHUE U YTUIU3ALIUA);
e OCOOCHHOCTH TNPOEKTUPOBAHUS — B TOM YHMCJIC MHTETPALUS TIO-
TpeOHOCTell 4ejaoBeKa M CUCTeM, TpeOOoBaHUsI OE30MaCHOCTU CUCTe-
MBI, ¥ TIOTeHIIMAIbLHOE BO3ICHCTBIE HAa OKPYXKAIOIIYIO Cpeay;
e TIPOEKTHBIE OrpAaHUYEHUSI — B TOM UKCIEe (PU3NYECKUE OTpPaHU-
YeHUsI, OrpaHUYEHUST Ha pabouylo CUIIy, TIepCOHA U UHBIE PECypCH,
HaKJIaJbIBaeMble Ha SKCIUIyaTallMI0 CUCTEMbI U B3aMMOJEHCTBYIOIINX
BHEILIHUX CUCTEM.
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3.5. BeiOop TexHomoruit

CrrenmanbHas myoaukanmsa HalmoHaabHOTO MHCTUTYTAa CTaHOap-
toB u TexHosoruii CIIA (NIST) 800-36 «PykoBoAaCTBO IO BBIGO-
py cpeacTB obecriedyeHus1 6€30NmacHOCTH B cdepe MHGMOPMALIMOHHBIX
TexHosorui»® oxsareiBaer psim U T-cpencts obecriedeHust Gesomac-
HOCTH, MpeiaraéMbIX K MCIIOJIb30BaHMIO B KauyeCTBE OIEepPaTHBHBIX
WJIM TEeXHUYECKHUX CPEJCTB KOHTPOJsI Oe3omacHOCTU. B pyKoBoncTBe
pPacCMOTPEHBI CJIEAYIONINE BOIIPOCHI:
o [IlpoBomunoch au orpenesieHue TpeOOBaHMIA 0E30ITACHOCTH M WX
CpaBHEHHUE CO CIeUU(PUKALIMSIMU IPOAYKIINN?
o COOTBETCTBYET JIM CPEACTBO obecIeueHus 6e30NMacHOCTH TpeboBa-
HUAM (QU3NIECKONW Oe30IMacCHOCTH U WHBIM TpeOOBAHUAM ITOJIUTHUKU
be3omacHoCTU?
o bbIIM M yuYTEHBI M3BECTHBIC YI3BUMOCTH CPEACTBA 00eCTICUeHUS
0e30IacHOCTH I10CJIE UX PAaCCMOTPEHMSI?
o PaccmarpuBaiach v MOJUTHKA WM MO3UIMS MOCTaBIIMKA B OT-
HOIIIEHUH TIePEIIPOBEPKU CPEICTB 0OecIiedeHnsT 0€30ITacCHOCTH TOCIIe
MOSIBJICHUSI UX HOBBIX Bepcuii?
« KakoB oITbIT pearnpoBaHMs ITOCTaBIINKA Ha M3BSHBI 0€30ITacHO-
CTU B €T0 MIPOAYKLINU?

4. Ha nyTH K KyJabType Kudepoe3onacHoCTH

Kynbsrypa 6e30macHOCTH BKIIOYAeT B CeOsl BOCIPUSITHUE, KYJIbTyp-
HYIO Ccpelly, CKPhITOe 3HAaHWE U OINBIT, HAXOMSAILIUIACS 3a IpeaeaaMu
Hay4YHOM M TeXHoJorm4yeckoit cdepnl. B meaoMm KynbpTypa Ge3orac-
HOCTU SIBJISIETCSI YACThlO OpraHM3aluyM O0e30MacHOCTU. be3yclioBHO, B
OCHOBe Mep 0e30IMaCHOCTU 3aJI0KEH KJIIOUEBOM 3J€MEHT, CBSI3aHHbII
C JOBEpMEM M HaIeXXHOCTBhIO opranm3annu. KymbTypa 6e30mmacHOCTH
SIBJISIETCSI TIOCJICAHUM 3BEHOM 1IeNU, BKIIOYalolieil B cedsl (B JaHHOM
TIOpSAIKE) «KYJIBTYPY pearnpoBaHUs, KyJbTypy TTPODWIAKTUKY, KYTb-
Typy VHOpaBJIeHUs U caMy KyJbTypy Oe3omacHoCcTh». Takum oOpa3oM,
eMHCTBEeHHON 3(p(peKTUBHOI Mepoil MOXET ObITh 00yYeHUE HOBOIO
nokojieHnss MKT-cneunaaucroB nepcoHaIbHOW 3TUKE.

5. BoiBoabI

BBuny Toro, 4to caoxXHBIE MHGPACTPYKTYPHl MEHSIIOT CBOE MECTO-
ITOJIOKEHUE, TIepeMeIaroTCsI 0 CeTsIM M YCTPOMCTBaM, BO3pacTaeT
MOTPEeOHOCTh B 3alllUTe KOHMUICHIIMAIbHOM MHOOPMALIUM ¥ KPUTH-
YeCKM BaXXHBIX aKTUBOB 6¢3 yIiep6a It MOOMIBHOCTH paboueil CYITBI

®http://csrc.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
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WY TIPOU3BOAMUTENBHOCTU. YUUTBIBAasl CKOPOCTh U CJIOXHOCTh COBpE-
MEHHBIX aTaK M TSXKejble MOCIEICTBUSI HapylleHUsT 0e30MacHOCTH,
pellieHre 3TUX Ipo0JIeM CTAaHOBUTCS BCE OoJjiee CI0XKHOM 3amadeid st
opraHu3aiuii J1oobix pa3MepoB. Ceiluac cTaio SICHO, YTO CTapble MO-
Jnean 6e3o0mMacHOCTU OoJibllie HE OTBEYAlOT COBPEMEHHBIM BbI30BaM,
BO3HMKIIIMM B pe3yJbTaTe MOBCEMECTHOTO MCMOJIb30BaHusl MHTepHe-
Ta B KaXIOW CI0XHOU mHbpacTpykType. CTapbie perieHust 6e3omnac-
HOCTH BBITECHSIIOTCS 3aIIMTON KJIIOUEBBIX aKTUBOB M (PYHKIIMI ITyTeM
o0ecreuyeHus1 HEOOXOAMMOTro YPOBHS 3alllUThI AJIS1 KaXXI0M OTAeIbHOMN
CUTYaIluU U TIOACUCTEMBI.
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Introduction

Recent examples of vulnerabilities make evidence that security
model of 10 to 15 years ago is no longer adequate to meet contempo-
rary challenges derived from the universal use of Internet in every ICT
system. The older model is out-moded and does not scale in the face of
today’s threats to ICT systems. Perimeter-based security has evolved to
a highly distributed model as employees, partners and customers con-
duct business remotely across the Internet. The security industry has
responded with new and enhanced products to meet each new threat
appearing on the scenario. All of these tools add some temporary value
to overall enterprise security, but they are, in effect, only case by case
security solutions facing the single threats. They are not derived from
a risk-based, enterprise-wide security program, and the overall effort
tends to be fragmented. In many cases, organizations must deal with
incomplete data because a given security tool may not recognize a
threat or risk for what it is without correlation from other data sources.
Diverse security technologies have been developed in response to the
evolving threat landscape, what is missing is a methodology that sup-
ports the analysis of the security context and only consequently the
design of the appropriate solution. An activity that appears innocuous
to one part of an infrastructure may be revealed as a threat when it is
correlated with the all rest of the infrastructure.

1. Security by Design

As defined by the US Department of State': “Security-by-Design”
is a concept that incorporates security in all phases and aspects of facil-
ity design, construction, and operations. Security is viewed from a life-
cycle management perspective, ensuring that the facility is designed,
constructed and maintained in a manner to ensure efficient and effec-

"http://www.state.gov/t/isn/rls/fs/186672.htm
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tive security operations. Early in the facility design phase, the design
is tested against a spectrum of threats through vulnerability assessment
and the use of modeling and simulations tools. The design is modified
in response to any issues identified and the subsequent changes to the
design are evaluated in the same manner, along the life span of the
system.

According to SANDIA National Laboratories, the overarching ob-
jective of Security-by-Design is to allow mission achievement while
security exceeds threat capability’. So, security analysis has to be done
early in the system design phase, and it has to ensure the appropri-
ate security level during the entire mission achievement, i.e. for the
whole system lifetime. The security of the Critical Infrastructure (CI)
and that of the ICT system are not mechanically composable. An ICT
system can be considered fully secure when stand-alone and where
all components and their supply chain meet stringent requirements,
while presenting vulnerabilities when integrated in a real operational
environment (integration with other components of the overall socio-
technical systems, i.e., other ICT systems and networks, human opera-
tors, procedures and work practices). When dealing with Critical Infra-
structures protection, it is not possible to ensure ICT systems security
without taking in detailed account their operational environment, from
a technical, architectural and operational perspective. This is also due
to the fact that, although Critical Infrastructures control and managing
systems are actually ICT systems (they include telecommunications,
computers, enterprise software, middleware, storage, display systems,
etc.), they have in addition precise real-time and continuity constraints
that prevent the use of many of the common ICT countermeasures
(e.g. the use of firewall and antivirus, as well as of software update).

While the protection of Critical Infrastructures started dominantly
by utilities, the methods for developing secure by design paradigms
is still less elaborated. To be effective it has to address the complex
interdependencies and interactions originating in a mix of physical
and ICT infrastructures, together with operational procedures and hu-
man operators. All together they form a system subject of high-level
of security requirements. The evolution and changes in the require-
ments, workloads and other environmental factors necessitate a com-
plex closed loop assessment of the designs and their operation. Moreo-
ver; changing key performance indicators like a differently weighted
risk, security, throughput, etc., under different conditions necessitate

2SANDIA REPORT, Security-by-Design Handbook, SAND2013-0038, January
2013, Albuquerque (US). http://prod.sandia.gov/techlib/access-control.cgi/2013/130038.
pdf
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at least a set of pre-validated operation scenarios. Such a multi-aspect
analysis for existing infrastructures is a core element for the efficient
functioning of infrastructures.

The same CI can be observed from different viewpoints®. These
viewpoints can be considered as “Dimensions” in a 3D space: the
Component Dimension, the Countermeasure Dimension, and the Risk
Dimension (Figure 1).

Risks
Health ——
Environment ——
Countermeasures
Assets —1—
Physical
Continuity —— Logical
Organisational
I I I I I { Components
Cl1 C2 C3 Cc4 Cn

Figure 1. Three different viewpoints of the CI

Each point of the space in Figure 1 represents a countermeasure
applied to a system component in order to thwart a specific risk. The
Component Dimension entails the decomposition of the CI in sub-
elements, which can be either physical or logical. It is therefore pos-
sible to define CI Physical and Logical Architectures.

1. System Engineering Approach

Most important activities to implement the concept of Security —
by — Design are represented in Figure 2.

1.1. System Analysis

Consists of the following steps:

3 AIIC Piano di Sicurerzza dell’Operatore: Proposta di line guida operative (in Italian)
http://www.infrastrutturecritiche.it/aiic/index.php?option=com_docmané&task=doc__
details&gid=481&Itemid=103
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y A\ Y Design

Figure 2. System Engineering Approach

« The identification of the functionalities implemented by the Critical
Infrastructure.

« The identification of the role played by the cyber and physical
components (databases, data communication links, process units, etc.)
in the implementation of those features.

« The analysis of internal and external interfaces that connect the CI
components among them and with the outside world .

The analysis framework has to manage the entire closed loop model
composed of both the physical and the ICT infrastructure system mod-
els. The Systems Engineering Methodology as defined by INCOSE is
a valuable tool to conduct System Analysis*.

1.2. Risk Analysis

Consists of the following steps:

« The identification of the potential threats that may affect the Critical
Infrastructure.

« The analysis of the system/components vulnerabilities that can be
exploited by identified threats in order to cause damages to the Critical
Infrastructure.

o Definition of the method to evaluate security risks given the
architecture and the threats, and implementation via software tools of
algorithms.

The outputs of this phase are those typical of any risk analysis’:
Vulnerability, Damage (Component or Functionality integrity loss due
to the occurrence of a Cause), Cause (i.e. the damaging event), Con-
sequence (i.e. the damaging effect), Threat, and Impact.

1.3. Security Analysis

Consists of the following steps:

« Modeling of a set of protection goals which can be translated in
formal semantics with clear dependencies and derivations among
protection goals. Similarly, a set of controls and countermeasures is to
be defined, which are to be employed in support of the protection goals
relevant for a given scenario or configuration and where reasoning may

4INCOSE Systems Engineering Handbook v. 3.2.2, INCOSE-TP-2003-002-03.2.2,
October 2011

SFor instance: Kjolle, G.H. et al. 2012. “Risk analysis of critical infrastructures em-
phasizing electricity supply and interdependencies.” Reliability Engineering and System
Safety (2012)
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be partly automated to determine necessary and sufficient conditions.
These protection goals and mechanisms for security and — as they are
intended to be reconfigurable also in the presence of attacks or other
degradation — also serve the resilience of the ICT systems against yet-
unknown types of attacks, including partially successful ones.
o Definition and implementation via software tools of algorithms
supporting the validation of the proposed countermeasures at the
design stage. It is worth noting that this security analysis consists of an
initial design stage in which the overall objectives (protection goals) are
specified, which must also be matched against operational requirements,
but that the strengths of mechanism or actual implementation of
protective and mitigating operations should be determined dynamically.
This is to ensure that in the inevitable event of configuration changes or
as a result from attacks, protection goals can still be satisfied, or where
it is not possible to satisfy all or the same level, to have appropriate
prioritisation in place.

1.4. Implementation of countermeasures

Consists of the following main tasks:
o Selected standards — Identify standards required to meet design
requirements constraints derived from the previous activities.
o Identify system components — Clearly identify system elements
under design control of the project team and/or organization and
expected interactions with systems external to that control boundary.
« External interfaces — Functional and design interfaces to interacting
systems, and/or humans external to the system under development.
o System Functions — Define the functions that the System
is to perform. These functions should be kept implementation
independent.
« Utilization environment(s) — Identify all environmental factors
(natural or induced) that may affect System performance, impact human
comfort or safety, or cause human error for each of the operational
scenarios envisioned for System use.
o Life-cycle process requirements — Conditions or design factors
that facilitate and foster efficient and cost-effective life-cycle functions
(e.g., Production, Deployment, Transition, Operation, Maintenance,
Reengineering/Upgrade, and Disposal).
o Design considerations — Including human systems integration,
system security requirements, and potential environmental impact.
o Design constraints — Including physical limitations, manpower,
personnel, and other resource constraints on operation of the System,
and interacting systems external to the system boundary.

1.5. Technology Selection
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NIST special publication 800-36 “Guide to Selecting Informa-
tion technology Security Products”® covers the selection of IT security
products to be used as operational or technical security controls. The
guideline address questions like:

« Have security requirements been identified and compared against
product specifications?

o Is the security product consistent with physical security and other
policy requirements?

« Have known product vulnerabilities been addressed by reviewing
the relevant vulnerabilities of a product?

« Has the vendor’s policy or stance on re-validation of products when
new releases of the product are issued been considered?

« What is the vendor’s “track-record” in responding to security flaws
in its products?

2. Toward a cyber security culture

Security culture involves perception, culture background, latent
knowledge and experience beyond the scientific and technological as-
sets. In general, security culture is a branch of security organization.
Indeed, one of the key element is linked with trust and reliability of
the organization underpinning the security measures. Security culture
is the final step of a chain involving (in order) “responsive culture,
preventive culture, management culture, and security culture itself”.
Therefore, training education in personal ethic for the next generation
ICT specialist could be the only effective measure.

3. Conclusions

As complex infrastructures move across locations, networks and
devices, there is an increasing need to protect sensitive information
and critical assets without having to compromise workforce mobility,
or productivity. Given the speed and sophistication of today’s security
attacks and the severe consequences of a security breach, addressing
these challenges is an increasingly complex task for organizations of all
sizes. It is now clear that past security models are no longer adequate
to meet contemporary challenges derived from the universal use of In-
ternet in every complex infrastructure. Security solutions give the way
to meet key assets and functions protection by ensuring the right level
of protection for every individual situation and subsystems.

®http://csre.nist.gov/publications/nistpubs/800-36/NIST-SP800-36.pdf
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I1.B.CyHpneen

OAO «Mobunvrvie Tene Cucmembr»

IlepcnexkTuBbl npumeHennsa Big Data nng o0ecneyenus
0e30MacHOCTH KPUTHYECKNX HH()OPMAIIMOHHBIX CHCTEM

CyuecTByeT Kijacc UMHMPOPMALIMOHHBIX CHUCTEM, oOecIlieyeHue
0e30MacHOCTU KOTOPBIX SIBJSIETCS] OMHUM U3 OCHOBHBIX TPEOOBaHMI.
K HUM MOXHO OTHECTH, HallpUMeEp, CUCTEMBbI YIIpaBJI€HMST OMACHBDI-
MM TEXHOJIOTUYECKMMMU TPOM3BOJACTBAMU, TPAHCIIOPTOM, OOBEKTAMU
yrapasieHus UHGpacTpyKTypoir u apyrue. Takue MHGOpMallMOHHbIE
CUCTEMbI HAa3bIBAIOT KPUTUUYECKUMMU. bBe30MacHOCTb KPUTUUYECKMX
CHCTEM BO MHOIOM 3aBMCHUT OT 0€30MacHOCTU CETeil CBSA3M, COCTaB-
JISIIOIIMX OCHOBY KPUTMYECKON MH(OPMALMOHHOU MH(MPACTPYKTYpPhI
CTpaHbl WIM KOMITAaHWM, UMEIOLIEH KpuTHUuyecKyto cucremy. Ha pas-
HBIX 3Tarax IMpoiiecca obecrieueHrs1 6€30MacHOCT KPUTUUYECKON MH-
bopmanMoHHON MHMPACTPYKTYpPhl WIM MHOOPMAIITMOHHON CHCTEMBI
HEOOXOAMMO MMETh JOCTOBEPHYIO OLIEHKY Oe3omacHOCTM MHdOpMa-
LUOHHOM apXUTEKTYpPHhI.

OcHOBHBIE 3Tamnbl Mpolecca obecreyeHus: 6e30macHOCTU MHGMOP-
MalWu, peanu3alys KOTOpbIX TpeOyeT MpoBeAeHUs OLIEHKMU:
¢ OILIEHKA PUCKOB HapylleHUs1 6€30MacCHOCTH UH(MOPMALINU;

e aHaJIN3 UH(GOPMALMOHHBIX TTOTOKOB U apXUTEKTYPhI;

e aHaJM3 MOJEIM YIrpo3 W HapylIUTesass 0e30IIacHOCTA MHGOpMa-
uu;

¢ pa3paboTka MOJUTUKU UH(POPMALIMOHHON O€30MacHOCTH;

e TIOCTPOEHME CHCTEMbI 3alIUThl UH(pOpMALIUY;

¢ oleHKa 3¢GEeKTUBHOCTU CUCTEMBI 3alllUThl MH(OpMaLIUU;

e yIpaBJeHME TpolieccaMy 3alUThl MHQOPMAIIMU U MHUIUAEHTAMMU;
e KOHTpOJIb OOecrnieueHus1 6€30nacHOCTU UH(pOpMALKH.

JInst mosiydeHusI JOCTOBEPHOI OLIEHKM O€30IMacHOCTU CIOXKHOI
MH(OPMALIMOHHOI CUCTEMbI HEOOXOUMO MPOBECTU KiIacCU(UKALIUIO
U aHaJIU3 pa3HOOOpa3HbIX (PUINUYECKUX U JIOTUYECKUX DJIEMEHTOB U
CBSI3EM MEXIY HUMU C YYETOM AMHAMUKUA WM3MEHEHMS COCTOSIHUIA,
YTO TMPEANoJaraeT UCMOAb30BAHUE PA3IUUYHBIX METOJOB MOJEIUPOBA-
HUS, a TaKXXe penyKuuu rpada cCOCTOSIHUM JUisl YIIPOILEHUSI MOAEIU B
LeJsIX obecreyeHusl pa3peliuMocTy 3agayu. OnmHako jodast Monesb
SIBJISIETCS HEe TOYHOM. Ilpu yBeJIMYEHUN CJIOXKHOCTU CUCTEMbI, TUIIOB
U KOJIMYECTBA aHAIM3UPYEMBIX OOBEKTOB TOYHOCTh MOJEJIM CHUMXKa-
ercs. nga KpuTuyecKux MHGOPMAIIMOHHBIX CUCTEM TaKasl CUTyallusi
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He mpuemMieMa, MOCKOJbKY BO3HMKAET PUCK peaiu3ali HHIMIACHTOB
WHGOPMAIIMOHHOM 06€30MacHOCTU C CYLIECTBEHHBIM YIlepOOM.

CoueTaHne METOJOB MOAEIMPOBAHUS ¢ TexHoyorusMu Big Data
JaeT BO3MOXHOCTb IOBBILIEHUSI TOCTOBEPHOCTH PE3Yy/JbTaTOB MUHA-
MHMYECKOTO MOJEIMPOBAHUS COCTOSTHUI CITOXHBIX MH(POPMAITMOHHBIX
CHUCTEeM IIpY pellIeHUH 3a7ay obecreyeHus: 6e30nacHoCcT MHMopMa-
100708

PaccMoTpuM BO3MOXHOCTh IIpUMeHeHMsI TexHonoruu Big Data
JJIS. TOCTPOEHUST MOJeM MHMOPMALIMOHHONW CUCTEMbl U OLEHKU €e
COOTBETCTBUSI TOJUTHKE 0E30MaCHOCTH Ha MPUMepPe MCIIOIb30BaHUS
MoayJbHO-KJactepHoii cetn (MKC).

B MKC apxuTtekTypa KpUTHYECKOW WHOOPMALIMOHHOW CUCTEMbI
npeactasasgercs B Bune FLS-mynbsrurpada, BepiimHamMy KOTOporo sB-
JISIIOTCSl PU3MUECcKUe U BUPTYaJIbHbIE (JIOTUYECKKE) MOIYJIU, IyTaMu —
MHOOPMAIIMOHHBIC OTHOIICHUS MEXIY MOAYJISIMU. TUIIM3a1us MOIy-
Jiel MPOBOAMTCSI HA OCHOBE aHaIM3a X KJIaCTEpHbIX CBOMCTB. Kaxaoe
CBOMCTBO MOAYJsl — 3TO MHTepdeiic, onpeaeasionmii BO3MOXHOCTb
MOJlyJisi MO B3aMMOICHCTBUIO C IPYTMMHU MOAYJISAMH, HMEIOIIMMU
aHaJOTUYHBIN (TapHbIi) uHTepdeiic. MHTepdelichl pacrpeaesroTcs
M0 MepapXMYeCKUM YPOBHSIM HHMOPMAIIMOHHOTO B3aMMOAEICTBUS:
F-dusnueckomy, L-cuHTakcuyeckoMmy U S-ceMaHTUueckomy. Habop
FLS-unTepdeiicoB Moayis ompeaesseT ero CIoCOOHOCTh K peaju-
3aUM MH(MOPMAMOHHBIX MPUMUTUBOB MO 00paboTKe MHGbOpMaLMU
(repenave, XxpaHEHUIO, KOMMMPOBAHUIO, U3MEHEHUIO U T.I1.).

Ha pucyHke mnpeacTaBieH YOpOILIEHHBIA CErMEHT MYyJbTUIrpacda
COCTOSIHUIA MOJIYJIbHO-KJIACTEPHOM CETU U €ro JAeKOMIIO3UIIMS Ha
octoBHbie FLS-noarpadsi.

Ecau Monynu uMeroT OAHOTUITHbIE MHTEeP(dEHChl Ha TpeX YPOBHSIX,
TO cpabaThIBaeT MEePEX0] CUCTEMBI B HOBOE COCTOSTHUE, IIPH KOTOPOM
CO3JAI0TCSI HOBBIE WJIM YIAJSIIOTCS CYIIECTBYIOLIME MOAYJIM (Beplluu-
Hbl Tpada) U uHTepdeiicel (myru rpada). Hanmnuue ypoBHel B3au-
MOJAEICTBUS MOIYJIei TTO3BOJISIET MOAEIUPOBATh IMHAMUKY Mpoliecca
0o6paboTtku mHpopMaunu, (GopMaan30BaTh ITOJUTUKY OE30ITaCHOCTU
MU y4eCTb BIMSHHE Ha WH(MOPMALIMOHHBIN MpOIIECC CPEACTB 3alll-
Thl MH(popManuu. Hanmpumep, yuecTb B MOJIEIM BIUSIHME Ha MPOLECC
CpeACTB pa3rpaHUYeHMs] (HU3MYECKOro J0CTyna K O0OpYIOBaHMIO,
pasrpaHMYeHUe Ha YpOBHE CHHTAaKCUMYECKOTo AOCTyna K HMHpopma-
UKW KpUnTorpapuuecKuMu CpeacTBaMM, CEMAaHTUUECKOTO OOCTyMa
CpencTBaMM pa3rpaHUYEeHUs TIOJTHOMOYHMI TIOJb30BaTeeil W Tpo-
rpaMMm. MojenrpoBaHUe CMEHbI COCTOSIHUI TO3BOJIIET HAWTH Bce
BO3MOXKHEIE TpaeKTOpUM MH@OpMaLMOHHOTO mpouecca. CpaBHeHUE
JEKJIapupyeMoil MOJUTUKM OE€30MacCHOCTM CO BCEMM COCTOSIHUSIMU

172



CUCTEMbl TO3BOJISIET OIpEIeIUTh OMAaCHBbIE TPAeKTOPUM Mpollecca,
MIPY KOTOPBIX BO3MOXKEH HECAHKIIMOHMPOBAHHBIN JOCTYIT K 00BEKTaM
3amuThl. st obecrieyeHUs MPaKTUUECKOM IMTPUMEHUMOCTH MeToJa K
CJIOXXHBIM cHCTeMaM I'pad COCTOSHUI penylupyeTcs 3a cUueT TUITU3a-
LIMA MOIYJIe M UX UHTep(eiicoB, UTO BBHIBOAMT 3ajadyy aHajIu3a 13
kinacca NP-nonHbIx 3agau. I1pu 3ToM cCHUXKAeTCsl TOUHOCTh MOJCIN U
JIOCTOBEPHOCTD PE3yIbTaTOB aHaIM3a.

MynbTHrpad

(0 R

Db deKkTUBHbIE pellleHUsT YaCTO HaXOAATCSl B COYETAaHUU pasiuy-
HbIX MeToaoB. HekoTopble HampaBieHUsST MPUMEHEHUS TEXHOJOTMU
Big Data nis pelieHus 3amad obecredyeHrs: 6€30MacHOCTU MH(OopMa-
LMK YK€ MMEIOT MpakTUYecKoe MPUMEHEeHUE, Apyrue HaxomsaTcsl Ha
cTaauy pa3paboTKU METOMOJIOTUM MPUMEHEHUS WIM peaTu3alliu.

ITpumeHeHnne TtexHomoruu Big Data sBisieTcss MepCreKTUB-
HbIM HallpaBJ€HUEM ISl YJIYUIlEHMS] pe3yJbTaTOB MOMAEJIUPOBAHUS
u oueHku MB B couyeraHuu ¢ MeTomaMu TOCTPOCHUSI U aHaau3a
MOJYJbHO-KJIACTEPHOM CETU, YTO TMO3BOJUT MOBBICUTH MOJHOTY MO-
e UH(POPMALMOHHOM CUCTEMBbI, JOCTOBEPHOCTh M NPUMEHUMOCTh
pe3yJbTaTOB aHAJIU3a 3a CYET:

e COKpAIlleHUS BPEeMEHM ITOCTPOCHUSI MOMYJIbHO-KJIACTepHO Moje-
s KM C (yckopeHue npolieayp UACHTUGhUKALIMA U TUITU3ALUU MO -
Jiell 1 ux uHTepdeicoB);

e TIpeIcTaBJeHUSI B MOJEIW OOJIbIIEro YMCIa U TUIIOB 2JIEMEHTOB U
CBsI3€i, KOTOpbIEe PEAYLMPYIOTCS B CTAHIAPTHBIX YCIOBUSIX;
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o o0ecreyeHUs] MOHUTOPUMHIA COCTOSIHWM, YIpaBieHUs WHIUIEH-
TaMU W TIPUHSTUS PelleHU Mo MH(GOPMallMOHHON 0e30MacHOCTU B
OHJIAaliH pexXuMe (YCKOpeHHe TPOILeayp IMOMCKAa COCTOSHUM, MACHTHU-
(bukanuu aHoManuii coObITUII Ge30MacHOCTH, obecreyeHre TTOJTHOThI
0a3bl 3HaHMI 111 POPMUPOBAHUSI BAPUAHTOB PEILEHUI U Jp.);

e BU3yaIM3alMU rpada COCTOSHUI CUCTEMBI C YKa3aHUEM MECT Ha-
pYILIEHMS MOJUTUKU 0€30MacHOCTU U T.II.

Kpome MeToanmyeckux CyliecTBYIOT IMPAaBOBbIE aCIEeKThl UCIIOJIb30-
BaHus1 Big Data nist pelieHust 3agay nHGOpMalMOHHON 6e30IacHO-
ctu. Bo MHOrux mpuioxeHusx TexHosjoruu Big Data ucronb3yloTcs
JUTST aHaJIM3a NEPCOHAIbHBIX JAHHBIX, B TOM YMCJIe MIPU TpaHCTpaHUY -
HOIl 00paboTKe, YTO MOXET BXOAUTH B MPOTUBOpPEYME C HALlMOHAJb-
HBIM 3aKOHOJIATEIHCTBOM.

B uensax obecrnieyeHUs MpaBOBOM JIETMTUMHOCTU 11€J1€CO00pa3HO
pa3paboTaTh U MPUHATh MEXIYHAPOIHBINM CTAaHAAPT IO O0ECIIEUYECHUIO
nHpopMaIMoHHOM Oe3omacHocT Big Data, B KoTopoM onpeaeianTb
OCHOBHBIE TIPUHIIUITEI X MCITOJIB30BaHMS, TPAHCTPAaHUYHON Tiepena-
4y, obecriedyeHus MpaB (GU3UMYECKUX JIMLL U TPUMEHEHMST Mep 3allUThI.
Taxoit MexxayHapoaHBIN CTaHIAPT MOXET OBbITh MPUHST, HapUMeD,
MexXayHapOoIHBIM COI030M BJIEKTPOCBSI3U, B KOTOPOM (DYHKIIMOHUPY-
eT 17-i1 KoMuTeT 1o 6e30MacHOCTH.

OcCHOBHBIE TIPUHIIMITIEI 00ecIieyeHusI 0€3011aCHOCTHY M€ PCOHAIbHBIX
JaHHBIX MPU UCTOJb30BaHUM TexHosoruu Big Data B cooTBeTCTBMM C
MaBpuUTaHCKOU pe30IoLueil:

o OTKpBITOCTh B UH(POPMAIIMU O COCTaBE COOMPAEMBIX CBEACHUM, X
00paboTKe, 1eJsIX UCIOAb30BaHUS U Mepeladyd TPETbUM JIMLIaM.

o Ormpenenenue ueau coopa uHGOpMaLUKU HEMNOCPEACTBEHHO BO
BpeMsl ee cOopa U OrpaHUYEHUE MCIIOJb30BaHUS JAHHBIX UCKIIOUH-
TeJIbHO YCTAaHOBJICHHON IIEIBIO.

o [TlonyyeHue corjacusi Ha UCIOJIb30BAHUE AAHHBIX.

o COop u XxpaHeHHe TOJbKO TOro o0beMa JaHHBIX, KOTOPbIi HE0O0XO-
JIUM JUIS peav3alii HaME@UEHHBIX 3aKOHHBIX LIeJIeH.

o [IlpenocraBiaeHue nNepcoHAIbLHOIO JOCTYyMa JUIAM K TeM JaHHBIM,
KOTOpBbIe ObUIM cCOOpaHbl O HUX, obecrieueHue MH@opMalueili o6 uc-
TOYHMKAX AAHHBIX U JIIOObIX JIrOpUTMax, UCIOJb3YEMbIX IS Jajlb-
HEHIlero pa3BUTUSL UX MPODUIIS.

» [IlpenocraBieHue JuilaM BO3MOXHOCTH WCIpPABICHUS U yIpaBie-
HUS CBOeU MH@OpMaLueii.

« IlpoBeneHue aHaaM3a TOro, Kak coop uHpopMauu BiIUseT Ha He-
MPUKOCHOBEHHOCTh YACTHOM XKW3HU TMOJIb30BaTEIs.

o AHoOHUMM3aLMS (00E3TMYMBAHUE) TaHHBIX.

o OrpaHuyeHre U KOHTPOJb JOCTyIa K MEPCOHAIbHBIM JaHHBIM.
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« IlpoBeneHue peryasspHOro aHaju3a Ajs MOATBEPXKACHUS TOrO, YTO
pe3yabTaTbl MPODUINPOBAHUS «HAIEXKHBI, CIIPaBeIJIMBbI U 3TUYHBI, a
TakKe OTBEYAIOT TOM LIeJM, MJISI HOCTMKEHHUS KOTOPOM M MCIOJb3Y-
FOTCS TIPOWIIN».

BriBoanr:

1. IlpumeHenue TexHojoruu Big Data B Hensx pemieHus1 3agad
obecrieyeHus1 6e3omacHOCTU MHGOPMALUU B KPUTUYECKUX HHGPOP-
MaIIMOHHBIX CHCTeMaX, B TOM YHCJIe, oliepaTopaMM CBSI3H, SIBJISIETCS
MEePCIeKTUBHBIM HaIpaBJIeHUEM IOBBILLIEHUSI YPOBHSI 3alllUThl WH-
dopmarnu. B 4acTHOCTH, TeXHOJOTHUS TO3BOJISIET IMOBBICUTH TOCTO-
BEPHOCTb OLIECHKU 0€30MacHOCTU MHGMOPMALMU B KPUTUYECKUX MPU-
JIOXKEHUSIX.

2. llenecoobpa3HO CTaHAAPTM3MPOBATH BOMPOCHI 0OE30MaCHOTO
MpuMeHeHus1 TexHojoruu Big Data s mcnonb3oBaHusl B 00JacTU
obecrnieuenuss Ub Ha mMexxayHapogHOM ypOBHE, FTapMOHM3MPOBaTh 3a-
KOHOJAATEIbCTBO MO HOBbIE peasluv MH(MOPMALIMOHHOIO 00llleCcTBa.

X



P.V.Sundeev
Mobile TeleSystems

Prospects of application of Big Data
for security-critical information systems

There is a class of information systems, for which security is one
of the basic requirements. It includes, for example, control systems of:
hazardous industrial processes, transportation, facilities management,
and of other infrastructure. Such information systems are called criti-
cal. Security of critical systems largely depends on security of com-
munication networks that form the foundation of critical information
infrastructure of a country or a company with a critical system. At dif-
ferent stages of the process of ensuring security of critical information
infrastructure or information system it is necessary to have a reliable
assessment of information architecture security.

The principal stages of information security process, the
implementation of which requires an assessment:

« assessment of information security risks;

« analysis of information flows and architecture;

« analysis of threat model and violator’s model;

« development of information security policy;

o development of an information security system;

« assessment of effectiveness of information security system;

« management of information security processes and incidents;
« control of information security.

Reliable assessment of a complex information security system re-
quires classification and analysis of various physical and logical com-
ponents and connections between them, with consideration for dy-
namics of state changes, which implies the use of different modeling
approaches and state graph reduction to simplify the model in order
to ensure the solvability of the problem. However, no model is fully
accurate. Increase in complexity of the system, types and amount of
analyzed objects reduces the model’s accuracy. This situation is not ac-
ceptable for critical information systems, since it brings about the risk
of information security incidents with significant damage.

The combination of modeling techniques with Big Data technol-
ogy makes it possible to increase reliability of the results of dynamic
state modeling of complex information systems for solving problems of
information security.
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Further on we will investigate the possibility of applying Big Data
technology to construction of an information system model and assess-
ment of its compliance with security policy on the example of modular
cluster network (MCN).

The architecture of critical information systems is presented in
MCN in the form of FLS-multigraph, whose vertices are the physi-
cal and virtual (logical) modules, and arcs are information relations
between the modules. Type assignment of the modules is based on
analysis of their cluster properties. Each property of a module is an
interface, which determines the possibility of its interaction with the
other modules that have the same (matching) interface. Interfaces are
distributed through the hierarchies of informational interaction: F-
physical, L-syntactic and S-semantic. Module’s set of FLS-interfaces
determines its ability to implement information primitives of informa-
tion processing (transmission, storage, copying, modification, etc.).

The diagram shows a simplified segment of a modular cluster net-
work states multigraph and its decomposition into spanning FLS- sub-
graphs.

MynbTHrpad

F -noarpad G (Q, Rg) L -noarpad G (Q.

If modules have the same type of interface on three levels, it triggers
a transition of a system to a new state in which the new modules (ver-
tex) and interfaces (arcs of the graph) are created or existing ones are
deleted. Presence of module interaction levels allows one to simulate
the dynamics of information processing, formalize the security policy
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and take into account the impact of information security tools on the
information process. For example, to take into account an impact of
physical access control, information access control by cryptographic
means on syntax level, control of semantic access by means of division
of access rights of users and programs. State change simulation allows
you to find all the possible trajectories of the information process.
Comparison of the declared security policy with all the states of the
system makes it possible to determine dangerous paths of the process,
which are susceptible to unauthorized access to protected objects. To
ensure the practical applicability of the method to complex systems,
the state graph is reduced by type assignment of modules and their in-
terfaces. This takes the task out of the category of NP-complete prob-
lems. This also reduces the accuracy of the model and the reliability of
the analysis results.

Efficient solutions are often found in a combination of different
methods. Some areas of Big Data application to issues of information
security have already found practical use, while others are on a stage of
development or implementation of their methodology.

Application of Big Data technology in conjunction with the meth-
ods of design and analysis of module-cluster network is a promising av-
enue for improving the results of modeling and evaluation of informa-
tion security. It will enhance the completeness of information system
model, accuracy and applicability of the analysis results by:

« reduction of time needed for construction of module-cluster model
of critical information systems (the acceleration of identification and
type assignment procedures for modules and their interfaces);

« representation of larger amounts and types of elements and connec-
tions in the model, which are reduced under standard conditions;

« ensuring the monitoring of states, incident management and deci-
sion-making on information security in online mode (acceleration of
search procedures for states, identification of security events anomalies,
ensuring knowledge base completeness for decision-making, etc.);

« visualization of a system states graph with indications of security
policy violations etc.

In addition to methodical, there are legal aspects of Big Data use
for solution of information security issues. Big Data technologies are
used in many applications for the analysis of personal data, also with
cross-border information processing, which may contravene national
legislation.

In order to ensure the legal validity, it is viable to develop and adopt
an international standard for information security of Big Data, which
would define the basic principles of its use, cross-border transmission,
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protection of rights of individuals and use of security measures. The
corresponding international standard can be adopted, for example, by
International Telecommunication Union, where there is the 17" Com-
mittee on security.

Basic principles of personal data security when using Big Data tech-
nologies in accordance with the Moresco resolution:

o Openness of information on composition, processing, purposes of
use and transfer to third parties of collected data;

o The purpose of information collection is determined during the
actual collection and the use of data is restricted by a determined
purpose;

« Receive consent to data usage;

o Collection and storage of the right amount of data required for
implementation of the determined legitimate purposes;

« Granting personal access for individuals to data collected about
them, provision of information about the sources of the data and all
the algorithms used for further development of their profile;

« Provide an option for individuals to correct and manage their in-
formation,;

« Analysis of how collection of information affects user privacy;

« Anonymization (depersonalization) of data;

« Restriction and control of access to personal data;

o Regular analysis to confirm that profiling results «are reliable, fair
and ethical, and serve the purpose they are used for».

Conclusions:

1. The use of Big Data technology to address the problems of infor-
mation security in critical information systems, in particular by telecom
operators, is a promising way to increase the level of data protection.
In particular, the technology can improve the assessment accuracy of
information security of critical applications.

2. For application in information security at international level it
is advisable to standardize the aspects of safe use of Big Data tech-
nologies, to harmonize the legislation with regard to new realities of
information society.



A.A.CanbHuxos, I1.JI.ITutorun

Hncmumym npobaem ungopmayuonnoti 6e3onacrocmu
MTY umenu M.B.Jlomonocoea

Be3onacHocTh, CTAOMIBHOCTD M OTKA30yYCTONYMBOCTD
HH(PACTPYKTYpHI T00anbHoro VinrepHera

OnpenenieHus MOHATHIA 0€30MACHOCTb,
CTAOMJILHOCTh M OTKA30YCTOMYNBOCTD

IIpenMeToM HacTOsIILIEH CTAaTbU SIBJISIIOTCS BOMPOCHI OE30I1acHO-
CTU, CTAOMJIBHOCTU 1 OTKA30yCTOMUMBOCTU IJI00ATBLHOU MH(PaCTPyK-
Typhl cetd MHTepHeT. IIpu 3TOM 00JIaCTh UCCIEeA0BaHUS OrpaHUYEHA
TOJBKO TeMM BompocamMu, koTopbie Bxoaar B MaHaaT ICANN. Ilo-
3TOMY, TIpeXIe BCEro, MPUBEAEM OIpedeIcHUs MMOHSTUM «Oe3orac-
HOCTb», «CTaOUJILHOCTb» U «OTKa30yCTOMYMBOCTb» B TOM BUJIE, KaK UX
onpenensier cama Kopriopauust ICANN (cm. [1]):

be3onmacHocTs — CIIOCOOHOCTL MpEaOTBpalllaTh U Orpaxnarb OT
HEIpaBUJIbHOTO UCMOJb30BAHUS YHUKAIbHBIX WIAESHTU(DUKATOPOB
cetu IHTepHET.

CTaOWJIBHOCTh — BO3MOXHOCTb TapaHTUPOBaTb, YTO CHUCTEMa
(PbyHKLIMOHUPYET B COOTBETCTBUM CO CBOMM PETJIaMEHTOM, a Takxke
CIOCOOHOCTH 00eCeUnTh YBEPEHHOCTD MOJIb30BaTeeli CUCTEMbl YHU-
KaJIbHbIX UAEHTU(MOUKATOPOB B TOM, YTO 3TO UMEHHO Tak.

OTKa30yCTOMYMBOCTb — CIIOCOOHOCTh CHCTEMBbI YHUKAJIbHBIX
UaeHTU(UKATOPOB 3 HEKTUBHO MPOTUBOCTOSITH/BbIIEPKUBATh/TIepe-
JKMBATh 3/I0OHAMEPEHHBIE aTaKK U IPYTHe paspyllaoline coobTus 6e3
yiiep6a 1 6e3 mpekpaileHusl BhIMOJHIEMbIX CUCTEMON (DYHKIIUIA.

ITpuBeneHHbIe Bblllie MOHATUS UMEIOT (PyHIAMEHTaJbHOE 3Haye-
HUE, HO OIpeAeSIeHUST 3TUX MOHITUI TPeOYIOT YTOUHEHUH U1 COOT-
BETCTBUSI COBPEMEHHOMY UX 3HAYEHMIO U JUIsI TApMOHU3AIUU C CYIle-
CTBYIOIIIUMM MEXIYHApOAHBIMUA M HAIIMOHAJbHBIMU HOPMATUBHBIMU
JOKYMEHTaMU M CTaHAApTaMM, UCIIOIb3YIOIIUMU 3TU MOHSITUSI.

OCHOBHBIMH MPUYMHAMHU HEOOXOTUMOCTH YTOUYHEHUS STHX TOHS-
TUA SBJISIIOTCSL:

1. HeonHO3HAYHOCTb TOJKOBAHMSI TUX MOHATUI. Bo MHOrux pa-
0oTax «CTaOMJIBHOCTb» M «OTKAa30yCTOMUYMBOCTb» paccMaTpPUBAIOTCS
KaK COCTaBHbIE YacCTU OOILEro IMOHSITUSI «0e30MacHOCTb» U, BCEl-
CTBHME 3TOTO, SIBHO WJIM HESIBHO BXOIAT B 3TO OOIlee OIpeacsieHHeE.
bonee Toro, MoHATUS «CTAOWJIBHOCTh» U «OTKa30yCTOMYMBOCTH» Ya-
CTO COOTHOCSITCSI C MOHSITUEM <«HAIEeXHOCTb», a CaMO TOJIKOBaHUE
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TepMUHA «0e30MMacHOCTb», Yepe3 «HEINpPaBUIIBHOE WCITOJIb30BaHKE»
JIOITyCKaeT OYeHb IMMPOKYI0 WHTEPIIPETALNIO.

2. IlpoGieMsl IMHTBUCTUYECKOTO XapakTepa. [Ipu nmepeBome c/Ha
AHIJTMACKMI SI3bIK YaCTO TEPSIIOTCS WIM BOZHUKAIOT HOBBIE, TOTIOTHU-
TeJbHBIe KOHHOTAaMu. ba3oBoe moHATHE «0e30MaCHOCTE» B PYCCKOM
si3bIKe (M, YTO B TAHHOM Cilyyae aaxe 0oJjiee BaXXHO — B POCCUUCKUX
JIOKYMEHTAaX) TMPeXIe BCEro, 03HayaeT «COCTOSIHME 3allUIIEHHOCTU»,
B TO BpeMsl KaK KJIMIIIe aHTJIMIACKOTO TIepeBoa «security», KpoMe 3To-
ro, MojApa3ymMeBaeT U COBOKYITHOCTb CPEACTB, 00eCreYnBalOLIUX 3TO
coCTOsIHME 3alnuineHHocTH. [TombITKa MCIIOIb30BaTh IS IepeBoaa
aHIJIMICKOE CJIOBO «safety» Takke He CIAMILKOM YAayHO, T.K. OHO He-
CeT OTTEHOK <«B8HYMpeHHee oujyujeHue 3allUIIEHHOCTU», YTO, BOOOIe
roBOpPSsI, OTCYTCTBYeT B pyccKoM skBuBajieHTe (cM. [2]). Hemonuma-
HUE 3TUX HIOAHCOB YacTO MPUBOAUT K JOJTUM (U OECCMBICIEHHBIM!)
cropaM TIpY OOCYKIEHMM KOHKPETHBIX BOIIPOCOB Ha MEXIyHApOmI-
HBIX TLIOIIAAKaX.

3. OGnactb mpuMeHeHMs1 MOHSTUM. IIpuBeneHHbIE BBIIIE OIpe-
JeJIeHUS OTpaHMYeHbl TMOHATUSIMU 0€30MacHOCTH  (CTaOUJIbHOCTH
M OTKAa30yCTOMYMBOCTH) B 4yacTu (pyHKIuUi, nucrmoaHseMmMbix ICANN
(MoxeT OBITh, gaxe Oojee TouHO — IANA), a UMEHHO B YacTHU CH-
CTEeMBI pacIipeieJieHNsT YHUKAJIbHBIX MICHTU(OUKATOPOB, HOMEPOB U
mapamMeTpoB. B To ke BpeMs K KpUTHUYECKN BaXKHON MHGPPACTPYKType
mobasibHOrOo MHTEepHeTa OTHOCATCS Takxke a) MHGpacTpyKTypa Ma-
TUCTPAIBHBIX CEeTel Tepeaauyn JaHHBIX (ONMTUYECKUX, CITYTHUKOBBIX U
IIp.) 1 0) cepBUCHBIE IIaTHOPMBI, 00ECIIEUMBAIOIINE TTOJIH30BATESIM
TIpefocTaBIeHre 6a30BBIX YCIYT. IS HMX TaKKe JOJIKHBI OBITh OTIpe-
JIeJIEHbl COOTBETCTBYIOILME UM MOHSTUSI «0€30IMaCHOCTU» U «yCTONYU-
BOCTHU», HO B HACTOSIIIEN CTaThe STU BOMPOCHI HE paccMaTPUBAIOTCS.

4. VYcioBus TpUMEHUMOCTM MOHSTUM. Kpome mpuBeaeHHBIX
BbILLIE 3aMEYaHM B OTHOLUEHUU OMNpEeAeTeHUs] ITUX MOHSATHH He-
00XOIMMO YYMTHIBATH YCJIOBHSI, B KOTOPBIX 3T TTOHATUSI COXPAHSIOT
cBou 3HaueHMe. MHdpacTpykTypa ceTi MHTEpHET COXpaHSIET CBOIO
paboTOCIMOCOOHOCTD B YCIOBUSIX «<HOPMAJIbHON» pabOThl ceTr. Mexay
TeM B psiie UCCAeA0BaHUM (CM., HAaIIpuMep, MaTepualbl TaUIMHHCKO-
ro Ilentpa kubepoezonacHoctu HATO [10],[11]) paccmaTpuBatoTcst
ycIIoBHS (DYHKIIMOHWPOBAHUSA CETH KaK B CIIydae «HOPMaJIbHBIX», TaK
U B cllyyae «3KCTPEMaJIbHBbIX» YCJIOBUI ee (hbyHKIMOHMPOBAHMSI, UTO
TaKke TpeOyeT COOTBETCTBYIOIIETO YTOUHEHUST 3HAUCHUS 3TUX PyHIa-
MEHTAJIbHBIX TTOHSTHIA.

5. CoOTBETCTBME MEXIYHAPOAHBIM M HAIlMOHAJIbHBIM HOPMATHUB-
HbIM nokymMeHTaM. CylllecTByeT LieJblii mya mexayHapoaHbix (ISO),
HauvoHanbHbIX (NIST, TOCT u np.) 1 BeIOMCTBEHHBIX CTAHAAPTOB B
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00J1aCcTH 6€30MaCHOCTH M HaJeXKHOCTH, OTHOCSIILIMXCS HE TOJIBKO K MH-
(hopmalioHHBIM cucTemMaM (cM. 0030p [8]), B KOTOphIX 3auKcHUpoBa-
Ha TePMUHOJIOTHS, COOTBETCTBYIONIAS 3TOI mpeaMeTHol obiactu. I1o-
MMMO BBIHECEHHBIX B 3ar0JIOBOK TEPMUHOB «CTaOMJIBHOCTb» (stability)
U «OTKA30yCTOMUYMBOCTh» (resiliency), MCTIONb3yIOTCS OIM3KUE TTOHSITUS
«HagexHocTb» (dependability), «6e3oTkaszHocTb» (reliability), «KuBy-
YECTh», «PEMOHTOIPHUTOTHOCTE» M TIp. OTIOENBHBIN OJIOK CTaHIAPTOB
OTHOCUTCS K BorpocaMm yrpasieHust puckamu (cm. TOCT P 51897-
2002 «MenemxMeHT pucka. TepmuHbl M ompeaeiaeHusi»; 1ISO/MBK
73:2002 «Ymopapnenue puckoMm. CiaoBapb. PykoBogsiiye ykazaHUs I10
HCIOJIb30BaHUIO B CTaHIapTax»). TepMUHOJOTUs, 3aUKCUpOBaHHAS
B 3TUX CTaHJapTax, TakXe MMEET CEepbe3HbIe IepeceuyeHus: ¢ TMOHSI-
TUAMH, 3aPUKCUPOBAaHHBIMU B pyKoBoaalmx nokymeHTtax ICANN!.

TakCcoOHOMHS MOHATHI 0€30NACHOCTh, CTA0WILHOCTb M
0TKa30yCTOHYMBOCTH

Bce BbllIecKa3zaHHOE OTHOCMUTCSI JIMIIb K OTAEIbHBIM 3JIEMEH-
TaM ri100anbHONM MH(popMauuoHHON cuctemMbl MHTtepHeT. [MoHsTHS
«0€e30MacHOCTh», «CTAOWUJBHOCTb» M «OTKA30yCTOMYMBOCTb» KaK CHU-
CTEMBI YHUKAJIbHBIX UICHTU(MUKATOPOB, TaK U CEPBUCHBIX TIaTGOPM
U UHOPACTPYKTYpPhl MarucTpajbHbIX CETeil BXONAT B 0Ollee IMOHSI-
The «MH(pOpMalUMOHHOK (Kubep) OGe3omacHOCTU». TaKCOHOMUS TIO-
HATUI «MH(pOpMalMOHHAsE 0e30MacHOCTb», «KHOepOe30I1acHOCTh»,
«be30macHOCTh MH(pOpMaUN», «0e30MacHOCTh MH(MOPMAIIMOHHO-
KOMMYHUKALIMOHHBIX TEXHOJIOTUI» U T.H. SIBISIETCS MPEIMETOM 00-
CYXIEHUSI MHOTHMX MEXIYHApOIHbIX KOH(EpeHIUi, KaK aKaaeMu-
YeckMX, TaKk U TMOJUTUYECKUX (CM. Harmpumep, [9]). B cuny cambix

! 1)1 WUTIOCTpaLuy IIPUBEIEM HECKOIBKO (hOpMyINpoBoK HallmoHaIbHOTO MHCTU-
tyta ctangapToB CIIIA NIST (cm. [3]):

Be3onacHocTh — cOCTOsSIHUE, SIBIISIIOIIEECS Pe3yJIbTaTOM BHEAPEHUS M ITOAIepKa-
HHUs pabOTOCIIOCOOHOCTH 3alllUTHBEIX MEP, KOTOpBIE MO3BOJISIOT CHCTEME BBITIOJIHSITH
cBoM (DYHKLIMHU, HECMOTpPSI Ha PUCKM peau3allii Yyrpo3 ee paboTocmocoOHOCTH. 3a-
IIUTHBIE MEPBI MOTYT BKJIIOYaTh COBOKYITHOCTh MEp CACPKMBaHMS, U30eraHus, IPeIoT-
BpallleHUsI, OTCJIEKMBAaHMS, BOCCTAHOBJICHWSI M WCTpaBlieHUs. B COBOKyIMHOCTU 3TH
MepbI SIBIISTIOTCS YACThIO0 CUCTEMBI YIIPABICHUS PUCKAMU.

OTKa30yCTOIYMBOCTh — CITOCOOHOCTH OBICTPO AIaNTUPOBATHCS Y BOCCTAHABIMBATh-
Csl TIOCJIe JTIOOBIX M3BECTHBIX MJIM HEM3BECTHBIX M3MEHEHUI B OKPYXKAIOILIEeH CUCTEMY
00CTaHOBKE MYyTeM KOMIUIEKCHOTO MPUMEHEHMSI CUCTEMbI YIIPABICHUSI PUCKAMU U He-
MIPEPBIBHOTO IJIAHWPOBAHUSI.

Peub uzer o cmoco6HOCTH (a) TPOmOIKaTh (PYHKIIMOHMPOBATH W BHITIOIHSTE KITIO-
4yeBble (DYHKIIMU BO BPaxkI€OHBIX YCIOBUSIX M BO3AEUCTBUSIX JaXe MPU YaCTUIHOM pa3-
pYILIEHUM caMoil cucteMbl U (0) BOCCTaHABIMBATBCS JIO COCTOSIHUSI, ITO3BOJISIOILETO
BBITIOJTHATD TIpEANCaHHbIe (DYHKIIMU 32 BpPEeMsI, ONPENCIIeMOe MUCCUEH CHUCTEMEI.
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pPa3HbIX MPUYUH (BKJIIOYAs, KOHEYHO, U TMOJUTUYECKHE) 10 KOHCEH-
cyca B 3TOM BOIIpOCe ellle o4YeHb Aaneko. [IpmBegeM KOMITpOMUCC-
HYI0 (DOPMYJIMPOBKA MOHSTUS «K1Oep0Oe3011acHOCTh», BEIpAaOOTaHHYIO
B XOZI€ BBIMIOJIHEHMSI COBMECTHOTO MpoekTa MHCTUTyTa mpobiemM MH-
¢dopmanmonHoi 6e3omnacHoctu (UIIWB) MI'Y u Uncrutyra BocTok-
3anax (EWI) CLIA, cm. [2]:

Kubepbe3zonacHOCTh — CBOMCTBO KMOEPIIPOCTpaHCTBa (KuOepcu-
CTEMBbI) MPOTUBOCTOSITH HAMEPEHHBIM W/WJIM HEHAaMEPEHHBIM YTpo-
3aM, a TaKXXe pearupoBaThb Ha HUX M BOCCTaHABJIMBATHCSl MOCJE BO3-
JIEWCTBUS 3TUX YIPO3.

ITone3Ho oTMeTUTh, UTO B TOM Xe npoekte UITUBb MI'Y — EWI
([2]) u3/IOXEHO COOTHOIIEHUSI TOHSATUN C MPUCTABKON «KUOEp-» U
«MH)O-».

B Poccuiickoit ®enepaliny MepBOUCTOYHNKOM TPAKTOBKHU TTOHSI-
THI1, CBSI3aHHBIX C BOIIPOCAMU 0€30MaCHOCTH, CJIeAYeT CYUTATh 3aKOH
Poccwuiickoit @eneparnm «O 6e3omacHocTi Ne 2446-1 (cMm. [4]):

Bbe3omacHOCTh — COCTOSTHME 3aIMIIEHHOCTH XKW3HEHHO BasKHBIX
MHTEPECOB JIMYHOCTM, OOIEeCTBA M IOCydapcTBa OT BHYTPEHHUX M
BHEITHUX YTPO3.

OnpenelieHUsT BCEX OCTANIbHBIX BUIOB 0€30MaCHOCTU (BOSHHO-
MOJIMTUYECKOM, SKOHOMUUYECKOU, DKOJOTMYECKOW M TIp.), BKJIOYast
MOHATHE MHMOPMALMOHHOI 0€30IMacHOCTH, CTPOSITCSI Ha OCHOBE
9TOro OOILero ornpeaesieHus MyTeM YTOYHEHUs, 0 Kakoi cdepe 00-
IIECTBEHHBIX OTHOIIECHWN WIET pedb. I MIUIoCTparuu IpuBeIeM
onpejaejeHrue MHGOPMALIMOHHOI 6€30IacCHOCTH B TOM BHUZE, KaK 3TO
chopMyTMpPOBaHO B PAAEC MEXKIYHAPOTHBIX TOKYMEHTOB, IOMITMCAH-
HbIX Poccuiickoit @enepanueit (cM., Hampumep, [5]):

HMHudopmanmonHast 6e30MacHOCTb — COCTOSIHUE 3allUILEHHOCTU
JIMYHOCTH, OOIIEeCTBA M TOCYIApCTBa M MX MHTEPECOB OT YIpo3, Ie-
CTPYKTUBHBIX U MHBIX HETATUBHBIX BO3ACUCTBUII B MIHOOPMAIIMOHHOM
MPOCTPAHCTRE.

OTMeTHM ABa METOIMYECKU BaxKHBIX MOMEHTA, CBSI3aHHBIX C I1O-
CJIeAHUMMU OMpeneSIeHUSIMU:

o« ConepxaHue MNOHSATUS «0E30IMaCHOCTh» PACKPBIBACTCSI TOJIBKO
(a) B mpuBsSI3KE K KOHKPETHBIM MHTepecaM TMojb3oBaTesieil u (0) B
OTHOIIIEHNN KOHKPETHBIX YTPO3 3TUM MHTEPECaM.

o [TloHaTHe «0e30macHOCTh» YBS3aHO C MHTepecaMu CyObeKTOB —
MoJib3oBaTelieil nH(hopMallMOHHON cuctemoil. Takasi yBsi3ka Ha ypOBHeE
0a30BbIX OIpeneIeHUI BEIET K ONpeaeeHHBIM METOIUIECKUM ITpodJie-
MaM TIpU OLIEHKE 0Ee30MacHOCTU CIOXHBIX (a TeM 0osiee MoOabHbBIX)
cucreM. [Ipobrema 3aKiTo9aeTcs B TOM, YTO Y Pa3IMIHBIX ITOJIB30Ba-
TeJeil CUCTeMbl MOTYT OBbITh B3aMMOMCKIIIOYAIOILME, TTPOTHBOpeYallre
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JIpyT APYry UHTepechl (0e3 MPUBSI3KM K aHAIM3UpPyeMoil nHbopMalu-
OHHOI1 cucteme). [ToaToMy Mpu OLIEHKE 3allIMIIEHHOCTU UX UHTEPECOB
B CBS3U C AHAJIM3UPYEMOM CUCTEMOM BO3HUMKHYT MPOTUBOpPEYUS, HE
CBSI3aHHBIE ¢ (DYHKILIMSIMU/YCIyraMu, BBITIOJHSIEMBIMU CUCTEMOIA.

[MpyHIMTIMANIBPHO BaXXHO pa3mejUTh Yrpo3bl Ha J1Ba Kiacca:
(1) yrposbl, BO3HHUKAIOIIME B CHJIYy CJIyYailHbIX OOCTOSITENBbCTB, HeE-
MpeIHaMEePEeHHBIX OILIMOOK, MEPErpy30K CUCTEMbI, CTUXUKHBIX Oel-
CTBMI, anmapaTHbIX cO0eB, aBapuil U T.10., U (2) yrpo3bl, CO3HATEIBHO
IUIaHUpyeMble, pa3pabaTbiBaeMble U peaan3yeMble OJHUMU I0JIb30Ba-
TEJISIMU CUCTEMBI B OTHOLUICHUM APYTUX MOJIb30BaTEICH.

HMMeHHO nmocaeaHuii TUIT yTpo3 onpeaesisieT MPUHIMITMATbHYIO pa3-
HUILY IBYX TOHSTUI: «0€30MacHOCTb» U «HaIeXHOCTh». Korma peub
uaeT o 6e30macHOCTH, TO MpearojaraeTcs Hajludue CyobekTa, Io-
poxjarolero yrpossl. B To BpeMsi, korjga roBopsiT 0 HaJexXKHOCTHU, TO
HaJl4ue TaKoro cyobeKTa JInbo BOOOIle He MpearioaaraeTcs, JIM0o oH
paccMaTpuBaeTCsl HESIBHO, T.€. UCTOUHMKOM YIpo3bl SIBISIIOTCSI €CTe-
CTBEHHBIE TIPUYUHBI (HAIIpUMeEp, Teperpy3ku, coou, cTapeHrue mare-
pUaIOB U T.1.), IPUPOAHBIE SBAECHUS (yparaHbl, HABOJHEHUS U T. II.)
WJIM HEeYMBIIIJIEHHbIe OLIMOKY (TpeXae BCcero olMOKM MPOeKTUpO-
BaHUs WM HamucaHus KomoB). IIpu aTOM, Kak mpaBUJIO, CTPEMSITCS
YHATU OT PacCMOTPEHMSI CLIEHApUEB M CBECTU OOCYXKAEHME TOJBKO K
BBISIBJIEHUIO (aOCTpAKTHBIX, HE YBSI3aHHBLIX C MX HMCTOUYHUKOM) YSI3-
BUMOCTeil. B 3ToM moaxone ecTh ompeneneHHasl 10js1 JyKaBcTBa U/
WJIM MPOSIBJIEHUE METOMO0JOTMYECKON OIMOKU. A UMEHHO, IPUBEIEM
orpenesicHre MOHSATHUST «YI3BUMOCTb» 10 [3]:

VazBumocTb — cyabocTh MHGOPMALIMOHHON CUCTEMBI, TTPOLEAYD
0e30MaCHOCTH CHCTEMBI, TIPOIIEIYP BHYTPEHHETO KOHTPOJISI WA UX pe-
aJu3alyu, KOTOPble MOTYT ObITh MUCIOJb30BaHbI UCTOYHUKOM YTPO3HI.

Takum 06pa3oM, B caMOM OIpEeIEIEHUU TIOSIBJASIETCS 3TOT CaMblid
CyOBEKT — MCTOYHUK yTpo3 (ompeneiaeHue 1o [3]):

HcTouyHUK yrpo3 — 3ambICell U METOA, UMEIOLIUE LEIbI0 HaMme-
PpeHHoe WCIIOJb30BaHME YSI3BUMOCTU WM CJIOXUBILEKHCS CUTYallUH,
a TakXe METO/, KOTOpbIi MOXeT HeIlpedHaMepeHHO aKTHBUPOBATb
VSI3BUMOCTb.

[To HameMy MHEHUIO, MPU OLICHKE OE30MaCHOCTU CUCTEMbI B OT-
HOIIIEHUX TIpeAHAMEPEHHBIX YIPO3 METOAWYECKU TOUYHEE HCMOJIb30-
BaTh xopolo u3BecTHylo B Theory of Computer Science, maremaTu-
YECKOM KPUITOJOrUM (CM., Hampumep, [6]) cxemy.

1. OnuceiBaetcs cama Cucmema, T.e. TIEPSUUCISIIOT (GYHKUIUM U
yciyru, okasbiBaeMble Cucmemoui. [eKnapupyloT, Kakue TMpU 3TOM
KaJyecTBa, CBOMCTBA (hYHKIIWI/yCIIyT HoJKHA obecnieunTth Cucmema n
Kakue Mepbl/MeXaHU3Mbl O€30ITIaCHOCTU OHa peaju3yerT.
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2. Onpenensiorcss Yuacmuuxku: a) Ilonb3oBarellb CHCTEMBI, Ha
koro HanagaloT ([loavzoeamenv-scepmea); 6) Iloab3oBaTenb CUCTEMBI,
KoTopwiit HanagaeT (Hanadawowuii).

3. @opmynupytot Ileau amaxku (yepo3wvt), KOTOPBIX XOUeT JOCTUYb
Hanaoarowuii (KakuM UMeHHO uHTepecaM [loabzoeamensi-dicepment OH
CTpeMUTCSl HaHecTH yiiep0). B nanHoit TpakToBKe [leab amaxu — 3TO
HapyllleHue Kakoh-1nbo (pyHKIMM uau KadectBa yciayrun Cucmembt,
ucnoabssyeMmoit Ilonvzoeamenem-scepmeoi.

4. Onpenensitor, KakuMu Pecypcamu pacnionaraet Hanadarowuii
sl moctvkeHust Ileau amaxu — K Kakum aneMmeHTaM Cucmemsl OH
UMeeT AOCTYM, YTO OH MOXET MpPU 3TOM AejaTh U T.II.

BaxxHO momYepKHYTh, UTO MPU ITOM U3YUYAETCS MOAbKO KA4ecmeo
MexaHuzmos u mep be3onacHocmu, peanusyeMbix Cucmemoi. MOTUBBI
ataku (MOJUTUYECKUE, SKOHOMMYECKUE, PEJIUTMO3HbIe U T.I.) 31eCh
He paccMaTpuBaloTCs. 31eCh OTCYTCTBYIOT SMOLIMOHAIbHBIE (MTOJUTU-
yeckue) oleHKU ThIa [loavzoeamenv-icepmea — «xopolluuii», a Hana-
darouwiuli — «IIOXOM»: B KauecTBe [loav3oeamens-icepmant IpU aHAIU -
3e, BooOIIe TOBOpsI, MOXXHO paccMmaTpuBath U «Ilnoxoro mapHs» (Bad
Guy), UHTepechl KOTOpOro (Harpumep, COXpaHeHUe aHOHUMHOCTH)
CTpeMATcS HapyluTh Hanadarouwue — «Xopolle TapHU», HalIpuMep
MPaBOOXpPaHUTEJIbHbIE OpPTraHbl.

IlepeunciieHHble BbIllle 4 MO3ULIUMU SIBASIOTCS UCXOAHBIMU aH-
HBIMU JUIS1 OLICHKU CTeNeHM,/ypoBHs Oe3zonacHocTu Cucmemsi. B xone
aHaJIM3a paccMaTPUBAIOT BCE BO3MOXKHBIE (TUITOTETUYECKU BOOOpa3U-
MbIe) criocoObl peanuzaunu Hanadarowum nanHoit Amaxu. Ecav npu
9TOM BBISICHSIETCSI, YTO IS AOCTMKEeHUsI cBouX [leneii Tipu J1o00M
BoOOpa3MMoM crnocobe peanusalnuu ataku Hanadarowemy TpeOyloT-
¢ pecypchl (DuHaHCOBBIE, BpeMEHHbIC, OpraHU3alMOHHBIE), Mpe-
BBILLIAIONIME pa3dyMHble mapameTpbl, To Cucmema NpuU3HaeTcsl 6e30-
MMacHOi B OTHOLUEHWM OAHHON Amaku. JIJis OLEHKU 0e30MacHOCTH
Cucmembl B 11€JIOM HEOOXOIMMO MpPOJeNaTh TaKOW aHaIW3 IJIsT BCEeX
nap ([loavzoeamenv-acepmea — Hanadarowuii) n Bcex Amax. O6paTum
3MeCh BHUMaHME, YTO MPU OLlEHKE 0e30MMacHOCTU CUCTEMbI B LIEJIOM,
BOOOIIIE TOBOPSI, KaxcObili TIOJb30BaTe/b CUCTEMbl NOJDKEH paccMa-
TPUBAThCS U KaK MOTEHIMaIbHas XepTBa, M KaK MoTeHUMaIbHbI Ha-
nagaroruii!

IIpenioKeHus MO0 YTOYHEHHIO NOHATHIA 0€30MACHOCTb, CTAOUIBLHOCTD
H 0TKA30yYCTOWYMBOCTh B coOTBeTCTBHM ¢ MaHaaToM ICANN

[IpuMeHeHMEe OMUCAHHOTO BhbIlle (POPMATHLHOTO MOAXOAA K OLIEH-
Ke 6e30I1acCHOCTU II00aNbHOM MHGpPacTpyKTypbl HTepHeTa, Ha Halll
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B3IJISII, MO3BOJUT BO MHOTOM pPacCTaBUTb TOYKM Hall i B MEXIyHa-
POAHBIX IUCKYCCUSX U TIPU HAJIMUUW J0OpOI BOJM (3aMHTEPECOBAH-
HOCTM) BCEX YYACTHMKOB ITOJIUTUYECKOTO IIpollecca MEepeBEeCTU 3THU
JIUCKYCCUU B KOHCTPYKTMBHOE PYCJIO.

PaccmoTpumM, K yemMy TIpUBOIWT TPUMEHEHUE JAHHOM METOIWKHU
B OTHOUIEHWU OIIEHKM O€30MacHOCTY IJI00ATIbHON MHGMPACTPYKTYpPh
pacnpeieieHUs YHUKaJIbHbIX UAEHTU(PHUKATOPOB, HOMEPOB U Mapame-
TpOB ceTM MHTEpHET, B COOTBETCTBUM C MHOT'OYPOBHEBOIl MOJIEIBIO
uHdpacTpykTypsl MHTEpHETA.

1. Cucmema (rnodanbHasi MHGPACTPYKTYpa) pacrpenaeieHrs] YHU-
KaJbHbIX UIEHTU(DUKATOPOB, HOMEPOB U MapamMeTpoB ceTu MHTepHeT
SIBJISIETCSI, MPEXIe BCero, MH(popMalMoHHOU cuctemoi. [Ipuyem Ta-
KUX MH(POPMALMOHHBIX CUCTEM MOXKET ObITh HECKOJbKO, TaK Kak B
COOTBETCTBMM C MHOTOYPOBHEBBIM TpeAcCTaBieHUEeM WH@PacTpyKTy-
PBI U1 YPOBHSI MIPWIOKEHUI peub UAET O CUCTEME TOMEHHBIX UMEH,
a JUTsl CETeBOI0 U TPAaHCMOPTHOTO YPOBHEN — O HOMEpax aBTOHOMHBIX
cucteMm, IP-angpecax m Homepax moptoB. M kak Bcskas mHGpopma-
LIMOHHASl CUCTEMa OHa, BOOOILIE TOBOPS, BBIMOJHSIET/IIPEIOCTABISET
BO3MOXXHOCTb peaiu3allii BCEro HeoOXoauMoro Habopa (pyHKUUH Mo
00paboTKe, pacIpoCTpaHeHWIO, XpaHEHHUIO, TIOMCKY W TpeaoCTaBIIe-
HUIO MH(MOPMALIUU.

o B Hamewm ciayyae mon «uH(popmalueil» MOHMMAIOTCSI AaHHBIE 00
YHUKaJIbHBIX WAEHTU(UKATOpPaX, HOMepax W mnapameTpax cetu MH-
TEpHET, a TakXXe BCSl cepBUCHas (BCIomorarejbHas) MHGOpMalus,
HeoOxonumMasl Ul BBITIOJIHEHMST TEePeYMCICHHBIX Bblle (YHKIIMA.
B onpenenenun «6ezomacHocTu», naBaemoMm B yctaBe ICANN, mo-
HSTHE <«HEMPAaBUILHOE MCIIOJIb30BAHUE» CJIEIyeT OTHECTU K Kacdoi
W3 3TUX QYHKIIMIA.

o OnemeHTbl cucteMbl BKItoUaloT B cedst [CANN (IANA), ctpyKTypy
13 KOpHEBBIX CEPBEPOB U MX 3epKaja, BKIOYasd Ha0op (yHKIMUIA, BbI-
noJjiHsieMbIx VeriSign, naTh pernoHaabHbIX RIR-0B, HallMOHAJIbHbBIE U
pernoHanbHbie MHTepHET-peructparopsl (NIR, LIR), mpoBaiineps u
T.4. OnucaHue 3JeMEHTOB CUCTEMbI BKIIIOUYAET B CeOsI:

0 Ha3HayeHME 10 00pabOTKe TOro MJIM MHOI0 BuAa MH(pOpMaLUn

(IOMeHHbIE UMEeHa, HoMepa aBTOHOMHBIX cucTteM, [P-anpeca u Ho-

Mepax MOpTOB);

0 ONUCaHUEe TeXHUYECKUX CPEICTB, peau3yloluX GYyHKIUKU CU-

crembl (hardware, firmware, software);

0 COBOKYITHOCTb TEXHWYECKMX M OPTaHU3aIlMOHHBIX CTaHIAPTOB,

perjiaMeHTOB U MPOLEaYP;

0 IOPUCOWKIMIO, B paMKaX KOTOPO# (PYHKIIMOHUPYIOT 3JIEMEHTHI

CHUCTEMBbI.
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3. Iloav306ameaun — 3TO BCe, KTO BXOOUT B COCTaB «BCEX 3aMH-
TepecoBaHHBIX JIML» (stakeholders), UMeHHO Tak, KakK 3TO MPUHSITO
IMIOHUMATh B TEKYIIUX TUCKYCCUSX:

e CYOBEKTHI MEXAYHApOMHOIO MpaBa: rocyaapcTBa, KOUTUIIMUA U CO-
1036l TOCYIapCTB, HETOCYIAPCTBEHHBIE aBTOHOMUU U T.I1.;

o Ou3Hec (HalMOHAJIbHbIN, TPAHCHALIMOHAJBHBIN U T.11.), B TOM YHUC-
Jie OU3HEC «BOKPYIr» MH(MPACTPYKTYphl ceTu MHTepHeET;

e CYOBEKTHI I'pakIaHCKOIo OOIIEeCTBa: MOJUTUYECKUE MapTUHU, OT-
nenbHble LepkBu, Penuruy v ux tedeHus: (mpuyemM, BO3ZMOXHO, C
9KCTPEMUCTCKMMMU LIeJISIMU), OpraHM3allMOHHO O¢OpMIIEHHbIE OOIIIe-
CTBEHHbIE IBUXXEHUSI, HeOpMalbHble COI03bl U OOBENMHEHUS yue-
HbIX U UHXEHEPOB, U IIp.;

« HedopMalbHble BUPTyaJbHbIe TPYIINLI MOJb30BaTeaelt MHTepHeT,
00beIMHEHHbIE COBMECTHBIMU MHTepecaMu (“Anonymous”, UTPOKU
BUPTYAJIbHBIX CETEBBIX WUTP, YYACTHUKHU «KJIYOOB IO MHTEpecam», M
np.)

e B OTAEJbHBIN OJIOK ClieayeT BbIIEAUTh (DopMaibHble U HepopMasb-
Hble 00BbEAUHEHMST pa3pabOTYMKOB, UHXKEHEPOB, (OPMUPYIOIIUX 00-
nuk UHtepHera (ISOC, IETF u 1.1.)

e TpaxmaHe W YacTHBIC JuIa (B YMCIO KOTOPHIX HEM30€XKHO BXOMST
U rpaxiaHe, UMeILIUe MPEeCTYIMHbIe HaMepeHUsI).

3. Yepo3bt 6€301MaCHOCTU B OTHOLLIEHUU MH(MOPMALIMOHHOW CUCTe-
MbI B «KJIACCUYECKOM» MIOHMMAaHUU BKJIIOYAIOT YIPO3bl B OTHOLIEHUU
«Tpuaapl» cBorictB — C.I.A.:

« Confidentiality — KOH(pUICHINATLHOCT;
o Integrity — 11€JIOCTHOCTD;
« Availability — n1ocTymHOCTb.

B Hamiem ciydyae MoXeT rokasarbCs, YTO TiepBas U3 yrpo3 — yrpo-
3a KOH(UACHIIMAbHOCTY — HE aKTyaJibHa, MO KpaiiHeil Mepe, B OT-
HOILIEHUU YHUKaJIbHBIX WACHTU(PUKATOPOB, HOMEPOB U IapaMeTpoB
cetn MHTEepHeT ( Tak KakK CJI0XHO MPEICTaBUTh MPUUYUHY, IO KOTOPOit
KOMY-JIM00 TIOTpedyeTcs «3aceKpeTuTh» [P-ampec wim ums xocra).
OpHako cepBUCHasi MHMOpMaLIUsl, UCIOJb3yeMass B 3TUX CHUCTeMax,
MOXET coiepxkaTb HMH(OPMAIIUIO, COCTABISIONIYI0 KOMMEPYECKYIO
TaiiHy WJIM MepCOHANTbHbIE AJaHHbIEe u3nueckux auil. [ToaTomy B pac-
cMaTpuBaeMOM ciiyyae TpeOyeTcsi 0b6ecreuuTh Bce CBOMCTBA — KOH-
(PUIEHIIMATBHOCTD, 1I€JIOCTHOCTb U TOCTYITHOCTD.

ITpy aTOM HEOOXOAMMO YUYUTHIBATh, UTO BO-TEPBBIX, 3TU YIPO3bI
HEOoO0XOJMMO COOTHECTU C YPOBHSIMHU Moaeau uHdpacTpykTypbl MH-
TEpHETa W €CJM Ha YpPOBHE NMPUJIOXEHUI peyb UAET O 0e30IMacHO-
CTU CHCTEMBI JOMEHHBIX M pabOTHI BCEX CEPBEPOB JOMEHHBIX MMEH
(DNS), To Ha ceTeBOM 1 TPaHCHOPTHOM YPOBHE HauboJjiee aKTyalbHbI
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3amayy ooecreyeHus MaplIpyTU3aluM, Kak B JOKaJbHBIX CETSIX, TaK U
Ha YpOBHE B3aMMOJEUCTBUSI aBTOHOMHBIX CHUCTEM.

M Bo-BTOpBIX, B JTAHHOM KOHTEKCTE ClIeAyeT oOpaTUThb BHUMAHUE
ele Ha OAMH acrekT. bojbuiasg 4acTh 3J€MEHTOB paccMaTpuBae-
MO MHQPACTPYKTYPHI SIBISIIOTCS KOMMEPUYECKMMHU OPTaHU3aldSIMH,
OCHOBHOI MOTUB IESITEJIbHOCTH KOTOPBIX 3aKJII0YaeTCsl B M3BJeye-
Huu npudsLIn. [ToaToMy ciaenyeT MUMeTh B BUILy YIPO3bl B OTHOLLIEHUU
JOCTYITHOCTM M LIEJIOCTHOCTU B pe3yJibTaTe «BbIMAACHUS» U3 CUCTE-
Mbl (IpeKpalleHue WJIM OTpaHUYeHUe AESATEeIbHOCTU) OTIAEIbHBIX €€
yacTell B CUJIy CaMbIX pa3HOOOpa3HbIX BHEIIHUX (OaHKPOTCTBO, pe-
IIEHUE cyaa, CaHKIIMW, PEBOJIOLUMU U T. M.) U BHYTPEHHMX (HU3Kas
peHTabeIbHOCTh, CMeHa cdepbl AeATeIbHOCTU, MOJUTHYECKAs WIn
MoOpajibHasi MOTUBMPOBAHHOCTb U T. I1.) IPUYMH.

4. Pecypcoi, koTOpbIMU pacriofiaraeT Hanadarowuii (a 3T0 MOXET
OBITh 1000 M3 Tex cambIx stakeholder-oB!) misi peanuszanuu CBOUX
uenei (T.e. IJIs1 HapylIeHUsT UEJOCTHOCTU W/WIW JAOCTYITHOCTH YHU-
KaJIbHBIX MUICHTU(PUKATOPOB, HOMEPOB M TapaMeTpOB, MPUHAIIeXKA-
wux Kepmee WM K KOTOpbIM oOpailaetcs ~Kepmea), CylIECTBEH-
HBIM 00pa3oM OIpeaesIIOTC TeM, KTO sBjsieTcss 3TuM Hanadarouum.
B yactHOoCTH, HAaMOOABIIMMU BO3MOXKHOCTSIMU U HauOOJIee TSXKeEble
MOCJIEACTBUSI MOTYT HACTYIUTh B pe3yJjibTaTa aTaK CO CTOPOHbBI LIeH-
TPAJIBHBIX\Y3JIOBBIX 3JIEMEHTOB CUCTeMBI (ITPOBalIepPOB, PETUCTPATO-
pPOB, PEryasaTopoB u T. A.) VI UMeHHO B 5TOM, MO-BUIMMOMY, 3a-
KJIIoyaeTcsl HauOoJyiee «CIOPHbIM» U «IeJUKaTHbIi» MOMeHT. Tak,
HampuMep, ceiyac yke O4eBUAHO, UTO HE YAACTCS MPOUTHOPUPOBAThH
U 3aMoJiyaTh HefgoBepue psifa stakeholder-oB K TeXHUUYECKUM M TPO-
IPaMMHBIM CpPEICTBaM, OOCCIIEYMBAIOIIMM BBLITTOJTHEHUE KITIOYEBBIX
dbyHkimii cuctembl. To e camoe OTHOCUTCS U K KpunTorpadbuye-
CKMM MeXaHM3MaM, peaiudyeMbIM KoMmIiaHuei VeriSign.

Boobiie rosops, kaxablii u3 stakeholder-oB dopMupyer camo-
CTOSAATEJIbHO MOJEIb yrpo3 CBOel 0e30MacHOCTU, MCXOASI U3 CBOUX
npuopuTeToB. I'ocymapcTtBa U OU3HEC-CTPYKTYPhI, KaK MPaBUJIO, 3TO
JIeJaloT SIBHO, B (popMe HOPMATUBHOIO JOKyMeHTa (0011e10CTyITHO-
IO WIKN «3aKPBITOT0»); OObIYHBIE OJb30BATEIU «MMEIOT B BUAY», UTO
WMEHHO U1l HUX MOXET MPEeJCTaBJsITb OMACHOCTb, & MHOT'ME Ha 3Ty
TeMy JaXxe He 3aJyMbIBAIOTCSI U «JIeJIaloT Kak Bce». OUeBUAHO, UTO
MOJEJIM YIpo3 pa3inyHbIX stakeholder-oB B OOJIBIIMHCTBE OYIYT MpPO-
TUBOPEYUTh Apyr apyry. Ilo-Buaumomy, HauboJjiee mparMaTUYHBIM
TOAXOIOM IIJISI pa3pellieHUsT 9TUX MPOTUBOPEUYNI M HENOIIOHUMAaHUM,
SIBJISIETCS] IPUMEHEHME OMMCAHHOM BbIllIe METOAUKU 1 BbIpabOTKA IMy-
TEM MEPEroBOPOB HabOpa HENOCTAOIIUX MEP «CAEPXEK U MPOTUBO-
BecoB» (check&balance) GaaHCUPYIOIIMX UHTEPECHl MOJIb30BaTENCH,
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HanpuMep, HelOBepUe K OTAEJbHBIM TEXHUUYECKHM 2JIEeMEHTaM CUCTe-
MBI, MOXHO «COaJaHCHpPOBATh» MPUHATHEM HOPMATUBHO-TIPAaBOBOTO
JMIOKYMEHTa, 00SI3BIBAIOIIEIO rapaHTUPOBATh 0€30MaCcHOCTb ITHX BJie-
MEHTOB U T.II.
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Security, stability and resiliency of the global Internet
infrastructure

In this paper we examine the issues of security, stability and re-
siliency of the global Internet infrastructure. At that the scope of this
research is limited only to the issues that are included in the ICANN
mandate. Therefore, first of all we will examine «security», «stability»
and «resiliency» as they are defined by the ICANN [1]:

Security — the capacity to protect and prevent misuse of Internet
unique identifiers.

Stability — the capacity to ensure that the system operates as ex-
pected, and that users of the unique identifiers have confidence that
the system operates as expected.

Resiliency — the capacity of the unique identifier system to effec-
tively withstand/tolerate/survive malicious attacks and other disruptive
events without disruption or cessation of service

The abovementioned concepts are fundamental, but their defini-
tions need rectification to meet their present meaning, and to be har-
monized with the existing international and national regulations and
standards, which use these concepts.

The main reasons behind the need to rectify these concepts are:

1. The ambiguity of their interpretation. In many articles «stability»
and «resiliency» are considered as parts of the overall concept of «secu-
rity» and, therefore, are explicitly or implicitly included in this general
definition. Moreover, the concepts of «stability» and «resilience» are
often correlated with the concept of «reliability», and interpretation of
«security» by the notion of «misuse» allows for a very broad interpreta-
tion.

2. Issues of a linguistic nature. When translating from/into English,
additional connotations are often lost or created. The basic concept of
«security» in Russian (and more important in this case — in the Rus-
sian documents) primarily means «the condition of security», whereas
the cliché of the English translation of «security» implies, apart from
that, a set of means that ensure this condition of security. Attempts to
use in translation the English word «safety» will not be very successful
as well, because it carries a connotation of an «inner sense of security»,
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which, generally speaking, has no equivalent in Russian [2]. Failure to
understand these nuances often leads to long (and useless!) disputes
during discussions of specific issues in international venues.

3. Scope of concepts’ application. In part of the functions of
ICANN (perhaps even more accurately — of IANA), the abovemen-
tioned definitions are limited by the notions of security (stability and
resiliency), namely with regard to DNS and the distribution system of
unique identifiers, numbers and settings. At the same time, the critical
infrastructure of the global Internet also includes a) backbone data net-
works infrastructure (optical, satellite, etc.) and b) service platforms,
which provide the users with basic services. These also need a defini-
tion of corresponding concepts of «security» and «stability», but these
issues are not addressed in this article.

4. Conditions for concepts’ application. In addition to the above-
mentioned comments regarding the definition of these concepts, one
must take into account the conditions under which these concepts
keep their meaning. Internet infrastructure retains its working capacity
under the «normal» working conditions of the network. Meanwhile, a
number of studies (see e.g. the materials of Tallinn NATO Cooperative
Cyber Defence Centre of Excellence [10], [11]) consider both «nor-
mal» and «extreme» conditions of its functioning, and this also requires
appropriate rectification to clarify the meaning of these fundamental
concepts.

5. Compliance with international and national regulations. There
is a number of international (ISO), national (NIST, GOST, etc.) and
departmental safety and reliability standards, which pertain not only to
information systems [8], and which include formalized terminology as-
sociated with this subject. In addition to headline terms «stability» and
«resiliency», similar concepts of «dependability», «reliability», «dura-
bility», «maintainability», etc. are used. A separate set of standards
governs risk management (see GOST R 51897-2002 «Risk manage-
ment. Terms and definitions»; ISO / IEC 73: 2002 «Risk management.
Glossary. Guidance on the use of standards»). The terminology which
is formalized in these standards also has major overlap with the con-
cepts enshrined in the ICANN bylaws'.

'To illustrate this we provide several definitions of NIST [3]:

Security — A condition that results from the establishment and maintenance of
protective measures that enable an enterprise to perform its mission or critical functions
despite risks posed by threats to its use of information systems. Protective measures may
involve a combination of deterrence, avoidance, prevention, detection, recovery, and
correction that should form part of the enterprise’s risk management approach.
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Taxonomy of security, stability and resiliency

All of the above applies only to individual elements of the global
information system of the Internet. The concepts of «security», «stabil-
ity» and «resilience» in unique identifier systems, service platforms and
backbone networks infrastructure are all included in the general concept
of «information (cyber) security». Taxonomy of «information security»,
«cybersecurity», «security of information», «security of information and
communication technologies», etc. is a topic of discussion on the agenda
of many international conferences, both academic and political (see e.g.
[9]). Due to various reasons (including, of course, political) consensus
on this issue is a long way down the road. Here we’ll mention the con-
sensus definition of «cybersecurity», formulated in the course of a joint
project of the Institute of Information Security Issues (IIST) of Moscow
State University and the EastWest Institute (EWI) [2]:

Cybersecurity is a property of cyber space that is an ability to resist
intentional and unintentional threats and respond and recover.

It is useful to note that the same IISI-EWI joint project [2] touches
upon the correlation between derived «cyber» and «information» con-
cepts.

The primary source for interpretation of security concepts in the
Russian Federation is the Law «On security» Ne 2446-1. [4]

Security — a condition of protectability of the vital interests of indi-
viduals, society and the State from internal and external threats.

The definitions of all the other types of security (politico-military,
economic, environmental etc.), including the concept of information
security are based on this general definition and clarify it for specific
spheres of social relations. By the way of illustration we consider the
definition of information security as it is formulated in a number of in-
ternational documents, signed by the Russian Federation (see, e.g. [5]):

Information security — security of individual, society, state and
their interests from threats, destructive and other negative impacts in
information space.

It is necessary to take note of two methodically important aspects
related to the latter definitions:

Resilience — The ability to quickly adapt and recover from any known or unknown
changes to the environment through holistic implementation of risk management, con-
tingency, and continuity planning.

The ability to continue to: (i) operate under adverse conditions or stress, even if in
a degraded or debilitated state, while maintaining essential operational capabilities; and
(ii) recover to an effective operational posture in a time frame consistent with mission
needs.
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« The scope of the concept «security» is articulated only (a) in rela-
tion to the specific interests of users and (b) with regard to the specific
threats to these interests.

« The concept of «security» is tied in with the interests of the sub-
jects — users of an information system. Such linkage at the level of
basic definitions leads to certain methodological problems when assess-
ing the security of complex (let alone global) systems. The problem is
that different users of the system can have mutually exclusive, conflict-
ing interests (without reference to the analyzed information system).
Therefore, when assessing the security of their interests with reference
to the analyzed system there will be contradictions which are not re-
lated to the functions/services provided by the system.

It is essential to break the threats down into two classes: (1) threats
emanating from accidental circumstances, unintentional errors, system
overload, natural disasters, hardware failures, accidents, etc., and (2)
threats which are deliberately planned, developed and implemented by
some users of the system against the other users.

It is the latter class of threat that determines the fundamental dif-
ference between the concepts of «security» and «reliability». When it
comes to security, it is assumed that there is a subject that generates
threats. When considering reliability, the presence of such a subject
is either not expected or is considered implicitly, i.e. the sources of
threats are natural causes (such as overloading, failures, aging of ma-
terials, etc.), natural phenomena (hurricanes, floods, and so on) or
unintentional errors (primarily design flaws or software coding errors).
At that, as a rule, there is a tendency to depart from reviewing scenar-
ios and narrow the discussion down just to identification of (abstract,
not linked to their source) vulnerabilities. In this approach, there is a
certain percentage of deceit and/or manifestation of a methodologi-
cal error. More specifically, we provide a definition of the concept of
«vulnerability» [3]:

Vulnerability — a weakness in an information system, system se-
curity procedures, internal controls, or implementation that could be
exploited by a threat source.

Thus, that very subject — the source of the threat — is included in
the definition [3]:

Threat source — the intent and method targeted at the intentional
exploitation of a vulnerability or a situation and method that may ac-
cidentally exploit a vulnerability.

In our opinion, when assessing the security of the system with re-
gard to deliberate threats it is methodologically more accurate to use
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the procedure well-known in the Theory of Computer Science and
Mathematical Cryptology (see, e.g., [6]).

1. Description of the System itself, i.e. listing of functions and serv-
ices provided by the System. It is declared what qualities, properties of
functions/services the System must ensure and what security measures/
mechanisms does it implement.

2. Identification of the Participants: a) The system user who is a
target of the attack (the Victim user); b) The system user, who attacks
(the Attacker).

3. Formulation of Attack objectives (threats), which the Attacker
seeks to achieve (exactly which interests of the Victim user he seeks to
damage). In this interpretation the Attack objective is an impairment of
any function or service quality of the System used by the Victim user.

4. Tt is determined what Resources are available to the Attacker to
accomplish the Attack objectives — which elements of the system he has
access to, and given that, what he can do, etc.

It is important to emphasize that the only thing under study here
is the quality of the security mechanisms and measures implemented by
the Sysfem. Motives for the attack (political, economic, religious, etc.)
are not considered. There is no emotional (political) assessment like
the Victim user — is «good», and the Attacker — is «bad»: generally
speaking, in the analysis the Bad Guy can be considered a Victim user,
whose interests (e.g., anonymity) are being damaged by the Attackers —
the Good guys, such as law enforcement agencies.

The four abovementioned items are the initial data for assessing
the degree/level of security of the Sysfem. The analysis considers all
possible (hypothetically imaginable) methods of actualization of the
actual Attack by the Attacker. If it turns out that in order to achieve the
Objectives by any imaginable way of actualization of the attack the At-
tacker requires resources (financial, time, organizational) which exceed
reasonable parameters, the System is declared safe against the actual
Attack. To assess the safety of the System as a whole it is necessary
to conduct such an analysis for all the pairs (Victim user — Attacker)
and all the Artacks. Notice here, that when assessing the safety of the
system as a whole, generally speaking, each user of the system must be
regarded as a potential Victim, and as a potential Attacker!

Proposals for the rectification of security, stability and resiliency
concepts in accordance with the ICANN mandate

The use of the abovementioned formal approach for assessment of
the global Internet infrastructure security, in our view, would largely
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put an end to an international debate and with the good will (inter-
est) of all political actors steer these discussions toward a meaningful
activity.

Let’s elaborate, what would be the consequences if we apply the
given methodology to assessment of security of the global infrastructure
for unique identifiers, numbers and Internet settings distribution, in
accordance with the multi-level model of the Internet infrastructure.

1. The distribution system (the Global Infrastructure) of unique
identifiers, numbers and Internet settings is primarily an information
system. And there can be multiple information systems, since in ac-
cordance with the multi-level representation of the infrastructure, on
the application-level this refers to the domain name system, and for
the network and transport layers — to autonomous systems’ numbers,
IP-addresses and port numbers. And like any information system, it,
generally speaking, implements/provides an opportunity to realize the
full feature set required for processing, distribution, storage, retrieval
and provision of information.

o In this case «information» is understood to be the data about
unique identifiers, numbers and Internet settings, as well as all service
(auxiliary) information necessary to perform the functions listed above.
In the definition of «security» given in the ICANN bylaws, the term
«misuse» should be attributed to each of these functions.

« Elements of the system include ICANN (IANA), the structure of 13
root servers and their mirrors, including a set of functions performed
by VeriSign, five Regional Internet Registries, National and Local
Internet Registries (NIR, LIR), service providers, etc. Description of
the system elements includes:

0 a role in processing of a particular type of information (domain

names, autonomous system numbers, IP-addresses and port

numbers);

0 a description of technical means of realizing the functions of the

system (hardware, firmware, software);

o a set of technical and organizational standards, regulations and

procedures;

o notes of the jurisdiction under which elements of the system are

functioning.

2. Users — everyone who is a stakeholder, just as it is understood
in the current discussions:

« subjects of international law: states, coalitions and alliances of states,
nonstate autonomies, etc.;

« Dbusiness (national, transnational, etc.), including the business
associated with the Internet infrastructure;
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« actors of civil society: political parties, Churches, Religions and
their sects (possibly with extremist objectives), institutionalized
social movements, informal unions and associations of scientists and
engineers, etc.;

o informal virtual groups of Internet users with common interests
(«Anonymous», online games players, participants of forums, and so
forth.);

« formal and informal associations of developers and engineers who
are shaping the Internet (ISOS, IETF, etc.);

« citizens and individuals (among them inevitably are citizens with
criminal intents).

3. Security threats to information system in the «classic» under-
standing include the threats against the «triad» of properties:

« Confidentiality;
o Integrity;
o Availability.

In our case, it may seem that the first of the threats — to confi-
dentiality — is not relevant, at least in regard to unique identifiers,
numbers and Internet settings (because it is difficult to imagine the
reason why anyone would need to «classify» IP-address or the host
name). However, the service information used in these systems can
contain commercial secrets or personal data. Therefore, in this case it
is necessary to ensure all the properties — confidentiality, integrity and
availability.

Account must be taken of that, firstly, these threats must be cor-
related with the levels of the Internet infrastructure model and while
at the application level we are talking about the security of the domain
and of all domain name servers (DNS), at the network and transport
level the frontmost objective is to ensure routing in LANs and at the
level of interaction of autonomous systems.

And secondly, in this context, it is necessary to consider another
aspect. Most elements of the infrastructure in question are commercial
organizations, and their main objective is to gain profit. Therefore, one
must keep in mind the threats to availability and integrity posed by the
«withdrawal» from the system (termination or limitation of activity) of
its individual parts due to a variety of external (bankruptcy, the court’s
decision, sanctions, revolutions, etc.) and internal (low profitability,
change of the scope of activity, political or moral motivation, etc.)
factors.

4. Resources available to the Attacker (and it can be any of the
stakeholders!) to fulfill the objectives (i.e. to compromise the integrity
and/or availability of unique identifiers, numbers and parameters as-
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signed to or used by the Victim) are to a great degree determined by
who the Attacker is. In particular, the central\key elements of the
system (providers, registrars, controllers, etc.) have the greatest ca-
pacity and attacks by them will have the most severe consequences.
And therein, apparently, lies the most «controversial» and «delicate»
moment. For example, it is now obvious that it will be impossible to
ignore and silence the stakeholders’ distrust of hardware and software
that ensures the implementation of the key functions of the system.
The same applies to the cryptographic frameworks implemented by
VeriSign.

Generally speaking, each of the stakeholders forms his own security
threat model, according to his priorities. Nation-states and business
structures, as a rule, do it explicitly, in the form of a regulatory docu-
ment (public or classified); common users «are aware of» what may be
dangerous for them, while many of them don’t even think this subject
over and «follow the lead». It is obvious, that the threat models of dif-
ferent stakeholders will mostly contradict each other. Apparently, the
most pragmatic approach to resolve these contradictions and misun-
derstandings, is to use the methodology described above and develop
through negotiation a set of missing «checks and balances» for the
interests of the users. For example, it is possible to «balance» distrust
of certain technical elements of the system with the adoption of a legal
instrument, which will oblige to provide a guarantee of safety of these
elements, etc.
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Yapab3 bappu

Llenmp noaumuku 6 obnacmu mexHoao2ull U HAYUOHAAbHOU Oe30nACHOCMU,
Yuusepcumem nayuonanvhoii oboponst, CIIA'

HHTepHeT-ySI3BUMOCTH KPYIHBIX OPraHU3aLMii:
HccenoBaHie 0TKA30yCTOHYMBOCTH YPOBHS ABTOHOMHBIX
cucrem?

Kpatkoe coaep:xanue

B Hacrosiieit pabote NpoBOAUTCS aHAIU3 YCTOMYMBOCTU U YSI3BU-
MOCTEl MOAKIIUYEHUI KPYIMHbIX opraHu3aiuuii kK MHrepHety. B Heit
COMEPKUTCS HUCCIeNOBaHNWE 3aBUCUMOCTEN OOIIECTBEHHBIX OpraHU-
3alMiA U YaCTHBIX MPEeANpUsITUI, AeATeIbHOCTb KOTOPbIX B 3HAYM-
TeJbHOM CcTeneHu 3aBUCUT OT MHTepHera. CxeMbl KaK JOTHYECKUX
TOIOJIOTUIA, TaK U (DU3UYECKUX CTPYKTYp VMIHTepHeTa JIerko HalTu.
OnHako JIorMYecKue TOIMOJOrMU MHMOPMALIMOHHBIX MOTOKOB HaXo-
JATCS B MOCTOSIHHOM JBMXXKEHUU, U BU3yallbHble I'padvkKu OToOpa-
JKaKT TOJBbKO KOHKPETHbIE HAaHOCEKYHIbl PeaibHOTO MOAKIIOUEHUS.
dusnyeckass OCHOBA CBSI3€il M Y3JI0B, MO KOTOPHIM TepeaaroTcsl daH-
Hble, MEHee IOABMXKHA, HO OHA TOXE MOCTOSIHHO MEHSIETCSI 110 Mepe
BO3HMKHOBEHMS HOBBIX CTPYKTYP M U3MEHEHMS JIEJOBBIX OTHOIIICHMI
MEXY MOCTaBIIMKAMU. DTU JOTUYecKre U (bU3UYECKUe KapThl SIBJIS-
I0TCSI B3aMMO3aBUCUMBbBIMU.

ABTOHOMHbBIE CHUCTEeMbI (AS) SIBISIOTCSI OCHOBHBIMU CTPYKTYPHBI-
MM BJIeMEeHTaMMu TOAKIoYeHUss K MHTepHeTy, U OHM BKJIIOYAIOT B
cebs1 ypoBeHb CeTH ¢ HauboJiee IoJie3HOM MHpOopMaleid 1Sl 1eTalb-
Horo aHanu3a. Mapuipytel MHTEepHeT-TpaduKa onpeaessitoTcs JOru-
KoM (MOJUTUKOI) MaplLIpyTU3alliu, UCTIOIb3YEMOM pa3IMuHbIMU AS-
CeTSIMU, YYaCTBYIOLIMMU B Iepenaye Jo0bIX JaHHBIX, a TaKXKe CEThIO
(GU3NYECKUX CBSI3EM, UMEIOLIMXCS MEXIY OTIpaBUTEIEM U ToJyJyaTe-
JIEeM BTUX IAaHHBIX. BBIBOOBI U peKOMEHAAIMU, MPUBEACHHBIE B Clie-

'11-p Yapabs (Yak) Bappu npoBoaUT KOHCY/IBTALUU AJISl YACTHOTO CEKTOpa B YHMU-
BepcuteTe HanmoHanpHoOM 000poHBl. HacTosimii nokian, B TOM YKMCIe 3aKJIIOUEeHUs 1
PEKOMEHIALINU SIBJISIIOTCSI €r0 COOCTBEHHBIMM M HE OTPakaloT B3MJISIIOB, TTO3UIIMI VT
opuLIMaIbHyI0 TOJUTUKY YHHUBepcuTera HalmoHanbHOM 000poHBI, MUHHCTEpCTBA
000poHbI uau npautenbcTBa CIIA.

2Hacrosias cTaThsl OCHOBaHA Ha MOAMMUKALUU HEONMYBIMKOBAHHOIO MCCIENO0-
BaHus, mpoBeaeHHOro B 2012—2014 rr. B YHHMBepcuteTte HammoHaibHOI 0OOOPOHEL,
coBMmecTHO ¢ JIp. JIun Yamic, Kotopoe, B CBOIO odyepedb, OCHOBAaHO Ha 0oJjiee paHHE
pabote Teppu Ilynaca u pBuna Kasi. Bce Mbl pabotanu B To BpeMs B LleHTpe mosu-
THKU B 00JIACTH TEXHOJIOTMI ¥ HAIMOHAJIbHOM Ge30MacHOCTH.
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Iylolleil 0030pHOI YacTU 3TOH CTaTbU, OCHOBAHBI Ha 3TOM aHAIU3e
YPOBHSI aBTOHOMHBIX CHCTEM.

KoMMepueckue cepBUCH M HAyYHbIE MCCIIEI0BAaHUS JAI0T OOIIMp-
Hble CBElEeHUs 00 OTKAa30yCTOMYMBOCTM MOAKIIOUEHUI K MHTepHETY
OTIEIbHBIX OpraHu3amnuii. HekoTopble mccaemoBaHUs ITOKa3BIBAIOT,
YTO YCTOMYMBOCTb BEAYLIMX OpraHM3allMii He TaK HaAeXHa, KakK y
JIYUIIMX KOMMNaHUi orpaciu. TeM He MeHee, HeoOXoauM OoJiee Toj-
POOHBIM aHalu3 I TOro, YTOOBI BBISIBUTH KaKyHO-JIMOO IIOJIE3HYIO
uHGOopMaLUI0 00 YSI3BUMOCTSX U TMPEIIOXKUTh KOHKPETHBIE CpeICcTBa
3aiuThl. [loTHOIIEHHOE MCCIemoBaHNE MOXET yKa3aThb Ha Heo0XO-
JUMOCTb OOJIbIIIEr0 pe3epBUPOBaHUS (DU3UUYECKUX COEAUHEHUM, 1ie-
JIeCOOOpa3HOCTh MHAVMBUAYAJbHON TMOJWTUKU MapLIpyTU3aldu ISl
KaXIIOro 3aKa3uyMka M KOHTPAKTHBIX COIJIAIlleHUH C HECKOJbKUMU
MOCTaBIIMKAMM YCAYT WJIM JaXe MEXIYHapOAHbIX WHUIMATUB, Ha-
MpaBJICHHBIX Ha YKpeIlieHue obJjiacTell (pu3nuecKoi MHOPacTpyKTy-
PBI C BBICOKMM PUCKOM OTKA30B B €IMHOU TOUKE.

M3 pe3yabTaToB TaKOTO aHajaM3a CIEAYIOT ellle JBa HaIlpaBJIeHUS
uccienoBaHuii. I[lepBoe MOMKHO OCHOBBIBATHCS HA MOJEIMPOBAHUU
U BMYJISIHAM C LIeJIbIO JIy4ylllero MOHMMaHUS TOro, Kak JIorMyeckKas
tororpagust MuTepHeTa pearupyetr Ha U3MEHEHUsI B CBOel (pusnue-
CKOI CTPYKType. DTO MOXET OBbITh CHEJIaHO KaK C MCMOJb30BAHUEM
CYILIECTBYIOIINX, TaK U IyTeM pa3pabOTKM HOBBIX MOJEICii U METOIOB
MozeaupoBaHus. Bropast muHus ucciaenoBaHUii TOJKHA OCHOBBIBATh-
Csl Ha B3aMMOJICMCTBUU C BHEIIHMMU HAYYHBIMU U KOMMEpPUYECKUMMU
MPEANPUATUSIMU, KOTOPbIE YK€ BEIyT aHaIu3 MeTadaHHbIX TPAH3UT-
HOTO TpadukKa; UTOrOM JOJKHO CTaTh NMOHWMaHUE TOro, Kakasl WH-
(opmarnys 10KHA OBITH JOMOJIHUTEIBLHO PACCMOTPEeHa IS TToIyde-
HUSI BBICOKOTOUHOI KapTUHBI OPraHU3allMOHHBIX 3aBUCHUMOCTEH M,
COOTBETCTBEHHO, YSI3BUMOCTEIl K ceTeBbIM cOosiMm. O0e 3T MHUIIMA-
THUBBI MOTYT JaTh 0oJjiee ITyOOKOe NMOHMMaHUEe BO3MOXHBIX CPEICTB
pelleHus: mpoodeM.

0030p

IlpakTnyecku Bce opraHu3aluMu 3aBUCIT OT MHTepHera M
YIOBJETBOPEHUSI CBOMX XKM3HEHHO BaXXHbIX MH(MOPMaLIMOHHO-
KOMMYHMKAIIMOHHBIX ITOTPEOHOCTEM, a TakKe ISl OCYIIECTBJICHMS
€XEeIHEBHBIX AeJOBbIX omnepauuii. Takum oOpa3oM, MOIKIIOUYEHUST K
HMHTrepHeTy SBASIOTCS KpUTUYECKM BaxkHbIMU. HanexXHocTb TpeOyeT
pa3HOO0pa3ust BApUAHTOB AOCTYIIA U Pe3epBUPOBaHUSI, O€30MaCHOM TO-
MOJIOTUM UCXOonsIero Tpaduka Bo Beeil uHdpacTpyktype MHTEpHeTa.

Jlornueckue u usnyeckue «kapTbl» MHTEpHETa SBISIOTCS B3au-
MO3aBUCUMBIMHU, U 00€ OYeHb AMHAMWUYHBI. [ToJIUTUKKU MapLIpyTH3a-
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LIUM UCITOJIb3YIOT aITOPUTMbI, OCHOBAaHHBIE HAa TaKMX KPUTEPUSIX, KaK
00beM MHGpOpMaLMK, KpaTdyallliuili MyThb K TOJy4YaTeato, CTOMMOCTh
TpaH3UTa, MTOCTYITHOCTh CETH W IMPUHIOBbIE OTHOIIeHUS. [lomuTu-
KA MaplUIpyTU3alWUd PETYJSIPHO TMEPECMATPUBAIOTCSA TMOCTABIIMKAMU
HMHutepHera 6e3 npenBapuTeSbHOIrO yBeaomJseHus. BapuaHTbl du-
3UYECKON MapuIpyTU3allMd MOTYT PE3KO U3MEHMTbCSI BBUOY TaKUX
peanuii, Kak OTKa3 00OpydOBaHUSs, 3al€p>XKU, CKOPOCTb Tepenayu
yepe3 MOABOAHBIE MJIM Ha3zeMHbIe Kabeau U meperpy3ka Toyek 00-
MmeHa MHTepHeT-TpadukoM. Jloruueckast HeoCTyITHOCTb KOHKPETHBIX
COCIVMHEHUN 1 Y3JI0B SIBJIIETCS KIIIOUEBBIM (DaKTOpPOM (PU3MUYECKOit
MaplIpyTHU3aLH.

Takum obGpa3om, B LIEHTpPe BHUMAaHMS 3[1€Ch HAXOAUTCS YPOBEHb
aBTOHOMHBIX cucTteM MHTepHeTa. ABTOHOMHBIE CHCTEMbI, KOTOpbIE
MPEICTaBISIOT UHTEPEC, ATO ThICSYU MPOBAlAEePOB TPAH3UTHBIX YCIIYT
(MuTepHer-nipoBaiiaepsl). OHM HaxomsdTcs Ha y3nax HMHTepHeTa u
MEXAY HUMU, TaM, TA€ OMpPEessIoTCsl MOJUTUKM MaplIpyTU3aluM,
YIPaBISIONINE COCAUHEHUSIMU BHYTPU M MEXIYy MHOTOYPOBHEBBIMU
ceTsiMu, coctapisitoliumMu MHTepHeT. PazHooOpa3ue u u30bITOYHOCTh
9TUX COEIMHEHUN JIMOO MPEeACTaBISIOT CO00M KapTUHY U3OBITOYHOM
HaleXXHOCTH, JMOO KapTHMHY, B KOTOPOW €CTb OT HECKOJIbKMX YS3-
BUMOCTEH 10, BO3MOXHO, HapylIeHHON (PyHKIMOHATbHOCTH. PH3n-
yeckue cBsI3u MHTepHeTa TakxKe HaumOoJjiee SIpKO MPOSIBIISIOTCS Ha
YPOBHE aBTOHOMHBIX cUCTeM. OCHOBHBIMU COCTaBHBIMM 3JIEMEHTA-
MU SIBJISIIOTCS Kabeau v Touku ooMeHa tpadukom (TOT), B KOTOpbIX
MpoBaiiiepbl OCYILIECTBISIOT 00MeH TpadukoM Mexay cersmu. TOT
4acTO HaXOASTCS TaM, IJie COCIUHSIIOTCSI OCHOBHbIE CYXOITyTHbIE U
noaBoAgHbie Kabdenu. JItoObie mepedbou B pabOTe 3TUX Y3JI0B U COEIU-
HEHUI MpeACTaBIsIOT co00i (PU3NYECKYI0 CTOPOHY MOTEHIIMATbHbIX
VSI3BUMOCTEHM JaHHBIX BO BpeMs Tepeaadn.

MOHUTOPMHI M JAeTajibHOe KapTtorpadupoBaHue WMHTepHeT-
TpacduKa OCYILIECTBISETCS MCCIea0BaTeIbCKUMU LIEHTPaMU U CepBU-
caMM OTclIeXrBaHUS JaHHBIX B MHTepHeTe. I1omoOHbIe TIpeanpusiTus
CHeUMaIn3upyOTCss Ha TOYHOM CUTYallMOHHOM OCBEIOMJIEHHOCTU O
Teperpy3kax CoOeIMHEeHUH, OTKITIOUEHMSIX 000PYIOBaHUS M TaKUX pa3-
DPYLIUTEbHBIX COOBITUSIX, KaK CTUXMIHbBIE OEACTBUS U BPEIOHOCHbIE
araku. OTciexuBaHue MHGOPMALMU MOXET ObITh aAalTUPOBAHO K
KOMMEPYECKOMY HMCIIOJIb30BaHUI0, OCOOEHHO B (DMHAHCOBOI U 3HEP-
TreTUYECKOW OTpaciisiX, WX JJIs1 TOCYIapCTBEHHBIX BEIOMCTB, Hampu-
Mep, MMHUCTEPCTB MHOCTPAHHBIX eI U MUHHUCTEPCTB OOOPOHBI.

Jlornueckue KapThl MHGOPMALMOHHBIX MOTOKOB M300pakaroTcs
KakK TIOTOKOBblE rpapuKu WJIM CHHUMKHU, Kak MpaBwio, B MaciuTade
MWLIMceKyHaA. OHM TOKa3bIBAlOT HOPMAJIbHBIA WJIM MEHSIOIIUIACS
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00beM Tpaduka, M OTOOpaXaloT pa3pylUUTEIbHBIE COOBITHS, KOTO-
pble MellalT MoToKy Tpaduka. Hampumep, cepBUC MOHMTOpPMUHTa
HMutepHer-Tpaduka Renesys (B HacTosilee BpeMsl IIPUOOPETEH KOp-
nopanueit Dyn) ony0oiukoBall HECKOJBKO TOCAeA0BaTeIbHBIX rpadu-
KOB, U300paxaroniux HapyuieHue MHTepHeT-Tpacduka B TaniaHae BO
BpeMsI HEJABHUX TPOTECTOB’.

Bosnbiast yacts puzndeckoit uHGpacTpykTypbl MHTepHEeTa HaaexX-
Ha 1 IpoayOIMpoBaHa, OHAKO He Bcerma oe3ornacHa. IlepBUUHBINA aHa-
JIU3 MOKAa3bIBAET, YTO BO MHOTUX 00JIACTSIX, MPEACTABIISIOIIMX UHTEPEC,
pa3Ho00pa3re MOXET OBITh YIYy4YIlIeHO (B IMPWIOXKEHMSIX 2 U 3 paccMo-
TPEeHbI YSI3BUMOCTM MOJBOMHBIX Kabesneil 1 MHTepHeT-npoBaiinepos).
Tem He MeHee, MpU BbIOOpPE MyTe MaplLIPyTM3aLMKU B UTPY BCTYMHAIOT
MHOTHe Ipyrue (pakTopbl, B TOM YMCJe TOJUTHKA, AEJOBbIe corjallie-
HUS, [IeHa TpaH3uTa U KOH(UTYpalMsl MaplIpyTU3aTopa.

B HacTosmieM McclieqoOBaHMU PAacCMaTPUBACTCS HECKOJBKO KOM-
OuMHauuMii (U3NYECKUX HHOPACTPYKTYp U JIOTUYECKUX TOMOJOTUMA.
ITone3nass MeTpuka paccMaTpuBaeT pasivuHbie ypoBHU (1, 2 uau 3)
HEIOCPEJCTBEHHBIX MOCTABIIMKOB JOCTYIIa M KOJMYECTBO Ppa3iny-
HBIX TTOCTaBIIMKOB, JOCTYITHBIX OpraHU3alliMi, U MOKa3bIBaeT OOIIYI0
KapTUHY pa3HOoOOpa3us U YyCTOMUYMBOCTU TpaH3UTa B Ciliy4yae cOOEB B
obcimyxuBaHuu. PekomMeHmalmy BKJIOYalOT B ceOS M3MEHEHHUE I10-
JIUTUKU KOMIIAaHMH M OOCYXXIEHME JYUIIUX YCIOBUM OOCITYyKMBaHUS
JUTST TIOBBIIIEHUST YCTOMYMBOCTU 3aBUCUMBIX OT MHTepHeTa ceTeil BO
BCEM MMUDE.

Jlornyeckue TOIOJOTMM HAIOT MpEACTaBICHUE O IMOTEHIIMAIbHBIX
YSI3BUMbBIX TOUKAaX, CBSI3aHHBIX C TaKMMHU OOIIMMMU (akTOpamMu, Kak
MOBBIIIEHHbII 00bEM TpaduKa. JIormyeckue TOIOJOIrMU MOTYT ObITh
OTOOpaXkeHbl MHOTUMU CHOCOOAMU. Y3J1bl MOTYT ObITh ITOKa3aHbI IO
00bEMY KOHTEHTA WIM YMCIy coenuHeHui. ToJlluHa JMHUMI, ToKa-
3bIBAIOLIUX CBSI3U, MOXET OTpakaTb HOpMaJIbHbII 00beM MepenaBae-
Moro Tpapuka. KapTbl MOTYyT 1eMOHCTpUPOBATh MaplLIPYTHI Mepeaaun
MaKeTOB B BUAE MOMEHTAJIBHOTO CHUMKA. DTH BM3yaJu3allMd MOTYT
OBbITb OYEHb UHTEPECHBIMU, Jaxe 3(PMEKTHBIMU, HO HU OJHA U3 TeX,
KOTOpbIe OBUIM PacCMOTPEHBI, HE Jajia II0JIe3HOM MHPOpMalUU O
MOoAIEPXKAaHUU YCTOMYUBOCTU CETHU.

Haubonee pacnpocTpaHeHHBIMU MPUYMHAMU (PU3UMUYECKOTO Hapy-
1IeHUs1 paboThl ceTeil BCE elle SIBSIOTCS ClydaiiHble MOBPEXICHUS,
MOJJIOMKM 000pYIOBaHUSI WM MpeCTyIHas aesaTeabHocThb. [Tonutnue-
CKM MOTMBUPOBAHHBIC HamagaeHuUs Ha WMHTepHeT-MHGPacTPyKTyphl

3CM. Doug Madory, Protest Leads to Outage in Thailand, 7:56 pm, 2 neka6pst 2013
o anapecy http://www.renesys.com/2013/12/protests-lead-outage-thailand/
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BCTPEYAIOTCS TOpa3ao pexe, HO UX YUc]Io Bo3pacTaeT. CBOeBpeMeH-
HbI€ MEpPHI MO ONpeIeSeHNI0 TPaH3UTHBIX 3aBUCUMOCTEM, CUCTEMHBIX
YSI3BUMOCTE 1 pe3epBUPOBAHMIO JOCTYINa MOIYT IOMOYb 1000 3a-
BUCHMOI OoT MHTepHeTa OpraHu3alMy OLIEHUTh, Ha YTO BBIACISITH pe-
CYPCHI ISl TIOBBILLIEHUS HAIEXHOCTH.

Hacrosee ucciaenoBaHue He paccMaTpUMBAaEeT BCE PUCKM, MPU-
cylue 3aBUCUMOCTU OT MHTepHeTa. YpoBeHb aBTOHOMHBIX CHUCTEM
HE BKJIIOYAET B ce0s1 YSI3BMMOCTH, KOTOPbIE MOTYT IMPUCYTCTBOBAThb
Ha ypOBHE NOJACETel 6Hympu Kaxaol aBTOHOMHOI cucteMbl. [lpu-
MEHEeHUE MapllpyTU3aTOPOB B Tpeaesnax MoiaceTeidl (MHoraa ThICSYU
MaplIpyTU3aTOPOB) MOXET CO3/laBaTh APYruMe eIuMHble TOUKW OTKa3a,
KOTOpbI€ HE BUAHBI Ha YPOBHE CaMOli aBTOHOMHOI cucTtembl. Jlajib-
Hellle UCCaef0oBaHUsS MOTYT OOHApPYXUTh Ipyrue GpusnuecKue Wiu
JIOTMYECKME YSI3BUMOCTH, M1 MHOTOE €III€ TIPEICTOUT CAENIaTh JIST TOTO,
YTOOBI OMNPEAEIUTh ONTUMAIBHBIN YPOBEHb YCTOWUMBOCTU COEAMHE-
Huid. IS oyeHb OOJBIIMX OpraHU3alMi C T100aTbHBIMU JEJIOBBI-
MM MHTepecaMM, BO3MOXHO, OyJAeT HeoOXOOMMO JeTalu3upoBaTb U
OIPEIEIUTh MPUOPUTETHI 3aBUCUMOCTEN IS KaXIIOr0 U3 CBOUX IO~
pasaesieHnii, 4TOOkI OoJiee MOAPOOHO PacCMOTPETh HanOoIee KPUTH-
YyecKue YSI3BUMOCTH; HaIllpuMep, Mo TeorpaduyeckvM peruoHam, u
MPUOPUTU3IUPOBATH OOBEKTHI B 3TUX 00JACTSIX.

BblBO,Ilbl, PEKOMEHOAIUA U JAJbHEeHIINA aHAIN3

BbicoKast yCTOMYMBOCTL IOCTYIa ITOMOTaeT OOECIEYUTh HeEIpe-
PBIBHYIO CBSI3b M TIpeIOXpaHseT OT HapylleHWi paboTbl. CHUMKOB
ceTeil B OMMH MOMEHT BPEMEHM WJIM B OIHOI TOYKE HEIOCTATOYHO.
OpraHu3aliiy JOJDKHBI 00J1amaTh HEIPEPHIBHON OCBEIOMJICHHOCTHIO
O COCTOSTHMU CBOMX HETIOCPEACTBEHHBIX MONKITIOUeHMIT K IHTepHETY,
a TaKXKe O CHMCTeMHOIl HaleXHOCTH COOTBETCTBYIOIIMX aBTOMATH3M-
POBaHHBIX CHCTEM, HaXOIAIIMXCs Ha 6oyiee BHICOKOM ypoBHe. Takas
CHUTYyaIlMOHHAsA OCBEIOMJIEHHOCTh JOJIKHA MIPOCTUPATHCS 3a MPEIeIbl
CcaMbIX OOIIMX TPAaH3UTHBIX ITyTell OPraHU3allMi U BKIIOYATh B CeOs
MOHUMaHue o01Iel huznyeckorr MHGpPacTpyKTypbl MHTEpHETa U JIO-
ITMYECKUX TOIOJIOTHI, YYaCTBYIOIIMX B MapIlpyTu3aluy Tpaduka B
CETAX OT MYHKTA OTIIPABJICHUS IO IyHKTa HA3HAYCHUSI — B TOM YHC-
Jie TTIOHMMaHUe IMOTEHIUAIbHBIX YSI3BUMOCTEM B JIOTUYECKMX IYTSIX,
KOTOpBIE MOTYT TPOUCXOAUTh OT MHOTMX MCTOUYHUKOB. OTmpeneieHne
HaIjIexaiieil cBsI3u TpeOyeT CTaHIAPTOB, KOTOPHIE ITOCTOSIHHO pa3-
BMBAIOTCSI, © HE MOTYT OBITh B MOJIHOI Mepe ompeneieHbl. OTKa3oy-
CTOMYMBOCTD TAKXKe MOXKET IOTPeOOBaTh TAaKWX HOBBIX WHUIIMATHUB,
KaK TOCYIapCTBEHHO-YACTHOE ITAPTHEPCTBO, OOIICIPABUTEIbCTBEH-
HOE€ yJacThe M IBYCTOPOHHSS AUTIIOMATHS.
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Pexkomenmanun

o BbIIBUTb aBTOHOMHbBIE CUCTEMBI, KOTOpPbIE UMEIOT pelliatoliiee 3Ha-
YeHUe IS CTpaTeIrMueckKoi M ONepaTUBHON CBSI3W OpraHU3aIluu.

« Pa3zpaboTraTh BBICOKOTOUHYIO METOIOJOTHIO HEIPEPHIBHOIO MOHU-
TopuHIra MHTepHEeT-3aBUCUMOCTEIA.

« BzaumopeiicTBOBaTh C TOCyIapCTBAMU U MTOCTaBIIMKAMU U3 YACTHO-
ro cekrtopa B CoeauHeHHbIX IlITarax u 3a pyOoekoM, UTOObI ITOBBICUTh
CBSI3HOCTb M 0€30MaCHOCTb XOTS Obl KpUTUYECKH BaXKHBIX CETEi.

o BripaboTtaTth MexXayHapoAHble WHULMATUBBI, KOTOpPbIC MOMOIJIMN
OBl rocyiapcTBaM, B KOTOPBIX pa3MelleHbl y3JIbl, B YCTPAaHEHUM HEllO-
CTaTKOB MH(MPACTPYKTYPhl U ySI3BUMOCTEI.

o IlpoaHanu3upoBaTh KOHTPaKThl ¢ UHTepHeT-Cayk0aMu 1 MOJUTHU-
KA MaplipyTU3aluu, YTOObl CHU3UThH YSI3BUMOCTU U TIOBBICUTH CIIO-
COOHOCTB OBICTPOTO MepeHaIpaBIieHNsT ceTeBOro Tpaduka, Korma,/Tae
IIPOUCXOASIT COOH.

« Yro KacaeTcs MOCTaBIIUKOB OOJIAYHBIX YCIYT, YOGAUTHLCS, YTO pe-
3epBHbIE JaHHbIE U CUCTEMbI HE XpaHSTCS B OJHOM obJjlake.

o DBbITh OCBEIOMJIEHHBIMHU O TJI00AJIBHBIX KpU3UCAX, KOTOPbIE MOTYT
NnoTpedoBaTh MepeHarpaBieHus Tpaduka KOMIIAHUM 4Yepe3 CTpPaHbI,
IJae OH He OyJeT HapylleH.

O0aacTu 114 JaJbHeIIero aHajamsa

o HMByyuTb MeTOIOJOTUM [T UBMEPEHUSI YCTOMUMBOCTH MOJAKITIOUE-
HUS K VITHTepHETY, YTOOBI ONpPeneTUTh JIyUIlIe METPUKH JJI TTOCTO-
SIHHOT'O MOHUTOPHHTA.

o [IlpoBectn aHanMu3 CBSI3eli OCHOBHBIX CYOAreHTCTB, YUPEXACHUN U
KPUTUYECKM BaXKHBIX CAUTOB U CPAaBHUTb UX YCTOHYMBOCTD C TIPUEM-
JIEMBIMU TIOKa3aTeJISIMH.

» Pa3zpaboraTh METOMOJOTUIO IS OIpeAeSeHUus] aBTOHOMHBIX CH-
CTeM, CTpaH M PEeTMOHOB, Ije IJobajdbHas OopraHu3alus UMMeeT Hau-
0OJIBbIIYIO YSI3BUMOCTh / HAMMEHBILYIO0 YCTOMUMBOCTb.

o« OObeIMHUTL UX B Oojiee AETaJbHOM aHAIN3€ YCTOMYMBOCTU II0
peruoHaM 1 (PyHKIIUSIM.

o Pazpaborarh cucTeMy HeMpepbIBHOTO MOHUTOPUHTA OTKA30yCTOM -
YUBOCTU, HAIIPUMEP, CUCTEMBI TTOKa3aTesel, JUIsl KaxXIoi KOMaHAHON
CTPYKTYPBI, YUPEXKIECHUS, TIOJISI NeSITeIbHOCTH, KPUTUIECKOTO caiiTa
BO BCEM MMpE.

o B rnoGanbHOM MaciTabe BBISIBUTh U YCTAHOBUTH MpOdUIN pu-
cKa IS KaXJou KpUTUYECKM BaxKHOU Touku obOMeHa WMHTepHeT-
TpaUKOM, IOABOIHBIX Y CYXOIYTHBIX KabeJieil, MecT BbIxoda Kabeei
Ha MOBEPXHOCTb, KPYITHBIX LIEHTPOB 00pabOTKU AAHHBIX U CITyTHUKO-
BBIX CTAHLIMI, KOTOPbIE YSI3BUMBI JJIs1 (PU3NUYECKOTO pa3pylleHUs.
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OcHoBHAd 4aCcTh

HMHTepHeT MOXHO paccMaTpuBaTh KakK IJIOOAIbHYI0 MHMPaCTPyK-
Typy UH(OPMALMOHHO-KOMMYHMKAMOHHbIX TexHojgoruii (MKT) —
B3aMMOCBSI3aHHYIO CE€Th SY€€K, COCTOSIIIYI0 W3 MaplIpyTU3aTOpOB,
KOMMYTaTOPOB U APYIUX CIELUAIU3UPOBAHHBIX Y3JI0OB, COCAMHSIOIINX
KOMIBIOTEPHI U Apyrue MHGOPMALMOHHBIE CUCTEMBI. JIByMs Kioue-
BbIMU KoMnoHeHTaMu MK T-uH@pacTpyKTyphl SIBJISIOTCS €€ I100aIb-
Has ¢u3MdIecKas apXUTeKTypa U JJorndeckas Tormojorus. dusndeckas
WHPPACTPYKTYpa COCTOUT M3 MaTEPHUATLHBIX CTPYKTYp U 000pyHO-
BaHUS, PACIOJOXEHHBIX Ha TEPPUTOPUM CTpaHbl WM B KOCMHUYE-
CKOM WJIM TOJABOJHOM IPOCTPAHCTBE, KOTOPOE SIBJSETCS BCEOOLIUM
nocTosiHueM. boibliias yacTh 2Toi (pu3myeckKoil MHMPACTPYKTYPhI
9KCILIyaTUPYETCsS YaCTHBIMU JullaMu. Jloruyeckasl TOIMOJIOTUSI CETU
HMHTtepHeT ompenensieTcs MOJUTAKAMU MaplIpyTU3alMu (TIporpamMm-
Hbl€ MPOTOKOJbI UM HAOOPHI NMPaBUI) YCTAHOBICHHBIMU KaXKAbIM U3
aJIMMHUCTPATOPOB THICSY OTAEJbHBIX TOMEHOB (CeTeli), Ha3bIBaeMbIX
ABTOHOMHBIMU CHCTEMaMU*, U1 TOro, yTOGBI KOHTPOJIMPOBATH CKO-
pOCTb Tepeaadyd U MapiipyT MHGOpPMallU BHYTPU COOTBETCTBYIOLLIMX
ABTOHOMHBIX CUCTEM U MEXITy HUMU.

Hacrosiiee ucciienoBaHue IMOCBSIIEHO JOTMYECKOMY KapTorpa-
¢upoBanuio MHTEpHETa HA YPOBHE aBTOHOMHBIX CHCTEM M OCHOBa-
HO Ha paboTe, MpoaeJaHHON TaKUMM KOMIaHUsIMU, Kak Dyn (paHee
Renesys) 1 HayuHoii rpynroii ceTeBbIX MCCIeIOBaHUN YHUBEPCUTETA
Jlyuznanbl — Lafayette. MonenupoBaHue ypOBHSI aBTOHOMHBIX CH-
CTeM MPOU3BOAUTCS ISl CO3JaHUSI TOIOJOIMYECKOro PUCYHKa, KO-
TOpBI SIB/ISIETCS Oojiee MOAPOOHBIM, YEM OTOOpakeHHE CETEBOTO
YDPOBHSI, OJHAKO 0oJiee arperdpoBaHHbIM, YeM TOT, KOTOPBIA IOJy-
yaeTcs MpU aHaJIU3e YPOBHSI MOJCETeN WJIM MaplIpyTU3aTopoB. Bce
YPOBHU MOJEJIUPOBAHUSI UMEIOT 3HAYEHUE, U KaXKIbI U3 HUX Mpe.-
JlaraeT JIOMOJIHUTEJbHYIO TOUYKY 3pEHHMSI Ha TOMOJOTUIO0 MaplLIPyTHU-
3aUd. B KOHEYHOM cueTe, MOMUMO OIMMCAHUS YPOBHSI aBTOHOMHBIX
CUCTEM, TOHAZO0STCS MOIMOJHUTEIbHbIE MOJEAN JJis TMOHUMaHUS
3aBUcUMOCTeil B MIHTepHeTe M OLIeHKM pa3HOooOpa3usl HOCTymHa st

4 ABTOHOMHasI cHcTeMa TIPeICTaBiIsieT coboil Habop MapILIPyTU3aTOpoOB, paboTalo-
IIUX MOJ €MWHOM TEeXHUYECKON aJIMUHUCTpAIMeil MU MCIOJIBb3YIOIIMX MPOTOKOJ BHY-
TPEHHETo 1ILTI03a W OOIMe TMoKa3aTesu IS OIpele/eHUs MapllpyTa ITaKeTOB BHY-
TPU aBTOHOMHOW CUCTEMbI M MOTPAHUYHBIA MEXCETEBOI MPOTOKOJ JIsI ONpeAeIeHUs
MapuIpyTU3alii TTaKeTOB K APYTrMM aBTOHOMHBIM cucteMaM. CM. nokymeHT RFC 4271
WnxenepHoii paboueit rpyrmmbl MHTepHera, mon pea. Rehkter, Y., Li, T., Hares, S.
«A Border Gateway Protocol 4,» Network Working Group/Standards Track, The In-
ternet Society. January 2006. Crp. 4. http://www.cisco.com/web/about/ac123/ac147/
archived_issues/ipj_9-1/autonomous_system_numbers.html
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pa3IMYHBIX cybopraHuzauuii. Hampumep, IosjgHOLIEHHOE ormpenese-
HHUE YCTOMYMBOCTH CETH TpeOyeT aHaiM3a HIDKECTOSIINX ITOACeTeH
M MapllpyTU3aTOPOB, a TaKXe CBA3eH C BBIIIECTOSIIIUMM TOYKAMU
oomeHa MHrepHeT-TpacdukoM. Hacrosiiee ucciegoBaHue SIBJISIETCS
TOJIbKO HayajoM pabOThI.

HMHTepHeT He siBAsIeTCsl HEU3MEHHOM «ceThlo ceTeil». KomuuecTBo
W pasMep ceTeil, ompeneasseMblXx aBTOHOMHBIMM CHUCTEMaMM, ITOCTO-
SJHHO MeHseTcs. B Hactosuiee Bpemd (Ha 12 nexa6bps 2013 rona®) cu-
cTeMy Maplipytn3anuu MHTepHeT-TIpOoTOKOoNIa BEpCUU 4 COCTaBIISIIOT
6osnee 45800 aBTroHOMHBIX cucTeM. OHu pabotarT uepe3 300 (uau
GoJiee) KpyMHbIX Touek ooMeHa MHTepHeT-TpadhmkomM® n HeGONbLINX
y3JI0B CBSI3M, a TakKe uepe3 0osiee YeM HEeCKOJIbKO COTEH ThICSY MUJIb
MOABOIHBIX M HA3€MHBIX BOJIOKOHHO-OITUYECKUX Kabeselt, KocMuye-
CKUX U MUKPOBOJTHOBBIX JINHUI TIepeaayn TaHHBIX.

ABTOHOMHBIE CHCTEMBI 4YacTO IIPEACTaBIISIIOT co0oii MHTepHeT-
nposaiinepos (ISP)’, oGecneunBarolnx Iepenayy JaHHBIX MEXIY
xoctamu. [lpoBaiimepoB B CBOIO OuYepenb MOXHO XapaKTepH30BaThb
KaK MoCTaBIIMKOB ycayr 1, 2 unu 3 ypoBHs. IIpoBaiinepamu nepBo-
TO YPOBHS SIBJISIIOTCS T€, KOTOPBIE MOTYT TOJIYYUTh JOCTYIT K JIIO0OI
yacTu MHTEepHETa caMOCTOSITEIbHO WJIM Yepe3 MUPUHIOBLIE CETH, U
KOTOPBIM IIJII 3TOTO He TpebyeTcs MprodpeTaTh TPAH3UT WM BhITLIA-
YMBaTh MUPUHTOBBIE B3HOCHI IpyruM mpoBaiiaepam. B CoennmHeHHBIX
IlTaTax B TpoiKy BeaylIMX MPOBaillepOB IMEPBOrO YPOBHS BXOAST
Level 3 Communications, Verizon Business u AT&T®. B mpyrux pe-
TrMOHax TpoBaiiiepaMy IIEPBOrO YPOBHS SIBJISIOTCS, B TOM YMCIE,
NTT Communications (AmnoHust), China Telecom, Tata (Mumus),
Deutsche Telekom AG (I'epmanus), TeliaSonera (EBpona) u Seabone
(Utanus)’. DTU OIHOPAHTOBLIE ABTOHOMHBIE CHCTEMBI, KaK MpaBHIIO,

SCm. noknan Classless Inter-Domain Routing (CIDR) no anpecy http://www.cidr-
report.org/as2.0/

© D10 KOMMIECTBO ToueK o6MeHa M HTepHeT-TpaduKoM B3siTo y Kopir. Telegeography,
CM. Tekyllylo KapTy Mo ampecy: http://www.telegeography.com/telecom-resources/
internet-exchange-map/index.html

"TIpoBaiinepsl MIHTepHETa ABIAIOTCA KOMMEPUYECKMMM ABTOHOMHBIMU CHCTEMaMU,
MPEIOCTABIISIOIMMU yCIyru aocTyna B MHTepHeT. B To BpeMs Kak Bce MpoBaiifepsbl
SIBJISIIOTCSl aBTOHOMHBIMU CHCTEMaMM, HE BCE aBTOHOMHBIE CUCTEMBbI SIBJISIIOTCSI TIPO-
Baiinepamu. Hampumep, LieHTp cereBoit nHpopmaunu Munucrepctsa o6opoHsl CILIA
MMeeT KaK MUHHUMYM 4YeThbIpe aBTOHOMHbIe cucTembl (AS 721, AS2706, AS27065 and
AS27066). Cm. http://bgp.he.net/AS721

8TnobanbHas reorpadusi Mutepuera, Ctp. 10. Cwm. http://www.telegeography.
com/page_attachments/products/website/research-services/global-internet-
geography/0003/1871/GIG_Executive_Summary.pdf

9Cw. http://drpeering.net/FAQ/Who-are-the-Tier-1-1SPs.php
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HMMEIOT HauOOJIbIIIYIO MOLIIHOCTh, CaAMble COBPEMEHHbBIE TEXHOJIOTUU U
caMyl0 CUJIbHYIO YCTOHYMBOCTh. MX yacTo HeoduliMaabHO Ha3bIBalOT
«OTOpHBIMHU ceTamu MHTepHEeTa» .

ITpoBaiinepsl BTOpOro ypoBHsI 0OMEHUBAIOTCS TPa(UKOM C IAPYTH-
MM TIpoBaiiiepaMu, a TakxKe IPUOOPETAIOT IpaBa Ha TPAH3UT B IPYTUX
yacTax cetd MHTepHeT or npyrux MHTepHeT-npoBailnepos, Kak mpa-
BUJIO, TiepBoro ypoBHs. [IpoBalifiepbl TpeThbero ypoBHSI obecreunBa-
10T TpaH3UT B UHTEpHETe TONBKO Yepe3 COorjalleHUus, KOTOpble OHU
MOKYIAKT y APYTUX MPOBalAepoOB. DTOT TPEeTUl YPOBEHb SIBJISIETCS
TUIWYHONW TOYKOM JOCTyMa Uil (U3NIEeCKUX JIUI U MaJIoro OM3Heca.
7151 moBBILIEHUST KauecTBa OOCTYKMBaHUS, a TaAKXKe OXBaTa U HaleX-
HOCTHU KPYITHbIE OpraHU3alMM MOTYT U IOJKHBI HANPSIMYIO TTOAKIIIO-
yaTbCs K aBTOHOMHBIM cucteMaM (MIHTepHeT-npoBaiinepaM) mepBoro
WJIM BTOPOTO YPOBHSI.

ITocTOSTHHO MEHSIOIIMIACS COCTaB aBTOHOMHBIX cucTeM MHTepHe-
Ta 3aTpyJAHSIET CO3JaHne TOYHOM, aKTyaJlbHOUM KapThl €0 CTPYKTYPHI B
TpaaWLIMOHHOM CMbIcJie. bilaromapsi UCIOIb30BaHMIO TTPOrpamMM Tpac-
CHUPOBKM, a TaKXe APYTUX ITOKa3aresed, psij KOMMEPYECKUX KOMIIa-
HUI MOXET obecreuyuTh TOMUHYTHOE KapTorpadupoBaHre, 0COOEHHO
TaM, Ille OHO HAaKJIaabIBaeTCsS Ha TaKue M3BECTHbIE Treorpaduyeckue
OPHEHTUPBI, KaK T'paHUIIbI KOHKPEeTHOro rocyaapctsa. IIpoBaiigepbl
B IIpenesiaX CTpaHbl WIM PerMoHa MOTYT OBITH OIpeAesIeHbl, a KPYIIl-
Hellluye MOCTaBIIMKU YCJIYT OTHOCUTENbHO 3a(MKCUPOBAHBI C TOY-
KU 3peHust ux craryca | wunud 2 ypoBHS. [oJs1 pblHKA WIM «OXBaT»
Kaxnoro MHTepHeT-npoBaiiiepa, onpenessieTcsl MPOLUEHTOM alpecoB
HMutepHer-niporokona (IP), o6¢caykruBaeMbIX MU C MTOMOIIbIO HUXKE-
CTOSILIUX MPOBANIECPOB.

Qusuueckas ungpacmpyxmypa Hnmepnema

®usnyeckas nHPpacTpykTrypa MIHTepHETa COCTOMT M3 TOMEHHBIX
ceTeil aBTOMaTHU3MPOBAHHBIX CUCTEM — IEPBOr0, BTOPOIO M TPETHETO
YPOBHSI, KaK OMMCAHO BBIIIIE.

B xpynHbix Toukax oomeHa MHTepHeT-TpadukoM mopsaaka 50 uiu
60 aBTOHOMHBIX CUCTEM TOIICPKUBAIOT CBSI3b IPYT C IPYTOM B OTHOM
3maHun. TaM OHM MOTYT MOAKJTIOYAThCS K HECKOJIbKUM aBTOHOMHBIM
cucTeMaM WIM TpoBaiiiepaM MOABOAHBIX Kabeaeil Ais rnepeaadyu Tpa-
¢uka. Takue Touku odMeHa TpadukoM, Kak aoM 60 mo ['ya3oH-cTpuT
u 1om 111 Ha BocbMoit aBeHIo B Hpio-Mopke win noM 530 Ha 1mecToit
ctput B Jloc-AHmxKelece SBISIIOTCS OAHUMU U3 CaMbIX KPYIHbBIX, HO

0Ixedd Taiicon, How Internet Infrastructure Works, http://computer.howstuff-
works.com/internet/basics/internet-infrastructure2.htm
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Nom00OHBIE TUIIBI Y3JI0B CYILECTBYIOT BO BCEM MuUpe, U Oosiee uem 250
JIOCTYMHBI JJIs1 aHAJIM3a Yepe3 UHTepaKTUBHbIE KapThl. Ecin nepenaya
Tpaduka IpepBeTcs B 1000 M3 3TUX TOYEK, 3TO MOTPEOyeT albTep-
HaTUBHOU MapilpyTu3alnuvu. B HeKoTopeix MecTax, Hanmpumep, Coe-
nuHeHHBIX lllTarax, ajxbTepHaTHUBHASI MapIIPyTU3alvs MOXET OBbITh
JIETKO YCTAHOBJIEHA, HO B APYrOM MecCTe, HanpuMmep, B LleHTpanpHOM
Asum, caenaTh 3TO MOXET OBITh ropas3mo ciaoxHee. B mobom ciaydae,
HEKOTOpble TOUKM oOMeHa MHTepHeT-TpadukoM'' mMorim 6bl cTaTh
MpUBJEKATebHBIMU LIEJISIMU [JISI TOTO, Ubel LIEJbIO SIBJISIETCS Hapy-
menue MHTepHeT-Tpaduka, 1 MHOTHE U3 HUX HE OYEHb XOPOIIO 3a-
IIMIIEHBI OT (GU3NYECKUX aTak.

IMpumepHo 95% W urepHeT-Tpaduka nepeaaércs yepe3 BOJTOKOHHO-
ONTUYECKWE JUHUU CBI3M, JMOO B Ha3eMHBIX, WUJIU TOABOIHBIX Ka-
6emsax. OcraBmmecs 5% (MU MeHee) TIepemaloTcs depe3 CIyTHUKH,
MUKPOBOJHOBBIC JIMHUM, aTMOC(EpPHBIE ONTUYECKHUE JMHUMU CBI3U
W Ipyrue HUIlIeBble CpeacTBa. BoJOKOHHO-ONTHYECKUE Kadeau Mo-
TpeskHeMy HaMHOTO 3¢ (GeKTUBHEE CITYTHUKOB B TIJIaHe SKCILTyaTalll-
OHHBIX PAacX0A0B, MPOMYCKHOM CIOCOOHOCTH, KauyecTBa CUrHajla U Ha-
nexHocTu'?. OIHAKO CIyTHUKM 06eCeYrBalOT BAKHYIO AJIbTEPHATUBY
MO MPEeIOCTaBICHUIO YCAYT TPY BOZHMKHOBEHMM HEIITATHBIX CHUTYa-
LU Y OCYILIECTBICHUN BBICOKOIPUOPUTETHBIX Iepenady B OTAAJIeH-
HbIx paiioHax. C 2011 roga HOBO€ ITOKOJIEHME CIIyTHMKOB ITOBBICHJIO
CKOPOCTb U HaJeXHOCTh MHTepHeT-coenrHeHusl Mpu OoJiee HU3KOMN
CTOMMOCTH, YeM IpPEeIbIIYLIE CITyTHUKOBBIE cucTeMbl!’. Oxumaercs,
YTO 3Ta TCHACHLMS MOJTYYUT Pa3BUTHE.

TpeTbuM BaXHBIM KOMITOHEHTOM (DU3MUYECKON WMH(PPACTPYKTY-
pbI, XOTSI M KOCBEHHBIM, SIBJISIETCSI DHEProcuMcTeMa, TakK Kak y3jam
M COEMHEHUSAM HeOOXOIMMO 3JIEKTpUYecTBo 4. DyieKTpruuecKue ceTu,
XOTS M He OOCIYyXMBAaIOT UCKIOUUTENbHO MHTEpHET, HOJKHBI ObITh
paccMOTpeHbl MpU oleHKe ysi3BuMoctu. MHbpactpykryper UKT u
SHEPreTUKU UIYT pyKa 00 pyKy M SIBJISIIOTCS IBYMSI HauboJsiee S5KOHO-
MUYECKM BaxXHBIMU MHQPACTPYKTypaMu B JII00OI CTpaHe.

""Cm. Kapry UHTepHeT-o6MeHa Kopm. Telegeography mo ampecy: http://www.
internetexchangemap.com

2http://www.fiercetelecom.com/special-reports/submarine-cable-operators-hunt-
new-routes-counter-congestion-political-turm

13Cwm. Toxknan MenepanbHoit KoMUCCHU cBsAzu oT despans 2013 r. o aapecy: http://
www.fcc.gov/measuring-broadband-america/2013/February

“Hanpumep, onuH U3 y310B MHTepHeTa, KpyMHEHIINIA faTa-LEeHTp 110 agpecy 350
East Cermak Ave B Uukaro siBisieTcss KpyImHEHUIIIMM MOTPeOUTENEM 3JIEKTPOIHEPTUH B
ropoze mnocje MexayHaponHoro aspornopra O’Xapa. [TonBoaHbie kabenu, Kak MnpaBu-
510, TpedytoT 3—4 KBT sHeprum mist paboThl ycuIuTeNeil CUTHAIA.
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Jloeuueckas mononoeus HHmepHema

Jlornueckasi Torosiorust cetu MHTepHET ompenensieTcsi apXuTeK-
TypOil MapUIpyTHU3allii, OCHOBAHHOI Ha TTOJWUTHKAX, MPOTOKOJAX U
Habopax MpaBwi, YCTAHOBJIEHHBIX U MOAIEPKUBAEMBIX aBTOHOMHBIMU
cucteMamu. Hanbosee 3HauMMbiM HabopoM TpoToKoJioB MHTepHe-
Ta SIBJISICTCSI NBOMHON TPOTOKOJ, HaseiBaeMblii TCP/IP (mporokon
yIpaBlieHUsI iepenaueii/mexcereBoii mporokoia). TCP/IP onpenensier
TO, KaK JaHHBIE TOJDKHBI (DOPMATUPOBATHCS, alpecoBaTLCS, Tepea-
BaTbCs, HAIMPABISITHCS U MpUHUMaThCs. OH gBseTcs hyHIaMeHTalb-
HBIM TPOTOKOJIOM, KOTOPEII ompenessieT MOPSA0K CKBO3HOTO COCIH-
HEHUS B cuUcTeMe ceTeil IHTepHeTa.

JApyruM OCHOBHBIM MPOTOKOJOM SIBJISIETCSI MPOTOKOJ MOTrpaHuy-
"ot Mmapmpytusanuu (Border Gateway Protocol — BGP), xoropsrit
ABTOHOMHBIE CUCTEMbI UCIIOJIB3YIOT AJIsSI ONpeneeHUs] CBOeH MOJUTHU-
KU Mapupytusaiuu ¢ nomeHamu apyr apyra. TCP/IP, BGP u mHorue
JIPyTHe TIPOTOKOJBI OIPEACIISIIOT JIOTUKY KMHTepHeTa. ABTOHOMHBIE
CHCTEeMBI TaKKe MCITOIB3YIOT TIPOTOKOJT BHYTpeHHETO 1mio3a (Interior
Gateway Protocol — IGP) mns BHyTpeHHE#l MaplIpyTU3alMU MEXIY
cBoumu IP-noacetsimu. BaxkHO OTMETUTD, YTO aBTOHOMHBIE CUCTEMBI
3aKOHOMEPHO OTHAIOT MPEAMOUYTECHIE MapIIPyTH3alNK TpadrKa dyepe3
CBOM COOCTBEHHBIE TTOICETU, «CECTPUUHBIE» Y3JIbl WJIM OMHOPAHTOBBIE
CeTH, C KOTOPBIMU OHM MMEIOT COTJIALIEHUs O MapIIpyTU3alnu. DTO
MOXKET O3HayaTh 00Jiee MPOTSKEHHBIE, YeM OXMIAETCS, MapIIpyTHl B
HEKOTOPBIX CUTyallMsIX MapuipyTu3aiuu. s mpocToThl aHanu3a Oy-
JIeM CUMTATh aBTOHOMHBIE CHCTEMBbI €IMHBIMA KOMIIAHUSIMU B paMKax
JIOTMKM MaplipyTtusaiuuy MHTepHeTa B 1IeJI0M.

Cpenu HanboJee 3HAYNMBIX TIPUJIOXEHUM JorTndeckoro MHATepHE-
Ta BBIOCJSIOTCS OIEPallMOHHBIE CHUCTeMbl (DU3MYECKMX COeIMHEHUI
7 Y3JI0B; TIporpaMMHOe obecTieueHre, NCIoNIb3yeMoe IpoBaiinepaMu
Pa3IMYHBIX YPOBHE; W IMPOrpaMMHOE O0ECIIeYeHIE CUCTEMBI TOMEH-
HbIx MMeH (DNS). Kak 1 mpoToKoJibl, KOTOpbIE OHU UCIIOIb3YIOT, 9TH
CHCTEeMBI BIIUSIOT Ha TTIOTOKM Tpadmka B MHTEpHETE.

ApMUS CeTeBBIX aAMUHUCTPATOPOB, KOTOPbIC YCTAHABIMBAIOT pa3-
JIMYHBIC TTOJTUTUKA MapIIpyTU3aIliN TSI CBOMX aBTOHOMHBIX CHUCTEM,
TaKKe 0Ka3bIBaeT 3HAYMTEIbHOE BIMSHUE Ha JIOTUKY TTOTOKA TpadurKa
cBoux kiareHToB. Ceityac cyuiectByeT okoyio 72000 BbIaeJIEHHBIX HO-
MepOB B aBTOHOMHOI1 cucteMe (Autonomous System Numbers)'>, kax-

5Cwm. http://www.potaroo.net/tools/asn32/. Kak yka3aHo Ha 3ToMm caiite, 71,678
HOMEpPOB B aBTOHOMHOW CHCTeMe ObUIM MPUCBOCHBI perMOHabHBIM MHTEpHET-peru-
ctpatopaM Ha 2 utoHs1 2013 roga. He Bce M3 HMX ObLIM NMPUCBOEHBI aBTOHOMHBIM
cucrteMaM (B cucteMe Mapuipyrusanuu okojo 42000 aKTUBHBIX aBTOHOMHBIX CHCTEM).
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IbIA ¢ omnpene/ieHHBIM HaOOpOM MOJUTHUK BHEIIHEH MaplIpyTU3allviy.
DT TMOJUTUKH OTIPEIEIISIOT HOPMAIbHYIO MapIIPyTU3aIlAIO TTOTOKOB,
a Takke TO, KaK OyayT IepeHarpaBiIeHbl MMOTOKU TpaduKa B Cilydyae
nepeboeB WJIM B 4pe3BbIYAHHBIX cUTyalMsix. Hampumep, mist Tpa-
(mka cBOMX KPYIMHEWININX KIMEeHTOB MHTepHeT-mpoBaiimepsl MOTYT
yCTaHaBIMBATh MEPBOCTENEHHBIN MPUOPUTET B ILJIaHE MPOIYCKHOMN
CITOCOOHOCTHU, CKOPOCTH Tiepefadyd M BOCCTAHOBJICHUHU TIOC]Ee COOEB.
B To Bpems Kak ¢u3nueckue KapThl ceTell, KaK MpaBUIO0, TOCTYITHbI
yepe3 OTKPBITbIE MCTOYHWKHU, YTOOBI MH(MOPMHMPOBATH IMOJB30BaATE-
JIe 0 MOTeHIMAJIBbHBIX PUCKAaX CHUXXEHUSI KauyecTBa OOCITy>KUBaHMS,
aJIMUHUCTPATOPhl CETeil YaCTHOrO CEKTOopa, KakK IMpaBWIO, CUMTAIOT
(akTIeckue (B CpaBHEHUH C HAaYaJIbHBIMM) TTOJUTUKA MapIIpyTH3a-
1LIMM CBOMX CUCTEM, M, TAKUM 0Opa3oM, OOJIbIIIYIO YaCTh AeTaIU3aluU
Jjormueckoi Tomoyiorn MHTEepHeTa, 3aKphITOi MH(MOPMAIINECH.

HHTepHeT-ysA3BUMOCTH

DTa cTaThsl MOCBSIIEHA He MpobiieMe KubepOe30MmacHOCTH, HO He-
KOTOpasl cripaBoYHasi MH(OpMaIvsl O MOTeHUUAIbHBIX YSI3BUMOCTSIX U
TUNaxX (UNYECKUX U JIOTUUECKUX COOEB MOXKET OKa3aTbCs MOJIE3HOM.

Duznyeckre U JOorudeckre coor MOTYT BO3HUKHYTH B pe3yJIbTaTe
MPUPOIHBIX WM TEXHOTEHHBIX MPUYWH, CIyYalHbIX WX TpeaHame-
PEHHBIX, a TakXke MO0 MPUYMHE DJEKTPOMEXaHUYECKUX COOeB (B TOM
YUcie TIeperpy3ku cucTeMbl). @u3ndecKre HapyIIeHUST MOTYT TIPUBE-
CTU K JIOTUYECKUM, U HAa000pOT: (pU3NUYECKOE MOBPEXICHUE CETEBOrO
KOMIOHEHTa MOXET U3MEHUTD JIOTUUECKUI MOTOK, YTO MOXET MOBJIM-
STh Ha 3aJepPXKU M IPOIYCKHYIO CIOCOOHOCTh ceTu. B mpemnBepuu
BOCHHBIX JICHCTBUIA MOXHO OXMAATh HapylleHUs (M0 KpaliHeil Mepe,
BPEMEHHOI0) KJIIOUE€BbIX KOMMYHUKALIMI U UH(OOPMALIMOHHBIX Y3JIOB
nyTeM (pU3NYECKOro MpepbIBaHUSI CBSI3U, MOCTAHOBKU ITOMEX WJIU
nHBIMKA criocobamu. Kpome paspyirenns mHGpacTpykrypsl B Hpio-
Mopke B cBA3U ¢ COOBITUSIMU 11 CEHTSOPS, TEPaKThI A0 CHUX IOP HE
BbI3BAJIM 3HAUMTEIbHOrO HapylleHus: hbyHKIMOHUpoBaHusi MHTepHe-
Ta (B OTJIMYME OT MOBPEXACHMUS TaKMX IeJeBbIX 00beKTOB, Kak HII3

Bosblias yacte HomMepoB — Gojiee 63 000 — 3710 crapbie 16-GuTHBIE HOMepa. ABTO-
HOMHasl CCTeMa MOXeT paboTtaTh Oosiee yeM ¢ omHUM HoMepoMm. B 2011 romy Havamoch
pacripeneneHue Oosee HOBBIX 32-OMTHBIX HOMEpPOB. MexaHu3ma Bo3BpaTta Oojiee He
HCIOJIb3yEeMbIX MJIM He HYXXHBIX HOMEPOB He CYyIIeCTBYeT. TakuM 00pa3oM, 3TOT HOMep
JIOJDKEH pacCMaTPMBATLCSl KaK MPUOIU3UTEIBHOE KOJIMYECTBO MOJUTUK MapIlIpyTH3a-
LMK, MCTIONb3yeMbIX B IHTepHeTe, oMHaKo, MPUHKUMAasl BO BHUMaHKE MOJYyYeHHOE YnC-
J10, KapTorpadupoBaHue OyIeT BeCbMa CIIOXHBIM TporieccoM. OTMeUaeTcsl, 4YTo 3TOT
BeOCAT OOHOBIISIETCS €XEIHEBHO.
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Aramco B CaynoBcKoil ApaBuu); HO 3TO TOJDKHO paccMaTpUBaThCS
Kak Oyayuiasi BO3MOXHOCTb.

Hapyiienue jiormyeckoii TOIMOJOTUM TOCPEICTBOM BpPEIOHOCHBIX
MPOrpaMM MOXET HapylIUTh/CHU3UTh Ka4eCTBO (PU3UYECKOIl coCTaB-
Jsnomelt MHTepHeTa, HampuMep, aTaky TUTIA pacIipele/eHHbIA 0TKa3
B obcnyxuBanuu (DDoS) HapylaioT paGoTOCIIOCOOHOCTb CEPBEPOB.
Toukammu ysI3BUMOCTH IJ1s1 Jlorndeckoro MHrepHera siBistiores: (1) ma-
HUNYJISILIUAKA ¢ TTporpaMMHbIM obecrieueHuem TCP/IP, (2) ataku, Ha-
npasjeHHble Ha MHTepHeT-npoBaiiaepoB, u (3) atraku Ha camy DNS.
bonee noapodHast nHdopMauus comepxurcs B Ilpunoxenun 3.

KiroueBbIM MOMEHTOM SIBJISIETCSI TO, YTO ITO-HACTOSIILIEMY IJIO-
baybHasl CTpaTeTWsI CHUXXKCHUSI YSI3BUMOCTEH He MOXET HOCUTH B
OCHOBHOM TEXHMYECKUI XapakTep; AOJXKEH IMPUCYTCTBOBaTb WMHTE-
TPUPOBAHHBIA TOCYIApPCTBEHHO-YACTHEIN, OOIIeOPTaHN3AIlMOHHEIN 1
00IIeTTPaBUTEILCTBEHHBIN TPaHCHALIMOHAIBHBINM MOAX0H, OAMHAKOBO
3aTparuBaroUIUii JIOAeH, MPOLECChl, OpraHU3aluy U TeXHOJIOTUU.

AHaIM3 3aBHCHMOCTEN

Hzmepenue ycmouuueocmu Kk HapyuieHusm ceés3u 6 Unmepneme

HM3mepeHre yCTOMYMBOCTU OpraHM3allMyd K HapylIeHUIO CBSI3U B
HNuTepHeTe TpeOyeT MOHMMAaHUS aTbTEPHATUBHBIX CPEICTB Tepeaadn
nHdopMaIK, KOTOPble MOTYT OBITb MCIOJb30BaHbI B Cllyyae HeIdo-
CTYIMHOCTU KOHKpEeTHON yacth UHTepHeTa. DTO BaXHO, MOCKOJBKY
nepegaya OOJIbIIEH YacTu MHMOpPMaUMU OO0 KPYIHONW OpraHu-
3alUM, B TOM YHCJe OOMEH 3aKPbITBIMUA NTaHHBIMM, OCYILECTBISIETCS
yepe3 CeTu OOILEro IMOJb30BAHUS, WIM, TOUHEE, UHKAIMCYJIUPYETC,
wudpyerca U TyHHenupyerca'® yepes uHdpacTpykTypy MHTepHeTa.
AHanmu3 3aBUCUMOCTU OT MHTepHeTa NOoJDKeH BKJouyaTh B cedst: (1)
BaXXHOCTh ToAceTH, (2) mpodwib MpUHUMAIOLIEH cTpaHbl, (3) pas-
HOOOpa3ue AOCTYIMHbIX COCTUHEHUI.

Bascnocmy: Kakue 4yacTv M peruoHbl ceTu WMHTEpHET SBISIOTCS
HauOoJiee BaXXHBIMU JJISI OpraHU3alMii U 3aBUCHMOCTb OT KaKoil ya-
CTU 3TOU WMHMPACTPYKTYPHI U JIOTUIECKON TOIIOJIOTUU TIPENCTABISET

1 TyHHeIMPOBHUE UK «I1EPEBPOCKA TIOPTOB»> SABJAETCH CTAHNAPTHOM TEXHUKOM 3a-
UTEl “HpOpMaK Ui MHOrUX MHTepHeT-mosb30Bateneil. CyliecTByeT MHOXECTBO
MTPOTOKOJIOB M METOJIOB [UTS MHKANCYJISALMN WIK NIM(GPOBaHUS AaHHBIX B Hebe3omac-
HBIX CETSIX, HalpMep, MIPOTOKOJI TYHHEJIMPOBAHUSI TOUKA-TOUYKA KOMIaHn Maikpo-
codt (PPTP) umu npotokon 6e3omacHoit oboaouku (SSH). TyHHennpoBaHue co3m1aéT
BUPTYaJIbHYIO YaCTHYIO YeThb IUIsI aBTOPU30BAaHHBIX MoJib3oBarteneil. CM. http://search-
enterprisewan.techtarget.com/definition/tunneling
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co00i1 HempuemJieMblii puck? BaxHo OyneT BbIIBUTb, Ha Kakue aB-
TOHOMHBIE CMCTEMBI ONTMPAETCS OPraHM3alNs, CKOJIbKO M3 HUX MPH-
HAIUIeXKUT OZHOMY IIpOBaiiiepy, Ile HaxoHsATCsS KIIIOYeBBIE Y3JIbI U
COCIMHEHUS W KaKWe TTOJUTUKH MapIIpyTU3allii OHU WCIIOJB3YIOT.
HOoKHBI OBITH BBICTaBJICHBI MPUOPUTETHI IS, HAIIPUMEpP, aBTOHOM-
HBIX CUCTEM, OOCIYKMBAIOLIUX 11TA0 KOMaHAOBaHUSI, U TeX, KOTOpbIE
00CTyXXMBAIOT HE MepeloBble Moapa3ie/ieHns, Haxoasuecss B yaa-
JIECHHBIX MecTax. AHAJIUTUKM TaKXKe MOJKHBI MOHUMATh IOCTYITHYIO
M30BITOYHOCTh. B KOHEUHOM cueTe IMogoOHbIC IToKa3aTen OydyT He-
00XOIMMBI TSI KPUTUUYECKN BaXKHBIX JIJII HAIMOHAJIBHON 0e30macHoO-
CTU MEXBEIOMCTBEHHBIX MaPTHEPOB U COIO3HUKOB.

Ilpogpunv npunumaroweii cmpausi: OpraHu3aluvsIM TakXe Heo0Xo-
IMMO 3HaTh TNpoduiab MHGpacTpyKrypbl MHTEpHeTa B NpUHMMAIO-
IIUX CTpaHaX, B KOTOPHIX OHW PabOTalOT WM IUIAHUPYIOT padoTaTh
B OymymieM. KoanyecTBo B CTpaHe HOMEpPOB aBTOHOMHBIX CHUCTEM
(HAC), npucBoeHHBIX MEXAYHAPOAHBIM COTLJallleHUeM, KaK IpaBU-
no, WMHTEepHeT-TIpoBaiimepaM, SBISIETCS OOJHUM W3 IPU3HAHHBIX I10-
Kazarejaeir HamexXHocTU WHbpacTpyKrypbl MHrepHera. Hampuwmep,
B Typuum, kak coobmaercsa, 290 HAC, a B AsepOaiimkaHe TOJBKO
31. Cpenu Opyrux cTpaH, KOTOpble MOXHO OTMETUTb, AcdraHucTtaH
€O BCero aBamatbio M TYpKMEHHMCTaH C TOJNBKO JUIIb AByMs. CH-
pus, Kak Ipearojaraercs, Takxke oonagaet Toabko asyms HAC, B To
BpeMs1 KaK VeMeH mMeeT TOJNBbKO OmHy. DTH LUdpPBl YKa3bIBAIOT Ha
CTpaHBl, KOTOPBIC MOABEPXKEHBI PUCKY 3HAYUTEIbHBIX HApYIICHU B
cyvyae MPUPOIAHBIX MM aHTPOMOIreHHbIX KaTacTpod. Cpeau apyrux
CTpaH, KOTOpble UMEIOT MaJjio, WJIM BOOOIE HE UMEIT COOCTBEHHOIO
noctymna B MHtepHer, banrnagem, TypkMmeHucTaH, Y30ekucTaH, JIu-
sus, CesepHas Kopes u Ky6a'!”.

Pasnoobpazue nymeii nepedauu: Kakum pazHooOpasneM IIyTei Tie-
penayu mHbopMalMy obIafaeT Ta, WIM MHAsl OpraHM3alMOHHAs MO~
CTPYKTypa Ha IIyTM K TIpoBaiimepaM WMHTepHeTa BepXHEro ypoOBHS?
HMmMeroTcs M MOAKIIOYEHHBIE albTepHATUBHBIC MPOBaiinepbl U KaHa-
JIBI, TOTOBHI M B COCTOSTHUM JIM OHU TOAIEPKMBATH HEIIPEPBIBHOCTH
COCAMHEHMS Ha Cjydail BbIXOJAa M3 CTpPOsS OCHOBHOIrO MpoBaiaepa,

7 ndps aktyanbHbl Ha aHBapb 2013 roma. Homepa aBTOHOMHBIX CHUCTEM IIpH-
CBaMBalOTCS YTIpaBJIeHWMEM IO TPUCBOeHUIO MHTEpHET-HOMEPOB [UISI TIOJTH30BAHUS
MPOTOKOJIAa TTOTPAHUYHON MaplIpyTU3aluu (MTPOTOKOJ MOTPAHUYHON MapILpyTU3aLU
SIBJISICTCSI TIPOTOKOJIOM simpa BHyTpu Tipotokosna TCP/IP). ABTOHOMHBIE CUCTEMBI B
cTpaHe OOBIYHO SBJsSIOTCA WHTepHeT-mpoBaiinepaMu, a YMCIO HOMEPOB aBTOHOMHBIX
CHCTEM B OJHOM CTpaHe SIBJsIETCS] OOHMM M3 MoKaszaTesieil ycToilumBocTh MHTepHeT-
uHbpacTpykTypel. CM.  http://www.renesys.com/tech/presentations/pdf/menogl2-
cowie.pdf
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y3ja Wid coenrHeHus1? DTo Oosiee TIyOOKMI BOMPOC, YeM IPOCTO
KOJIMYECTBO aBTOHOMHBIX CUCTEM, HEIOCPEICTBEHHO OOCIIyXUBalO-
IIMX KaXIylo KPpUTUYECKU BaxKHyIO ceTh 0ol THK unu rinobdans-
HoIt opraHu3aiyu. YToObl MOHSITH, CXOASITCS JIM HECKOJIBKO aBTOHOM -
HBIX CHCTEM B KAaKOW-TO OMHON TOYKE YSI3BUMOCTH, OTBET IOJDKECH
BKJIIOYAaTh B Ce0$l aHAJINU3 BBILLIECTOSAILMX IIPOBANIEPOB U apXUTEKTY-
pbl MapuIpyTHM3allM¥d Ha BCeM IyTU A0 OMOpHbIX ceTeli MHTepHeTa.
[enoBble OTHOLIEHUSI MEXAy IMocTaBiiMKamMyu MHTepHeTa HaxomsTcs
B TIOCTOSTHHOM JBMXXEHMM, a BMECTE€ C HUMU U3MEHSIETCSI apXUTeK-
Typa MaplIpyTM3aluU CBSI3aHHBIX aBTOHOMHBIX CUCTeM. DPDPeKTUB-
HbI aHATUTUYECKUI TTpoLece JOJIKEH BKIIOYATh B €051 MOCTOSIHHYIO
CBSI3b C MOCTaBIIMKAMU YCJIYr ¥ MPUHUMAaTb BO BHUMaHUE MEPUOAU-
Yyeckre OOHOBJIEHUSI MapIIpyTU3aluu.

VcroitunBocTh sIBIsgeTCS (PyHKIIMEH pa3HOOOpasus ITyTeid mepega-
YU, KOTOPOE MOCTUTACTCS HE TOJIBKO MCITOJIb30BaHMEM HECKOJIbKHUX
MPSIMBIX MPOBalAEPOB aBTOHOMHBIX CUCTEM, HO TakXe IyTeM o0e-
CIIEUCHUST HECKOJIBKMX IMyTel K BBIIIECTOSIIINM KOCBEHHBIM ITPOBaii-
JlepaM Ha BCEM MapllpyTe K onopHbIM ceTssM MHTepHeTa. B nonosHe-
HUE K OLIEHKe TMPSIMbIX U KOCBEHHbBIX CBsI3ell MpOBaliAepoB ¢ Kaxaou
U3 CBOMX MOMYMHEHHBIX CTPYKTYp, Kaxnmas TIio0ajibHas OpraHu3a-
LIMsl I1OJKHA OBITh B Kypce JIEJIOBBIX OTHOLIEeHUM cBoux MHTepHeT-
poBaiinepoB. MCronb3yoT U HEKOTOPHIE WIIN BCE TTOCTABIIMKU OTHY
U TY X€ MaTepUHCKYI0 aBTOHOMHYIO CUCTeMY? YSI3BUMBI JU KPUTU-
YeCKU BaXKHbIe aBTOHOMHbIE CUCTEMBbI K HapyIIEHUSIM B3aMMHOIO 00-
MeHa, KOTOpble MOIJIM Obl 3aTPYIHUTh MX COCAMHEHUS C KJIMEHTaMu
wiu cotpyaHukamu? Eciu 3To Tak, HapylleHUe paboThl B MaciTadbax
OpraHu3ali MOXET OTPa3UThCS BO BCEX aBTOHOMHBIX CUCTEMax, 00-
CIY>KMBAIOIIUX OJHO WUJIM HECKOJbKO COEIUHEHMIA.

HemaBumit ananm3 xkommanmu Dyn/Renesys ObIT TIOCBSIIEH
MaplIpyTU3aLUU JAHHBIX Ha YPOBHE aBTOHOMHBIX CUCTEM, €ro LEIbIO
ObUTO OLICHUTH MPSIMOE U KOCBEHHOE pa3HOOOpasue MONKIIOYEHUI
MyTeM U3Y4YeHHUs] B3aMMOOTHOILIEHUI MEXIy IpoBaiiepaMu. 3aTem,
OHU TIPOBEJIM OLIEHKY OpraHu3alluii MO CTEeNeHU pPa3HOooOpa3ust MX
MMOJKITIOUEHUI, OT HUKaKOU (HyJleBas OIleHKAa) M0 3HAYUTEIbHOTO
pa3HooOpa3ust 06e3 KakKux-aubo eauHbIX ToueK oTkasza (oueHka 100).
I'padpuk paccesnust Ha Tabauie A (CM. HIKE), OTOOpaxkaeT pe3yiib-
TaThl NECITKOB THICSY OpTraHU3alvii, TPUCYTCTBYIOLIMX B MHTepHe-
Te, CTPYNIIMPOBAHHBIX MO KOJWYECTBY MCHOJIb3YEeMbIX aBTOHOMHBIX
cucteM (BepTuKajabHas och). IlpumeuarenbHo, 4To MUHUCTEPCTBO
o6oponbl CIIA (DoD), siBasioleecst Wb OAHOW M3 MHOT'MX Op-
raHU3aluii, TPUBEACHHBIX B aHAIN3E, MOJYYMIO HU3KYIO OLIEHKY B
34 Gajuta, YTO MOXET yKa3blBaThb Ha 3HAYMTEJbHBIA MOTCHLIMAT JUIS
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VIIy4dlIeHUs pa3HOOOpa3usl MTOCTYMHBIX TMOAKIIOUEHU B €€ MpUcCyT-
ctBuu B UHTepHete.'® Huskas orieHka MO, BeposITHO, OTpaxKaeT Kap-
TUHY JJI1 OOJIBIIION paccpeaOTOUeHHON OpraHM3allui ¢ MHOXECTBOM
HE3aBUCHUMBIX, JIOKAJbHO 3aKOHTPAKTOBAaHHBIX MPOBAiIEPOB CBS3MU.
Kpome Toro, pesynbrar Ha ypoBHe MO B J1I000il TOUKEe Ha IlIKaJe
MaJoMH(MOpPMaTUBEH, MOCKOJbKY He MOKa3bIBaeT, TIe pazHooOpasue
MOJIKJIOUeHUI HAXOAUTCS Ha HU3KOM YPOBHE, a TIe, BO3BMOXHO, €T0
OydeT JOCTAaTOYHO. YSI3BUMbI JIM OCHOBHBIC KOMAaHAOBAaHUS K Hapy-
meHusiM cBsi3u? Tam HeT pa3OMBKU CpeIu MHOXECTBA MOAYMHEHHBIX
KOMAaHIOBaHUI WIN YUPEXICHUN, 3aHUMAIOLUXCS, HATTPUMED, JIOTU-
CTUKOM, WU KaJAPOBLIMU BompocaMu. AIroputMbl Renesys sBisiroTcst
IIPOIIPUETAPHBIMU, HO BO3MOXKHO IIPOBECTU OoJiee AeTaJbHbBII aHAIN3
JaHHBIX U, 3TO, CKOpee BCEero, OyIEeT MOJEe3HO.
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CRGANIZATION SCORE erenesys

Ta6u. 1. ITokazaTenu pasHooOpa3us nMoaKiIoYeHU Renesys

JIBolicTBEHHasl  TpsAMasi-KOCBEHHasl  3aBUCUMOCTb.  BJIEKTPO-
SHEepreTUyecKasl cucreMa

MHTepHeT-3aBUCUMOCTD, CB3aHHAsSI C BJIEKTPO-39HEPreTUYECKUMU
CeTSIMU, SIBJISIETCSI KaK TIPSMOI, TaK M KOCBEHHOM. BoibIIMHCTBO Op-
TaHM3alUi ¢ KPUTUYECKU BaXKHBIMU CETSIMM UMEIOT TaKKMe pe3epBHbIE
WJIM aBapuiiHble UCTOYHUKU MUTAHUS, KaK TeHepaTophl, YTOObI KOM-
MeHCUPOBaTh Mepedbor B IoAaye 2JIEKTPOIHEPIMHU, OJHAKO HEKOTO-
pble U3 HUX pacCMaTPUBAIOT BO3MOXKHOCTD MOJAKIIOYEHUS] CBOMX KITIO-
YeBbIX OOBEKTOB K HECKOJIBKUM IMOCTABIIMKAM SHEPTUU. DTO BaXKHO,
MOCKOJIbKY aBapUIHBIN 3amac TOIJIMBA MOXET 3aKOHYUTHCS, a pe3epB-

18Cwm. http://www.renesys.com/2009/05/keeping-score/
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HbI€ 2JIEMEHTBI BBIMTH M3 cTpos. [IpakTUYeCKU BCe KPUTUIECKU BaX-
Hble UHPPACTPYKTYpbl MHTEpHETa yIpaBIsSIIOTCSI YACTHBIM CEKTOPOM.
MexaHU3MBl YaCTHOTO CEKTOpa IO TMOAAEPKAHUIO HEIPepbIBHOCTU
paboThl MHPPACTPYKTYPhI pa3inyalTcs MO KauyecTBY, HO OOJbIIMH-
CTBO M3 HMX BKJIOUYAET B ceOs1 pe3epBHOE BHEProcHadOXeHue, XOTs
1 Ha OrpaHWYEHHBIN Mepuo] BpeMeHU. Takum oOpa3oM, oOLIMpHbIE
MPOJOIKUTENbHBIE OTKIIOUEHUS 3JEKTPOIHEPTUU, KOTOPbIE BIMSIIOT
Ha HECKOJbKHMX IPOBaIEpPOB YCAYr, MOTYT MPUBECTU K CHUKEHUIO
MPOU3BOAUTENBLHOCTU ceTu WMHTepHeT mJIsi MHOI'MX MOJIb30BaTeleil.
Hapymienue snexkrpocHaOxeHUs1 U VIHTEpHET-COEIMHEHUM TakxKe
MOXKET MPUBECTU K HEBO3MOXKHOCTU MOTPEOMUTENIC OIUIaTUTh TaKue
KPUTUYECKHM BaxKHbIE TOBAphI, KaK TOIUIMBO U JIEKApCTBa, YTO YpeBaTO
MOTEHLMATBLHBIMU TTOCJIEACTBUSAMM IS COLMANbBHOM cTabuibHoCTy.

Teonoaumuueckoe earusnue Ha Quzuueckuii/noeuveckuii Unmeprem

B pornonHeHne K GU3NYECKUM U JIOTUYECKUM YSI3BUMOCTSIM, KOTO-
pble MOTJIM ObI TTIOMellIaTh CIOCOOHOCTU OpraHU3alMM UCIOJIb30BaTh
HWnuTepHeT B 17100a1bHOM MaciuTade, IMpPoBaiiAephl 32 TPAaHULICH MOTYT
He YAeNSITh JOCTAaTOYHOTO BHUMAHUS MOAECPHU3ALUU UHPPACTPYKTY-
pel 1 Oe3onacHocTu. CBSI3aHHOM MPOOJIEMO SIBJISIETCS TO, UTO Oec-
MOPSIAKY B CTpaHaX CO CJIaOBIM yIIpaBJICHUEM WM HEJIPY>KEeCTBEHHBI-
MU TIpaBUTEIbCTBAMU MOTYT IOCPEICTBOM ITPABOBLIX MAHEBPOB WJIU
WHBII ecTBUIA OJIOKMPOBaTh WM HapylliaTh Mepeaayy JaHHbIX Yyepe3
HMHuTepHeT B npeaeaax CBOUMX I'paHULL.

Hekotoprie rocynapctba peryaupyioT MHTepHET-KOHTEHT U OCy-
LLIECTBISIOT yIIpaBJeHUEe TeJISKOMMYHUKALUSIMU Uyepe3 rocyJapCTBeH-
Hble KOMITAHUM WU SIBJISIIOTCSI COOCTBEHHUKaMU (PU3MYECKON WH-
GpacTpyKTyphl, HEOOXOAMMOM I MOAKIIOUeHUsT K ceTu MHTepHeT.
ABTOpUTaApHBIC PEXUMbI TaKXKe MPeANPUHUMATIN MEPHI TI0 OrpaHUYe-
HUIO JocTtyna B MHTepHeT Bo BpeMsl Kpu3ucoB. Bo BpeMsi mpotecToB
B Erunrte B siHBape 2011 roma mpaBUTEILCTBO MCIIOJIB30BAJIO IOJIO-
JKeHHE 3aKOHa O TeJIEKOMMYHMKAalIUSX, Kacarlleecsi HallMOHAaIbHOMI
06e301acHOCTU, JIJISI TOTO, YTOOBI MPUHYIUTh MHOCTPAHHBIX ITpOBaii-
JIepOB OECIIPOBOJHON CBSA3M OTKJIIOUYUTH JOCTYI K MOOWIBLHBIM CETSIM.
BonpmmHCTBO M3HAYABHO CHEIANIO 3TO, XOTS CITYCTSI HEKOTOPOE Bpe-

¥ TIpuMepoM MOXET CIYXUTb HECIIOCOOHOCTb IOKYMaTeleil MpHobpecT GeH3UH
C MOMOIIBIO KPEOIUTHBIX KapT mociie yparana Canmm. MccinemoBaHue 3HAYUTEIBHBIX
COOBITHIA KOCMUYECKOI TIOTOMIbI, TTPOBelcHHOEe B YHUBepcuteTe HalmoHaabHOM 000-
poHsl B 2011 romy, moka3bIBaeT, YTO MPOAOKUTEIbHBIE HAPYIIICHUST SHEPTOCHAOXKEHUS
Ha OOLUMPHON MECTHOCTH BBI3bIBAIOT 0COOYI0 00€CMOKOCHHOCTh HACEJIEHUSI 10 MTOBOAY
pacrpenesieHrst MEIMKaMEHTOB.
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M$ YCJIYTM B OTPaHMYEHHOM OOBbEME OBbUIM BOCCTAHOBJIEHBIZ. 3aMbl-
ceJl TIPaKTUIECKU He TTOBJIMSIT Ha BOCCTaHME, TaK KaK MPOTECTYIOIINE
COBMECTHO HAlIUIM cIocobbl o6xona orpaHuueHuit’’. Tem He MeHee,
9TU AEHCTBUS MPOASMOHCTPUPOBAIU, HACKOJIBKO CUIBHO HEKOTOpbIE
rocygapcTBa OYIyT CTPEMUTHCS OTPAHUYUTH ITOCTYIT K HEOT(PUIBTPO-
BaHHOU MHMopMauuu U MHTepHeTYy.

CrenyeT MpeAIoNoXNUTh, YTO B aBTOPUTAPHBIX TOCYIApCTBAaX YacT-
HbIi (TTOJydalolivii MpuObLIb) CEKTOp, IpaXdaHe M TPeTbU JIMLA
(MexxayHapolIHble orepaTopbl MHTepHeTa M ToJb3oBaTeand) OymyT
MaJIo WJIM BOOOIIe He Mpuberatb K IOpUINYECKON anelUIsIIud WiIu
3aKOHOJATEIbHOMY PEeryJMpPOBAaHUIO MPOTUB TOCYAAPCTBEHHBIX IEii-
CTBMII IO BMEIIATEILCTBY B (PyHKIMOoHMpoBaHMe MHTepHeTa. B TO
K€ BpeMsl Itoxas huznyeckasi Ui Knuoepoe30macHOCTh TaKKe MOXKET
OTKPBITh TIYTH, KOTOPBIE MOTYT HAPYIIUTh WIN YXYAIIUTh TOIKITIOUE-
Hue K MIHTepHeTy myTeM He IMOANAIOIIMXCSI aTpUOyLIMy OeHCTBUN U3
MOYTH JII0O60Tr0o reorpacuyeckoro peruoHa.

Acnekmbl dunaomamu4ecKoeo, npagogoeo Ul KOMMEPHECK020 83aumooelicmeust
041 CHUJICEHUSL YA38UMOCIU

HuruioMatnyeckoe, IpPaBoOBOE€ WM KOMMEPYECKOE B3aUMOJEH-
CTBME Ha Pa3JIMUYHBIX YPOBHSIX CIOCOOHO YMEHBIIMTb YSI3BUMOCTU
U paclIUpUTh pezepBupoBaHue MHTepHeTa 3a pybexom. Hamboisee
BaXKHBIM ILIar — yOeauTh MpaBUTEJbCTBA OTAAaBaTh OE30MAaCHOCTU U
HaleXXHOCTH WH(OpMaIlU¥, KOMMYHUKALMA U CBSI3aHHBIX C HUMU
uHdpactpyktyp (MKT), ropasgo 0ojiee BBICOKWI MPUOPUTET, YeM
ceiiuac. DTM BO3MOXHOCTU TOMOTAIOT OMNpPEAeJUTh IModeauTesaein u
MPOUTPABIIMX B 3KOHOMUYECKOM IUIaHE, OKa3blBalOT BJAMUSHUE Ha
MEXIyHapOAHbIE OTHOILEHUSI U MEHSIIOT 00pa3 MbILILICHUS] HALIWX J1e-
Teii. TeM He MeHee B paMKax MeXBEIOMCTBEHHBIX IIPUOPUTETOB OHU
pPeIKO pacCMaTpUBAIOTCS KaK KPUTUYECKM BaxKHbI€ YCIYTM WM WH-
¢pacTpyKTyphl. DTU BOIIPOCHI KAacalOTCs OM3HecCa U TOCyIapCTBEHHbBIX

0 Cm. http://latimesblogs.latimes.com/babylonbeyond/2011/01/egypt-foreign-
telecomms-stepping-in-to-connect-protesters-to-internet.html. France Telecom wu
Vodafone Group GbuIM AByMsI orepaTopaMu, KOTOPbIe BOCCTAHOBWIM OOCTYXXMBaHUE
yepe3 HECKOJIbKO THel. [Ipyrre Ucrosib30Baiu MPOBOAHYIO CBS3b M CTapble KOMMYTH-
pyemble CITyKObI ISl IPEOAOICHHS Pa3pbIBOB OECIIPOBOIHON CBSI3U.

2ICwm. http://www.aljazeera.com/news/middleeast/2011/01/201112515334871490.
html B Beixomnsie mau 30—31 ssHBapst mpu B3aumonelictBun Google u Twitter cepBrucoM
SayNow, npuobpetreHHbIM Google, ObUI 3allyllleH OeCIUIaTHBIM MEXIyHapOMIHBIN Teje-
(oHHBIIT cepBuC “speak2tweet”, MOCPenCTBOM KOTOpOro mnosb3oBareny B Erunte moriu
OCTaBUTH COOOIIEHNE B cucTeMe Twitter. Ycrex aToif MHUIIMATUBEI IO 00XOMy GJIOKHUpO-
BOK IIPUBEJI K CO3MAaHMIO aHAJIOTMYHBIX cepBUcOB B Cupuu B 2012 romy, Korga mpaBu-
TEJIbCTBO YTPOXKAJIO OrpaHUYCHUEM JOCTYIMA K COLIMAIbHBIM cepBrcaM U MHTepHeTy.
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JIMIEPOB Y MOJIMTUKOB, a HE TOJBKO OMEPaTOPOB KMOEPITPOCTPAHCTRA.
HekoTtopbie 13 3TUX BO3MOXHOCTEIA:

o CogpeiicTBOBaTh TOCYyIapCcTBaM, KOTOPbIE HE MMEIOT JOCTATOYHOIO
pe3epBUPOBaHUS B IIpeleax CBOUX IpaHUll, YTOObI YBEIUYUTh AUBEP-
cuduKalro MapuIpyTU3allMui, MO MEHbIIE Mepe I UX OCHOBHBIX
KaHayoB. OTKa30yCTOMYMBOCTb CETUM MOXKET OBbITh BKJIIOYEHA B MO-
BECTKY [IHSI MIPU BEJEHUU MEPErOBOPOB O TPAH3UTHBIX IMOIILIMHAX.

e VYyacTBOBaTh B TMPOEKTaX HOBBIX WA MOJEPHU3UPOBAHHBIX
BOJIOKOHHO-OINITUYECKUX HAa3eMHBIX WU MOJABOJHBIX Kabesei, KOTo-
pble 4acTO OCYIIECTBSIOTCS TPU TOJAEPXKKE KOHCOPLUYMOB MEX-
MYHApOJHBIX KOMIAHU W CTpaH, KOTOpble OYAyT OOCITYyKMBAThCS.
MoXHO peKOMeHI0BaTh MHOTIOHAlIMOHAJIbHBIM KOHCOPLMYMaM 3a-
KJIaAbIBaTh B CBOM MPOEKThl TaKWE 3AILMTHBIE MEPbI, KaK 3aKaIlbiBa-
HUe TIOJABOAHBIX Kabesel, yKpeleHue Ha3eMHbIX TOUeK TMOJAKIYe-
HUS, YCTAHOBKA MEPENOBbIX CUCTEM MOHUTOPUHIA U UHBECTUPOBAHUE
B BO3MOXKHOCTH HaAEXKHOTO OOCTY>KMBaHUSI.

o [IIpoBOAUTH OLIEHKY rOCYyIapCTB, B KOTOPBIX pacroJiaraloTcsl LeH-
TPl TEJIEKOMMYHUKAIIMOHHBIX ONEPATOPOB, KPYITHbIE LIEHTPbI 00pa-
0OTKM JTaHHBIX, MeCTa BbixoAa Kabeyieil Ha MOBEPXHOCTb WJIN LIEHTPbI
COYTHUKOBOM CBSI3U Ha MPEAMET MOTEHIMAIbHBIX YIPO3, a TaKXe IO0-
CleACTBUI HapylleHUs! CBsI3U. UM MOXHO MpeaoXuThb pe3ybTaTbl
OLIEHKM pUCKa U PEKOMEHIAlLUM 110 JIydlllel 3alIuTe UX OOBEKTOB.

o [lomaepxxuBaTh MEXAyHApPOIHbIE OPraHU3aUM U UX apUIMpOBaH-
HbI€ areHTCTBA B yIIybJieHM oOMeHa UH(hOopMalIueid Mo HalesKHOCTU U
6e3onacHocT MTHTEpHETa Ha MEPBUYHBIX JIMHUSIX CBA3U M KJIIOYEBBIX
00beKTax. TO COTPYAHUYECTBO MOXKET B KOHEYHOM UTOTe PACIIUPUTh-
cs1 10 oomMeHa nH@opMaleit 00 yrpo3ax ¥ pearipoBaHUsI HAa HUX.

o CopeiicTBOBaTh CO3MAHUIO MPABOBBIX MPOLIECCOB ST YIIPABICHUS
WJIM MHOU (hOopMbl Han30pa 3a AeSITeIbHOCTbIO OTBETCTBEHHBIX KOM-
MEpUYECKUX MPOBaJIEPOB, pabOTAIOIIMX HA TEPPUTOPUN CTPAHBI.

« CopneilicTBoBaTh BCeM IPaBUTEJbCTBAM B PACIIMPEHUM IOCTyMa K
HMHTepHeTy MMeeT IoJIe3HbIi MOOOYHBIN 3(DMEKT YyBeIUYEHUS CIIpoca
Ha HaJeXHble YCIYIM U, TAKUM 00pa3oM, BJIOXEHUS! UHBECTULIMHA B
rnepenoBbie, caMble 3(D(HEKTUBHBIE TEXHOJOTMU U yIIpaBJIEHUE.

o [lponBurarh Ha pazanuHbIX PopymMax MpeIOKEHUS 110 BHEAPEHUIO
rocyiapcTBaMu MCIOJIb30BaHUS PErMCTPOB MaplLIpyTU3alluK, KakK Te-
pEI0BOM MPaKTUKU U HALIMOHAJIBHOTO cTaHaapta. He-perucrtposbie u
yCcTapeBIlIUe TMOJUTUKKA MapLIpyTU3allMKU TIPEMSTCTBYIOT BBISIBJICHUIO
U aHAJIU3Y YSI3BUMOCTEH.

e AKTHBHOE Y4aCTBOBaTb B MEXIYHAPOIHBIX OpraHax Imo CTaHAApTH-
3alluy, YTOObl YMEHBIIUTb MOIAEPXKKY UIEU pa3iesieHus] Wiu cerpe-
rauuu MHTEpHETA.
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IIpekpamenne nim yxyaumeHnue noctyna K HrepHery:
ynpasJjsieMblii pUCK

ITpyHrMMass BO BHMMaHME HaleXHOCTb MHTEpHET-COeNMHEHUIN B
TaKWX PerMoHax, Kak KOHTMHeHTajlbHasl 4yacTb CoemnvHeHHbIx LllTa-
toB, Mexay CeBepHoil Amepukoil 1 EBpormoii, B EBpore, u Mexmy
BceM TUXOOKEAaHCKMM PETMOHOM U KJIIOUEBBIMU COIO3HUKAMU B A3UH,
MOXHO ObLIO Obl OXMAATh, UTO PUCK IJIs Mepenadyu MHGOpMalUuu B
9TUX 00JacTsAX OydeT HU3KKMM. B OONBIIMHCTBE aKTyaJlbHBIX 00Ja-
CTEM, TIPEACTABIISIONINX UHTEPEC, HAPYIIEHUE COCIMHEHUIN YBEJIMYUT
3a7€pPXKKHU, HO, BEPOSITHO, MOTPeOyeTCs MOSIBJIEHE HECKOJbKUX HEUC-
MPaBHOCTEM, MPEXIE YEM YBEJIWYEHUE 3aJEPXKKU CTAHET 3HAYMTEIb-
HbIM. TeM He MeHee, HelpeaHaMepeHHas TIPoKJjajaKa MaplIpyToOB He-
ckonbkux BOJIC yepe3 ysi3BUMBIEC TYHHEIU WK BAOJb MOCTOB MOXET
MPUBECTU K HENPUSITHBIM clopripu3aM. [1oCKOAbKY M30BITOUHOCTh U
0e30IMacHOCTh SIBJISIFOTCSI HAMHOIO MeHee HadeXXHBIMU B JIPYTUX 00-
JlacTsX, JajibHelIre UCCIeq0BaHusl JOKHBI 00paTUTh MPUCTAIbHOE
BHMMaHHWE Ha KOHKPETHYIO OpraHM3allMOHHYIO MapllpyTU3aluIo, Mo-
MBITaThCS MPOBECTU OLIEHKY C OOJIbIIEH PETMOHAIBHON eTau3alueit
W MPEIJIOXKUTh MEPhI MO CMSITYEHUIO TTocaeACTBUI. PaciipeHue B3a-
UMOJAENCTBUS C OM3HEC-COOOIIECTBOM U HAayYHBIMU Kpyramu Takke
MOXET JaTh LIeHHYI0 uHGopMmanuio. Kak oTMeuanoch BblllIe, TakKe
CJIeyeT paccMaTpuBaTh 0€30MaCHOCTb SHEProCceTe.

U. S. Network Connectivity Map

Puc. 1. Kapra nonkmouenust CIIIA x MHTepHeTY
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Ha puc. 1 moka3zaHbl OIOpHEIE ceTU U nepBUYHbIe TToaceTy B CIIIA.
OCHOBHBIMM OJHOPAHTOBBIMM TOYKaMU WMHTEpHET-COCAMHEHUS SIB-
asoTcst (¢ BocToka Ha 3aman): Helo-Mopk-Bammnrron, Ywukaro-
Nannac-XbloctoH, U Jloc-Anmkenec-CaH-®Ppanuucko?. TeM He Me-
Hee, 0TOOpaxkeHHBIE CeTU 00J1aJaroT 3HAYUTEIbHON M30BITOUHOCTHIO,
0COGEHHO Ha MaplIpyTax, coeauHsomux Hpio-Mopk, BammHrros,
Armanaty, Ynkaro, HOxnyio @ropuny, Kanzac-Curu, JleHBep, mraT
Kamudopuust u Custi. CBsI3b He 3aBUCUT OT OZHOTO ropoja Wiu
onHoro MHTepHeT-nipoBaiiaepa. ECTh MHOXECTBO BO3MOXHBIX ITyTeil
JUIsT 00X01a OOJIBIIMHCTBA cOoeB. TeM He MeHee, caMble BEICOKHE CKO-
poctu (10 T'out cerb OC-192¢/STM94) nocTynHbI TOJBKO Ha Mapli-
pyre Hoto-Mopk-Bammnrron-Yukaro. [To-nmpexHeMy 3HAYNTETbHbIE
ckopoctH B 2,5 IT'out (Ha cetn OC48c/STM16) mocTUTalOTCS MEXIY
nobGepeXbIMU Yepe3 OHOPAHTOBbIE COETUHEHUS MeXIy ropofaMu>,

M306bITOYHOCT U CKOPOCTb, MMEIOIIMECS Ha BCEl TEppUTOpUU
CoenuHeHHbIX IlITaToB, TakkKe MPUCYTCTBYIOT Ha BaXKHBIX TPAHCOKE-
AHCKMX MaplLIpyTax, Harnpumep, ot bonbimoro Heio-Mopka B Bemn-
KOOPUTAHWIO, KOTOPBII 0OCIyXHUBaeTCs 6 pa3IMYHBIMUA ITOIBOIHBIMK
KabeasaMmu>*, a Takke Ha HECKOJIBKMX OIM3IEXALIMX MapLIPyTax MEX-
ny Hosoit Aurnueit u @paHuueil. AHaJIOTUYHbIE MOITHOCTU UMEIOTCS
Mexny CIIA u KITI0YeBEIMUA a3MATCKUMM COIO3HMKAMK U TOPTOBBIMU
IMapTHepaMM.

DTO He 03HayaeT, YTO HeT HUKAKOMN yrpo3bl ISl YCTOMYUBOCTU U
CBSIZBHOCTU MH(MOPMALMOHHBIX ceTeil. [Tpobiemoii MoXeT cTtaTh 60J1b-
1asi KOHLIEHTpalYs MOABOAHBIX Kabeyeil, OKaHUMBAIOLIMXCSI BMECTe
Ha eBpOIeICKOM KOHIIe TpaHCATIaHTMYECKON KaOeJIbHOU CHUCTEMBbI
(Ha puc. 2), B 4aCTHOCTHU, B 1oro-3anagHoii Benukobpuranuu (Kop-
HyoOJII) W Ha ceBepo-BocToke ®panmum (HopmaHnckass 06JacTh).
CrnaxeHHass M yCIelIHas onepanus 1Mo QU3NIecKOMY OTKITIOYSHUIO
MHOTux MHTepHeT-y3/I0B UM COeAMHEHMI MOXET MPUBECTU K 3Ha-
YUTETLHOMY YXYIOIICHHUIO CBA3W B MH(MOPMAIIMOHHBIX CETIX YaCTHOTO
ceKkTopa.

2KapTa OIHOPAHTOBHIX coemuHeHuit MHTepHeta http://www.nthelp.com/images/
interconnect.jpg

BCpemn TopomoB cetn OC-3: Hbio-Mopk-Punanensdusi-BaummHrroH-ATanTa;
Yukaro-Cenrt-JIptouc-Jdamtac-®Ounuke; u Jloc-Anmxkenec-CaH-®Ppanimcko-Custi.
Cwm. http://www.nthelp.com/images/agis.jpg

2]1lectp Kabeneit aTo: AC-1, AC-2, Apollo, FA-1, Tata TGN-Atlantic and TAT-
14. B nmelicTBUTEIBHOCTU, BCE 3TU Kabenu, Kpome AC-2, 3aKOIbIIOBaHbBl B ATIaHTHUKE,
3TO O3HAYaeT, YTO eCTh 6 OTAETbHBIX TPAHCATIAHTUUECKUX KabeabHbIX cucteM Hblo-
Mopk-Benvkobputanus ¢ 11 cerMeHTaMH, 4TO 06GeCIIeYrBaeT GOJBIIYIO TPOITYCKHYIO
CMOCOOHOCTb.
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Puc. 2. I'pacdnueckoe n3obpakeHne ceBEPOATIAHTUYECKUX Kabeei

OnuH u3 clieHapreB, KOTOPBII MOXET MPUBECTH K MaCCOBOMY, 00-
LLIMPHOMY U OBICTPOMY HapylleHHIO paboThl MIHTepHeTa, BKIIOYaeT B
cebsI UCIoJIb30BaHMe 3IeKTpOMarHuTHoro uMmnyiabca (9MHU). BeicoT-
HBII IepHBINA B3pBLIB Hal LieHTpanabHOUl yacThio CIIIA Oymer nmeThb
Cepbe3HbIC TTOCIIECACTBUS, ITOOOOHBIE 3¢ deKTaM reOMarHuTHON Oypu
BbICOKOW MHTEHCUBHOCTU, KakK Obl10 B 1959 romy B xome KappuHr-
TOHCKOTO COOBITHA.2 OHM MOTYT BHI3BaTh MEPeOGOU B SHEPrOCHAOXKE-
HUW ¥ CBSI3W Ha IUTOIIAAN B TBHICSYM KBaIpPaTHBIX MIJIb. MeXaHU3MBI
TOBPEXACHUS] OTJIMYAIOTCS: BBICOTHBIE SIIEPHBIE B3PBIBBI CO3MAIOT
O4YeHb KOPOTKHME MMIYJbChl (TaK Ha3biBaeMmble UMIyJbchl El), B TO
BpeMs KakK SIBJICHUS KOCMHYECKOM IOronbl, KakK IIPaBWIO, BIUSIOT
Ha 2JIEKTPUYECKUE CETU IMOCPEACTBOM MPOAOKUTENbHBIX COOBITUI
kateropuu E3, KoTopble BIMSIOT HAa TaKWe JIEKTPUUICCKUE KOMIIO-
HEHTBI, KaK TpaHc(hOpMaTOpbl BHICOKOTO HANpsDKEHUS. XOTS OHU U
MaJIOBEpOSITHBI, HapylleHnsT MHTepHeTa TaKoro poia JOJIKHBI OBITH
YUT€Hbl B ILIaHAX ACUCTBUM B 4Ype3BbIUYANHBIX OOCTOSTEILCTBAX, HO
OHM BBIXOJSIT 32 PAMKHU TaHHOTO UCCJIEIOBAHUS.

2B 1959 romy coueTaHue HECKOIBbKUX KOPOHATbHBIX BHIOPOCOB BhI3Bano CeBepHOe
cusinue Ha wupote [laHambl. DTo mosnyuwio HazBaHue cobbitne Kappunrrona. [lo
OIIeHKaM, OHO ObUIO Ha TMOPSIOK MHTEHCHBHEE, YeM COJTHEYHasl BCIIbIIIKA, KOTOpast
BbIBEJIa U3 CTPOSI JUHUU 3jekTponepenady B KseGeke B 1989 romy. Cm. http://news.
nationalgeographic.com/news/2011/03/110302-solar-flares-sun-storms-earth-danger-
carrington-event-science/
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B urore, monHoe HapyllleHUe MOAKIIOUEHUsT K CETH MOCPEICTBOM
(GU3NYECKOTr0 HamnajeHusl WIM YPe3BbIYAliHOTO COOBITUSI MajoBe-
POSITHO, XOTSl YHUUYTOXEHUE WJIM BBIBEACHME U3 CTPOSI HECKOJbKUX
Y3JI0B UJIK COCAUMHEHUI MOXET MPUBECTU K YACTUMHOMY HapylLIeHUIO
WIA YXYOIIEHWIO CBSI3M M OOCIyXuBaHMS. B Mecrax, Taoe MCITOIb3Y-
eTCsl «IIPOTOKOJI ITOCTYITHOIO KpaTdyailliero Mapiipyra», Tpapuk Mo-
eT OBbITh TiepeHarnpaBieH apToMatnyecku.”® TeM He MeHee, 3TO BCE
K€ CIIOCOOHO TPUBECTH K CHMKEHMIO CKOPOCTH Mepeaayd JaHHBIX
U cOOSIM TMPWIOXKEHUN M3-3a 3aJepKeK MM HEeXBAaTKU ITPOITYCKHOM
cnocobHoctu. OpraHu3alMy MOTYT CTOJIKHYThCS C 00Jiee BBICOKM-
MM 3aTpaTaMU OT MCIIOJIb30BaHUs 0oJjiee JOPOrMX COCNUHEHUN U Ta-
KHUX aJIbTepHATUBHBIX CUCTEM, KaK CIyTHUKU. YTo euie 6ojiee BaxkKHO,
CHUXXEHME KauyecTBa OOCIY>KMBAaHUSI TaKKe MOXET UMETb Cepbe3HbIe
MOCJIEACTBUS JJIs1 BpeMsI3aBUCUMbBIX OMEepaLMid.

Hanpumep, cepbe3Hoe HapylueHue MIHTepHeTa BO BpeMsl CTUXUIA-
HOTo OelCTBUSI UM BOEHHOTO KOH(JIMKTA B 3amagHoi yacTu Tuxoro
OKeaHa MOXeT MMETh HeCKOJIbKO TOCIeNCTBHI. Bo-TiepBhIX, KOMMeEp-
yeckue, MpaBUTENbCTBEHHBIE U T'YMaHUTApHbIE OpraHU3alui, B TOM
YUCJIe BOEHHBIE, MOTYT MOJBEPTHYTHCSI BHE3AMTHBIM cOOSIM MUHGpOpMa-
LIMOHHBIX TTOTOKOB, CBSI3aHHBIX C pearvpoBaHUEM, cCOOpoM HMHGOP-
MalKuu, KOMaHJIOBaHMEM, YIIpaBJIeHHEM U CBs3bl0 B pervoHe. Bo-
BTOPBIX, TTOJ YTPO30i MOXET 0Ka3aThbCsl CITOCOOHOCTD MOANEPKUBAThH
MPOAOJIKUTENIbHbIE OINEpalivu, €CIU OYAET MOJTHOCThIO WIM YaCTUYHO
HapylleHa paboTa Wi CKOMIIPOMETHMpPOBaHA HaJeXHOCThb [Jiobasb-
Hblll TpaHcnopTHol cetn CILA u Apyrux cucteM MaTepHabHO-
TexHuyeckoro obecneuyeHus. Hakonel, rocygapctBa AOJXKHBI pac-
CMOTpPETh BO3MOXKHOCTb TOTO, UTO TaKWe ACHCTBMUS MOTYT IPUBECTH
K 3CKaJallNM WJIN MEPEeKUHYThCS Ha Apyrue MHGOPMAIMOHHBIE CETU
BO BCEM MMpe, KaK BOEHHBIC, TaK U TpaXkIaHCKUE, B TOM 4YHUCJIe KpU-
TUYECKU BAXHYIO MHOPACTPYKTYpPY UM (DUMHAHCOBbIE CUCTEMBI. YTpO-
3bl 3KOHOMMUYECKON U colmanbHOi cTadbuiabHocTu B CITA u apyrux
CTpaHax MOTYT SIBJISIThCSI BAXKHBIMU MOCAEACTBUSIMYU BTOPOTO UJIU Tpe-
ThETO TOPSIKA.

% TlocpencTBOM MPOTOKOJIA JOCTYITHOTO KpATyaiilliero MaplupyTa JOMEHHbIE CETH
MepeHarnpasiIsoT TpahUK MO KpaTdailleMy JOCTYITHOMY IYTH, CJemysl YeTKOM ITOJIM-
tiKe Mapipytusauuu. [Iporokonm OSPF o6bYHO MCTONb3yeTcss BHYTPU aBTOHOMHBIX
CHCTEeM TaKuM 00pa3oM, 4TO BCETIa BbIOMpAETCs] KOPOTKWIA/AEIEBbIii MapIIPyT C TOY-
KW 3peHUs] BPEMEHM IPOXOXACHUSI. DTO He 00s3aTeJIbHO O3HAavyaeT MCITOJIb30BaHUE
MPEANOYTUTENIbHBIX TyTel (HampuMep, TeX, KOTOPBIMU YIPABISIOT TEXHOJOTUYECKH
HaZe>kKHbIE MOCTABLIIMKU W KOTOPbIC MPOXOAST Yepe3 IPYKeCTBEHHbIC TOCYyIapcTBa) U
n30exaHre HEKOTOPBIX IPYTMX MyTeil (Hampumep, TeX, KOTOPbIMM YIIPaBJISIET HEIpy-
JKECTBEHHOE TOCYIapCTBO).
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Hpyrue peruoHsl, Takue Kak Adpuka u LlentpanabHast A3usi, 00-
JIajaloT MeHee pa3BUTON (pu3nveckoir MH(PpacTpyKTypoit MHTepHe-
Ta, HO 3TO MEHSETCS M3-3a OBICTPOTO Pa3BUTHS WHQPPACTPYKTYPHI,
NpeaHa3HAaYeHHON Kak Ui MOJAepKaHMsSI Pa3BUTHUsSI 3TUX 00JacTei,
Tak W Jj1s1 obecrieyeHusl TpaH3uTa yepe3 HuX. B ciiydyae mpoBeneHust
orepalyii Mo oKa3aHUIO MOMOIIM B ciaabopa3BuToM pernone, OOH
U IPYrUe yYPEXIEHUS, BEPOSITHO, OYIYT B COCTOSIHUU YIOBJIETBOPUTH
CBOM OIlepaTUBHbIE MOTPEOHOCTH MYyTEM JOMOJHEHUSI CYIIECTBYIOLIEH
KopeHHoI nHppacTpyKTypbl CBY-, cyTHUKOBOI CBSI3bIO U APYTUMU
BO3MOXHOCTSIMU, HO pa3BUTHE BO3MOXKHOCTEH roCydapCTB U IOBbI-
1meHue 3(HEeKTUBHOCTY HALIMOHAIbHBIX YUpEXACHUI yepe3 couera-
HHME TOCYTapCTBEHHBIX M YaCTHBIX JECTBUIL, BEpOSATHO, OymeT GoJiee
3¢ (HEKTUBHBIM M MEeHee 3aTpaTHBIM B TOJITOCPOYHOM MEePCIEKTUBE.

Moxer okazaTbCsl BO3MOXHBIM BO3/€HCTBOBAaTh Ha TOCyJapCTBa
WKW Jpyrue cyObeKThl uepe3 IOMOIllb B HapaiiuBaHuu WHTepHeT-
MOTeHIIMada, WIK 3acTaBlisdsl JUL NMPUHUMAIOLIMX PELIeHUs] COMHe-
BaThCs B HANEXHOCTU JOCTYNa B KPU3UCHBIX CUTyauusix. OmHaxKIbl
3TO MOXeT 0(OpMUTLCS B Teopuio MHTepHeT-yOexXneHus, ycTpaille-
HUSL WIN CACPXUBAHMSI, HO 9TO IPYroe HarpaBIeHHUE MCCIIeIOBAHUM.

BblBOIlbI, PEKOMEHOAIMHA U JAJbHEeHIINA aHAJIU3

HenpepriBHOe nonxioueHue K MHTepHeTY SBIsSIETCS HEOOXOaM-
MBIM IJISI BCeX OM3Hec-orepaluil KpYIMHbIX OpraHu3aiuii, 0CO6eHHO
JUJ1s r100aJIbHBIX CyObekTOoB. HaaexkHast yCTOMUMBOCTD 1OCTYIIa MOXET
TTOMOYb 3alIUTUTHCS OT cO0eB. ENMHOMOMEHTHBIX CHUMKOB CETH He-
noctatoyHo. ITogoOHbIe opraHU3alyu JOJKHBI UMETh HEIPEPbIBHYIO
CUTYalIMOHHYIO OCBEIOMJIEHHOCTb OO0 MX TEKYIIMX CBS3SIX, a TakKxke
CHCTEMHBIX CBSI3SX BBIIIECTOSIINX aBTOHOMHBIX CHCTeM. Takas CUTYy-
allMOHHAs1 OCBEJIOMJIEHHOCTD IOJKHA PACIIMPSITLCS HAPYXKy U BKIIO-
yaTh B ceOs1 moHUMaHue oO1Iel pusnueckoil nHGpacTpykTypbl MH-
TepHEeTa 1 JIOTUYECKOM TOIOJOTHUM, YIACTBYIOLINX B MapIIpyTU3aLINU
Tpaduka B ceTSX OT MyHKTa OTIPABJCHUS IO MyHKTa Ha3HAyeHUs, B
TOM 4YMCJIe TIPUMHUMATh BO BHUMaHUE MOTEHILMAJIbHbIE YSI3BUMOCTU B
JIOTMYECKMX TYTAX, KOTOPbIE MOTYT MCXOAWUTb U3 MHOTHUX MCTOYHU-
KoB. OmpeneneHre HEOOXOMUMMOTO YPOBHSI KauecTBa CBS3U TpeOyeT
CO3/IaHUSI CTaHJAPTOB, KOTOPbIe HE MOIYT ObITh MOJHOCTBIO OIpe/e-
JeHsl. Kaxkmast opraHu3aiusi MOXeT HadaThb C YJIYYIIEHHUST YCTONYM-
BOCTH CBOErO COCIMHEHMSI, MPUHUMAsA BCe HEOOXOMMMBbIE MepbI JUIS
TOro, YTOObI BCE €€ COCTaBHbIC CTPYKTYPhl BKJIIOUAJIM B COTJIAlLLIEHUS
nJoctyma B MHTepHEeT MHOrooopasue MOAKIIOUEH, OLIEHKY IIpOoLec-
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COB, OpraHM3alUU U TexHOJOorur. OTKa30yCTOMUYMBOCTD TAKXKE MOXET
MoTpedoBaTh TAKMX HOBBIX MHUIIMATUB KaK rocyaapCTBEHHO-YaCTHOE
MMapTHEPCTBO, OOIIEIIPABUTEILCTBEHHOE YYaCTE U IBYCTOPOHHSISI T~
TJIOMaTus.

Pekomennanun

¢ BbISIBUTH aBTOHOMHBIE CUCTEMBI, KOTOPbIE UMEIOT pelliaroliiee 3Ha-
YEHHUE IJIS1 CTPATErMYECKON M ONEPAaTUBHOM CBSI3W OpPraHU3alvMU.

« Pa3paboraTh BLICOKOTOUHYIO METOJOJOTHIO HEMPEPHIBHOTO MOHMU-
TopuHra MTHTepHET-3aBUCUMOCTEM.

o BzaumoneiicTBoBaTh ¢ rocygapcTBaMM M IMOCTaBIIMKAMU U3 YacCT-
Horo cexropa B CoeauHeHHbIX IllTatax m 3a pybexxom, 4TOOBI ITO-
BBICUTb CBSI3HOCTb M 0€30MacCHOCTb XOTSI Obl KPUTUYECKM Ba’KHBIX
CETEH.

o BrpipaboTtaTh MeXayHapoIHbIE WHUIIMATUBBI, KOTOPHIE IMOMOTIINA
ObI rocyaapcTBaM, B KOTOPBIX pa3MelleHbl y3Jbl, B YCTPaHEHUU HENO-
CTaTKOB MHMPACTPYKTYPhl U YSI3BUMOCTEA.

o IIpoaHanu3upoBaTh KOHTpaKThl ¢ MHTepHET-C1yk0aMM U MOJUTU -
KA MaplIpyTUM3aluu, YTOObl CHU3UTh YSI3BUMOCTU U TMOBBICUTH CITO-
COOHOCTb OBICTPOro MepeHarnpaBieHus ceTeBoro Tpaduka, Koraa,/rue
MPOUCXOASAT COOU.

o Yro KacaeTcs MOCTaBIIMKOB OOJaYHBIX YCJIYT, YOEIUThCS, YTO pe-
3epBHbIE JaHHbIE U CUCTEMbI HE XpaHSITCS B OMHOM obJiake.

¢ DBbITh OCBEIOMJIEHHBIMU O TJIO0ATBHBIX KPU3UCAX, KOTOPbIE MOTYT
norpedoBaTh TepeHanpaBieHusl Tpadrka KOMIIAHUU 4Yepe3 CTpaHbI,
I71e OH He OyJeT HapylleH.

Oo0sacTi Ui JAJBHEHIIEero aHaIm3a

o M3y4uTh METOOONOTUY JIJIST U3MEPEHUST YCTOMIMBOCTH TTOAKITIOUE-
HUA K MHTepHETY, YTOOBI ONpPEeneIUTh JIYJIINe METPUKHU IS TTOCTO-
SIHHOT'O MOHUTOPMHTA.

« [lpoBectn aHanM3 CBsI3eil OCHOBHBIX CYOAreHTCTB, YIPEKICHUA 1
KPUTUYECKU BaKHBIX CAMTOB U CPABHUTb MX YCTOMYMBOCTD C MPUEM-
JIEMBIMH TIOKA3aTeJISIMH.

« Pa3zpaboraTh MeTOHONOTMIO IS OIpeAcsieHNUs aBTOHOMHBIX CH-
CTeM, CTpaH U PErMOHOB, TAe INIoOalbHAs OpraHu3alus UMeeT Hau-
OOJIBIIIYIO YSI3BUMOCTh / HAUMEHBIITYI0 YCTONINBOCTb.

o OObeauHUTL UX B OoJjiee AETaJbHOM aHaJIU3e YCTOMYMBOCTU IO
peruoHaM U (PYHKIIUSM.

« PazpaboraTh cucTeMy HEIpPepbhIBHOIO MOHUTOPUHIA OTKA30YyCTOM-
YUBOCTH, HATIPUMEP, CUCTEMEI TTOKa3aTesiei, 1T KaskIoi KOMaHTHOM
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CTPYKTYPbI, YUPEXKIEHUS, TOJIS NeSITeIbHOCTU, KPUTUUECKOro caiTa
BO BCEM MMUDE.

o B rnobGaibHOM MaciuTabe BBISIBUTh M YCTAaHOBUTH MPOMPUIN pU-
CcKa IUISI KaXIOW KPUTMYECKM BaXXHOM TOUukM oOMeHa WMHTepHeT-
TpauKOM, MOJBOJHBIX U CYXOIyTHBIX KabeJsiei, MECT BbIxoJa Kabenei
Ha MOBEPXHOCTh, KPYIHBIX LIEHTPOB 00pa0OTKM JaHHBIX U CITyTHUKO-
BBIX CTaHIIMI, KOTOpbI€ YSI3BUMBI JIJ11 (DM3UYECKOTO pa3pylleHUsI.
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Internet Vulnerabilities of Large Organizations: Examining
Resiliency across the Autonomous Systems Layer?

Executive Summary

This study analyzes the resilience and vulnerabilities of large organi-
zations’ connections across the Internet. It is informed by an embed-
ded inquiry into the dependencies of public organizations and private
enterprises whose operations rely heavily on the Internet. Snapshots of
both the logical topographies and physical structures of the Internet are
readily available. However, logical topographies of information flows
are always dynamic and visual graphics depict only a particular nano-
second of real connectivity. The physical backbone of links and nodes
over which data is transmitted is less dynamic, yet it too is always
changing as new structure is added and business relationships change
among providers. These logical and physical maps are interdependent.

Autonomous Systems (ASes) are the primary building blocks of In-
ternet connectivity, and they comprise the network level with the most
useful information for a detailed analysis. Internet traffic paths are
determined by the routing logic (policies) employed by the various AS
networks involved in transiting any particular data, and by the mesh of
physical links available between a given sender and its recipient. The
conclusions and recommendations listed in the following Overview
section of this paper are based on this AS level analysis.

Commercial services and academic research offer broad insights
into the resiliency of select organizations’ Internet connectivity. Some
analyses show the resiliency of prominent organizations is not as ro-
bust as the best network industry entities. However, more analysis is

'Dr. Charles (Chuck) Barry consults in the private sector and at the National De-
fense University. The presentation here, including the conclusions and recommenda-
tions are his own, and do not represent any views, positions or official policies of NDU,
the Department of Defense, or the U.S. Government.

2This paper is based a modification of unpublished research conducted between
2012—2014 at the National Defense University with Dr. Lin Wells, which itself built on
earlier work by Mr. Terry Pudas and Mr. David Kay. All of us worked at the time in the
Center for Technology and National Security Policy.
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needed in order to define any useful vulnerability information and offer
specific remedies. Rigorous research can point out the need for greater
redundancy in physical connections, the advisability of customer-tai-
lored routing policies, contractual arrangement with multiply service
providers, or even international initiatives to strengthen areas of the
physical infrastructure at high risk of single point failures.

From the result of such analysis two further lines of research should
unfold. The first should be based on modeling and simulation to bet-
ter understand the way the logical topography of the Internet responds
to changes in its physical structure. This could be done using existing
models and simulations as well as designing new ones. A second line of
research should engage external academic and commercial enterprises
already conducting analysis of transit traffic metadata to understand
what other information should be considered to produce a high fidelity
picture of organizational dependencies, and thus vulnerability to net-
work disruptions. Both these initiatives would yield greater understand-
ing of potential remedies.

Overview

Most all organizations depend on the Internet, for their very sensi-
tive communications and information requirements as well as for the
conduct of the day-to-day business operations. Connections to the In-
ternet are thus mission critical. Reliability demands diversity of access
and redundant, secure upstream topology across the entire Internet
infrastructure.

The logical and physical ‘maps’ of the Internet are interdepend-
ent and both are highly dynamic. Routing policies employ algorithms
based on conditions such as volume, shortest path to recipient, transit
pricing, network availability and peering relationships. Routing poli-
cies are routinely revised by providers without notice. Physical routing
choices can change abruptly based on the realities of equipment fail-
ure, latency and speed across undersea or overland cables, and conges-
tion at Internet exchange points. The logical unavailability of particular
links and nodes is a key factor in physical routing.

The focus herein is on the AS level of the Internet. The ASes of
interest are the Internet’s thousands of transit service providers (ISPs).
These are the on ramps as well as the nodes of the Internet, and
they are where routing policies are established that govern connec-
tions within and between the many tiered networks that make up the
Internet. The diversity and redundancy of these connections establish
a picture of either redundant reliability or multiple vulnerabilities to
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potential disruption. The physical paths of the Internet also are most
manifest at the AS level. The basic building blocks are the cables and
Internet exchange points (IXPs) where ISPs exchange traffic between
networks. IXPs are often where major overland and undersea cables
connect. Qutages for any reason across these nodes and links represent
the physical side of potential vulnerabilities of data during transit.

Internet traffic is monitored and mapped in detail by research cent-
ers and Internet data tracking services. Enterprises such as specialize
in precise situational awareness of route congestion, equipment out-
ages, and disruptive events like natural disasters and malware attacks.
Tracking information can be tailored for commercial use, especially in
the financial and energy sectors, or for government departments like
ministries of foreign affairs and defense.

Maps of logical traffic flow information are depicted as either
streaming graphics or snapshots, usually in milliseconds. They note
traffic volume as normal or trending, and depict disruptive events that
impede traffic flows. For example, Internet traffic monitoring service
Renesys (since acquired by Dyn Corp) posted several time-sequence
graphics depicting Internet traffic flow interruptions in Thailand during
recent protests there?.

Much of the Internet’s physical infrastructure is reliable and redun-
dant, though not always secure. An initial examination suggests that
path diversity in many areas of interest might be improved (appendices
2 and 3 address vulnerabilities in undersea cables and Internet Service
Providers — ISPs). However, many other factors come into play in
choosing paths, including politics, business agreements, transit pricing,
and router configuration.

The research reported here examines several combinations of physi-
cal infrastructures and logical topologies. A useful metric looks at the
Tier level (1, 2 or 3) of immediate access providers and the number
of different providers available to an organization, to produce a con-
solidated picture of transit diversity and resilience in the event of serv-
ice disruptions. Recommendations include company policy changes
and negotiating better service agreements to increase the resilience of
Internet-dependent networks worldwide.

Logical topologies provide indications of potential points of vulner-
ability due to common factors such as high traffic volume. Logical
topologies can be displayed in many ways. Nodes can be shown by

3See Doug Madory, Protest Leads to Outage in Thailand, 7:56 pm, 2 December 2013
at http://www.renesys.com/2013/12/protests-lead-outage-thailand/
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content size, or their number of connections. Link thickness can re-
flect the normal amount of traffic carried. Maps can show the routes
that packets take as a snapshot in time. These visualizations can be very
interesting, even dramatic, but none that were examined offered useful
insight into sustained network resilience.

The most common causes of physical disruptions are still accidental
damage, equipment failure or criminal activity. Politically motivated
attacks on Internet infrastructures are far less frequent, but have been
increasing. Up-to-date measures of transit dependency, access redun-
dancy and system vulnerability can help any Internet-dependent or-
ganization assess where to devote resources to improve reliability.

This research does not address all risks inherent in dependency on
the Internet. The AS level does not include vulnerabilities that can
be present at the sub-network level within each AS. The employment
of routers within sub-networks (sometimes thousands of routers) may
represent other single points of failure that are not visible at the AS
level itself. Future research may discover other logical or physical vul-
nerabilities, and more work needs to be done to understand optimum
connection resiliency. For very large organizations with global business
interests, it may be necessary to disaggregate and prioritize the depend-
encies of each of their sub-entities in order to concentrate on the most
critical vulnerabilities in more detail, e.g. by geographic sub-region,
and prioritized sites within these areas.

Conclusions, Recommendations and Further Analysis

Robust access resiliency helps ensure continuous connectivity and
guards against disruptions. Snapshots of networks at a single point-
in-time or single point-of-presence are not enough. Organizations
must have continuous awareness of the health of their immediate con-
nections to the Internet as well as the systemic reliability of relevant
upstream ASes. Such situational awareness has to extend beyond an
organization’s most common transit paths to include an understand-
ing of the overall physical Internet infrastructure and logical topolo-
gies involved in routing traffic across networks from origin to destina-
tion, including an appreciation of potential vulnerabilities along logical
paths, which may stem from many sources. Determining adequate
connectivity requires standards, which are always evolving and may
not be fully defined. Resiliency may also require new initiatives such
as public-private partnerships, whole-of-government engagement, and
bi-lateral diplomacy.
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Recommendations

« Identify ASes critical to an organization’s strategic and operational
connectivity.

« Develop a high fidelity methodology to monitor Internet dependen-
cies continuously.

o Work with governments and private sector providers in the United
States and overseas to enhance at least the critical network connectiv-
ity and security.

« Identify international initiatives to encourage host nations to ad-
dress infrastructure weaknesses and vulnerabilities.

« Examine Internet service contracts and routing policies to reduce
vulnerability and enhance ability to re-route network traffic rapidly
when/where disruptions occur.

« With regard to cloud service providers, ensure back up data and
systems are not stored in the same cloud.

« Be aware of global crises that might require a company’s traffic to
be re-routed through countries where it is not subject to disruption.

o Areas for Further Analysis

« Examine methodologies for measuring the resilience of Internet
connectivity to determine best of breed metrics for continuous moni-
toring.

« Analyze the connectivity of major sub-agencies, activities, and criti-
cal sites and compare their resilience to an acceptable requirements
benchmark.

o Develop a methodology to determine the ASes, countries and re-
gions where a global organization has the greatest vulnerability/least
resiliency.

« Combine these into a more granular analysis of resilience by region
and function.

« Develop a continuous resiliency monitoring system, e.g., scorecards,
for each command, agency, field activity, critical site worldwide.

o Identify globally the critical Internet Exchange Points (IXPs), un-
dersea and overland cables, cable landing points, large data centers
and satellite downlinks that are vulnerable to physical disruption and
establish risk profiles for each.

General

The Internet can be thought of as the global Information and Com-
munications Technology (ICT) infrastructure — the interconnected,
networked mesh of routers, switches and other purpose-designed nodes
that connect computers and other information systems. The two key
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components of the ICT infrastructure are its global physical architec-
ture and its logical topology. The physical infrastructure is comprised
of tangible structures and hardware located on national territory or in
the undersea or space global commons. The majority of this physical
infrastructure is operated by private entities. The logical topology of
the Internet is determined by the routing policies (software protocols
or rule sets) established by each of the administrators of the thousands
of separate domains (networks) called Autonomous Systems (ASes),*
in order to control the flow rate and path of information across and
among their respective ASes.

This study concentrates on logical Internet mapping at the Au-
tonomous Systems (AS) level based on work done by companies like
Dyn (formerly Renesys) and the Network Science Research Group at
the University of Louisiana — Lafayette. AS layer modeling seeks to
generate a topological picture that is more detailed than the network
layer, yet more aggregated than would be presented by a sub-network
or router level analysis. All modeling levels have value, and each offers
complementary perspectives on route topology. Ultimately, additional
models, other than AS-level descriptions, would be necessary to un-
derstand Internet dependency and the diversity of access for various
sub-organizations. For example, a full determination of network resil-
ience requires analysis of downstream sub-networks and routers as well
as upstream Internet exchange point (IXP) connections. This study is
but a start.

The Internet is not a fixed ‘network of networks.” The number and
size of AS-defined networks is constantly changing. More than 45,800
ASes (as of 12 December 2013%) currently make up the Internet Proto-
col Version 4 routing system. These operate through 300 or more large
Internet Exchange Points (IXPs)® and smaller connection nodes, and

4An Autonomous System (AS) is a set of routers under a single technical adminis-
tration, using interior gateway protocols (IGP) and common metrics to determine how
to route packets within the AS, and using an inter-AS border gateway protocol (BGP)
to determine how to route packets to other ASs. See http://www.cisco.com/web/about/
ac123/ac147/archived_issues/ipj_9-1/autonomous_system_numbers.html- (March 2006)
accessed 1 June 2013. The site referenced takes its definition of Autonomous Systems
from Internet Exchange Task Force (IETF) document RFC 4271, edited by Rehkter,
Y., Li, T., Hares, S. and entitled “A Border Gateway Protocol 4,” Network Working
Group/Standards Track, The Internet Society. January 2006. Page 4.

3See the Classless Inter-Domain Routing (CIDR) Report at http://www.cidr-report.
org/as2.0/, accessed 25 September 2013

®This number of Internet exchange points is taken from Telegeography, Inc. See
their current map at http://www.telegeography.com/telecom-resources/internet-ex-
change-map/index.html — accessed 12 December 2013.
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over hundreds of thousands of miles of undersea and terrestrial fiber
optic cables, plus space and microwave links.

ASes are often Internet Service Providers (ISP)’ providing data tran-
sit services between one host and another. ISPs are further described
as Tier 1, 2 or 3 service providers. Tier 1 ISPs are those that can reach
every part of the Internet by themselves or through peering, not by
purchasing transit or paying peer settlement fees to other ISPs. In the
United States the top three Tier 1 providers are Level 3 Communica-
tions, Verizon Business and AT&T®. Tier 1 providers in other regions
include NTT Communications (Japan), China Telecom, Tata (India),
Deutsche Telekom AG (Germany), TeliaSonera (Europe), and Seab-
one (Italy)’. These peer-to-peer ASes typically have the greatest capac-
ity, the most current technology and the strongest resiliency. They are
often referred to informally as ‘the Internet backbone’!’.

Tier 2 providers both peer with some other ISPs and buy transit
rights across parts of the Internet from other, usually Tier 1, ISPs.
Tier 3 ISPs only provide transit to the Internet via agreements they
purchase from other ISPs. This third tier is the typical access link for
individuals and small businesses. Large organizations can and should
link directly to Tier 1 or Tier 2 ASes (ISPs) to increase service quality
as well as reach and reliability.

The ever-changing AS composition of the Internet makes it hard to
present an accurate, current map of its structure in a traditional sense.
Through the use of traceroute and tracepath software, as well as other
metrics, a number of commercial companies can provide minute by
minute mapping, especially where superimposed on a familiar geo-
graphic reference such as a given country’s borders. Providers within a
country or region can be identified, with the largest service providers
being relatively fixed in terms of their Tier 1 or Tier 2 status. Each
ISP’s market share or ‘reach,’ is determined by the percent of Internet
Protocol (IP) addresses they service via downstream providers.

7ISPs are business ASes providing connection services to the Internet. While all ISPs
are ASes, not all ASes are ISPs. For example, the DoD Network Information Center
has at least four ASes (AS 721, AS2706, AS27065 and AS27066). See http://bgp.he.net/
AS721 — accessed 15 December 2013.

8Global Internet Geography, P 10. See http://www.telegeography.com/page_at-
tachments/products/website/research-services/global-internet-geography/0003/1871/
GIG_Executive_Summary.pdf — accessed 26 May 2013.

See http://drpeering.net/FAQ/Who-are-the-Tier-1-ISPs.php — accessed 3 June
2013.

0Tyson, Jeff, How Internet Infrastructure Works, http://computer.howstuffworks.
com/internet/basics/internet-infrastructure2.htm
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The Physical Infrastructure of the Internet

The physical infrastructure of the internet is made up of the AS
domain networks—Tier 1, Tier 2 and Tier 3 as described above.

In large IXPs as many as 50 or 60 ASes maintain links to each other
in the same building. There they can connect to multiple ASes or to
undersea cable providers to pass traffic. IXPs like 60 Hudson Street
and 111 Eighth Avenue in New York or 530 6 Street in Los Angeles
are some of the biggest, but these types of nodes exist globally, with
more than 250 being accessible for analysis via interactive maps. If
transit traffic were to be interrupted at any one of these sites it would
require alternate routing. In some places, e.g. the United States, al-
ternate routing may be readily established but it could be much more
difficult elsewhere, e.g., in Central Asia. In any case, some IXPs would
be attractive targets should someone want to disrupt Internet traffic'!,
and many are not well protected against physical attacks.

Approximately 95% of Internet traffic transits via fiber optic links,
either terrestrial or undersea cable. The remaining 5% (or less) is trans-
mitted via satellite, microwave lines, free space optics and other niche
means. Fiber optic cables continue to be far more efficient than satel-
lites in terms of operating cost, traffic capacity, signal quality, and reli-
ability'>. However satellites provide valuable service alternatives in con-
tingencies operations and high priority transmissions in remote areas.
Since 2011 a new generation of satellites has been improving Internet
speeds and reliability at lower cost than previous satellite systems'?. This
trend is expected to gain momentum.

A third essential component of the physical infrastructure, although
an indirect one, is the electrical power grid, since both nodes and links
require electricity'®. Power grids, though not dedicated exclusively to
the Internet, must be considered when assessing vulnerabilities. ICT
and power infrastructures go hand-in-hand and are two of the most
economically critical infrastructures in any country.

1See Telegeography’s Internet Exchange Map at http://www.internetexchangemap.
com/ — accessed 14 July 2013

Zhttp://www.fiercetelecom.com/special-reports/submarine-cable-operators-hunt-
new-routes-counter-congestion-political-turm

B3See February 2013 FCC report at http://www.fcc.gov/measuring-broadband-
america/2013/February

“For example, one Internet node, the world’s largest data center at 350 East Cermak
Ave in Chicago is the city’s second largest power consumer after O’Hare International
Airport. Undersea cables typically require 3,000—4,000 watts of power to run the series
of signal amplifiers along the cable’s length.
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The Internet’s Logical Topology

The Internet’s logical topology is determined by its routing archi-
tecture, which is based on the policies, protocols and rule sets put in
place and maintained by ASs. The most prominent Internet protocol
suite is a binary protocol called TCP/IP (Transmission Control Pro-
tocol/Internet Protocol). TCP/IP determines the logic of how data
should be formatted, addressed, transmitted, routed and received. It
is the fundamental protocol for defining the end-to-end connectivity
logic across the Internet’s system of networks.

Another core protocol is the Border Gateway Protocol (BGP),
which ASes use in establishing their routing policies with each other’s
domains. TCP/IP, BGP and many other protocols define the logical
Internet. ASes also use Interior Gateway Protocols (IGP) for internal
routing among their IP sub-networks. Importantly, ASs have an un-
derstandable preference for routing traffic via their own sub-networks,
sister networks or peer networks with which they have business routing
agreements. This reality can mean taking longer routes than expected
in some traffic situations. For simplicity of analysis, we will regard
ASes as single entities within the routing logic of the Internet as a
whole.

Among the most significant applications of the logical Internet are
the operating systems of the physical links and nodes, the software
utilized by the various Tiers of ISPs; and the Domain Name System
(DNS) software. Like the protocols they utilize, these systems affect
how traffic flows on the Internet.

The army of network administrators who set distinct routing poli-
cies for their individual AS also have considerable influence of the
logical traffic flow of their customers. There are now some 72,000 al-
located Autonomous System Numbers (ASNs)'>, each with a distinct
set of external routing policies. These policies determine normal rout-
ing flows as well as how traffic flows will be re-directed in the event of
disruptions or in emergencies. For example, ISPs can prioritize traffic
of their largest clients first in terms of bandwidth availability, transit

15See http://www.potaroo.net/tools/asn32/. This site indicates 71,678 ASNs have
been allocated to Regional Internet Registries (RIRs) as of 2 June 2013. Not all of these
have been assigned to ASes (there are approximately 42,000 ASes active in the routing
system). Most ASNs — more than 63,000 — are the older 16 bit ASNs. An AS may
control more than one ASN. Allocation of the newer 32-bit, more flexible ASNs began
in 2011. There is no mechanism for “returning” ASNs when no longer used/needed.
Therefore the number should be considered an approximation of distinct routing poli-
cies employed across the Internet, though the number cited still indicates a remarkably
complex mapping exercise. The website indicated is updated daily.
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speeds and repairing outages. While physical maps of networks are
usually available via open sources to inform users of potential risks of
degraded service, administrators of private sector networks typically
consider their system’s actual (versus initial) routing policies, and thus
much of the granularity of the Internet’s logical topology, to be pro-
prietary.

Internet Vulnerabilities

This is not a paper on cyber security, but some background on
potential vulnerabilities and types of physical and logical disruptions
may be useful.

Physical and logical disruptions can result from natural or man-
made causes, accidental or intentional, as well as from electro-me-
chanical failures (including system overload). Physical disruptions can
cause logical disruption and vice versa: physical damage to a network
component can alter the logical flow which may affect Internet latency
and bandwidth (throughput). In the run-up to military actions, cut-
ting, jamming or otherwise disrupting (at least temporarily) key com-
munications and information nodes can be expected. Aside from the
infrastructure destruction in New York in conjunction with 9/11, ter-
rorist attacks thus far have not caused significant disruption of Internet
service (as opposed to damaging targeted facilities like the Aramco
refineries in Saudi Arabia); but this has to be considered a future pos-
sibility.

Disruptions to the logical topology through malware may disrupt/
degrade the physical Internet, such as a Distributed Denial of Service
(DDoS) event that disrupts server capability. Point of vulnerability for
the logical internet include: (1) manipulation of TCP/IP software, (2)
attacks directed at ISPs and (3) attacks on the DNS itself. More infor-
mation is in Appendix 3.

A key point is that a truly global strategy for reducing vulnerabili-
ties can’t primarily be technical; it must be an integrated public-pri-
vate, whole of organization and government, trans-national approach
mounted in parallel across people, processes, organizations and tech-
nology.

Dependency Analysis

Measuring Resilience to Internet Disruptions

Measuring an organization’s resilience to Internet disruption re-
quires an understanding of the alternative means of information trans-
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fer that could be used should a particular sub-set of the Internet not
be available. This is important since most of any large organization’s
the information, including proprietary data exchanges flows over pub-
lic networks, or more accurately, is encapsulated, encrypted and tun-
neled'® across the Internet infrastructure. An analysis of reliance on the
Internet needs to include: (1) the criticality of a subnet, (2) the host
country profile, (3) the diversity of available connections.

Criticality: What parts and regions of the Internet are most critical
to the organizations and its reliance on some part of that infrastructure
and logical topology constitute an unacceptable risk? It will be impor-
tant to identify on which ASes the organization relies, how many of
them are owned by a single provider, where the key nodes and links
are, and what routing policies they have adopted. Priorities must be
assigned among, for example, ASes serving command headquarters
and those supporting non-front line units in remote locations. Analysts
must also understand the redundancies that are available. Ultimate-
ly, similar metrics will be needed for interagency partners and allies
deemed critical to national security.

Host country profiles. Organizations also needs to know the Internet
infrastructure profile of the host countries in which they operate or
plan to operation in the future. The number of ASNs assigned by in-
ternational agreement to a country, usually to ISPs, is one recognized
measure of Internet Infrastructure robustness. For example, Turkey
reportedly has 290 ASNs while Azerbaijan has only 31. Other coun-
tries of note include Afghanistan with only 20 and Turkmenistan with
only 2. Syria is also thought to only have two ASNs while Yemen has
but one. These numbers indicate countries at risk of being disrupted
significantly by natural or manmade disasters. Other countries that
have little or no host nation-based Internet access include Bangladesh,
Turkmenistan, Uzbekistan, Libya, North Korea and Cuba'’.

"*Tunneling or ‘port forwarding’ is the standard technique of many Internet us-
ers to protect data. There are a host of protocols and methods, such as Microsoft’s
Point-to-Point Tunneling Protocol (PTPP) or secure shell (SSH protocol) tunneling,
to encapsulate or encrypt payloads over untrusted networks. Tunneling sets up a vitual
private network (VPN) for authorized users. See http://searchenterprisewan.techtarget.
com/definition/tunneling — accessed 17 May 13

7The numbers cited are current as of January 2013. Autonomous System Numbers
as assigned by the Internet Assigned Numbers Authority (IANA) for Border Gateway
Protocol (BGP) routing use (BGP is the core protocol within the TCP/IP protocol).
ASes in a country are usually ISPs and the number of ASNs allocated within a country
is one measure of Internet infrastructure robustness. See http://www.renesys.com/tech/
presentations/pdf/menogl2-cowie.pdf — accessed 19 May 13.
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Transit Diversity: How much diversity does any particular sub-
organizational entity have in reaching the Internet’s top level ISPs?
When an organization’s primary provider, node or link is degraded, are
alternate providers and conduits already connected, ready and able to
maintain presence seamlessly? This is a deeper question than just the
number of ASes directly servicing each critical network of any multi-
national corporation or global organization. The answer has to include
analysis of upstream providers and the routing architecture all the way
up to the Internet backbone in order to see if multiple ASes converge
at some single point of vulnerability. ISP business relationships are
constantly in flux and with them the routing architectures of the af-
fected ASes. An effective analytical process has to include continuous
communication with service providers and periodic routing updates.

Resilience is a function of transit diversity that is achieved not only
by using multiple direct AS providers, but also by ensuring multiple
paths among upstream indirect providers all the way to the Internet
backbone. In addition to assessing direct and indirect provider rela-
tionships for each of its principal subordinate entities, every global
organizational has to be aware of the business relationships of their
Internet service providers. Do some or all providers pass through the
same parent AS? Are critical ASes vulnerable to de-peering actions
that could make it difficult for them to connect with customers or
collaborators? If so, an organization-wide disruption could generate
perturbations across all ASes servicing one or many connections.

A recent Dyn/Renesys analysis looked at routing data at the AS
level to assess direct and indirect diversity by studying relationships
among providers. They then scored organizations on their degree of
transit diversity, from none (a score of zero) to rich diversity with no
single points of failure (a score of 100). The scatter plot in Chart A
below represents scores for tens of thousands of organizations with
Internet presence, grouped by the number of ASes employed (vertical
axis). Notably, the United States Department of Defense (DoD), just
one of many organizations in the analysis, scored low at 34, potentially
indicating significant potential for improving the transit diversity of its
Internet presence'®. The low DoD score likely reflects a large, dispersed
organization with a multitude of individual, locally contracted transit
providers. In addition, a DoD-wide scoring result at any point on the
scale does not tell us much as there is no indication of where transit
diversity is low and where it might be sufficient. Are major commands

18See http://www.renesys.com/2009/05/keeping-score/ — accessed 31 May 2013
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vulnerable to disruption? There is no breakdown among the multitude
of subordinate commands or agencies dealing in such functions as lo-
gistics or personnel. The Renesys algorithms are proprietary, but more
detailed analysis of the data set is possible and would likely be useful.
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A Dual Direct — Indirect Dependency: The Electric Power Grid

Internet dependence related to electric power grids is both direct
and indirect. Most organizations with critical networks maintain back-
up or emergency power supplies such as generators to compensate for
power outages, however some are investigating dual-sourced electrical
feeds for key installations. This is important since emergency fuel can
run out or back-up components fail. Most all critical Internet infra-
structures are operated by the private sector. Private sector infrastruc-
ture continuity of operations (COOP) mechanisms vary in quality, but
most do have backup power capacity, albeit for limited periods. Thus,
widespread, long duration power outages that affect multiple service
providers could degrade Internet performance for many users. Disrup-
tions of power and Internet service also may make it impossible for
consumers to pay for critical commodities like fuel and medicine, with
potential consequences for social stability'®.

YThe inability of customers to pay for gasoline with credit cards after Hurricane
Sandy is one example. A 2011 NDU study of severe space weather events found that
prolonged power outages over wide areas would generate particular concern among the
public over pharmaceutical distribution.
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Geopolitical Influences on the Physical/Logical Internet

In addition to physical and logical vulnerabilities that could hinder
an organization’s ability to use the Internet globally, providers abroad
may not be paying enough attention to infrastructure modernization or
security. A related concern is that unrest in countries with weak govern-
ance or unfriendly national governments could block, or distort, Internet
transits within their borders through legal maneuvers or other actions.

Some states regulate Internet content and control telecommunica-
tions through government-owned companies, or own the physical in-
frastructure required to connect to the Internet. Authoritative regimes
have also acted to suppress Internet access when a crisis arises. During
the January 2011 protests in Egypt the government invoked a national
security provision in its telecommunications law to direct foreign wire-
less carriers to disable access to mobile networks. Most did initially,
though later some restored limited services®®. The gambit had little or no
effect on the revolt as protesters rallied to work around the restrictions?'.
However, the action demonstrated the degree to which some states will
seek to limit access to unfiltered information and the Internet.

It should be assumed that in authoritarian states, the private (for
profit) sector, the citizenry, and third parties (international Internet
operators and users) will have little or no recourse to legal appeal or
regulatory against state actions to interfere with the Internet. At the
same time, poor physical or cyber security also could open holes that
could disable or degrade Internet connectivity based on non-attributa-
ble actions from almost any geographical area.

Considerations for diplomatic, legal or commercial engagement to reduce
vulnerabilities

Diplomatic, legal, or commercial engagement, at various levels,
may be able to reduce vulnerabilities and broaden the redundancy of

2See  http://latimesblogs.latimes.com/babylonbeyond/2011/01/egypt-foreign-tele-
comms-stepping-in-to-connect-protesters-to-internet.html. France Telecom and Voda-
fone Group were two that restored service after a few days. Others relied on land lines
and old dial up services to circumvent the wireless interruption.

2'See  http://www.aljazeera.com/news/middleeast/2011/01/201112515334871490.
html, accessed 26 May 2013. Over the weekend of January 30—31 2011 collabora-
tion between Google, Twitter and a voice messaging service just acquired by Google
called SayNow led to an announcement of a toll free international phone service called
“speak2tweet” where Egyptian users could leave a twitter message for others. The suc-
cess of this effort in circumventing efforts to control social media led to a duplicate
speak2tweet service in Syria, launched in December 2012 as that government threatened
to disrupt public access to social media services and the Internet.
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the Internet abroad. The most important step is to convince govern-
ments to treat the security and reliability of information and commu-
nications, and their related infrastructures (ICT), with a much higher
priority than they now are. These capabilities are helping to determine
winners and losers in economies, affecting international relations and
changing the way our children think. Yet they rarely are treated as
either essential services or critical infrastructures in interagency priori-
ties. These are issues for business and government leaders and policy
makers, not just cyberspace technicians. Some opportunities are:

« Encourage countries that lack sufficient redundancy within their
borders to increase routing diversification of at least their main con-
duits. Network resiliency could be added to the agenda of transit fee
negotiations.

« Engage on plans for new or upgraded fiber optic cables overland or
undersea, often backed by consortia of multinational companies and
the countries to be served. Multinational consortia can be encouraged
to include protective measures in their design, such as burying under-
sea cables, hardening overland connection points, installing the latest
monitoring and investing in robust maintenance capacity.

« Appraise countries who host telco/carrier hotels, large data centers,
cable landing points or satellite downlinks of potential threats as well as
the ramifications of disruption. They might be offered risk assessment
evaluations and recommendations to protect their sites better.

« Encourage international organizations and their affiliated agencies
to deepen information sharing on the reliability and security of the
Internet across primary links and at key sites. This cooperation might
eventually extend to sharing threat information and response actions.
« Promote the establishment of legal processes to govern, or other-
wise oversee, the actions of responsible commercial providers operating
on national territory.

o Encourage all governments to increase access to the Internet has
the spin-off effect of increasing demand for reliable services and thus
investment in the latest, most capable technologies and management.
« Advocate in various fora that nations foster use of routing registries
as a best business practice and national standard. Non-registry and
out-of-date routing policies hamper trace back and analysis of vulner-
abilities.

« Engage aggressively in international standards bodies to reduce sup-
port for Internet disruption or segregation.
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Denied or Degraded Internet Access: A Manageable Risk

Given the robust Internet connections in regions such as the con-
tinental United States, between North America and Europe, inside
Europe, and across the Pacific to key Asian allies, one would expect
that the risk to transmissions in these areas would be low. In most cur-
rent areas of interest failures of links would add latency, but it prob-
ably would take multiple failures before the increased latency becomes
significant. Nevertheless, it is possible that the unintended routing of
multiple fiber optic links through vulnerable tunnels or along bridges
could lead to unpleasant surprises. Since redundancy and security are
much less robust in other areas, subsequent research should look at
particular organizational routing in more detail, attempt to understand
the scoring with more regional granularity, and suggest mitigation
measures. More work should be done with the business community
and academic research also may yield valuable insights. Power grid
security also needs to be considered as noted above.

U.S. Network Connectivity Map

Figure 1. U.S. Internet Connectivity Map

Figure 1 depicts the U.S. Internet backbone and primary sub-
networks. Major Internet peer-to-peer interconnect points are (East
to West): New York-Washington, Chicago-Dallas-Houston, and Los
Angeles-San Francisco?’. However, the networks shown have heavy re-
dundancy, especially on routes connecting New York, Washington,
Atlanta, Chicago, South Florida, Kansas City, Denver, California and

Z]nternet Peer-to-Peer Interconnect map at http://www.nthelp.com/images/inter-
connect.jpg — accessed 26 May 2013.
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Seattle. Connectivity is not dependent on one city or one network pro-
vider. Rather there are many possible paths to reroute around most dis-
ruptions. However, the highest speeds (the 10 Gbps OC-192¢c/STM94
Network) are available only from New York-Washington-Chicago.
Still impressive speeds of 2.5 Gbps (on the OC48¢c/STM16 Network)
are found coast to coast among peer-to-peer cities>.

The redundancy and speeds found across the United States also are
present on important transoceanic routes, such as from greater New
York to the United Kingdom, which is served by 6 different under-
sea cables® plus several nearby routes to and from New England and
France. Similar capacity is present between the U.S. and key Asian
allies and trading partners.

‘Greenlancd
leeland O

Figure 2. North Atlantic Cable Graphic

This does not mean that there is no threat to information networks’
resilience and connectivity. A case in point can be seen in the greater
concentration of undersea cables terminating together on the Euro-

BThe OC-3 Network cities include New York-Philadelphia-Washington-Atlanta;
Chicago-St. Louis-Dallas-Phoenix; and Los Angeles-San Francisco-Seattle. See http://
www.nthelp.com/images/agis.jpg

2The 6 cables are AC-1, AC-2, Apollo, FA-1, Tata TGN-Atlantic and TAT-14.
In fact, all of these cables, except AC-2 run in loops across the Atlantic, meaning that
there are 6 distinct NY-UK transatlantic cable systems with 11 segments allowing for
even greater traffic.
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pean end of the transatlantic cable system in Figure 2, particularly in
southwestern United Kingdom (Cornwall) and northeastern France
(Normandy region). A well-coordinated and successful operation to
disable many Internet nodes or pathways physically could result in
major degradation of private sector information networks.

One scenario which could lead to a massive, wide area and rapid
degradation of the Internet involves electromagnetic pulse (EMP). A
high altitude nuclear burst over the central United States would have
significant consequences, as would a high intensity geomagnetic storm,
such as the 1859 Carrington Event®. Either could cut electrical pow-
er and communications connectivity over thousands of square miles.
The damage mechanisms are different: High altitude nuclear bursts
generate very short duration pulses (so-called E1 pulses), while space
weather events typically affect power grids through long duration E3
events that affect electrical components such as high voltage trans-
formers. Although unlikely, these kind of Internet interruptions need
to be considered in contingency plans, but they’re outside the scope
of this study.

In sum, total denial of network connectivity through physical at-
tacks or accident is unlikely, although a partial denial or degradation of
connectivity and service could result from the disruption or destruction
of several nodes or pathways. Traffic could be re-routed automatically
where the “open shortest path first” protocol is employed®. However,
this still could result in delayed data transmission and application fail-
ure due to latency or a bandwidth shortage. Organizations could see
higher costs from the use of more expensive bandwidth and alternative
systems, such as satellites. More importantly the degraded service also
could have serious impacts on time-sensitive operations.

For example, a serious Internet disruption during a natural disaster
or military conflict in the Western Pacific could have multiple effects.

%In 1859 a combination of multiple Coronal Mass Ejections (CME) caused the
Northern Lights to be visible as far south as Panama. This was known as the Carrington
Event. It has been estimated that this event was as much as ten times more intense
than the solar storm the dropped the Quebec power grid in 1989. See http://news.
nationalgeographic.com/news/2011/03/110302-solar-flares-sun-storms-earth-danger-
carrington-event-science/ — accessed 15 December 2013

%Through “open shortest path first” or OSPF, domain networks re-route traffic
through the shortest available path by following a distinct routing policy. The OSPF
protocol is usually employed internal to an AS and automated such that the shortest/
lowest cost route in terms of transit time is always chosen. It would not necessarily use
preferred pathways (e.g., those run by technologically reliable vendors and transiting
friendly states) and avoid certain other pathways (such as those operated by an un-
friendly power).
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First, commercial, government and humanitarian relief organizations,
including militaries could suffer immediate disruptions in information
flows related to response operations, information gathering, and com-
mand, control and communications across the region. Second, the
ability to sustain prolonged operations might be jeopardized if the U.S.
Global Transportation Network and other logistical support systems
were disrupted/degraded or thought to be unreliable. Finally, gov-
ernments would have to consider the possibility that such disruptions
could escalate or widen to other information networks, both military
and civilian worldwide, to include critical infrastructure and financial
systems. Threats to economic and social stability in the U.S. and else-
where may be crucial second or third order effects.

Other regions, such as Africa and Central Asia have less-developed
physical Internet infrastructure, but this is changing due to rapid infra-
structure development intended both to support these areas and transit
through them. In the event of relief operations in a less-developed
region, the UN and other agencies probably would be able to meet
operational needs by augmenting existing indigenous infrastructure
with microwave, satellite and other capabilities, but the development
of partnering nation capacity, and effective host nation institutions,
through a mix of public and private means is likely to be more effective
and less costly in the long run.

It may be possible to exert leverage on states, or other actors, by
supporting the build-up of an Internet capability, or causing doubts in
decision makers’ minds about their ability to count on continued ac-
cess in a crisis. This might one day be formed into a theory of Internet-
based suasion, dissuasion, or deterrence, but that is for a different line
of research.

Conclusions, Recommendations and Further Analysis

Continuous connectivity across the Internet is essential to all busi-
ness operations of large organizations, especially global entities. Ro-
bust access resiliency can help guard against disruptions. Single point
snapshots aren’t enough. Such organizations must have continuous
situational awareness of their immediate connectivity as well as the
systemic connections of upstream ASes. Such situational awareness has
to extend externally to include an understanding of the overall physical
Internet infrastructure and logical topologies involved in routing traffic
across networks from origin to destination, including an appreciation
of potential vulnerabilities along logical paths, which may stem from
many sources. Determining adequate connectivity requires establishing
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standards, which may not be fully defined. Each organization can be-
gin to improve its connection resilience by ensuring all its components
incorporate diversity into Internet access agreements, assessing proc-
esses, organizations and technology. Resiliency may also require new
initiatives such as public-private partnerships, whole-of-government
engagement, and bi-lateral diplomacy.

Recommendations

« Identify ASes critical to an organization’s strategic and operational
connectivity.

« Develop a high fidelity methodology to monitor Internet dependen-
cies continuously.

o Work with governments and private sector providers in the United
States and overseas to enhance at least the critical network connectiv-
ity and security.

« Identify international initiatives to encourage host nations to ad-
dress infrastructure weaknesses and vulnerabilities.

« Examine Internet service contracts and routing policies to reduce
vulnerability and enhance ability to re-route network traffic rapidly
when/where disruptions occur.

o With regard to Cloud service providers, ensure back up data and
systems are not stored in the same cloud.

Areas for Further Analysis

« Examine methodologies for measuring the resilience of Internet con-
nectivity to determine best of breed metrics for continuous monitoring.
« Analyze the connectivity of major sub-agencies, activities, and criti-
cal sites and compare their resilience to an acceptable requirements
benchmark.

« Develop a methodology to determine the ASes, countries and re-
gions where a global organization has the greatest vulnerability/least
resiliency.

« Combine these into a more granular analysis of resilience by region
and function.

« Develop a continuous resiliency monitoring system, e.g., scorecards,
for each command, agency, field activity, critical site worldwide.

« Identify globally the critical Internet Exchange Points (IXPs), un-
dersea and overland cables, cable landing points, large data centers
and satellite downlinks that are vulnerable to physical disruption and
establish risk profiles for each.
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JIxxoH D.CaBumk
Yuusepcumem bpayna (CIIIA)

bproc B.MakkoHHe1
Hucmumym Bocmok-3anad (CIIIA)

N3yyenne ynpasienusi IHTepHETOM € y4acTHeM BCex
3aMHTEPEeCOBAHHBIX CTOPOH'

Kpatkoe conepxkanue

HNurepec K Bompocy ynpapiaeHus WMHTepHeTOM HOmOTIpeBaeTcs
BHUMAaHUEM CPEACTB MAacCOBON MHGbOPMALIMK K KUOEPIPECTYITHOCTH,
JIO0AJIbHOM CJIeXXKe, KOMMEPUYECKOMY IIIMMOHaxXy, KubeparakaM u
yrpo3aM KPUTHMYECKU BaxKHbIM HAIlMOHAJbHBIM HMHOPaCTPYyKTypaM.
MHorue rocymapcTba pellnd, YTO UM TpeOyeTcs OOobliie KOHTPOJIS
Han MHTEepHET-TeXHOJOTUSAMU M OCHOBOIIOJATaloIIMMU TTPUHIIUIIA-
Mu. Jpyrve cTpaHbl, MOAYEPKUBAS TTOJOXUTEIbHBIE ACIEKThl 3TUX
TEXHOJIOTUI, YTBEPXKAAlOT, UYTO AOJIKHBI MO-TIpeXHEMY MmpeobJiagaTh
TpaAUMLMOHHbIE CHCTeMbl YIpapieHuss MHTepHeTOM, KOTOpble OHU
Ha3bIBalOT «<MHOTOCTOPOHHEE y4acTHhe», U C KOTOPbIMU OHU CBSI3bIBa-
10T ycrnex MHTepHeTa.

B aT0i1 cTaThe MBI pacCMOTPUM IOAXOM C YYacTHEM BCEX 3alHTe-
pPECOBaHHBIX CTOPOH B MCTOPMYECKOM KOHTEKCTE, KaK OH Ha IPOTSI-
>KEHUW MHOTMX ACCSTUIETUI MPUMEHSICS B APYIMX 00JacTsX. 3aTeM,
Mbl PaCCMOTPUM MHOTOCTOPOHHEe yrpaBieHue MHTepHeTOM.

Haérca Tpu pekoMeHaalMu. Bo-TiepBbIX, MbI MpejuiaraeM yIpo-
CTUTb yripaBjieHue MHTepHETOM MyTeM pacuieHEeHUs ero Ha BOMPOCHI,
KOTOpbIE MOTYT OBITh pElIeHBl B paMKax CYILIEeCTBYIOIIUX MEXIyHa-
POIHBIX YUYPEXIEHUI, U Ha BCe OCTaJibHbIE, Cpead KOTOPHIX — BO-
MIPOCHI MPUCBOEHUST MMEH, MaplIpyTU3aluv, 0€30IacHOCTH U CTaH-
JapTu3aluyu. DTU BOIIPOCHI, IIPEXIE BCETo, SIBISIOTCS TEXHUUYECKUMU,
HO B HMUX €CThb W TOJUTUYECKOE M3MepeHHe. Bo-BTOpbIX, opraHam,
3aHUMAIOIIMMCSI TEXHUYECKMMM WJIM CBSI3aHHBIMU BoIpocamu (Ta-
KuM, Kak MHTepHeT-Koprnopalusl 1o MPUCBOCHUI0 UMEH U HOMEPOB
(ICANN), MBI peKOMeHIyeM J100aBUTh HAA30PHBII YPOBEHb C MHOIO-
CTOPOHHMM YYacTHEM, KOTOPbIA MOXET MPUHUMATh WJIU OTKJIOHSTh
MO3ULIMIO 3TUX OPraHOB, HO HE M3MEHATh ¢€. B-TpeTbhux, paboTa cy-

1910 cokpaluleHHas Bepcus Gosee OGIIMPHOIL CTaThy, onmy6ankoBaHHoi UHCTUTY-
ToM Boctok-3arman
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IIECTBYIOIIMX MEXIYHAPOIHBIX OpraHU3allvii, 3aHUMAIOILLIMXCS pellie-
HUEM JIPYTUMX BOIPOCOB, JOKHA ObITh U3MEHEHA TaKUM O0pas3oMm,
YTOOBI MOJy4YaTh OTKJIMK OT WMHTepHeT-cooOllecTBa MOCPEICTBOM
MHOTOCTOPOHHUX KOHCYJbTaTUBHBIX IMpolueccoB. C yueToM 3TUX U3-
MEHEeHUU yrnpapieHue MHTEpHETOM MOXET CTaThb 0Oosiee BCeOoObEM-
JIOIIMM U YIpaBIsieMbIM, MIPU 3TOM COXPaHsIsl CBOM CaMble LICHHbIE
KayecTBa.

Beenenne

HMHTepec K Bomnpocy ynpasieHuss MHTepHETOM HEYKJIOHHO Bo3pac-
TaeT ¢ MOMEHTa co3fgaHus WMHTepHeT-KOpIopauuu Mo MPpUCBOEHUIO
umeH U HoMepoB (ICANN) B 1998 rony, 1 B HacTosiilee BpeMs 00CyXK-
JlaeTcsl Ha MHOTUX MEXAyHapoaHbIX hopyMax. BcemupHasi Bctpeya Ha
BBICILIEM YPOBHE MO BompocaM HMH(opmauuroHHoOro obuiectsa (BBY-
HO), cocrosiBiasics B 2003 u 2005 romy, Oblj1a 3HAKOBBIM COOBITHEM.
B niynkre 24 TyHucckoii nporpaMmmbl BBYMO 2005 roga, cogepxuT-
cd cienymollee pabouee onpeneseHue ynpasieHuss MHTepHeTOM.

Pabouee onpedenenue ynpasnrenus ucnoavzosanuem Humepnem o3Ha-
yaem pazpabomky U HNpPUMeHeHue NPAGUMeAbCMBAMU, YACHHbIM CeK-
Mopom U epajicO0aHcKuM o0uecmeom 6 pamKax UCHOAHEHUs UMU CEOUX
COOMBEMCcmBYIOUUX posell 00uWux NPUHYUNoO8, HOpM, Npagua, Npoyeoyp
NPUHAMUS PeUleHUll U Npoepamm, KOomopbvie (OopMupyrom ycaogus 04s
paseumus U ucnoav3oeanus Humepuem.

I'enepanbhbiii cexkperapp OOH cosgan @opyMm 10 yrIpaBieHUIO
MHutepHeroM kak orBeTBiaeHMe BBYMO, u oH exeronHo mMpoBOAMUT-
csa ¢ 2006 roga. @opyM SIBISICTCS BaXKHOM ILIOLLAAKOM, Ie ThICSIYM
YYaCTHUKOB OOMEHMBAIOTCA MIESIMU MO BOIpocaMm ymnpaieHus MH-
TEpPHETOM, HO He 00J1afaloT MpaBoOM AaBaThb PEKOMEHIALIUU.

B 2013 roay Beayilme opraHu3aliuy, OTBeYalollIue 3a M100aJbHYIO
KOOPIMHAIIUIO TEXHUUECKOU MHGpacTpyKTypbl MHTEpHeTa, BCTpETU-
Jmch B MoHTeBuaeo (AkrioraH u ap., 2013 r.) u «onpeneanan HeooO-
XOJUMOCTb ITOCTOSTHHOM pabOThl Hall CJI0XKHOCTSIMM, BO3HUKAIOIIMMU
B OTHOILIEHUM yMnpaBieHuss VMHTepHETOM, U COMIACUIUCh aKTUBU3U-
poBaTh paboTy B paMKax BCEro cooOlliecTBa sl o0ecreyeHusl pas-
BUTHS TJ00aIbHOTO cOTpyaHUYecTBa B chepe MHTepHETa ¢ yyacTuem
MHOTMX CTOPOH».

ITocne sroir Bctpeun, B ampeiie 2014 roga B bpaswiuu ObL1 mpo-
BeneH «NETmundial»: BceMupHasi BCTpeya pas3jIMUHBIX 3aMHTEpe-
COBaHHBIX CTOPOH MO BOIPOCY Oyayllero ympabjieHUs1 VITHTepHeTOM
(ICANNWiIKi, 2014 romx). Pe3yabraToM 3TOro MEpOIpUsITUSI CTaJl Ha-
0op MPUHLMIIOB U JOpOXHasl kapra pa3Butusi MHTepHeTa, KOTopbie
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ObLIM 0HOOpEHBI OOJBIIMHCTBOM YYaCTHMKOB, HO He Kwurtaem, MH-
nueit win Poccueli. OHU MpeanouyuTaloT «IoCyaapCTBO-LIEHTPUUHBIN
noaxon K ympasiaeHuio MHtepHerom mopn srumoit OOH» (KopBuH,
2014 ron).

OnvH U3 TMPUHLIMIIOB yrnpaBieHussT MHTepHEeTOM, BbIpaOOTaHHBIX
B xome mpouecca NETmundial, rnacut «ynpasieHue MHTepHEeTOM
JIOJIKHO OBITh OCHOBAHO Ha JIEMOKPAaTMYECKUX Mpolieccax ¢ ydyacTH-
€M BCeX 3aMHTEePEeCOBAHHBIX CTOPOH M JOJIKHO 00€CIIeYUTh peaabHOe
U TIOJOTUYETHOE y4yacTHE BCEX 3aMHTEPECOBAHHBIX CTOPOH, BKJIOYasi
MIPaBUTEJICTBA, YACTHBINA CEKTOp, TPaXIaHCKOe OOIIECTBO, TEXHUYE-
CKO€ COOONIECTBO, HAyYHOE COOOIIECTBO M MOJIb30BaTENCH».

B Hacrosiiiee Bpemsi, Monesib ydyacTUsl BCEX 3aMHTEPECOBAHHBIX
CTOPOH IIIMPOKO OCBEILAeTCS KaK MpearnoyTUTeIbHass MOIEIb YIIpaB-
nenust UarepaeToMm. beinbrit mom omoopm e€ B MexxayHapoIHOM cTpa-
Teruu i KubeprnpocrtpaHcTBa 2011 roma, a ob6e manatel KoHrpecca
CIIIA B xonue 2012 roga. ICANN xapakTepusyeT ce0s KaKk OopraHu-
3allMI0 C ydacTheM Bcex 3amHTepecoBaHHBIX cTopoH (ICANNWIKi,
2014 ronm), a MexayHaponHbIii coto3 3ekTpocBsi3u (MCD) B noKy-
MmeHTe BceMupHoro cdopymMa 1mo MoJuMTHKE B OOJIACTU 3JIEKTPOCBSI3U
2013 roga (BPIID) 3asgsui, uto «wieHbl MCHO B CBOMX IMMOJIHOMOYHbBIX
pe30JIIoLMIX TPU3HAIOT OCHOBaHHYI0 Ha mpuHuMITax BBYMO monens
VIpaBIeHUs C YIaCTHEM BCEX 3aMHTEPECOBAHHBIX CTOPOH B KayeCTBE
OCHOBBI ISl TJI0OAJIbHOTO YyripaBiaeHus1 MHTepHeToM» («Supporting
Multi-stakeholderism in Internet Governance,» 2013).

YuyuTtbiBasg TO, KaKyl0 M3BECTHOCThb IMOJYYWJ BOMNPOC YIPaBICHUS
MHTepHeTOM C yyacTMeM BCeX 3aMHTEePEeCOBAHHBIX CTOPOH, BaxKHO
IMOHSTh, YTO O3HAYAeT 3TO IOHITHE, U3YYUTDh €ro CUJIbHBIC U cladble
CTOPOHBI, W MOHSITh, KaK Jyyllle peau3oBarh ero. st MUpoBoro co-
obulecTBa OyaeT HebJaropa3yMHO NPUHATL 3Ty (OpMY yHpaBieHUs
TaKUM Ba>XKHbIM TJI00AJIbHBIM pecypcoM, Kak MHTepHeT, B OTCYTCTBUE
MMOJIHOTO TIOHMMAaHUs 3TUX BOMPOCOB.

MHuMaTuBel 1O yIpaBIeHUIO C YYacTHMEM BCEX 3aMHTEepPEeCOBaH-
HBIX CTOPOH SIBJISIIOTCSI MPUBJIEKATEJbHBIMU, MOCKOJIbKY OHU MOTYT
00ecTeYnTh ATbTePHATUBY MEXAY KPaifHOCTSMU TOJIUTUKA HEBMeIIIa-
TEJbCTBA M TOCYAAPCTBEHHOTO PEryJMpOBaHUsI, pa3BUBasi COTPYIHU-
YECTBO MEXIY HEeINpaBUTEIbCTBEHHBIMM OpTaHM3alMsIMU U KOpIiopa-
LUSIMU B (hOpMe caMOpeTyJIMpOBaHUSI.

K coxaneHnuio, HeT OOILIETIPUHATOrO ONpPeASIeHUST YIIPaBICHUS C
y4acTHeM BCeX 3aMHTEePEeCOBAHHBIX CTOpOoH. KoHIemiusa Havajga uc-
MOJIb30BaThCsl KaK CPEICTBO ISl Pa3BUTUSI COTPYIHUYECTBA B pellie-
HHUY TaKUX COLMAIBHBIX TTPO0JIeM KaK BO30OHOBIISIEMOCTh IPUPOTHBIX
pPECypCOB U 3alllMTa TPYASUIMXCS B pa3BUBAIOLIMXCSI CTpaHaX.
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Hasnee, Mbl pacCCMOTPUM KpaTKyl0 MCTOpHIO yrpaBieHus MHTepHe-
TOM; OO0lIM€ MCCIIe0BaHNSI MHULIMATUB C YYacTHeM BCEX 3aUHTEpeco-
BaHHBIX CTOPOH; M U3YYUM TEKYLIEE COCTOSIHUE MPOOJIeM yIpaBaeHUs
HMutepHeroM. MBI Takke MOAPOOHO pacCMOTPUM BOIIPOCHI yIIpaBiie-
Huss MIHTepHEeTOM M JaauM IOSCHEHMS MO HallleMy MpeajaracMoMy
VIPOILEHUIO yIipaBiieHuss MHTepHeTOM uepe3 pacnpeaeseHrue BOIpo-
COB CPE€IM CYLIECTBYIOIIMX MEXAYHAPOIHBIX OpraHoB. [l TexHuue-
CKHX BOIIPOCOB Mbl PEKOMEHIYeM, €C/M Y CYILIECTBYIOLIEro opraHa
ecTb nogutuyeckuit yposeHb (kak B ICANN), orpaguth TexHUYe-
CKMe pelleHUs] OT U3MEHEHUN Ha TOJUTUYECKOM YpoBHe. [Ijisi He-
TEXHUYECKUX BOIIPOCOB yIpaBiieHuss MIHTepHETOM MBI peKOMEHIyeM
Jlo0aBJieHe KOMIIOHEHTOB Y4acTHsI BCEX 3aMHTEPECOBAHHBIX CTOPOH
B MEXIyHapOIHbIe OpraHbl, OTBETCTBEHHbIE 32 BOIPOCHI YIIpaBICHUS
MHTepHeToM.

Kpatkast ucropus ynpasienusi InTepHeTomM

HMcroku HMHTepHeTa, KaK Hay4dHO-KCCJIEIOBATEIbCKOIO MPOEKTa
DARPA, xopoiio usBectHbl. [TonynsipHocte ARPANET u ero mpe-
eMHuKa, ceTu MHTepHeT, mpuBesa K ero pacrnpocTpaHEHUIO B MUPE.
IMosisunacs WMHxeHepHass pabouas rpynmna WMHrepHeta (Internet
Engineering Task Force (IETF), kak mioianka ajs1 ucciaeaoBaTeseii
U1 OOCYKIEeHUsI U TIPOIBMXKEHUSI HOBBIX CETEBBIX TEXHOJOTHIl 0e3
ydyactusi pykoBoauresieil nporpamMmm u3 DARPA. Bo3znuk KoHcop-
uuym mupoBoit cetu (World-Wide Web Consortium (W3C), 4To6bI
BBITIOJTHSTh aHAJOTUYHYIO POJIb IS BeO-TexHonoruii. Cieayer oTMe-
TUTb, YTO JJII PEaTbHOIO YYacTusl B paboTe 3TUX OPraHoOB TPeOyIOTCs
IJTyOOKMe 3HAHUSI COOTBETCTBYIOIIUX TEXHOJIOTHUIA.

IETF cozpan HedopManibHy0, HO XOpPOLIO BBICTPOCHHYIO CUCTe-
My IJIsi obecrnieyeHusl cBoeli paboThl. Ero peKoMeHaaluyu OTpaXkKeHbI
B TBICSYAaX JOKYMEHTOB, Ha3bIBaeMBIX 3aripocaMy IS OOCYKICHMUS
(Request for Comments (RFCs). RFC 7154 comepXuT Koaekc mo-
BeneHus: MmxeHepHoil paboueil rpynmnsl MHTEpHETa, a UMEHHO, YTO
YYaCTHUKU JOJDKHBI OKa3bIBaTh YBAXKEHUE U ObITh BEXKJIMBBIMU IPYT K
IPYTy, BECTM OObEKTHUBHBIE TUCKYCCUU, OBITb TOTOBBIMU BHECTU CBOM
BKJIaJ U paboTaThb BMeCTe ISl BBIPAOOTKW pELIeHUM s 11o0asb-
Hoil cetu MHTepHeT. 3ampoc wist obcyXaeHus ne-HakTo CTAaHOBUTCS
CTaHIAPTOM, €CJIM OH IIMPOKO TIPUHAT MHOTUMU TTOCTABIIMKAMM.

OTKpbITasi, UHKJIIO3UBHAS, TTpO3payHasi U He-3amnpeTuTeabHast hu-
Jlocousi, KoTopas jexalia B OCHOBe co3aaHust MHTepHEeT-TeXHOIOI UM,
CMoCcOoOCTBOBAJIa yUYacCTUIO UMHXXEHEPOB B UX Pa3BUTUU, a IOJb30BaTe-
Jiell — B CO31aHUU BEO-KOHTEHTA.
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CrpykTypa ynpaBieHuss MHTepHeTOM CJI0XXHA W MMEET MHOTO
y4yacTHUKOB. IIpuMeuaresbHO TO, YTO OHAa HAAEXHO OOCTyXXMBaeT
HaceJieHUue, KOTOpOe IO OLIEHKaM HAacUMThIBaeT 0oJjiee TpeX MWJLIU-
apIoB ToJb30Baresieil. B cBeTe 3TOro, MOMBITKU 3aMEHHUTh BaKHBIC
YacTU HbIHEIIHENW CUCTEeMBbl YIIpaBJICHMSI JOJKHBI AeaaTbCs C 00Jb-
IOl OCTOPOXKHOCTBIO. JIpyroit BEIBOA COCTOUT B TOM, 4TOo MIHTEpHET-
MPOCTPAHCTBO, CKOPEE BCETO, CIUIIKOM CJIOKHO, YTOOBI HAXOAUTHCS
B BelleHUMU ofHOIi opraHuzauyu. OHO Xopollo (pyHKIIMOHUpYET Oia-
rojapsi OmnbITy, pacnpeneJeHHOMY CpeIu MHOTHUX YYaCTHUKOB.

Ymo npedcmasnsiem coboli ynpaenenue Humepnemom ¢ yuacmuem écex
3aUHMEPeco8aHHbIX CMopoH?

TepMuH yIIpaBlieHHE C YJacTHEM BCEX 3aMHTEPECOBAHHBIX CTO-
poH wmcnonndyercss mig MaTepHera ¢ 2004 roma. Mapkyc Kymmep
OIpeNieNIIET €r0 KaK CPEACTBO «ITOJIUTUYECKOTO AMAIOra, B KOTOPOM
BCE 3aMHTEPECOBAHHBIC CTOPOHBI YUACTBYIOT Ha PaBHBEIX» B paMKax
rpoiiecca, KOTOpblil TTpo3padyeH U OoTKpHIT mis Beex (Kymmep, 2013).
«B TO BpeMs Kak ydacTme BceX 3aMHTEepeCOBAaHHBIX CTOpOH B Pabo-
yeli TpyIe 1o yrnpasieHnio Uatepaerom 1 @opyme Mo yIIpaBiIeHUIO
HMHTepHEeTOM 03HAYAJI0 U O3HAYAET, UYTO BCE 3aMHTEPECOBAHHBIE CTO-
POHBI MPUHUMAIOT YYacTUE Ha PaBHBIX, TAKXKE IMOHSITHO, YTO B 0OJIb-
LIMHCTBE OPraHU3al1ii, KAK MEXITPABUTEIbCTBEHHBIX, TAK U IPYTUX,
CYIIECTBYIOT OIpeAesieHHbBIE CTPYKTYPHI IJIST OCYIIECTBICHUS TIPOIIeC-
coB npuHsTus peleHuin» (Kymmep, 2013).

ITo caoBam Jloypenca E Crpuknunra, pykoBoaurest Hammonanb-
HOTO YIpaBJIeHUS 110 TeJleKoMMyHUKauusiMm 1 nHpopMauuu (NTIA)
Munucrtepcra Topropiu CIIIA, «mpoliecc ¢ yyacTUeM BCeX 3aMHTE-
PECOBaHHBIX CTOPOH... BKJIIOYAET B CeOs MTOTHOE yJacTHe BCEX 3aMH-
TepEeCOBAaHHBIX CTOPOH Ha OCHOBE KOHCEHCYCHOI BBIPaOOTKU pelle-
HUI 1 pabOTy B OTKPBITOM, IIPO3PAYHOM W TTOAOTYCTHOM BHIEC».

B aTux onpeneneHusIX He yKasaHbl IPUHLMIIBI CO3AAHUSI OpraHu-
3alMii ¢ y4acTHeM BCeX 3aMHTEPECOBAHHBLIX CTOPOH KPOME TOTO, UTO
OHU JOJKHBI OBITh OTKPBITBIMM, MPO3paYHBIMU U WHKJIIO3UBHBIMMU.
OHU He OIpeNe/sIIoT, KaK JOJLKHBI UATU IPOLECChl, TOMUMO TOTO,
YTO «3aMHTEPECOBAHHBIC JIMIIA YYACTBYIOT Ha paBHBIX», M UTO pellle-
HUS JOJDKHBI MPUHMMATLCS «HAa OCHOBE KOHCEHCyca». YKa3aHHBIE
VIOYIIEHWST CTaBSIT ITOA COMHEHME, CO3HAIOT JIM 3TU OIMMCAHUS TIPO-
LIECCOB C YYaCTHMEM BCEX 3aMHTEPECOBAHHBIX CTOPOH JOCTaTOYHOE
OCHOBaHHE, HAa KOTOPOM MOXHO BBICTPOUTH IJIO0QIBHYIO CUCTEMY
yrnpasienus HMHrepHeroM. PaccMOTpUM WHUIIMATUBBEL C y4acTHEM
BCEX 3aMHTEPECOBAHHBIX CTOPOH B MHBIX OOJIACTSIX.
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Hccnenopanue odmmx NpUMEPOB ynpaBJjiCeHUA C YYACTHEM BCEX
3aUHTEPECOBAHHBIX CTOPOH

Muny Xemmatu (Xemmartu, 2002) roBOpUT, UTO TPOLIECCHI C yya-
CTHMEM BCEX 3aMHTEPECOBAHHBIX CTOPOH HCIIOJB30BAIUCh B TeUCHUE
MHOTHUX IECITUICTUI IS pellIeHUs TIpo0JieM B pa3IMUHBIX 00JIaCTSX,
BKJTIOUAsT OMOTEXHOJIOTHH, KOPITOPaTUBHOE TOBEICHWE, SHEPIeTHKY,
TeHJepHOE HEepPaBeHCTBO, TYpWU3M, TPYAOBble OTHOLIEHMSI, TOPHOAO-
OBIBAIOLIYIO TPOMBIIILIEHHOCTh U YCTOMYMBOE pa3BuTre. OHA oTMeva-
€T, YTO TIPOIIECCHI ¢ YYaCTHEM BCEX 3aMHTEPECOBAHHBIX CTOPOH JIOHO-
cAT nHMPOPMAIIAIO IO JIUI, TIPUHUMAIOIIUX PEIICHUS, 00eCITeYnBaIOT
MOAIEPXKKY PelIeHUI, UIIYT MyTU pelleHus MpobjeM U MobdyxXaaroT
3aMHTEpPECOBaHHbBIE CTOPOHBI OpaTh Ha ce0s OTBETCTBEHHOCThH B pe-
IIEHUU BOMPOCOB. DTOT MoaxoA OblT 3(PHeKTUBEH BO MHOTUX COLIM-
AJTBHBIX, TTOJUTUYECKUX, SKOHOMWYECKUX W TEXHUIECKUX YCIOBUSX,
0COOEHHO KOrIa BO3HUKAIOIIWE MPOOJEeMbl SBISIOTCS KauyeCTBEHHO
HOBBIMH, OBICTPO M3MEHSIOIIMMUCS U OOpeMeHEeHbI BaXKHBIMU CO-
UMAIBHBIMUA U KYJIbTYPHBIMU M3MEpPEHMSIMU. B 3THX yCIOBUSX Ipa-
BUTENIbCTBA, KaK IIPaBWIO, HEHCTBYIOT MemjieHHO. Yepe3 B3amMo-
JNEeWCTBME B paMKax Ipoliecca C y4yacTUEM BCeX 3aMHTePECOBAHHBIX
CTOPOH MOXHO OBICTPO TIOJYYMTh OOCTYI K Kaapam, HEOOXOAMMBIM
IUTST PEIIeHUsI CIOKHBIX HOBBIX TTPOOJIEM.

ITocne uzyyeHust 20 pa3IMYHBIX MPOLIECCOB C y4yacTHMEM BCeX 3a-
WHTEPECOBAaHHBIX CTOPOH, XeMMaTu (XeMmaTtu, 2002) onpenesseT ux
KaK <«Hpoueccobl, KOMopble HANPasaeHvl Ha 00seduHeHlUe 6ceX OCHOBHBIX
3aUHMepPeco8aHHbIX CMOPOH B HOBOM (hopMe oOleHus, B Moucke (u,
BO3MOXHO, TPWHATUN) pEeUIeHU MO0 KOHKPETHOMY Bompocy. OHU
TakXe OCHOBAaHbI Ha MPU3HAHUM BAXXHOCTU AOCTHKEHUSI PaBEHCTBA,
CIIPaBETMBOCT U TMOAOTYETHOCTU B TIpollecce OOIleHUs U oOMeHa
B3IJIIIaMM MEXIy 3aMHTEePeCOBAHHBIMU CTOpoHamMu. OHU CTPOSTCS
Ha JIEMOKPATMYECKMX TPWHIIMITAX TPO3PAYHOCTH M YJacTUS M Ha-
LieJIeHbl Ha pa3BUTHME MAapTHEPCKUX CBSI3€d M yKperjieHWe B3auMO-
JIEVCTBUS MEXIY 3aMHTepeCOBAaHHBIMU CTOpoHaMM». OHa TaKXe To-
BOPUT, YTO «IIPOILIECCHI C YYACTHEM BCEX 3aMHTEPECOBAHHBIX CTOPOH
OXBAaTHIBAIOT IIMPOKMWI CIIEKTP CTPYKTYp M YpoBHel ydactusa. OHU
MOI'YT MPEICTaBISATb CO00I 0OCYyXAeHUE MOJUTUKU WU PaCUIUpPSITh-
cs M BKJIIOYATh B ce0s MOMCK KOHCEHCyca, TMIPUHSATHE W peau3alinio
MPaKTUYECKUX pelIeHMid... TakuM 00pa3oM, IIPOLECCHl C YYaCTHUEM
BCEX 3aMHTEPECOBAHHBIX CTOPOH OBIBAIOT Pa3HBIMU 10 (oOpME».

OHa mnpeaynpexnaeT, 4To «MpolLecChl C Yy4acTHMeM BCEX 3ahHTe-
PECOBAHHBIX CTOPOH HE SIBJISIIOTCSI YHUBEPCAJIbHBIM WHCTPYMEHTOM
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WM pellleHueM BCeX BOMPOCOB, MpobyieM U cutyauuii. OHU OoJiblie
MOXOXUW Ha HOBBIA TUM B3aUMOJEUCTBUSI B CUCTEME BbIpaOOTKU pe-
IIEHUI M CTPYKTypax M mpoiieccax ympaieHus. OHU MOIXOMAT JUIS
TeX CUTyallvii, KOrJa BO3MOXEH AUAJor, U TIe YMECTHO U BO3MOXHO
MIPUCITYIIAThCS, COTJIACOBAaTh MHTEPECH U MHTETPUPOBATH MHEHUS B
ob1me crpareruu peuneHus.» Lutupys Kanep AcMman B Borpoce BbI-
0opa Mexay obCyXIeHWeM U TPSIMbIMU AEHCTBUSIMU, OHA Mpeaymnpe-
XKIaeT Hac, «3ayacTyio IpoLecC CTAaHOBUTCS 3alyTaHHOM, PBIXJIONA,
pasapaxarollieil 1 pa3BajuBalolleiicss kakohoHueil. Kak u riopanu-
cTuyecKas JeMOKpaTusl, OH SIBJISIETCS caMOl Xyaleil (hopmoii Imoucka
KOHCEHCYCa 3a UCKJIIOUECHUEM BCEX OCTAbHBIX».

XemMmatu (XemMmaru, 2002) oTmedaeT, UTO CO3JaHME TPOLIECCOB
C yJyacTHeM BCE€X 3aMHTEPECOBAaHHBIX CTOPOH TPeOyeT NMPUHSTHUS pe-
leHui, kacatoluuxcs Cekperapuara, (pru3nuecKoil MoaIepXKu opra-
HU3alMK, (pMHAHCUPOBAHUS, OTYETHOCTU U MOKYMEHTAIlMM, CBI3eit
C OOLIECTBEHHOCThIO M BOMpOCA HaJIMUMS M clocoda CBA3U C opu-
IMATBHBIM TIPOLIECCOM TPUHSITHUSA pellleHuid. bojee KOHKpeTHO OHa
OTMEYaeT, YTO HEOOXOAUMBI PellIeHUs M0 IUPOKOMY CIIEKTPY BOIPO-
COB, B TOM UYMCJI€:

a. ompenesneHue MpoodsieM, KOTOpble MPEICTOUT pelliaTh;

b. MpuHsSTHE pelIeHUs] O TOM, KaKKie 3aMHTEPECOBaHHBIE CTOPOHBI
JIOJDKHBI OBITH TIPUTJIAIICHBI;

C. TPOBOJAUTCS JIM YYacTUE TOJbKO IO MPUIJIALIEHUIO, OTKPBITO
JUTSL BCEX WJIU JIJTSI OTPAHUYEHHOTO YMCJIa MPEACTABUTENEH OT KaXKIOW
3aMHTEPECOBAHHON CTOPOHBDI;

d. ycraHOBJIeHME CPOKOB JIJISI OCYILIECTBICHUS AeHCTBUIA;

€. MOArOoTOBKA COBELIAHWI;

f. cBSI3b MEXIy 3aMHTEPECOBAHHBIMU CTOPOHAMU, HAIPUMeED, ue-
pe3 OHJIaiTH, MECTHBIE, PeTHOHAIBHEIC WM 00Jice IITMPOKUE COBEIIa-
HUS;

g. yCTpaHEHHEe HEepaBeHCTBa B BO3MOXHOCTSIX MEXIY 3auHTepe-
COBaHHBIMM CTOPOHAMM BCJIEACTBUE PA3HOTO YPOBHS OIbITA WU JO-
CTyna K CpelCcTBaM;

h. HeoOXoaMMOCTh W/WIN CIOCOO BBIHECEHUS peKOMeHIalWil u/
WM pellieHUi (He0OXOAUM JIM KOHCEHCYC?);

i. YCIOBUS, IPU KOTOPBIX MpeKpalllaeTcs AesTeJbHOCTb Ipoliecca
C y4acTUeM BCeX 3aMHTEPECOBAHHBIX CTOPOH.

Banbexo u nap. (Banbexo u XaysenbmaHH, 2004) oTMeuaroT, 4TO
BO3HMKJIM MHOTHME HEIpPaBUTEJbCTBEHHBIE OpraHM3allud U OU3HEeC-
WHULMATUBBI, KOTOPbIE 3aHUMAIOTCSI JOOPOBOJLHBIM Herocyaap-
CTBEHHBIM «HOPMOTBOPYECTBOM, CepTH(UKAIIMEH W MapKUPOBKOIM,
KOJIJIEKTUBHBIMU COIJIAILIEHUSIMU 11 (DOPMUPOBAHUS TIOJUTUKUA B
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KOHKPETHBIX 00J1aCTX, MEpPaMM IO YIPABJICHUIO LIEMSIMU TMOCTAaBOK
WJIW... BBIpAOOTKOW MpaBUJI MOBeAeHUsI». B To BpeMsl KaKk MX aHAJIU3
WHULMATUB C y4yacTUEM BCEX 3aMHTEPECOBAHHBIX CTOPOH SIBJISIETCS
He TakuM BCEOOBEMIIIOLIMM, KaK y XeMMaTh, OHM OTMedYaloT, 4YTO
JKM3HECTIOCOOHOCTh MOMOOHBIX MHULIMATHB B 3HAYMTEJbHON CTere-
HU 3aBUCUT OT UX JISTUTUMHOCTHU 1 3¢ GeKTUBHOCTH. OHM MPUBOAIT
orpenejeHue JerTuTUMHOCTY 1955 rona mo 3yxmMaHHY Kak «0000IIeH-
HO€ BOCHPUSATHE WIW MPENTIONOXEHUE, YTO NEHCTBUS CyObeKTa Xea-
TeJIbHbI, BEPHBI Y IPUEMJIEMbI B HEKOTOPOI COLIMATIbHO BBICTPOSHHOM
CHCTEME HOPM, LIEHHOCTel, YOeXKIEHU 1 ompeneeH .

B npoaymanHoM u rybokom ucciaenoBanuu 2012 roga, BaH XEit-
cte (XeiicTa, 2012) mpepnaraer cTpaTernyeckoe PYKOBOACTBO JIJist
OOLIECTBEHHBIX OpraHM3alMii, KOTOpPblE HaMEpeHbl Y4yacTBOBaTb B
WHUIIMATUBAaX C YYaCTUEM BCEX 3aMHTEPECOBAHHBIX CTOPOH, MPU3BaH-
HBIX TIOMOYb KOPHOPALUSIM B 9KOJOTMYECKHU PallMOHATbHOM MCIIOJIb-
30BaHUM TPUPOIHBIX pecypcoB. OHa Tpejjiaraer peKoMeHIaluu B
OTHOILIEHUU MHOTHMX acCIleKTOB OpTraHM3allMid WHUILIMATUB C y4acTUEM
MHOT'MX 3aMHTEPECOBAHHBIX CTOPOH. B CBOEM uccieqoBaHUM OHA 3a-
SIBJISIET, YTO HEOOXOJMMO MOHUMATh BO3MOXKHYIO POJIb MPABUTEBCTB,
TaK KaK «MHUIIMATHBbI C Y4aCTUEM MHOTMX 3aMHTEPECOBAHHBIX CTO-
POH IO caMOil CBOEil MpUpOAe SIBISIIOTCS TpakKAaHCKUMM WHCTPY-
MeHTaMu (WIK, C TOYKW 3peHus1 Ou3Heca, caMoperysiiueil)». «Poib
roCyapCTBEHHbIX OPTaHOB MOXET 3aKJIIo4aTbCsd B TMOOLIPEHUU, CO-
3bIB€ YYaCTHMKOB, COACUCTBUU WU (PUHAHCUPOBAHUM WHUIIMATUB C
YYaCTUEM BCEX 3aMHTEPECOBAHHBIX CTOPOH, HO OHHU, CKOPEE BCETO,
HE CTaHyT oOCYyXAaTh CTAHAAPTHI C OOIIECTBEHHBIMU OPTaHU3aALIUSIMU
WY TIpeACTaBUTENSIMU Ou3Heca». OHa TaKKe TOBOPUT, UTO «B JOJITO-
CPOYHOM TepCreKTHBE, MHULIMATUBbLI C yJyacTMEM BCEX 3alMHTepeco-
BaHHBIX CTOPOH MOTYT MCIIOJIb30BaThCsl KaK dKCIIEpUMEHTaIbHbIE Me-
XaHU3MbI, KOTOpPbIE HAUMHAIOTCS B BUZIE€ TOOPOBOJBHBIX MHULIUATUB,
HO ITOCTENEHHO TPaHC(POPMHUPYIOTCS B TOCYIAPCTBEHHYIO MOJUTUKY U
peryiavupoBaHue». Jlajee Mbl epexonuM K aHanu3y yrpasieHuss MH-
TEPHETOM.

Cdepa ynpaBienuss IntepHeToM

bonpuHcTBO mpeaioxeHUin 1mo yrpasieHuio HMHTepHETOM ¢
y4acTHeM BCEX 3aMHTEPECOBAHHBIX CTOPOH BKJIIOYAET B CeOsl CIMII-
KOM MHOTO TeM. DT0 BUAHO Ha mpuMmepe Popyma 1o ympaBiIeHUIO
HMHutepHeromM, npoueaiiero B 2014 rogy B CramoOyie. O0cyxxaanuch
Bompockl goctyna K MHTepHeTy, cBoOoaa BblpakeHUs] MHEHUH, 6e3-
OITaCHOCTh JeTel, KOH(MHICHIINATbHOCTh, 3KOHOMHUKA OTKPBITOTO
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HntepHera, pasBepThiBanue 1Pv6, mocrymHocts @opyma IJist JIuil ¢
OrpaHUYEHHBIMU BO3MOXHOCTSIMU, «IIPaBO OBITb 3a0BIThIM», TEHIEP-
HbI€ BOMNPOCHI, U3BMEHEHUE KiIuMaTa, VIHTepHeT Belleil, mpaBa 4yelio-
BeKa, OOIIECTBEHHBINM MOCTYN K OmMOImorekam, MoOwiIbHEIM MHTEp-
HeT U 06e30MMacHOCTb, HAMEXXHOCTh M YCTOMYMBOCTH ceTH MHTepHer.
YroO0bl pelinTh npodyuemMy yipanieHUus UHTepHETOM, €€ HEOOXOaUMO
YIIPOCTUTb.

B cBoem mpenucnoBun (k Kamyp, 2005), Bunt Cepd obGpaiua-
€T BHMMaHHE Ha 3Ty mpobJieMy: «3a HEKOTOPbIMU HCKIIOUYEHUSIMU,
OOJILIIMHCTBO BOIIPOCOB TOCYJApCTBEHHOM MOJMUTUKM, CBSI3AHHBIX C
MutepHerom, nexar BHe kommereHuMu ICANN u Moryt M aoJikK-
Hbl OBITh pelieHbl B Apyrux mectax. Hampumep, mnpobiema crama,
B TOM YMCJIe B CHCTeMaX OOMeHa MTHOBEHHBIMM COOOILIECHMSIMU M
UHTEpHET-TeJIe(DOHUU,.. MOXET OBbITh YCIEUIHO pelleHa TOJbKO C
IMOMOIBIO TIPABOBBIX CPEICTB, XOTSI €CTh HEKOTOpblE TEXHUYECKME
Mepbl IS GUIbTPALMU HeXeaTeIbHbIX COOOIeHU, KOTOpble MOTYT
OBITh IpPEAINPUHATH MHTepHeT-TIpoBaiiaepamu (ISP) m koHeyHBIMM
MOJIb30BaTeNIMU. AHAJOTMYHO, TaKWe BHUABI MOIIEHHUYECTBAa Kak
«UIIHI» U «DapMUHT» JIy4yllle BCEro peliaTb C MOMOIIbLIO IMpaBo-
BbIX cpeacTB. [1pobGieMa 3auIuThl UHTEUIEKTYalbHOW COOCTBEHHOCTHU
OTYACTH MOXET OBITh pellieHa yepe3 BceMUpHYHO opraHu3aluio WH-
TeJekTyaabHol codctBeHHOCTH (BOUC) 1 koMMepueckre Criophl B
pamkax BcemupHoii Toprosoii opranuzauuu (BTO) uau ¢ moMoliibio
aJbTepHATUBHBIX METOMIOB pa3pellieHus] CIIOPOB, TAKMX, KaK IMOCpea-
HUYECTBO M apOuTpaxk». Huzke Mbl pacCMOTpUM paziesieHre ypasie-
Hus1 UHTepHeTOM Ha oTaejbHbie TeMbl. Ho mepea aTUM Mbl 00paTum
BHMMaHHE Ha IpOOJEMbl CYLIECTBYIOILIETO COCTOSIHUSI yIpaBJeHUsI
HMHTepHeTOM.

CoBpemeHHOE cocTosiHMe ynpasienns Mntepuerom

B ynpaBiieHuu ¢ yyactueM BCeX 3aMHTePECOBAHHBIX CTOPOH 3a/Ieii-
CTBOBaHBI CTEHKXOJIIEPhI, KOTOPHIE, OMUPAsCh HA CBOM OIBIT U HTY-
3Ma3M, CO3[aIOT HOBBIC TEXHOJIOTHH WJIM BeO-KOHTEHT. DTOT IIpoIlece
HE TOJBKO OoJiee TMOKUIA, YeM JeCTBUSI TOCYIapCTB, OH TaKXKe CIIO-
CcOOCTBOBAJI BHEAPEHUIO MHHOBALIMI M CTUMYJIMPOBAHUIO SKOHOMMU-
ku. TeM He MeHee, Mbl JOJDKHBI KPUTUYECKU MPOaHATM3UPOBATh KaK
€ro BOCIPUSITHUE, TaK U €r0 CHIbHBIC U CJ1a0ble CTOPOHBI.

IMocon ®Pumunm BepBup cheman ciemyloliee 3asBICHUE, BBICTY-
mag B lleHTpe CTpaTermyecKMX M MEXIYHApONHBIX WCCIIeIOBaHMI
(CSIS) no teme «I'eomonutuka yrnpasieHuss MHTepHeTOoM» 23 Mas
2013 ropa:
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«Y Hac B IEMCTBUTEIBLHOCTU HET OIpeAeSeHUs Mpoliecca C y9acTh-
€M BCEX 3aMHTEePECOBAHHBIX CTOPOH. S cKa0OHeH OymMamb O HeM KAK O
€80e20 poda 3moce UHKAIO3UGHOCMU, KOMOPBILL ¢ MOYKU 3PeHUs NOHAMUS
He npedycmampueaem Hu4e2o 0pye020, Kpome YKA3aHus Hanpasnerus |Bbl-
JieJieHO HaMM|. Mbl 1OJKHBI MOMBITaThCSl TOOUTHCS MHKIJIIO3UBHOCTU B
TOM CTENEeHHU, B KOTOPOil 3T0 BO3MOXHO. Ho cyliecTByeT MHOXECTBO
OCOOBIX CUTYallMii, B KOTOPBIX MbI JOJKHBI MOIBITATbCS MPUMTH K TO-
pasao JydilieMy MOHUMaHMUIO TOTO, KaK Mbl coOMpaeMcsi 00ecreuyuThb
ydyacTue, U KakKue MOTYT ObITh Mpeae/ibl IIUPOKOTO yJaCTUSI».

Kak paccMarpuBaeTcsi HUXXe, OCHOBHBIMUA HEIOCTAaTKaMU YyIpaB-
JeHns VIHTepHEeTOM ¢ yJacTHeM BCeX 3aMHTEePEeCOBAHHBIX CTOPOH SIB-
JISTIOTCS:

1. OTcyTrcTBUE MpaBW pabOThl C YYacCTHMEM BCEX 3aMHTEPECOBaH-
HBIX CTOPOH;

2. BocnpuHuMaemMoe OTCYTCTBUE MTOAOTUYETHOCTHU;

3. Cnabast JeTMTUMHOCTb C TOUKU 3pE€HNSI MHOTUX TOCYIapCTB;

4. HepaBHOMEPHOCTH Y4acTHsI 3aMHTEPECOBAaHHBIX CTOPOH, HE SIB-
JISTIOIIUXCS TTOCTaBIIUKAMM TEXHOJIOTUIA.

Hns ynpaBieHus: MHTepHETOM He CylleCcTBYeT (hopMajbHbIX Ipa-
BWI TNPOBENECHUSI BCTPEY C Y4yacTHEeM BCEX 3aMHTEPECOBAHHBIX CTO-
poH. HecmoTtpst Ha To, uro MHXXeHepHas1 pabouas rpynmna MHrepHeTra
MpeacTaBra HOPMbl XOPOILIEro MOBeAeHUsI, UX MeXaHU3Mbl TTPUHYX-
JIEHUST CBOISITCS K OTPAaHWYEHMIO CITMCKOB PACCBHUIKM paboueil rpyr-
Mbl WM NaBJICHUIO CO CTOPOHBI OOIIECTBEHHOCTM — HaKa3aHMSIM,
KOTOpbIE PEAKO TMPUMEHSIOTCA. DTO ObUIO MPUEMJIEMO, MOCKOJbKY
pabora MHxeHepHOU paboueil rpynmbl MIHTepHETa SIBISIETCS 100pO-
BOJIBHOI, KaK U €€ «CTaHIapThl». EC/IM 4yeloBeK He MOXET JOOUTHCS
paccMOTpeHusI UAer B TpyIIe, OH MOXET MOUTU Ha Apyrue (Gopymbl
WY CO3MaTh CBOM, Ille €T0 MHEHNE MOXET OBITh YCIIBIIIIAHO, a «CTaH-
JapT», BOSMOXHO, TIPUHST.

Xota ICANN xapakrepusyeT cebs KaK OpraHU3al1I0 ¢ y4acTUeM
BCEX 3aMHTEPECOBAHHBIX CTOPOH, €€ YCTaB HE COJAEPXKUT MpPaBUJI MpPo-
BEJICHUSI COBEIAHUIl C y4acTMEM BCEX 3aMHTEPECOBAHHBLIX CTOPOH.
Het u monoxeHuit 1j1 BBIHECEHUS MPEIJIOXKEHUII Ha pacCCMOTpEHNe
WY TS OCTIApWBaHMUS KaHIUIATYpP, KOTOPBIE TIpeIIaraloTcsl, HaIlpH-
Mmep, Komurerom mo HaszHayeHUSIM. AHAJIOTMYHBIM OOpa3oM, XOTsS
Komurer no HazHauyeHUSM BbIOMpaeT 8 u3 16 uiaenoB coBeta ICANN
u wieHoB apyrux opraHusauuiit ICANN, oH He MyOJIMKYyeT CBOM Me-
ToauKM oTOOpa. TakuMm oOpa3oM, perjiaMeHT He OTBeJaceT Ha IJIaBHbII
BOMpoCc — Kak BelOupatorcs Joau misi padotel B ICANN. D10 crio-
COOCTBYET BOCIIpUHUMAaeMOMY OTCYTCTBUIO JeTuTUMHOCTH ICANN.
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Husg peanuzaumu QyHKUMU AJIMWHUCTpPAIlMM aApPECHOro IIpo-
crpaHctBa UHTepHeta (IANA) 6but 3akmoueH KoHTpakt ICANN ¢
MunucrtepcrsoMm Topropiu CIIA. B To BpeMst Kak HEKOTOpbIE TOCY-
JlapCTBa PACKPUTUKOBAJIU 3TY CBSI3b, HEKOTOPAsi KPUTUKA MOXKET Ipe-
KpaTuTthes, BBUaY Toro, yto CIIIA riaHupyroT oTKa3aThCsl OT CBOETO
KOHTpoJisg Hana (pyHkimoHupoBaHueM IANA. I'ocynapcTBa Takke BbI-
pa3uyi Hecoryiacue ¢ HeKoTopbiMu yTBepxKaeHHbIMU ICANN OO61u-
MM JTOMEHAMU BBICIIETO YPOBHSI.

Hxum Jlptouc B HemaBHelt myGaukamuu (Lewis, 2013) KoMMeH-
TUPYET JIETUTUMHOCTD yIIpaBieHHsI MHTepHEeTOM B 1I€JIOM |[BbIIEJICHO
HaMHu].

«Cywecmeyrouuili nodxoo k ynpaearenuro Unmepremom seasgemcs no-
AUMUYECKU HECOCMOSIMENbHbIM, NOMOMY YMO eMy He Xeamaem Aecumum-
HOCMU 6 21a3aX MHO2UX HOBbIX UHMEPHEem-N0Ab308amencii».

«MICTOYHMKOM JIETUTUMHOCTH B CYIIECTBYIOLIEH MOZIEIM YIIpaB-
JIEHUs SIBJISUIMCh TeXHU4Yeckue 3HaHMs1. Ceifyac 3To 3aMellaeTcs Io-
JINTHYECKNMU TIpolieccaMi. B To BpeMst Kak cywecmeyrowas Hegop-
ManbHas modeasv ¢ yuacmuem 6cex 3auHmepeco8aHHblX CHOPOH 004CHA
0bimb NPeobpazoeand... O-MPEXHEMY HESCHO, YTO MPUAET HA CMEHY
STUM TIPOLIECCAM... eCHb PeaabHblil PUCK, YMO At000e U3MeHeHUe Modcem
npueecmu K momy, umo Humepnem cmanem meHee c60000HbIM... UHHO-
BAUUOHHBIM U... NOAE3HbIM 051 HAPOO08 MUPQ».

B 2T0ii cTaThe MBI TOBOPUM, UTO OpraHU3alus SIBASETCS JETUTUM-
HOM, ecnu SIBIIsieTCST 3(POEKTUBHOM, MOAOTYETHOM M COOTBETCTBYET
OOLIETTPUHATHIM LIEHHOCTAM U OXuIaHusMm. Ilon aggexmusrnocmoro
MBI TIOHMMaeM YCITEITHOE JOCTYDKeHUE KelaeMbIX Pe3yabTaTOB IIPHU
MMHHUMU3ALIUN HeXeNaTebHBIX TOCIeACTBUI. DTa XapaKTepUCTUKa
MpeanosaraeT HaIMYMe Kak rMokocTd, Tak u addektuBHocTU. [loa
nodomuemHoCcmbl0 MBI TIOHMMAaeM, YTO OpraHM3amus o0JamaeT Mpo-
3payHOCTbIO U MOCea0BaTeIbHOCThIO. (AHApeac Lllemiep roBoput o6
STUX TIPU3HAKAX, KaK <«ITOJOTICTHOCTH» M «00eCIIeYeHUH WCIIOJTHE-
Hus». [Schedler, 1999]) [Ipo3payHOCTh O3HAYaeT, YTO WIEHBI Opra-
HU3ALNW, YYAaCTHUKH, TpaxkaaHe WU WX TPEACTABUTEIN MOTYT Ha-
OmomaTh 3a TeM, UTO JejaeTcs OT X uMeHH. IlociiemoBaTeIbHOCTD
O3HayaeT, YTO €CTb IpeJcKasdyeMble M eIMHOOOpa3Hble CaHKIUU
MPOTUB HEHAMJIEXKAIETO MOBEACHUS TE€X, KTO OCYLIECTBSIET MOJHO-
MOYHUS OT UMEHM yupexaeHusi. Coomeemcmaue yeHHOCMAM O3HayaeT
BOILJIOLLIEHUE BCE Oosiee OOIIEMPUHSTBIX LEHHOCTEW M OXUIAHWIA,
B TOM YMCJI€ MHKIIO3WUBHOCTHM, YYacCTUSI M B3aMMHOCTU. TOJNIBKO B
TOM cJlyyae, €CJIM MHCTUTYTHI YIpaBieHUs OyayT NEMOHCTPUPOBATH
9TU XapaKTepUCTUKH, JIIOOW HAYHYT UM JOBEPSITh U JIETUTUMHUIUPYIOT
UX. A B YCJIOBUSIX «IJ100aJbHOM JAEPEBHMU» JETMTUMHOCTb CTAaHOBMT-
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csl HEOOXOIMMOM ISl YCIIEIIHOTO BHIMOJHEHUS TOCYIapCTBOM CBOMX
GyHKIMIA.

Bce HallMoHanbHbIE TPABUTENLCTBA, OYAb OHU 1€MOKPATUUECKUMU
WJIM aBTOPUTAPHBIMU, XOTAT y4acTBOBATh B yIpaBieHUU MHTepHETOM.
HekoTopbie rocynapcTBa 06ecriokoeHbl MpodaeMamMu UH(POPMaLIMOH-
HO1 6€30ITaCHOCTH, TO €CTh KOHTEHTOM, KOTOPbI YIrpoxXaeT CTaOuIb-
HOCTHU rocyaapcTBa. st Apyrux BaXkKHbI IpaBa 4esjoBeKa; OHU obe-
CIMOKOEHBI, YTO TOCYIapCTBEHHAs CJIeXKAa BbIIILIA U3-TI0J KOHTPOJIS U
HEeoOXOIMMO BBECTH OTpaHUUYEHUS UIsi TH(QOPMALIMOHHBIX arperaro-
POB 1 TIOUCKOBBIX CepBUCOB. TpeTbu yTBEpXKIAlOT, 4TO CBOOOIA BbI-
paxkeH!sI MHEHUI SIBJISIETCSI OCHOBOMOJIAraloluM (pakToOpoM IMOJHOMN
peanm3anuu npeuMyiectB MHtepHeTa. Ha aTrx ocHOBaHMAX BeAETCS
JUCKyccusl Mo BoIlpocaM yrpaBieHusi MHTepHeTOM.

Kaxum eonpocam, ceszannvim ¢ Humepnemonm,
Heobxo0umo ynpaenrerue?

Bbri1o mHoxecTBO Tipu3biBoB (Cepd (Kamyp, 2005 r.) u Kactpo n
AtkuHcoH (Castro&Atkinson, 2014) ynpoctuth ynpaBieHue MHTep-
HETOM IIyTeM IIepeJayd OTBETCTBEHHOCTU IIO OTAEJIbHBIM BOIIPOCAM
MOJUTUKU COOTBETCTBYIOIIMM opraHuzauusiM. Ilo 3Toil mpobieme
Jlaypa JeHapauc roBopuT: «Takoil BOIIPOC, KaK ‘KTO MOJDKEH KOH-
TponupoBath MHTepHeT — Opranuzauusi OobeauHeHHbIX Hauuii wimn
KakKas-Jaubo Apyras opraHM3aius’, He UMeeT cMBIcia. [1paByIbHBIH
BOIIPOC MOJpa3yMeBaeT ONpeAe/ieHHe TOro, Kakas ¢opma ympablie-
HUs sIBiIsieTcsl HanboJsiee 3(h(GeKTUBHON B KaXKIOM KOHKPETHOM KOH-
tekcte» (DeNardis, 2014, P226). JIxo3ed Hait ormedaer, uto cyiie-
CTBYET 0OJIbllIasi COBOKYITHOCTh KUOEPPEKMMOB JJ151 pellieHUSI MHOTUX
BOIIPOCOB, KOTOPEIE COCTaB/ISIOT yIpasieHne MHrepHeTtoMm ([Ixko3ed
Haii, 2014).

Haii (Joseph Nye, 2014), Kactpo u AtkuHcoH (Castro&Atkinson,
2014), u JeHapauc (DeNardis&Raymond, 2013) npenjaraioT KaTe-
ropuu, Ha KOTOpBIE pacuierisieTcss yrnpapiaeHue MHtepHeToM. MBI
PEIININ PA3IOXNUTh €r0 Ha CJICIYIOIIne TSTh BOIIPOCOB:

Bomnpocsl cetu
VnpasieHne KOHTEHTOM
IIpaBa yenaoBeka
KubepnpectynmHocTh

. Kubeparaku

Bompochkl cetm OTHOCATCSI K TeM aclekKTaM, KOTOpbie WMEIOT
LIEHTpaJTbHOE 3HAYeHWe IJIsT TpaBWIBHON pabotel MHATepHeTa. OHU
BKJIIOYAIOT B ce0sl MPUCBOEHHE MMEH M MaplIpyTU3aluio, yIpaBlie-

N
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HUe TpadUKOM, CETeBYIO 0€30MacHOCTh, TEXHUYECKHME CTaHAApThl U
TOPTOBEIE MapKMU.

Xorg ICANN B LIeJIOM XOpOILIO CIpaBiIstIcS ¢ (PYHKUMEH TIpU-
CBOEHUS MMEH, 3ByJaIi MPU3BIBBI K YKPEIUIEHUIO €TO JISTUTUMHOCTH.
BBuay toro, yuro HaunonanbHoe ynpasieHue CIIIA no tesekoMmy-
HUKausIM 1 uHpopMmauuoHHBIM TexHojorusam (NTIA) oo6bsBuio,
YTO TOTOBO OTKa3aThCs OT KOHTPOJIS (aita KOpHEBOI 30HBI, TTOIOT-
yetHOocTh ICANN nepes cooOlIeCTBOM HAaXOAUTCS B CTAAUM OOCYK-
nmeHusa. B pamkax aTtoro obCcykmeHUsI MBI TpemjiaraeM, 4ytoobl Hesa-
BUCHMAas KOMUCCHUS TIO TIPOBEPKE TaKKe CTaja He3aBUCUMOM OT eé
[IpaBnenus, a Takxke B Heil ObLIO 0OECeUeHO MPeaCTaBUTEIbCTBO IO-
CyIapcTB, HO, IIPA 3TOM, HEOOXOAMMO OIPAaHWYUTDL €€ MOTHOMOYMUSI,
HanpuMep, (PYHKUUMSMU BbIIEJIEHMUST U TepepacnpeneaeHus: OOImx
JIOMEHOB BEpXHETO YPOBHS M Ham30pa 3a pa3BepThIBAHMEM CTaHIAp-
toB DNS 1 BGP, a takke 3a Ki1ouyamMu, UCIIONIb3YyeMbIMU B o0OecIie-
yeHuu 6e3onacHocty DNS u BGP. YnpasieHue tpadukoMm B OCHOB-
HOM SBIISIETCSI HAIlMOHAJIBHBIM BOIPOCOM. TeXHMYecKre CTaHZapThI
00pabaThIBalOTCsl YAOBICTBOPUTEIbHBIM o0pa3om Gosiee 200 opraHu-
3allMSIMM TI0 BCEMY MUMPY W He HYXIAIOTCS B U3MEeHeHNHU. VX TIpuHS-
THE ONpPENesISTIOT PHIHOYHBIE CHJIBI. Bompockl, CBSI3aHHBIE C TOPTOBbI-
MM MapKaMH, KOTOpPbIe BO3HHUKAIOT TPU paCIpeleICHUN TOMEHHBIX
WMEH, MOXHO ITPOJIOJIKATh pellaTh CUTYaTUBHO B TEKYIIEM MOPSIIKE
WM ocpeacTsoM BceMUpHOU opraHu3aly MHTEUIEKTYyalbHOM co0-
crBeHHOocTH (BOMC), ecnu BO3HUKHET o011asi mpobiema.

YnpaBieHre KOHTEHTOM BKJIIOYaeT B ceOsl HENMPUKOCHOBEHHOCTh
YaCTHOM XW3HU, PUIBTpAIINIO TIeperIaBacMbIX JAaHHBIX (IJIST TIPEIOT-
BpallleHUsI JeTCKON IopHorpaduu, clamMa WM KOHKYPUPYIOIIUX
yciyr, Takux Kak VolP), 6e3onmacHOCTb XpaHsIIelcsl U nepeaaBaeMoit
nHpOpMAIK, 1 JTOKAIN3AIUIO JaHHBIX.

3alura rjaBHbIM 00pa3oM SIBJSETCS HallMOHAJbHBIM feioM. OHa
CTAHOBUTCST MEXIYHAPOITHON TTPOOJIEMOI, KOTIa TOCyIapCcTBO TpeOyeT
OT MECTHOTIO IIpoBaiiiepa 00eCHeYruTh HOCTYIl K 4acTHOU MH@OpMa-
M Ha KOMITBIOTepax B MHOCTPAHHOM rocymapcTBe. Takue BOIIPO-
Cbl MOTYT OBITH peleHbl uyepe3 I'eHepanbHylo Accambiero OOH (T'A
OOH) unu Bcemupnyio toprosyio opranusauuio (BTO).

T'ocynapctBa ocTaBASIOT 32 OO0 MPaBO KOHTPOJISI HEXelaTeIbHO-
ro KOHTEHTa, HallpuMep, crlaMa WM JeTCKoil mopHorpaduu. TpaHc-
TpaHUYHOE YIIpaBJiecHNE KOHTEHTOM SIBIISICTCS JEMKATHBIM BOIIPO-
COM, KOTIa BO3HMKAeT KOHG(IUKT MEXIy TaKMMM HallMOHAJbHBIMHU
LIEHHOCTSIMU, KaK CBOOO/A CJI0Ba M rocyaapcTBeHHasi 0e30MacHOCTb.
Korna Bo3Hukaiot pasHornacusi, CoOBET 110 IIpaBaM 4YejIoBeKa SIBJISIET-
Csl XOPOIIUM MECTOM IIJIs1 UX MEePBUYHOIO OOCYKACHUS.
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HMHTepHeT-nipoBaiiiepbl MOTYT UTPATh MOJE3HYIO POJIb B CHUXKEHUU
cnamMa. Ha camom nene, B ux uHTepecax naejaarbh 370. OOMeH MexXay
nposaiinepamMmu MHTepHETa MIepPeIOBBIM OIBITOM IO TAKMM BOIIpOCaM
MOXET OCYIIECTBISITbCS C IMOMOILBIO TaKWX OpraHu3aluid, Kak co-
obmectBo MHTepHeT mm @opyM TpylIl pearnpoBaHUs Ha IIPOMCIIIe-
ctBus U obecneueHust 6e3omnacHoctu (FIRST).

ObGecneyeHre 0e30MACHOCTU XPaHUMBIX JTaHHBIX B 3HAUMTEIbLHOMU
CTEIeHU SIBJIIETCS YACTHBIM AEJIOM. DTOT BOMPOC CTAHOBUTCSI TOCY-
JApCTBEHHBIM, KOTJA paccMaTpyBaeMble TaHHBIC KacaloTcs OOJbIIeH
yacTu TpaxmaH. HekoTopble cTpaHBl HACTaMBalOT Ha JIOKAJIU3alMU
JaHHbIX. OOecriedyeHre 0e30MacHOCTU TMepenaBaeMoil MHbopMaluu
SIBJISIETCS] KaK HAIlMOHAJIBHBIM, TaK WM MEXIYHAPOIHBIM BOIIPOCOM.
DTOT BOMPOC SBJISIETCS BHYTPEHHUM, Koraa nHdopMaius rnepeaaércs
TOJILKO BHYTPU CeTell Ha TeppUTOPUM OXHOTO rocymapcta. OH cTa-
HOBUTCSI MEXIyHAPOIHBIM, KOTAa MHMOPpMAIIUs TepeceKaeT IPaHUIIbI
n Korma oHa 3ammdpoBaHa. BTO mMoxer OBITH JIyYIIIMM MECTOM JJIs
peIIeHNsT TAKUX BOIIPOCOB.

l'ocynapcTBa 3aMHTEepecOBaHbI B 3allIUTE MEXIYHAPOAHbBIX KOMMY-
HUKAIIMOHHBIX PECYpCOB, OT KOTOPBIX OHU 3aBUCST, TAKMX, KaK CH-
CTEeMBbI TTOABOAHBIX Kabeyeil. MCD sgBseTcsl XOpOIIUM MECTOM JUISI
00CYXAEHUSI 3TOro BOIPOCA.

IIpaBa yeyoBeKka BKIIIOYAIOT CBOOOMY BhIpaxk€HMSI MHEHUI U yOex-
JNEeHU, SKOHOMHUYECKHUE, COLMATbHBIE U KYJbTYpHbIE IpaBa, MpPaBo
Ha caMoOoOIIpefe/ieHue M pa3BUTHE, HEIPUKOCHOBEHHOCTh YAaCTHOM
JKM3HU U HaOJIIOIECHUE.

Bormpochl, cBsI3aHHEBIE ¢ TTpaBaMM YeJIOBEKa, MOTYT B OOIIEM BHIIE
pelaTbCs BHYTPHU CTpaH win yepe3 CoBeT 1o mpaBaM vesioBeka. He-
KOTOpbIE BOMPOCHI, TaKKMe KaK HabII0eHUE, SIBJSIOTCSI BHYTPEHHUMU
U MeXIyHapomaHbIMU. Ha MexXmIyHapomHOM YpPOBHE MECTOM PEIleHMUS
3TUX BOMpPocoB MoxeT ObITh A OOH.

KubepnpecTynmHOCTh BKJIIOUAET B Ce0sI MPECTYILICHS Ha ITOYBE He-
HaBUCTU, KMOEpHACWINE, NETCKYIO MOPHOrpaduio, MOIIIEHHUYECTBO,
XMIICHUE TEHEXHBIX CPEIACTB M MHTECIUICKTYaIbHOM COOCTBEHHOCTH,
XMIIEHWE JIMYHBIX TaHHBIX, TOJIyYeHNe HeCAaHKIIMOHUPOBAHHOIO J0-
CTyIla, MOBpeXIeHUue 000pYAOBaHUSI U MTPOrpaMMHOro obecrneyeHusl,
TTOBpEXXICHNE TAHHBIX, TTOBPEXIeHNE (PU3NISCKUX CUCTEM, KOHTPO-
JIMpyeMbIX ¢ TToMollblo MHTepHeTa, HapyllleHUe CeTeBOro Tpachuka u
JIpyTHe TOH00HBIe AeTHUS.

VYuurteiBas ria00anbHbI oxBaT MHTepHeTa, KaXXAblii M3 3TUX BO-
MPOCOB SIBJISIETCSl BHYTPEHHUM W MeXIyHapoaHbIM. XoTss KoHBeH-
uust CoBeta EBponbl 0 KUOEpHpPECTYIMHOCTU AEHUCTBYET B Oojiee yeM
40 cTtpaHax, TakMe BaxXHble rocynapctBa, Kak Kwurait unu Poccus,
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He npuHsuM e€. Tem He MeHee, 3TU CTpaHbl OCYIIECTBISIOT OOMEH
HEKOTOPOil MHbopMalMeit Mo KUuoepnpecTyIieHUsIM. PernoHanbHbie
1 MEXIyHapOIHbIe OpTaHW3alll¥, HEIIPaBUTEIHCTBEHHBIC OpPTaHM3a-
mun, HIOC u komuretel T'A OOH saBis10TCA TUIOIIAAKAMU IJIST TaThb-
HEMIleTo pacllupeHUs COTPYAHUYECTBA B 3TOU 00JIacTH.

Kubeparaku SIBISIOTCS HeSITEIbHOCTBIO, OCYIIECTBIISIEMOM I10-
CPEICTBOM TEJIEKOMMYHUKAIIMOHHBIX CeTell M KOoTopas INpUYMHSIET
Cepbe3HbIit yiiepd rocyaapcTBaM, HalMOHAJIbHBIM MHTEpecaM WU
KPUTUYECKN BaXXHBIM HAIIMOHAJBHBIM WHMpacTpykrypam. Ilocnen-
HUe SIBISIIOTCSI pecypcaMmu, JOCTYNMHbIMU 4epe3 MHTepHeT, Heobxo-
TAMBIMU U151 (DYHKIIMOHUPOBAHUS COBPEMEHHOTO OOIIECTBA, TAKUMU
Kak ras, 2JICKTpUYECTBO, BOJA, TMIIIA, TOCYIapCTBEeHHBIE U (DMHAHCO-
BbI€ YCJIYTHY, TIPOM3BOACTBO U MEIUIIMHCKUE YUPEXKIEHUsS. YUUThIBas,
YTO MOCPEACTBOM KHOepaTak HallMOHAJbHOW 9KOHOMUKE MOXET OBbITh
HaHeCeH CephbE3HBIN yiIepO, CTpaHbBl JOKHBI MPUHITH MEPBI, YTOOBI
YMEHBIINTh PUCK BO3HUKHOBEHMS TTOMOOHOM CHUTYaIlWM.

ITepBoiit komuteT 'A OOH sBasiercss NOAXOASIIMM MECTOM JIst
MPOTUBOACHCTBUS 3TUM yrposam. Jlpyrue mecta BKIIOUAlOT B cebs
IUIolaaky, otMeueHHble [Ixxo3epom Haem (Joseph Nye, 2014), Takue
kak G7, G20 u OBCP, rpynmnsl rocyiapcTs U permoHajibHble Opra-
Huzauuu nogodHeie CoBery EBponbl u IllaHxalickoii opraHu3anyiu
COTpYIHUYECTBA.

CylllecTBYIOT JApyrue BOMpPOChl ympabieHuss MHTepHETOM, KOTO-
pble He pellalTcsd HUKAKUM MEXIYHAapOIHBIM OpraHOM, HampuMmep,
0e30ImacHOCTh 1enu MocTaBok. s HMX rocynapcTba AOKHBI MOMbI-
TaThCs JUOO paCIIMPUTh MAaHIAT TAKUX CYIIECTBYIOLIMX OpraHU3alMi,
Kak BceMupHasi ToproBasi opraHu3alusi, Wil 3aKJII0UUTh TO0TOBOpa O
B3aUMHOM IOPUAAYECKOM TTOMOIIIH.

Hexotoprie Borpoch! ympaBieHust MHTepHETOM HOCSAT B TIEPBYIO
ouepedb TEXHUYECKUIN XapakTep. Takume BOMPOCHI MODKHBI MPUHU-
MaTb BO BHMMaHME MHEHUE TEXHUYECKUX IKCIepToB. [lonuTuku He
JIOJKHBI U3MEHSITh TeXHUYeckue pekoMeHaauuu. Hanpumep, Coda-
ap u ap. (Sofaer et al., 2010) npennararor MKAO B KauecTBe Mojaenun
s ynpasiaenus Matepaetom. MKAO perymmpyeT rpakgaHcKylo, HO
He BoeHHylo aBuanuto. Camoe rinaBHoe, uto B MKAO KoHTpoJsib Haj
CTaHJApTaMM OCTA€Tcd y Ipo(eCCUOHAIOB, a HEe IIOJUTUKOB. JIpy-
TMMU MOAEJSIMU MOTYT ObITh MekmyHapoaHas opraHu3alMsl Tpyaa
(MOT), koTtopasi B HacTosilliee BpeMsl paccMmaTpuBaeTcss MHCTUTYTOM
Bocrok-3anan, u opranusaiuu KpacHoro Kpecra / KpacHoro ITomy-
Mecsilla, KOTOpbIe B HACTOsIIIee BpeMsl pacCMaTpUBAlOTCS KOMUCCHe
bunbara.
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YrpaBiaeHue ¢ ydyacTMeM BCeX 3aMHTEPECOBAHHBIX CTOPOH ObLIO
Hauobosee 3(heKTUBHBIM Npy pa3BuTuu MHTepHeTa. COOTBETCTBEH-
HO, IO Mepe TOro KaK BOIPOCHI ympaBieHus MHTepHETOM IepeHO-
CATCSl B HOBBIC WJIM CYLIECTBYIOIIME MEXIYHAPOAHbIE OpTaHU3aluH,
B HMX JIOJDKHA OBbITh MHTETpHMpOBaHAa KOHCYJIbTAaTMBHAS (DYHKIIUS C
y4acTHeM BCEX 3aUMHTEPECOBAHHBIX CTOPOH. JOJIKHBI OBITH MpPEao-
CTaBJIEHbl HOBbIE BO3MOXHOCTU ydacTusl mjisi MMHTepHeT-coo01ecTBa
B IIIMPOKOM CMBICIE — B TOM 4YHUCJIE TMPaBUTEJIbCTB, I'PakAaHCKOIO
o0uIecTBa, Ou3Heca, HAayYHbIX KPYroB M BIuUATENbHbIX WMHTepHeT-
MMOJIb30BATEJICH.

BoiBoabl M npeaIoKeHust

Bomnpoc ynpaBneHuss MHTepHeTOM HyXHaeTcsli B YIPOLIEHUU U
yrouHeHuu. Ciemysl IpuMepy APYTUX, Mbl PEKOMEHIYEM YIIPOCTUTD
€ro IyTeM pa3le/ieHUs] Ha TeMbl, KOTOPbIE MOTYT ObITh NEepenaHbl Cy-
LIECTBYIOIIMM MEXIyHapOmIHBIM opraHaMm, Takum, kak CIT4, BOUC,
BTO, MCDH, CE, a TakxXe rocygapCTBeHHbIM OObEAVHEHUSIM U PETU-
OHaJIbHBIM opraHaMm. Eciu 3TuM opraHu3aludsiM He XBaTaeT IKCIepT-
HbIX 3HaHMI 00 MHTepHeTe, 3TO MOXHO MCHpaBUTh. TeXHUUYECKUE
BOIIPOChI B OCHOBHOM MOTYT OBbITb pellleHbl TEXHUYECKUMHU OpraHu-
3aLUSIMU.

Korna cyiiecTByloliie opraHu3aliMyd 3aHUMAIOTCSI BOIIpOcaMu
yrpaBieHusi MHTepHETOM, Mbl PEKOMEHIYEM UM HCIOJIb30BaTh KOH-
CYJbTaTUBHBIC SAMHUIIBI C YIaCTHEM BCEX 3aMHTEPECOBAHHBIX CTOPOH,
YTOOBI MOHSITH UX MHeHUE. [IJIsI MHOTMX TeXHUUYECKUX U CBSI3aHHBIX C
HUMHU BOIIPOCOB, B KOTOPBIX €CTh MOJIUTUIECKOE U3MEPEHUE, MBI pe-
KOMEHJyeM Io0aBieHre HeOOJbIIOro, TIIAaTeIbHO OPraHW30BaHHOIO
HaA30PHOrO CJI0SI ¢ OTPAaHUYEHHBIMU TMOJHOMOYUSIMU IS TTPOBEPKU
TEXHUYECKUX WJIM CMEXHBIX pelIeHU. DTOT JOMOJHUTEIbHBINA CIOM
OyzaeT 00amaTh MPO3PauyHOCThIO METOJOB PA0OTHI U HE3ABUCUMOCTbIO
yiaeHcTBa. OH Oymer o0JiagaTh IIPaBOM OJOOPSTh MM HE OIOOpPSITh,
HO HE U3MEHSTh TEXHUYECKUE WJIM OTHOCSIIUECS K TEXHUYECKUM pe-
LIeHUS TeXHUYeCcKou opraHu3auuu. HeGonblliasg opraHusauus ¢ ydya-
CTHMEM BCEX 3aMHTEPECOBAHHBIX CTOPOH MOXKET 3aHSThCS CO3JaHUEM
3TOr0 HE3aBMCHMOIO HAJI30PHOTO CJIOSI C ydyacTUeM MpeacTaBuTesei
KJIIOYEeBBIX TOCYIApCTB B KMOEPHPOCTPAaHCTBE, a TakKXke IpeACTaBHU-
TeJiel Kopropaluuii, HEKOMMEPUYECKUX M TEXHUUYECKMX OpraHMu3allnii.
KitoueBoit Borpoc 3akiiodyaeTcss B TOM, OyayT JiM rocygapctba co-
CTaBJISATh OOJIBIIMHCTBO WM MHoxecTBO (bpasunbckuit PykoBossi-
wuit komutet MHTepHera (www.CGIl.br) sBisieTcs Mopaenbio ISl Ta-
KOTO OpraHa).
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Abstract

Interest in Internet governance has been fueled by media attention
to cyber crime, global surveillance, commercial espionage, cyber at-
tacks, and threats to critical national infrastructures. Many nations have
decided that they need more control over Internet-based technologies
and the policies that support them. Others, emphasizing the positive
aspects of these technologies, argue that traditional systems of Internet
governance, which they label “multi-stakeholder” and which they as-
sociate with the success of the Internet, must continue to prevail.

In this paper we provide background on multi-stakeholder govern-
ance as it has been practiced in other fields for decades. We then ex-
amine multi-stakeholder Internet governance.

Three recommendations are made. First we propose simplifying
Internet governance (IG) by partitioning it into issues that can be
addressed by existing international agencies and those that cannot.
The latter include naming, routing, security, and standards. These are
primarily technical issues but have a policy dimension. Second, for
bodies handling technical or technically related issues, such as the
Internet Corporation for Assigned Names and Numbers (ICANN), we
recommend adding a multi-stakeholder oversight layer that can accept
or reject opinions from these bodies but not alter them. Third, exist-
ing international agencies handling other issues should be altered to
receive Internet community input through multi-stakeholder consulta-
tive processes. With these changes IG can be made more comprehen-
sive and manageable while protecting its most valuable characteristics.

Introduction

Interest in Internet governance (IG) has grown steadily since the
creation of the Internet Corporation for Assigned Names and Numbers

'This is an abbreviated version of a longer paper published by the EastWest Insti-
tute.
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(ICANN) in 1998 and is now discussed at many international forums.
The World Summit on the Information Society (WSIS), held in 2003
and 2005, was a landmark event. Paragraph 34 of the 2005 Tunis Agenda
(WSIS, 2005), contains the following working definition of IG.

A working definition of Internet governance is the development and
application by governments, the private sector and civil society, in their re-
spective roles, of shared principles, norms, rules, decision-making proce-
dures, and programmes that shape the evolution and use of the Internet.

The Secretary General of the UN created the Internet Governance
Forum (IGF) as an offshoot of WSIS and has met annually since 2006.
It provides an important venue for thousands of participants to share
ideas on Internet governance but has no authority to make recom-
mendations.

In 2013 the leading Internet organizations met in Montevideo (Ak-
plogan et al., 2013) and “identified the need for (an) ongoing effort to
address Internet Governance challenges, and agreed to catalyze com-
munity-wide efforts towards the evolution of global multi-stakeholder
Internet cooperation.”

This meeting led to the April 2014 NETmundial: The Global
Multi-stakeholder Meeting on the Future of Internet Governance
(ICANNWiIKki, 2014) held in Brazil. It produced a set of principles
and a roadmap for the evolution of the Internet that were endorsed
by most participants, but not China, India, or Russia. They prefer a
“UN-led, government centric approach to Internet governance” (Cor-
win, 2014).

One NETmundial Internet governance process principle states “In-
ternet governance should be built on democratic multi-stakeholder
processes, ensuring the meaningful and accountable participation of all
stakeholders, including governments, the private sector, civil society,
the technical community, the academic community and users.”

The multi-stakeholder model is now widely touted as the IG mod-
el of choice. The White House endorsed it in its 2011 International
Strategy for Cyberspace, as did both houses of the U.S. Congress in
late 2012. ICANN describes itself as multi-stakeholder (ICANNWiKki,
2014) while the International Telecommunications Union (ITU) says
in a document published for the 2013 World Telecommunications
Policy Forum (WTPF), “Through its Plenipotentiary Resolutions, the
ITU membership recognizes the multi-stakeholder governance model
based on the WSIS principles as the framework for global Internet
governance” (“Supporting Multi-stakeholderism in Internet Govern-
ance,” 2013).
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Given the prominence that multi-stakeholder Internet governance
has assumed, it is important to understand what the concept means,
explore its strengths and weaknesses, and understand how best to im-
plement it. It is imprudent for the world community to adopt this form
of governance of a global resource as important as the Internet without
first having a solid understanding of these issues.

Multi-stakeholder initiatives (MSIs) are attractive because they can
provide an alternative between the extremes of laissez-faire policies
and government regulation by enabling cooperation between NGOs
and corporations in a form of self-regulation.

Unfortunately, there is no universally accepted definition of multi-
stakeholder governance. The concept came into use as a vehicle for co-
operation in the solution of societal problems, such as sustainability of
natural resources and protection of workers in the developing world.

We now provide a brief history of IG; report on generic studies
of multi-stakeholder initiatives; and examine the current problematic
state of IG. We also give a detailed breakdown of IG issues and il-
lustrate our proposed simplification of IG by allocating issues to ex-
isting international bodies. For technical issues, we recommend that
if a political layer is attached to an existing body, such as ICANN,
that it protect technical judgments from modification by the political
layer. For non-technical IG issues, we recommend addition of multi-
stakeholder components to international bodies that take responsibility
for an IG issue.

Brief History of Internet Governance

The origins of the Internet as a DARPA research project are well
known. The popularity of ARPANET and its successor, the Internet, led
to its global proliferation. The Internet Engineering Task Force (IETF)
emerged as a vehicle for researchers to discuss and seek endorsement
of new network technologies without involving DARPA program man-
agers. The World-Wide Web Consortium (W3C) emerged to serve a
similar role for web-based technologies. It should be noted that to be a
credible participant in these bodies requires in-depth knowledge of the
technologies in question.

The TETF has created an informal but well-articulated system to
guide its work. Its recommendations are recorded in thousands of doc-
uments called Request for Comments (RFCs). RFC 7154 explains the
IETF code of conduct, namely, that participants are expected to show
respect and courtesy to one another, have impersonal discussions,
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come prepared to contribute, and work together to devise solutions for
the global Internet. RFCs become de facto standards if widely adopted
by multiple vendors.

The open, inclusive, transparent and permission-less philosophy
that has characterized the creation of Internet technologies has en-
couraged the participation of engineers in their development and that
of users in the creation of web content.

The Internet governance domain is very complex and has many
players. What is remarkable is that it is reliably serving a population
estimated at more than three billion users. In light of this, attempts
to replace important parts of the current governance system must be
done with great care. Another conclusion is that the Internet domain
is likely too complex to be managed by one organization. It func-
tions well because of the expertise that is distributed among the many
players.

What is Multi-Stakeholder Internet Governance?

The term multi-stakeholder governance (MSG) was used for the
Internet around 2004. Markus Kummer describes it as a vehicle “for
policy dialogue where all stakeholders took part on an equal foot-
ing” via a process that is open, inclusive and transparent (Kummer,
2013). “While multistakeholder participation in the Working Group
on Internet Governance (WGIG) and IGF meant and means that all
stakeholders participate on an equal footing, it is also clear that in most
organizations, whether intergovernmental or not, some structures are
in place to facilitate decision-making processes” (Kummer, 2013).

Lawrence E Strickling, Administrator of the National Telecommu-
nications & Information Administration (NTIA) in the U.S. Depart-
ment of Commerce, says “the multistakeholder process ... involves the
full involvement of all stakeholders, consensus-based decision-making
and operating in an open, transparent and accountable manner.”

These descriptions do not specify principles for the creation of mul-
ti-stakeholder organizations except to say that they should be open,
transparent and inclusive. They don’t specify how business is to be
conducted except to say that “stakeholders participate on an equal
footing” or that decisions are to be “consensus-based.” These omis-
sions call into question whether these descriptions of multi-stakeholder
processes provide a sufficient basis on which to construct a global
Internet governance system. We now examine multi-stakeholder initia-
tives in areas other than Internet governance.
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Studies of Generic Multi-Stakeholder Governance

Minu Hemmati (Hemmati, 2002) explains that multi-stakeholder
processes (MSPs) have been used for decades to address problems
in a variety of areas including biotechnology, corporate conduct, en-
ergy, gender inequality, tourism, labor, mining, paper, and sustainabil-
ity. She notes that MSPs inform decision makers on issues, generate
support for decisions, identify solutions to problems, and encourage
stakeholders to take ownership of issues. It has been effective in many
social, political, economic and technical contexts, especially when the
problems that arise are new, fast changing, and complex with impor-
tant social and cultural dimensions. In these contexts, governments
are typically slow to act. Through stakeholder engagement, MSG can
quickly access the talent needed to address challenging new problems.

After studying 20 different multi-stakeholder processes, Hemmati
(Hemmati, 2002) defines MSPs as “processes which aim to bring to-
gether all major stakeholders in a new form of communication, de-
cision-finding (and possibly decision-making) on a particular issue.
They are also based on recognition of the importance of achieving eq-
uity and accountability in communications between stakeholders and
their views. They are based on democratic principles of transparency
and participation and aim to develop partnerships and strengthened
networks among stakeholders.” She also says “MSPs cover a wide
spectrum of structures and levels of engagement. They can comprise
dialogues on policy or grow to include consensus-building, decision-
making, and implementation of practical solutions. ... Hence, MSPs
come in many shapes.”

She cautions that “MSPs are not a universal tool or panacea for all
kinds of issues, problems and situations. They are akin to a new species
in the system of decision-finding and governance structures and proc-
esses. They are suitable for those situations where dialogue is possible
and where listening, reconciling interests and integrating views into
joint solution strategies seems appropriate and within reach.” Citing
Kader Asmal concerning a debate over dams, she warns us, “More of-
ten, [than not] the process becomes a messy, loose-knit, exasperating,
sprawling cacophony. Like pluralist democracy, it is the absolute worst
form of consensus-building except for all the others.”

Hemmati (Hemmati, 2002) observes that creating an MSP requires
decisions concerning the secretariat, the physical support for the or-
ganization, funding, reporting and documentation, contact with the
public, and whether and how there will be linkage into an official
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decision-making process. More specifically she notes that a wide range
of decisions are needed including: a) identifying the issues to be ad-
dressed; b) deciding which stakeholders to invite; c) whether attend-
ance is by invitation only, open to all or to a limited representation
from each stakeholder group; d) setting timetables for action; e) pre-
paring for meetings; f) communications between stakeholders, e.g. via
the web or local, regional, or broader meetings; g) addressing power
gaps between stakeholders as a result of expertise or access to funds;
h) whether and/or how to make recommendations and/or decisions (is
consensus required?); and, i) the conditions under which to terminate
an MSP.

Vallejo et al. (Vallejo & Hauselmann, 2004) observe that many
NGOs and business initiatives have emerged that deal with voluntary,
non-state “standard setting, certification and labeling activities, col-
laborative arrangements for sector specific policy-making, supply chain
management interventions, or ... codes of conduct”. While their analy-
sis of multi-stakeholder initiatives is less comprehensive than Hemma-
ti’s, they observe that viability of such initiatives is strongly dependent
on their legitimacy and efficiency. They cite Suchmann’s 1995 defini-
tion of legitimacy as “a generalized perception or assumption that the
actions of an entity are desirable, proper and appropriate within some
socially constructed system of norms, values, beliefs and definitions.”

In a thoughtful and insightful 2012 study van Huijstee (Huijstee,
2012) offers a strategic guide for civil society organizations (CSOs) who
intend to participate in multi-stakeholder initiatives (MSIs) designed
to encourage corporations to manage natural resources in a more sus-
tainable manner. She provides advice concerning many aspects of or-
ganizing MSIs. She says that the possible role of governments needs
to be understood noting “MSIs are, by their very nature, instruments
of civil (or self-regulation from the perspective of business).” “Gov-
ernment agencies may play an endorsing, convening, facilitating or
financing role in MSIs, but often they will not be comfortable ne-
gotiating standards with CSOs or businesses.” She also says, “In the
longer term, MSIs may serve as experimental mechanisms that start
as voluntary initiatives but slowly get transcribed into governmental
policies and regulation along the way.” We turn now to an analysis of
Internet governance.

The Scope of Internet Governance

Most proposals for multi-stakeholder Internet governance include
too many topics. This is illustrated by the 2014 IGF Istanbul meeting.
Discussions were held on access to the Internet, freedom of expres-
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sion, child safety, privacy, the economics of the open Internet, IPv6
deployment, accessibility to IGF by persons with disabilities, the “right
to be forgotten”, gender issues, climate change, the Internet of things,
human rights, public access to libraries, the mobile Internet, and a
safe, secure and sustainable Internet. If Internet governance is to be
manageable, the problem must be simplified.

In his preface to (Kapur, 2005),Vint Cerf addresses this issue by
saying “With few exceptions, most of the public policy issues associ-
ated with the Internet lie outside the purview of ICANN and can
and should be addressed in different venues. For example, spam, and
its instant messaging and Internet telephony relatives ... may only be
successfully addressed through legal means, although there are some
technical measures that can be undertaken by Internet Service Provid-
ers (ISPs) and end users to filter out the unwanted messages. Similarly
fraudulent practices such as ‘phishing’ and ‘pharming’ may best be ad-
dressed through legal means. Intellectual property protection may, in
part, be addressed through the World Intellectual Property Organiza-
tion (WIPO) and business disputes through the World Trade Organiza-
tion (WTO) or through alternative dispute resolution methods such as
mediation and arbitration.” We explore the disaggregation of Internet
governance into separate topics below. Before doing that, we examine
problems that others have with the state of Internet governance.

The Current State of Internet Governance

Multi-stakeholder governance engages stakeholders who bring their
expertise and enthusiasm to bear either on the generation of new tech-
nologies or web content. Not only is this process more responsive than
governments, it has been a driver of innovation and economic stimu-
lation. Nonetheless, we need to critically examine both the way it is
perceived as well as its strengths and weaknesses.

Ambassador Philip Verveer made the following statement at a panel
at the Center for Strategic and International Studies (CSIS) on The
Geopolitics of Internet Governance on May 23, 2013:

«We really don’t have a definition of the multi-stakeholder process.
I tend to think of it as a kind of ethos of inclusivity, which doesn’t
provide much other than guidance in terms of the notion. [Emphasis
added.] To the extent that inclusivity is possible, we ought to try to
achieve it. But there are a lot of specific contexts where we have to try
to come to a much better understanding about how we’re going to en-
able participation and what the limits of broad participation may be”.
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As discussed below, the principal weaknesses in multi-stakeholder
Internet governance are the following:

1. Absence of rules for multi-stakeholder operation,

2. A perceived lack of accountability,

3. Weak legitimacy in the eyes of many states, and

4. Uneven engagement of stakeholders who are not technology
providers.

Formal rules for running multi-stakeholder meetings don’t exist for
Internet governance. Although the IETF has stated norms for good
behavior, their enforcement mechanisms are limited to reducing par-
ticipation in working group mailing lists or peer pressure, punishments
that are rarely invoked. This has been acceptable because the work of
IETF is voluntary as are its “standards.” If an individual cannot get a
hearing for an idea at IETF, they can move to or create other forums
where their views can be heard and a “standard” possibly adopted.

Although ICANN characterizes itself as multi-stakeholder, its by-
laws do not provide rules for the conduct of multi-stakeholder meet-
ings. No provisions exist to make motions or challenge nominations
that emerge from the Nominating Committee, for example. Similarly,
although the Nominating Committee selects 8 of the 16 members of
the ICANN board and members for other ICANN organizations, it
does not publish its selection procedures. Thus, on the central question
of how individuals are chosen to run ICANN, the bylaws are silent.
This contributes to ICANN’s perceived lack of legitimacy.

ICANN is under contract with the U.S. Department of Commerce
for administration of the Internet Assigned Numbers Authority (IANA)
functions. While some governments have criticized these ties, since
U.S. is planning to relinquish its oversight of IANA functions, some of
these criticisms may disappear. Governments have expressed opposi-
tion some ICANN-approved Generic Top Level Domains (gTLDs).

Jim Lewis comments on the legitimacy of Internet governance in
general in a recent paper (Lewis, 2013). (Emphasis added.)

“The current approach to Internet governance is politically unten-
able because it lacks legitimacy in the eyes of many new Internet us-
ers.”

“The source of legitimacy in the existing governance model was
technical expertise. This is now being displaced by political processes.
While the current, informal multi-stakeholder model must be trans-
formed ... What will replace these processes remain(s) unclear ... there
is real risk that any transition could lead to an Internet that is less free,
... innovative and ... valuable to the nations of the world.”
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In this paper we say that an organization is legitimate if it is effec-
tive, accountable, and aligned with its constituents’ values and expec-
tations. By effective, we mean good at delivering desired results, while
minimizing undesired consequences. This characteristic assumes both
agility and efficiency. By accountable, we mean the institution exhibits
transparency and consequence. (Andreas Schedler refers to these traits
as “answerability” and “enforcement.” [Schedler, 1999]) Transparency
means that its constituents, members, citizens, or their representa-
tives, can see what is being done in their name. Consequence means
there are predictable and consistent sanctions against bad behavior by
those who exercise power in the name of the institution. Alignment
with constituent values means embodying values and expectations that
are increasingly commonly held, including inclusiveness, participation,
and reciprocity. Only when governance institutions demonstrate these
characteristics will people put their trust in them, legitimize them.
And, in the global village, legitimacy is becoming essential to govern-
ment’s successful fulfillment of its purpose.

Whether democratic or autocratic, national governments want a
voice in Internet governance. Some nations are concerned about in-
formation security, that is, content that threatens state stability. Others
are concerned about human rights; worrying that surveillance by states
has gotten out of hand and those restrictions are needed on informa-
tion aggregators and search providers. Still others insist that freedom of
expression is fundamental to realizing the full benefit of the Internet.
For these reasons, the debate on Internet governance is engaged.

What Internet Issues Need Governing?

Calls have been made by Cerf (Kapur, 2005) and Castro and At-
kinson (Castro & Atkinson, 2014) to simplify Internet governance by
allocating responsibility for individual policy issues to relevant organi-
zations. On this issue Laura DeNardis says “a question such as ‘who
should control the Internet, the United Nations or some other organi-
zation’ makes no sense whatsoever. The appropriate question involves
determining what is the most effective form of governance in each spe-
cific context” (DeNardis, 2014, p226). Joe Nye observes that a large
cyber regime complex exists to address many issues that constitute
Internet governance (Joseph Nye, 2014).

Nye (Joseph Nye, 2014), Castro and Atkinson (Castro & Atkinson,
2014), and DeNardis (DeNardis & Raymond, 2013) propose catego-
ries into which to decompose Internet governance. We have chosen to
decompose it into the following five topics:
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Network Issues
Content Control
Human Rights
Cyber Crime

5. Cyber Attacks

Network issues refers to those matters central to the proper opera-
tion of the Internet. They include naming and routing, traffic manage-
ment, network security, technical standards and trademarks.

Although ICANN has generally handled naming functions well,
there have been calls to strengthen its legitimacy. Because NTIA has
announced that it is willing to give up its supervision of the root zone
file, the accountability of ICANN to its community is under discus-
sion. We add to that discussion by suggesting that its Independent
Review Panel (IRP) be made independent of its board and provide
for representation of states but that its oversight be circumscribed to
include, for example, the allocation and de-allocation of gTLDs and
the supervision of the deployment of DNS and BGP standards as well
as the keys used in securing DNS and BGP. Traffic management is
largely a domestic issue. Technical standards are handled in a satisfac-
tory manner by more than 200 organizations worldwide and don’t need
to be changed. Market forces determine adoption. Trademarks issues
that arise in domain name allocation can continue to be addressed in
the current ad hoc manner or be referred to the World Intellectual
Property Organization (WIPO) if a generic issue is identified.

Content control includes privacy, filtering of data in transit (to pre-
vent child pornography, spam or competing services, such as VOIP),
security of data at rest and in motion, and data localization.

Privacy is primarily a domestic issue. It becomes international when
a nation commands a domestic ISP to make available private informa-
tion on computers in a foreign state. Such matters can be handled in
the UN General Assembly (UNGA) or the World Trade Organization
(WTO).

Nations reserve the right to control of undesirable content, such
as spam or child pornography. Trans-border control of content is a
delicate matter when national values are in conflict, such as freedom
of speech versus state security. When disagreements arise, the Human
Rights Council is a good first place to air them.

ISPs can play a useful role in reducing spam. In fact, it is often in
their interest to do so. Sharing of ISP best practices on such issues can
be done via organizations such as the Internet Society or FIRST, the
incident response organization.

bl ol
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Securing data at rest is largely a private matter. It is national when
the data in question concerns a large fraction of its citizenry. Some
nations insist on data localization. Securing data in motion is both a
domestic and an international issue. It is domestic when the data tran-
sits only domestic networks. It becomes international when it crosses
boundaries and when it is encrypted. The WTO may be the best venue
for such matters.

Nations have an interest in protecting international communication
resources on which they rely, such as the undersea cable systems. The
ITU is an good venue for this issue.

Human rights include freedom of expression and belief, economic,
social and cultural rights, the right to self-determination and develop-
ment, privacy, and surveillance.

Human rights issues can generally be decided either domestically or
via the Human Rights Council (HRC). Some issues, such as surveil-
lance, are both domestic and international. At the international level,
UNGA may be the venue to address the latter.

Cyber crime includes hate crimes, cyber bullying, child pornogra-
phy, fraud, theft of cash and intellectual property, identity theft, unau-
thorized trespass, damage to hardware and software, data corruption,
damage to physical systems controlled via the Internet, disruption of
network traffic, and other similar activities.

Given the global reach of the Internet, each of these issues is both
domestic and international. Although the Council of Europe Conven-
tion on Cybercrime is in effect in more than 40 countries, important
countries such China or Russia have not adopted it. Nonetheless, these
countries do share some cyber crime information. Regional and in-
ternational organizations, NGOs, SCO, and UNGA committees are
venues to further expand cooperation in this area.

Cyber attacks are actions via networks that cause serious damage to
a nation, national interests, or critical national infrastructures. The lat-
ter are resources accessible via the Internet essential to the functioning
of modern societies, such as gas, electricity, water, food, government
and financial services, manufacturing, and medical facilities. Given
that a national economy can be severely damaged by a cyber attack,
nations must take steps to reduce the risk of this occurring.

The UNGA First Committee is an appropriate venue to address
these threats. Other venues include the regimes identified by Joe Nye
(Joseph Nye, 2014), such as the G7, G20, and OECD, government
groupings, and regional organizations, such as the Council of Europe
and the Shanghai Cooperation organization.
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Other Internet governance issues exist that are not addressed by any
international body, such as security of the supply chain. For these, na-
tions should try to either extend the mandate of existing organizations,
such as the World Trade Organization, or create mutual legal assist-
ance treaties (MLATS) for this purpose.

Some governance matters are primarily technical in nature. Such
matters must respect the judgments of technical experts. Politicians
should not modify technical recommendations. For example, Sofaer
et al (Sofaer et al., 2010) propose ICAO as model for Internet govern-
ance. ICAO regulates civil but not military aviation. Most importantly,
in ICAO professionals retain control over standards, not the policy
makers. Other models may be the International Labor Organization
(ILO), which is being examined by the EastWest Institute, and the
Red Crescent/Red Cross, which is being examined by the Bildt Com-
mission.

Multi-stakeholder governance has been most effective in the de-
velopment of the Internet. Thus, as Internet governance issues are
allocated to new or existing international organizations, a multi-
stakeholder consultative function should be grafted onto them. New
opportunities must be provided for the Internet community, broadly
interpreted, to participate. This includes governments, civil society,
business, academia, and important Internet users.

Conclusions and Recommendations

Internet governance is a topic in need of simplification and refine-
ment. Following the lead of others, we recommend that it be simplified
by disaggregating it into topics that can be handled by existing inter-
national bodies, such as the HRC, WIPO, WTO, ITU, CoE as well as
government groupings and regional bodies. If these organizations lack
expert knowledge of the Internet, this can be remedied. Technical is-
sues can largely be handled by technical organizations.

When existing organizations are handling Internet governance mat-
ters, we recommend they invoke multi-stakeholder consultative units
to seek the opinions of Internet stakeholders. For the many technical
and technically related issues with a policy dimension, we recommend
the addition of a small carefully crafted oversight layer with limited
authority to validate the technical or technically related decisions. This
additional layer would exhibit the qualities of transparency in its op-
erating methods and independence in its membership. It would have
the power to approve or disapprove, but not to modify, the technical
or technically related decisions of the technical organization. A small,
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multi-stakeholder body could undertake the creation of this independ-
ent review layer with representation from key state cyber powers sup-
plemented by corporate, nonprofit, and technical representatives. A
key question will be whether states constitute a majority or a plurality.
(The Brazilian Internet Steering Committee (www.CGIL.br) provides a
model for this kind of body.)
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Hanuen Lltayddaxep
@Donod ICT4Peace (llseiiyapus)

PoJib rpaxkaancKoro o0miecTsa B YKpeIUIeHHH Mep J0Bepus

MbI, HECOMHEHHO, XKMBEM B MOMEHT 3HAYUTEJbHBIX U3BMEHEHUI, B
pe3ysbTaTe KOTOPBIX PSII OOCTOSITEIBCTB IMPHMBE K TTOTepe OOIIEeCTBEH-
Horo noBepusl. HekoTopasi AesiTeIbHOCTb TOCyIapcTB, B TOM YHCJIEe
HEraTMBHOE MCIOJIb30BaHUE WH(MOPMALMOHHO-KOMMYHUKALIMOHHBIX
texHojoruii (MKT) mnst moCTUMKEHUS! TIOJUTUYECKUX, BOCHHBIX U
9KOHOMMYECKHUX 1ieJieli, BCE yallle OpocaeT BbhI30B CBSI3SIM MEXIYy TO-
cyIapcTBaMM, C OJHOW CTOPOHBI, M MEXIY TOCyIapCTBOM M Tpaxkia-
Hamu, ¢ apyroi. JeicTBUTeIbHO, TOCy1apcTBa U HErOCYAapCTBEHHbIE
cyobekThl Bee vanle ucnoib3yioT MKT a5 nojgydyeHus: nperumyliecTB
B XOJ€ BOOPYKEHHBIX KOHMJIMKTOB WM CUTyalUsIX HaNpsLKeHHOMR
MOJIUTUYECKOW KOHKYPEHIIMM.

CylecTBymolllee MOJOXeHUE nell cDOpPMUPOBAIOCh B MOMEHT 00-
LIMPHBIX U CJIOXXHBIX UBMEHEHU I B CUCTEME MEXIYHAPOAHbBIX OTHOIIIE-
HU nocie X0J10IHOM BOWHBI — U3MEHEHU, ISl KOTOPBIX 0Ka3aJ10Ch
TPYAHO HaiTh peleHus. OHO TakKe MOSIBUIOCH B TO BpeMs, Korma
3HAUUTEILHO CHU3WIOCH JOBEpUE rpaxiaaH K JAEWCTBUSIM Tocyaap-
CTBEHHBIX AesiTeneil (1 moauTukoB). CBUAETEILCTBA 3TOTO HElOBEPHUS
MOSIBUJIMCh B Pa3jMYHBIX PErMOHaxX B KOHIIE MEPBOro ACCATUICTHUS
2000-x romoB M BBUIMJIKMCH B IIPU3BIBBI K PACIIMPEHUIO IEMOKpATU-
YECKOro MpeacTaBUTENbCcTBA U 0ojiee 3(DGhEKTUBHOMY YIIPaBJIECHUIO.
Cutyauusi HECKOJbKO 00OCTpujach Iocje pazobyiaueHusi MPakKTUKU
OECKOHTPOJBHOTO MOHMTOPMHIA M HaOJIOJEHMS, TTPOBOAMMOIO psi-
JIOM TOCYAapCTB, B TOM YHUCJIE€ JEMOKPATUUYECKUX.

HecMoTpst Ha 3TO, Ha MPOTSKEHUM HECKOJBKUX JIET HEKOTOPBIE
rocyiapcTsa MPUHUMANIM y4yacTUe B MOJUTUYECKUX AUCKYCCUSIX IO
BOIIpOCAM HOPM, HapalllMBaHUS TIOTEHIMAla W Pa3BUTHSI Mep HO-
BepHUs, HAPaBJICHHBIX Ha CHUXXEHUE PUCKA U YKpEIUIeHUE TOBepuUs
MEXJy ToCyJapCcTBaMM B CBSI3M C KCITOJb30BaHWEM MH(MOPMAIMOH-
HBIX U KOMMYHMKAUUMOHHBIX TexHoJoruit (MKT) B KOHTeKCTe MeXIy-
HapogHOM M permoHajbHOM Oe3ormacHoctu. B 2013 rogy mo mroram
TPYAHBIX TIEPETOBOPOB OBLI JOCTUTHYT MPOPLIB — ['pyIima mpaBuTeIhb-
ctBeHHbIX 3kcnepTroB OOH (I'TID) u Opranuzauust mo 6€30MacHOCTU
u corpyaHuuectBy B EBpone (OBCE) BbipaboTtanu npenBapuTebHOE
corjalleHue O CoAep>XaHUU HEKOTOPBIX U3 3TUX HOPM, Mep JOBEpUs
¥ Mep HapaluuMBaHus noTeHUuana. OJHAKO MpeIMETHbIe AUCKYCCUU
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0 TOM, KaK OHU JOJKHBI IPUMEHSITbCS M BHEAPSITHCSI, HAXOASITCS Ha
paHHel ctaauu. bojee TOro, MHOrMe U3 MPOAOIXKAIOIIMXCS TOIMBITOK
JOCTUXKEHUST KOHCEHCYCa CTOJIKHYJIMCH C TPYAHOCTSIMU, TIPEXKIE BCETO
MOTOMY, YTO CJOXHO (0ogHakKo He HeBo3MoxHO) Brnucath MKT B Tpa-
JUILIMOHHBIE MMapagurMbl 0e30macHoCTH. TeM He MeHee, OOJIBIIMHCTBO
roCcyJapCTB MPU3HAET Ty POJib, KOTOPYIO HOPMBI M MEPBI YKPEILICHUS
JIOBEpUsI MOTYT ChITPaTh B YKPEIUIEHUU JOBEPHUS MEXIY rocyaapcTBa-
MM U BHYTpHM rocymapctB. Kpome Toro, Takvue oCHOBHbIC MPUHIIMIIBI
YIIpaBJeHUSI KaK ydacThe, TPaHCIApeHTHOCTh U MOJOTYETHOCTh MO-
I'YT TIOMOYb TTIOCTPOUTD U YIIYOUTH TOBEpUE MEXIY TOCyIapCTBaMu, a
TakXke MEXIy rocynapcTBaMu W rpaxjaaHaMu. [djis 3Toro npaBUTEIb-
CTBa MPU3HAJIU HEOOXOAMMOCTb YKpPEIJIEHUS] JOBEpUSl U YIayOJaeHus
WX B3aMMOJEWCTBUSL C IPYTMMU IPyNIaMu — B TOM YMCJE C oOLle-
CTBEHHBIMM OpraHM3alUsIMU — [0 Mepe AajibHeillero ¢hopMupoBa-
HUS U BHEIPEHUST HOBBIX HOPM U TIpaBWJI B 3TOI 00JacTH.

VYuyacTre rpaxxgaHCKOro o0llecTBa B BOIPOCAX MEXIYHAPOAHOIO
yIpaBJieHUs U 0€30MaCHOCTM HE SBJISIETCS Y€M-TO HOBBIM, W CYylle-
CTBYeT MHOXECTBO IpPUMEpPOB chep esATeIbHOCTU, B KOTOPBIX IO-
cyJapcTBa co3faliv Takoe B3aumojeicTBue. bosiee Toro, momoOHoe
yyacTve ITIOMOIJIO JOCTUTHYTH TOJIOXKUTEIbHBIX pe3yJIbTaToB, U, B
YaCTHOCTH, MEXIyHApOAHOE MPaBo U MEXAYHApPOJHOEe T'yMaHUTApHOe
MPpaBO M3BJEKJIM 3HAUYMTEJbHYIO TOJb3y M3 BKJIama OOIIECTBEHHBIX
opranuzaiuii. OHM CIOCOOCTBOBIM YKPEIUICHUIO JOBEPUST MEXITY
rocyiapcTBaMu M BHYTPU TOCyIapcTB (4acTO MyTE€M OpraHu3aluud U
y4acTvsl B MEPOMPUSTUSIX MO YKPEIUJICHUIO Mep J10Bepus B hopMarax
Tpek 1.5 1 Tpex 2, U pa3BUBas AMAJOr MEXIY CTOPOHAMM), a Takxke
CONEMCTBOBAIN 3aKJIIOUEHUIO JOTOBOPOB M CO3MIaHUIO HOBBIX MEXIY-
HapOJHBIX OpraHU3aluii, U TOOOMPOBAJIM B rOCYyIapCTBax 3a MOAIEePXK-
Ky 0o0Jiee CHJIbHBIX MEXAYHApOIHbIX HOPM U CTaHAApTOB. MexmyHa-
ponHass Kubep0e30macHOCTh He OoJKHA OBITh MCKIIOUeHHEM. boiee
TOro, 3Ta 00J1aCTh IO CaMOI CBOEU MPUPOJIE U BBUY IIIMPOKOTO Kpyra
HOPMATHUBHBIX IIpo0JieM TpedyeT ropasno 0ojiee INIyOOKOIro y4dacTusl,
YyeM B JPYrux 00JacTsIX.

Tem He MeHee, Ha CETOTHSIIHUN NOeHb YJ4acTHE TpaxkIaHCKOTO
ob1iecTBa B (pOpMUPOBAHUM HALMOHAIBHBIX CTpaTeruii Kubepoeso-
MAaCHOCTU M PErMOHAJIbHBIX W MEXAYHAPOAHBIX HOPM M TMPOILIECCOB
MOCTPOECHUSI MEP YKPEIUIEHUsI TOBEPUS SIBJSIETCSI MUHMMATbHbBIM, He-
CMOTpPSI Ha TO, UTO OOIIECTBEHHbIE OpraHM3alluy, Hapsiay C YaCTHBIM
CEKTOPOM, HAY4YHBIM COOOIIECTBOM M aHAIUTUYCCKUMM LIEHTpaMU
SIBJISTIOTCSI OCHOBHBIMU 3BEHBbSIMU B Lienu co3naHust neHHoctu MKT,
Uy HUX €CTb «<HOPMATUBHbIE MHTEPECHI» B OTHOLIEHUM TOTO, KaK Oy-
IyT pelleHbl MEeXAYHapOAHble U perMoHaIbHble MPoOJeMbl Ge3omac-
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HocTH, cBs3aHHble ¢ MKT. JleiicTBUTENILHO, ONBIT, 3HAHUS U OXBaT
STHUX TPYII MUMEET OCHOBOIIOJArallee 3HAYeHUEe IS pelleHUs WU
pearupoBaHusT Ha MHOXECTBO OCHOBHBIX TEXHUUYECKUX MpPOoOJeM,
npucymmx MKT-cpene, a TakKe IpeogojieHUsT HE3alUIIEHHOCTA U
HEIOBEepUs, CIOXUBIIMXCS MEXAY CTpaHAMU U BHYTPU HUX B OTHO-
meHuu ucnonab3doBanus MKT.

B ocoGeHHOCTM TrpaxkgaHCKOE OOIIECTBO MOXET BHECTH CBOK
BKJIa[, pa3pabaThiBasi cTpaTeruv cBoero 3¢p¢GEeKTUBHOTO y4acTUsl B
TEeKYIIUX TIpoIleccax, a MMEHHO, MOAIepKUBast U KOHTPOIUPYS WC-
nonHeHue gokiaaga I'TID 2013 roma v BHeApeHUE MHEPBUYHBIX MEpP
nosepusi OBCE. B nmoxmane I'TID, B yacTHOCTM, BBIIEIEH Psil 00-
JlacTei, B KOTOPBIX CYILIECTBYIOIIE HOPMBI M TIPOIECCH TTOCTPOCHUS
Mep JO0BepUsT MOTYT MOJYYUTh 3HAUMTEIbHYIO BBITOAY OT Oojee ak-
TUBHOTO y4yacTMsl IrpaxIaHCKoOro odliecTBa (a TakxKe YaCTHOIO CeK-
Topa U HaydyHoro coobiectBa). 1 xors OBCE He Bblmenauna pojb
rpaXJaHCKOro oblecTBa (Kak He cliejliajl 3TOro B JaHHOM BOIpPOCe U
ACEAH) B ¢hopMUpOBaHWM WM peaiv3allii Mep 10BepUsi, B paboTe
9TOIM OpraHM3alM CYLIECTBYET AOCTAaTOYHO MpelLeASHTOB, AEMOH-
CTPUPYIOLLIMX TO, KaK BaXXHO y4acTHe rpaxJIaHCKOro oOllecTBa U Kak
OHO MOXET 3HAYUTEJIbHO IMOBBICUTh JETMTUMHOCTh IIPOLIECCOB, pe-
3yJbTaT KOTOPBIX 3aTparMBaeT Bce o0l1lecTBO. B gomnojHeHue K Hero-
CpeICTBEHHOMY YYaCTHIO, OOIIECTBEHHBIE OPTAHU3ALMK TAKKE MOTYT
BBICTYIIaTh B TOMJACPKKY OOJblIEH MPO3pavyHOCTU U MOJOTYETHOCTU
CO CTOpPOHBI IIPaBUTEILCTB, HAIlPUMep, YKa3biBas O0JIACTH, THe OBbLI
JOCTUTHYT yCIleX, U TIpU3bIBasi HALIMOHAJIBHBIX JUAEPOB K IEiCTBUIO
TaM, rae 3To Tpedyercs. [1omoOHEIM 00pa3oM OHU MOTYT paboTaTh CO
BCEMM 3aMHTEPECOBAHHBIMU CTOPOHAMM [JISI PA3BUTUS TEXHUUECKOI
W HOPMATWBHOW 0a3bl 3HaHWI, HeoOXOmMMOM IS (DOPMHUPOBAHUS
00OCHOBAHHBIX MOJIUTUYECKUX PEILIEHUI.

ITpu apdexTUBHOM M TOCAEAOBATEILHOM TIOAXOAE TaKOe COTPY/I-
HUYECTBO MOXET YIYYIINTh KadeCTBEHHOE WM3MEepeHUEe MHOTOCTO-
POHHMX HOPM M TIPOLIECCOB MOCTPOCHMSI MEp IOBEpUs, CBSI3aHHBIX
¢ MeXAyHapolIHo# Oe3omacHOCTbi0O U ucnoab3oBaHueM WMKT rocy-
JlapcTBaMM, TIpUaBasi UM OOJIBIIYIO JIETUTUMHOCTh U YCTOMUMBOCTb.
Takoe COTpyaAHMYECTBO TaKXXe CIOCOOHO rapaHTUPOBATh, UTO OYAYyT
VUTEHBI OoJiee IIMPOKNE HOPMATUBHBIE MHTEPECHI, M UTO TIPU ITOMCKE
pellieHuit OyAeT MCIOJNb30BaThCAd MPaBWIbHBINA TEXHUYECKUIl OIBIT.
B cOBOKyITHOCTH, 3TO MOXKET IOMOYB TTOCTPOUTH JOBEPHE MEXKIY TO-
cyIapcTBaMHM, a TaKxKe MEXIy rocydapcTBaMy U OOILECTBOM.
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The Role of Civil Society in Furthering CBMs

We are undoubtedly living through a moment of significant change
whereby a series of developments have led to the loss of public trust.
The links between states on the one hand, and between state and citi-
zens on the other, are being increasingly challenged by a range of state
practices, including the negative uses of information communications
technologies (ICTs) to advance political, military and economic objec-
tives. Indeed, states and non-state actors are increasingly using ICTs
to ratchet the advantage during armed conflict or situations of tense
political contestation.

This situation has emerged at a moment of broad and complex
shifts in the post-cold war international order, solutions for which are
proving difficult to shape. It has also emerged at a time when citizen
trust in the behaviour of state actors (and politicians) has decreased
considerably. Evidence of this mistrust became manifest in the calls for
more enhanced democratic representation and more effective govern-
ment across regions as the first decade of the 2000s drew to a close,
and has been somewhat aggravated by the recent revelations of the
unchecked monitoring and surveillance practices of a number of gov-
ernments, democratic or not.

Notwithstanding, for several years a number of states have been
engaging in a series of policy discussions over norms, confidence and
capacity building measures aimed at lowering risk and building trust
among states with regard to the use of information and communica-
tions technologies (ICTs) in the context of international and region-
al security. In 2013, representing a major breakthrough in what had
heretofore been difficult negotiations, a UN Group of Governmental
Experts (GGE) and the Organization for Security and Cooperation in
Europe (OSCE) reached initial agreement on the nature of some of
these norms, confidence and capacity building measures. Substantive
discussions on how these should be applied and implemented remain,
however, at an early stage. Moreover, many of the on-going efforts to
reach consensus have run into difficulty not least because it is hard (yet
not entirely impossible) to fit ICTs into traditional security paradigms.
Yet, most governments acknowledge the role norms and CBMs can
play in strengthening trust between states and within states. In addi-
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tion, core governance principles such as participation, transparency,
and accountability can help build and deepen trust between states, and
between states and citizens. To this end, governments have acknowl-
edged the need to build trust and deepen their engagement with other
groups — including civil society organisations — as they move to fur-
ther shape and implement new norms and rules in this area.

Civil society engagement on international governance and security
matters is not new, and there are scores of examples of areas in which
states have accommodated such engagement. Moreover, this engage-
ment has helped produce positive results, with international and inter-
national humanitarian law in particular benefitting enormously from
the contribution of civil society organisations. The latter has helped
build confidence between and within states (often through the organi-
sation of and participation in track 1.5 and track 2 CBM processes
and by fostering dialogue between parties), as well as fostering treaties,
promoting the creation of new international organisations, and lobby-
ing in national capitals to gain consent to stronger international rules
and standards. International cyber security should not be an exception.
Moreover, it is an area that, by its very nature and the broad range of
normative concerns involved, calls for much deeper civil society en-
gagement than experienced in other areas.

Yet, to date, civil society engagement in the shaping of national
cyber security strategies or in regional and international norms and
CBM processes has been minimal, despite the fact that civil society
organisations represent, along with the private sector, academia and
policy think-tanks, core links in the ICT value chain and have ‘nor-
mative concerns’ with regard to how ICT-driven international and re-
gional security concerns are resolved. Indeed, the expertise, knowledge
and reach of these groups is fundamental to resolving or responding to
many of the core technical problems inherent in the ICT environment
and many of the insecurities and mistrust that has emerged between
and within states regarding the uses of ICTs.

In particular, civil society can contribute by developing strategies
for their effective engagement in on-going processes, particularly with
regard to supporting and monitoring implementation of the 2013 GGE
Report and the OSCE’s Initial Set of CBMs. The GGE Report in
particular highlights a number of areas in which on-going norms and
CBM processes would benefit significantly from greater involvement
of civil society (as well as the private sector and academia). And while
the OSCE has not identified a role for civil society (nor the ARF
for that matter) in shaping or implementing CBMs, there is enough
precedent in the work of that organisation to demonstrate how civil
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society involvement is important and can add much more legitimacy
to processes, the outcome of which affect all of society. In addition to
direct engagement, civil society organisations can also advocate greater
transparency and accountability on the part of governments, highlight-
ing for example, where progress has been made and calling to task na-
tional leaders when required. They can similarly work with all relevant
stakeholders to deepen the technical and normative knowledge base
required to inform sound policy decisions.

If approached effectively and coherently, such engagement can im-
prove the qualitative dimension of multilateral norms and CBM proc-
esses regarding international security and state uses of ICTs, affording
them greater legitimacy and sustainability. It can also help ensure that
broader normative concerns are attended to, and that the right techni-
cal expertise is leveraged when solutions are being sought. Combined,
the latter can help build trust between states, and between states and
society.



P.A.lllapsrmios

Hucmumym npobaem unghopmayuoHuol 6ezonacHocmu
MTY umenu M.B.Jlomonocosa

IIpo6aeMbl MPOTHBOAEHCTBHS YIPO3aM BMEIIATEIbCTBA
BO BHYTPEHHHE JieJIa CYBEPEHHBIX roCyJapcTB
Yyepe3 coOUMAJIbHBIE Meaua

VYBaxaeMble koJuieru!

CeromHslrHee 3aceaHNe IMOCBAIIECHO BeChMa aKTyaJTbHOM TeMe —
npooyieMe MPOTUBOACHCTBUS YIpO3aM BMellIaTeIbCTBA BO BHYTPEHHUE
JleJla CyBEpeHHBIX TOCYIapCTB Uepe3 ColMalbHbIe Meaua (IKCTPEMU3M,
pamuKanuz3auus U T.4.). MBI BBIHOCUM Ha OOCYXXIEHHE CIeAyIolIue
BOIPOCHI:

1. CouumanbHble CeTH KaK HOBBIN (peHOMEH OOILECTBEHHOU XU3-
HU: TUTIOCBI U MUHYCBI.

2. HWcnonp3oBaHNe COLMATBHBIX MeAWa B JCCTPYKTUBHBIX IIETISX:
aHaJIM3 U TIPOTHO3 TEHIEHIIWIA.

3. MexaHM3Mbl TIPOTHMBOIEMCTBUSI yrpo3aM BMeIlaTeIbCTBAa BO
BHYTPEHHME JeJia CYBEPEHHBIX TOCYIapCTB Ha HAIIMOHAJBHOM U MEX-
TyHApOJHOM YPOBHE.

B HacTosiee BpeMst MpocCaeXXnBaeTcsl YCTONYMBas TEHIACHIINS Ha
MOBBILLIEHUE POJM U 3HAYEHMSI COLIMATbHBIX CETeil, MCTOpUSl KOTO-
pbix Havaznach B 1995 romy c mosiBieHMeM aMepUKaHCKOro Iopraja
Classmates.com. Jli060e 0OOILIECTBEHHO 3HAYMMOE COOBITHE CETOIHS
o0cyxaaeTcsl 3aMHTEPECOBAaHHBIMU M aKTUBHBIMU T10JIb30BaTEISIMU B
COLIMAJIBHBIX CETSIX.

ITo mporHo3am B 2015 r. yKca0 nonb30BaTeNeii COLMATBHBIX CETEN
BeIpacTeT 10 2,2 mupa (vui 31% Bcero HacejieHMsI), pacXoibl Ha pe-
Ki1amy B coll. ceTsx B 2014 r. cocraBuiu 6ojee 15,3 muipad. DoJu.

CerogHsi colMajbHble CETU, TOMUMO BBIMOJHEHUS QYHKIIUMI
MOAIEPXKKM OOIIEHUS IO pa3IWyHBIM MHTepecamM, oOMeHa MHEHU-
SIMM, TOJydeHUs] MHOpMAMM UX WIeHAMM, OpraHu3allMud W Be-
IeHus Ou3Heca, BCE 4Yallle CTAHOBSITCS OOBEKTaMU M CPEICTBAMU
MH(OPMALIMIOHHO-TICUX0JOTMYECKOTO BO3ACHCTBUS U YIpaBIeHUs Ha
pPa3JIMYHBIX YPOBHSX (B paMKaX pervoHa, CTpaHbl, MEXIyHapOJIHO-
ro coobuecrBa). CeTu, collMaJbHble MeIUMa — 3TO CYIIECTBEHHbII
WHCTPYMEHT JI€CTPYKTUBHOIO WH(MOPMALIMOHHO-TICUXOJIOTHUYECKOro
BJIUSHUSI, B TOM YHUCJIe — B LEISIX MAaHMITYJIMPOBAHUS JMYHOCTHIO,
COLMAIbHBIMU TPYNIAMKU U OOILIECTBOM B LIEJIOM.

283



IIpu sTOoM OTMeuy, MpoOJEeMbl AECTPYKTUBHOIO HCHOJb30BaHUS
HMHTepHeTa M COUMANBHBIX CeTeil, KaK yrpo3bl BMeIIaTelIbCTBa BO
BHYTPEHHME Jeja, aKTyaJdbHBbI, MEPBYIO OYepedb, ISl TOCYIapCTB C
JOCTaTOYHBIM YPOBHEM IPOHUKHOBEeHUsT WMHTepHeTa (IO AaHHBIM
MCDH x konuy 2014 rona MHTEpHETOM MOJb30BAIUCH MOUTU 3 MUJI-
Jiapia 4JejioBek, win 42,3% HaceJeHUs IJIaHEThI).

K coxameHmuio, B HacTosIIee BpeMs pPagUKaIU3aIIUs SBIISICTCS
JAHAMUYHBIM PACLUMPSIIOLIMMCS IIPOLIECCOM, NTPOHUKAIOIIUKA BO BCE
COLMaJIbHBIE cjloM oOInecTBa. M colmanabHBIE CETH MCITONB3YIOTCS B
Ka4yeCcTBE IIABHOTO MHCTPYMEHTAa pacpoCTpaHEeHUS.

OTMeyaeMblit BCeMU POCT paavKaau3aldu BeleT K COLMaIu3aluu
BKCTPEMU3Ma, YTO JIOXUTCSI B OCHOBY TeppOpH3Ma.

HenaBHue Teppopuctryeckue akThl B EBporne norpeboBaiu nepe-
CMOTpa W aKTWBU3aLMU TIPOTHBOAEHCTBUS pPACIIPOCTPAHEHUIO STHX
uaei, U B TIEpBYIO ouyepenb, yepes coil. CeTu.

B 2014 rony «Mcaamckoe rocymapcrBo» (MI) mcnonb3oBaio mo
MeHbIIe Mepe 46 Teica4y akkayHTOB B Twitter, coobmaer The Wall
Street Journal co cchuiKoil Ha uccienoBanue Brookings Institution.

ITo mocmeguuM ucciaenosanusM 2015 roga EspomapnamenTta 90%
BCeil TeppPOPUCTUYECKONM aKTMBHOCTH, BKJIIOYAs MpOIaraHay paauka-
JIU3Ma U 3KCTpeMu3Ma, BeneTcst B MHTepHeTe ¢ MCITOIb30BaHUEM CO-
LIUAJIBHBIX CETEH.

MupoBble JUAEepbl, TOCYAAPCTBEHHbIE ACSITENM W PYKOBOAMTEIU
CITETICITY>KO MMEIOT CXOXHE TTO3ULIMH TI0 TIPo0JIeMe pacIipoCTpaHEHUS
9KCTPEMUCTCKON MIEOJIOTMU Yepe3 COLIMaTbHbIE CeTH.

Eiue B Hosiope 2014 r. nupekTop LleHTpa mpaBUTEIbCTBEHHOM CBSI-
3u Benukooputanuu (GCHQ) Po6epr Xanuuran (Robert Hannigan)
Mucali, 4YTO BeAylIre COLMATbHbIE CETH CTAM YAOOHBIM IJIALLIAPMOM
JIJISI TEPPOPUCTUYECKUX OpraHu3aluii, 4To Teppopuctsl «McimaMmckoro
rocyaapcTBa» MCIOJb30Ba BO3MOXHOCTU MHTepHeTa Ij1s1 co3aaHust
TJI00ATBHOI MEKIYHAPOTHOMN TEPPOPUCTUICCKOM CETH, a MECCEHIKE-
pPbl M COLIMATIbHBIE CETH MCIOJB3YIOTCS IKCTPEeMUCTAaMM IS Tporna-
TaHIbl CBOMUX MICH M BepOOBKM HOBEIX UJICHOB.

B ¢eBpane 2015 r. MUHKUCTp HaLMoHaJbHOU Oe3omacHocTu CIITA
Hxeit IxxoHcoH (Jeh Johnson) B uHtepBhto CMUW oTmeTus, 4to Mo
CpPaBHEHMIO C TUTAHWPOBAHWEM M OpTaHM3alveil TepakToB 11 ceHTsI-
Opsi, COBpeMEHHbIE TEPPOPUCTUUYECKHE OpraHuzanuu 6osee 3ddex-
TUBHO WCHONB3YIOT MHTEepHET, ColMaabHBIe CeTH W IPYTHe CPEaCTBa
JUTST TIPOBOKAILIMM MHAMBHMIYATbHBIX TEPAKTOB.

B xone CamMmuTa Mo NMpOTUBOACUCTBUIO HACWJILCTBEHHOMY 3KC-
Tpemusmy (espanb 2015 r., Bammnrron) u Ipesuaent CIIIA bapak
O6ama (Barack Hussein Obama), u I'eHepanbHblii cekpetapp OOH
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ITan I'm Myn (Ban Ki-moon), u BepxoBHblit ipeactaButenb EC De-
nepuku Morepunu (Federica Mogherini) B CBOUX BBICTYIUIEHUSIX TO-
BOpWIM O MpobjieMe MCIoNb30oBaHUs oHJIaiiH-CMUWM u colmanbHBIX
ceTelt ISl paclpoCTpaHssl MIei 3KCTpeMu3Ma U Teppopusma, 00 ujae-
0JIOTUYECKO 00paboTKe MOJIOABIX JOJel U BepOOBKE HOBBIX UJIEHOB
9KCTPEMUCTCKUX U TEPPOPUCTUUYECKUX IPYMI, O PaclpOCTpaHEHUU
BUpYca cTpaxa.

ITo ntoram Cammura (a B HEM MPUHSUIM TIPEACTaBUTEIN OPTraHOB
TrOCyIapCTBEHHOI BacTu u3 6osee yeM 60 cTpaH MuUpa, B TOM YHCIE
u gupekrop ®CH Poccun A.B.BOpTHUKOB) OBUIO 03BYYEHO COBMECT-
Hoe 3asiBjieHre, B KOTOPOM, KaK OIHO W3 HaIpaBJeHMs IesITeIbHO-
CTU, BBIAEJSIOCh UCMOJIb30BaHUE IN100aJbHBIX KOMMYHUKAIIMK, B TOM
Yyycjie U COLMAJbHBIX Meaua, YTOObl IPOTHMBOCTOSTH arpecCUBHBIM
9KCTPEMUCTCKUM COOOILIEHUSIM.

HanowmHio, yto Buepa Ha 3aceganuu Hauero @opyma bproc Mak-
koHHe1 (Bruce McConnell), paccka3biBasi 0 MpuOpUTeTax AesiTesb-
Hoctu MHctutyta Bocrok-3aman, moctaBuil MpodieMy AeCTpyKTUB-
HOro KOHTEHTa Ha BTOPOE MECTO.

B Poccun Takke aktyanbHa 60pbba ¢ paclpocTpaHEHUEM UIE0JI0-
MY pagdKaai3Ma U 3KCTpeMU3Ma B COIMATbHBIX CETSIX.

1 ¢espana 2014 roma B Poccunm BCTynmusli B CUJly 3aKOH, ITO3BO-
o MenepanbHOM ClIyxK0e 1Mo Hau30py B cepe cBsA3u, UHPOP-
MaIlMOHHBIX TEXHOJOIMI M MacCOBbIX KOMMyHuKaiuii (PockoMHan-
30p) no 3anpocy I'enepansHoii ITpokypatyphl 6e3 cynga 0J0KMpPOBaTh
WHTEPHET-PECYPCHI C MPU3bIBAMU K 3KCTPEMU3MY UM MAacCOBBIM Oec-
nopsiakaM. OrpaHuYeHre J0CTymna K TaKMM caliTaM TOJKHO OCYIIECT-
BJIATBCS He3aMemnuTeabHo. Ilpoieaypa MoXeT OBITh MHUIIMUPOBAaHA
Ha OCHOBaHWMM MOHUTOPMHIA MHTEPHETa, a TakXe YBEAOMJIEHUI OT
OPTaHOB BJIACTH, OPTaHM3AIINI W TPAKIaH.

B 2014 rony B P® 1o TpeGoBaHUIO MPOKYpaTyphl 3a0JIOKUPOBATIN
6omee 900 3KCTPEMUCTCKUX CAUTOB.

IIpe3uaent Poccuiickoit @eaepaunu B.ITyTuH B 3TOM rogy MUHU-
MyM JABaxKabl oOpallajl BHUMaHUE Ha 3TU BOIPOCHI:

4 mapra 2015 r. Ha paclIMpeHHOM 3acegaHuM Kojuieruu MBJI
Bnanumup IlyTH OTMETUJT MOMBITKU UCIOJb30BaTh TaK Ha3bIBaeMbIe
«LIBETHbIE TEXHOJOTUW» — OT OpPraHU3alMU HE3aKOHHBIX YJIWYHBIX
aKLM{ JO0 OTKPBITOM IpomnaraHabl BpaXKabl 1 HEHABUCTU B COLIMANIb-
HbIX ceTsX. Llenb aTux aeicTBUil 04eBUIHA — CITPOBOLIMPOBATH Tpax-
JMAHCKUE KOHMIUKTHI, YIapUTh MO0 KOHCTUTYLIMOHHBIM OCHOBaM Ha-
1IIEro TOCyaapcTBa, M0 CYBEPEHUTETY CTPaHbl B KOHEYHOM UTOTE.

26 mapra 2015 r., BoicTymas Ha 3acegaHuu Kojureruu ®CB IIpe-
3UACHT, CPEIU MHBIX BOMPOCOB obecrneyeHust MHOOPMallMOHHON 6e3-
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OITAaCHOCTU, OTMETWJI, YTO B YACTU MPOTUBOIIPABHOIO KOHTEHTA ObLIO
BBISIBJICHO CBbIllIE 25 THICSY MHTEPHET-PECYPCOB C MyOJMKALUSIMU,
HapylarouMu 3akoH. [IpekpaileHa padota Gosee MmoayTopa ThICSY
SKCTPEMUCTCKUX calToB. [Ipe3uaeHT mocTaBu 3agadyy MpoaoKaTh
OUMIIIATh POCCUICKOE MHTEPHET-TIPOCTPAHCTBO OT HE3aKOHHBIX, Ipe-
CTYIIHBIX MaTepHayioB, 00jiee aKTMBHO MCIIOJIb30BaTh IS 3TOrO CO-
BpEMEHHbIE TEXHOJIOTHMH, Y4acTBOBaThb B (POPMUPOBAHUMU CHUCTEMBI
MeXIyHapOIHOW WHGOPMAIIMOHHON 6€30MacHOCTH.

Bnagumup IlyTuH oTMeTWII, YTO pedb HE UAET O TOM, YTOOBI Orpa-
HUYMBaATh CBOOOAY B MHTepHeTe, HeobxoaumMo cTporo cobdiroaaTh poc-
CHUIICKME Y MEXIyHApOIHBIEC IIPABOBbIC HOPMBI ¥ CTAHIAPTHI B JaHHOM
cdepe. He npensgrcTBoBaTh OOILIEHUIO JIOJEH B CETU U Pa3MElISHUIO
TaM 3aKOHHOW, JOMYCTUMOM M KOPPEKTHOM MH(pOpMaluu.

Kak Bumum, Bce MOJMTUKU O3BYYMBAIOT OOIIME B3MISIABI HAa MPO-
OJieMbl PAcIpPOCTPAHEHUSI IKCTPEMUCTCKON WIEOJIOTUM 4Yepe3 IJo-
OajbHble KOMMYHMKALIMM W couMaibHble ceTh. Ho moka HUKTO He
MPETOXKUI KaK BEIpabOTaTh OOIIMEe MEXaHU3MBI IIPOTUBOCTOSIHUS U
OOpPBOBI C ATUM SIBJICHUEM.

Xo4uy HaloOMHUTb, YTO MpobieMa (PUIbTpallMd KOHTEHTa B IJO-
OasibHOM MH(pOPMALMOHHOM MPOCTPAHCTBE paccMaTpuBajach B XOJe
pabotbl 7-i1 (ampeab 2013 r., Tapmui-ITapTeHKMpXeH) KOH(pepeH-
uuu Haitero Koncopuunyma (MUKHWB). O6cyxaeHue mmokasajno, 4yTo
OOJIBILIMHCTBO 3KCIIEPTOB HE COMHEBAETCS B HEOOXOAMMOCTHU (PUJIb-
TpalUu BPeIOHOCHOTO KOHTEHTAa — M PsIl Pa3BUTHIX TOCYAAPCTB yXKe
MPUMEHSIET TaKylo MpakTUKy. Bompoc ToJbKO B TOM, Kakue BbIOpa-
Hbl MEXaHW3MBbl OMpeNeIeHUs KOHTEHTa KaK BPEIOHOCHOIO, U Kakue
CPENCTBA UCTIONB3YIOT IJIs1 €ro QUIbTpaLUU.

OKCHepThl COMMACWIUCh B HEOOXOOUMOCTU COOMIONeHUs OanaHca
MEXy npaBamMu U cBobogaMu MHTepHET-TI0b30BaTENEl U obecrieue-
HueM 0e30IMaCHOCTU B MH(pOPMALIMOHHON cpele.

Kaxnoe rocymapctBo B paMKax Hal[MOHAJIbHOTO WH(OpPMAaIMOH-
HOTO MPOCTPAHCTBA BIpaBe pellaThb Kakue MeXaHU3Mbl HUCIOJIb30-
BaTh. «OTK/II0YaTh» WIM «HE OTKJIIOYaTh» HALMOHAJIBHBIA CErMEHT
MHTepHeTa OT r1o0albHbIX CeTelt, 3aKpblBaTh OTAebHbIe MHTepHET-
peCypChl M aKKayHTHI B COLIMAIBHBIX CETIX, YCUIMBATh YTOJOBHYIO OT-
BETCTBEHHOCTb, TPUHUMATh MHBIE, BO3MOXKHO XKECTKHNE MEPhl — 3TO
BHYTPEHHEe JeJI0 KaXJI0ro rocyaapcTaa.

Tak, 15 mapra atoro roga IlpaButenbctBo PpaHIUM 3a0I0KU-
poBajgo 5 cailiToB 3a mponaraHmy Waed Mkuxaga. DTa Mepa BbI3Basla
HEOJHO3HAYHYIO PEeaKlMI0: C OJHOI CTOpoHbI [IpaBUTENbCTBO OOBU-
HWIN B HEJIUTUTUMHOCTHU IEMCTBUIA, B aAMUHUCTPATUBHOM TOIXOJC;
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C NIPYroil CTOPOHBI Mpo3Byyajga KpUTHKa 3(GGEKTUBHOCTU TaHHOTO
pelleHus1, T.K. 3TU Pecypchl MOTYT U3MEHUTb CBOU ajpeca WJu pas-
MECTUThCS 3a TpeaesamMu OpaHIIUU.

OTO MOATBEPKAAET MBICIb O TOM, UTO TOJbKO Ha HalMOHAJIbHOM
YpOBHE pellleHne TaHHBIX TPOo0IeM HEBO3MOXHO.

PacnipocTpaHeHre MNpPOTUBOMPABHOTO KOHTEHTAa B COLMAJbHBIX
CeTSIX CJIYXKUT HE TOJIbKO TIPEeCTYMHBIM, 3KCTPEMUCTCKUM M Tep-
pOpUCTHMYECKMM LiejisIM. B psize perMoHOB M CTpaH oOTpabarbiBa-
I0TCSI TEXHOJIOTMM HCIOJIb30BaHUSI IIOOANbHBIX CeTell, colLuab-
HBIX MeIWa M MOOWMJIBHOI CBSI3M UISI TIPOBEACHUSI TPaHCTPAHUYHBIX
MH(OPMALIOHHO-TICUXO0JOTUYECKMX BO3ACHCTBUI Ha 0OILECTBEHHOE
CO3HaHME, OpraHu3allMyd MacCOBBIX BOJIHEHUW U TOCYyIapCTBEHHBIX
nepeBopoToB. T.e. BMeNIaTeIbCTBO BO BHYTPEHHUE Jiejia CyBePEHHBIX
rocyaapcTB. CaMblil pacrpoCTpaHEHHBIM NpuMep — coObITus B Ty-
Huce, JIlusum u Erumnre.

Ha nair B3rjsm, mopoii B OCBELIEHWM B COLIMAJIbHBIX CETSIX OT-
IETbHBIX COOBITMI B YKpaumHE €CTb 3JEMEHTHl BMEIIATEeIbCTBO BO
BHYTPEHHME Jejia 9Toi cTpaHbl U Poccuu.

CJ10XXHOCTb MPOTUBOJAEUCTBUSI yTpO3aM MpomaraHabl 3KCTpeMU3-
Ma M BMeIlIaTeJIbCTBA BO BHYTPEHHUE JeJla CYyBEPEHHBIX TOCYIapCTB
yepe3 collMajibHble Meaua coxpaHseTcsa u yrayonsercs. IlpakTuka
CBUIETEJILCTBYET, YTO TOJBKO HAIIMOHAJIBHBIX PETYISTUBHBIX, B TOM
yyce 3alpeTUTEeNbHbIX, MPABOBbIX HOPM ISl PELIEHUS 3TUX 3aaay
HenocTaToyHo. TpaHCrpaHUYHBINM XapakTep MH(GOPMALMOHHOTO Tpo-
CTpaHCTBa TpeOyeT COIJacoOBaHHBIX ACHCTBUI rocyaapcTB, MEXIyHa-
poaHoro coobuiectBa. KoHeuHO, Ha €IMHBIX MPUHLMIIAX paBHOIpa-
BUSI, B3aMIMHOTO y4yeTa MHTEPECOB M C OMOPOM Ha MeXIyHapOTHOE
npaBo U cooTBeTcTBYIONMe dexnapamyuu OOH.

27 centsiops 2014 roma, BeICTyNAasl Ha IJICHAPHOM 3acegaHuu 69-i
ceccun I'enepanbHOit Accambiaen OOH, MUHUCTP MHOCTPAHHBIX Aes
Poccun Cepreit JIaBpoB mpemioxua MPUHATh AeKJIapaluio O Helo-
IMyCTUMOCTHM BMeIlIaTeJbCTBa BO BHYTPEHHUE JieJla CYBEPEHHBIX IOCy-
JIapCTB, O HEMPU3HAHUM TOCIEPEBOPOTOB KaK METOAA CMEHBI BIACTU.
Ha nam B3rism, 3To TpemioXkeHue prueMiIeMo U K (G poBOMY Mpo-
CTPAHCTBY, K COLIMAIBHBIM CETSIM.

9 auBaps 2015 r. rocynapctBamu-wieHamu [IIOC B kauecTBe opu-
nuanbHoro nokymeHta OOH Oblin BHeceHbl «[IpaBuia moseaeHus B
objacTu obecrieueHuss MeXIyHapoaHO MH(MOPMAIIMOHHOM Oe30I1ac-
HOCTU». B mOKyMeHTe, cpenu MpovuX MpenioKeHU MeKIyHapOoIHO-
MY COOOILIECTBY, MPEACTABICHbI CAeAYIOIIne:

« HeucnonszoBatb UKT 1 uHbOpMalIMOHHbBIE U KOMMYHUKALIMOHHBIE
CeTy IJIs1 BMELIATeJIbCTBA BO BHYTPEHHUE Jejia APYTUMX FOCyAapcTB U

287



B LIEJISIX MOJPbIBA UX TTOJIUTUYECKON, SKOHOMUYECKON 1 COLIMATbHOMN
crabunbHocTu (M. 3 TTpaBui nmoBeaeHUsI);

e ...CAEPXMBATh pacnpocTpaHeHHe UH(MOPMALUU TEPPOPUCTUUECKO-
To, CEnapaTUCTCKOro WM 3KCTPEMUCTCKOTO XapakTepa, a TakXke pas3-
KUTAOIIE HEHABUCTh HA HAIIMOHAJIBHOW, PACOBOW WM PEIUTUO3-
Hoit mouBe (. 4 ITpaBun noBeaeHUs).

Ha Haimn B3misig, 3TU TMOJIOXKEHUS 3aCy>KMBalOT CaMOro BHMMa-
TEJIbHO PACCMOTPEHUS U MOAAEPXKKHU. bbU10 ObI MHTEPECHO YCBIIIATD
MHEHNMEe HallUX KOJIJIET MO 3TUM MPeaI0XKEHUSIM.

Cnacub6o.



R.A.Sharyapov

Institute for Information Security Issues at MSU

Challenges of countering the threat of the use of social media
for interference in the internal affairs of sovereign states

Dear Colleagues!

The topic of today’s meeting — Challenges of countering the threat
of the use of social media for interference in the internal affairs of sov-
ereign states (extremism, radicalization etc.) is of utmost importance.
We bring the following issues to the discussion:

1. Social media as a new phenomenon of public life: benefits and
implications;

2. Use of Social media for destructive purposes: analysis and prog-
nosis;

3. International and national mechanisms of countering the threat
of interference in the internal affairs of sovereign states.

There is a stable upward trend in the role and importance of so-
cial networks, whose history began in 1995 with the introduction of
an American portal Classmates.com. Any socially significant event is
currently being discussed by the interested and active users of social
networks.

The number of users in social networks is estimated to grow up to
2.2 billion (or 31% of the global population) in 2015, spending on ad-
vertising in social networks totaled more than $ 15.3 billion in 2014.

Social networks today not only allow socializing on various topics,
exchange of opinions and acquisition of information, organization and
management of business, but also are increasingly becoming targets and
the means of information-psychological influence and control at dif-
ferent levels (regionaly, within a country, or international community).
Web and social media are the essential tools of destructive information
and psychological influences including for the purpose of manipulation
of individuals, social groups and society as a whole.

At that I would like to mention that the problem of destructive use
of the Internet and social networks, as a threat of intervention in the
internal affairs, is especially relevant for countries with sufficient level
of Internet penetration (according to ITU, by the end of 2014 there
were nearly 3 billion Internet users, or 42.3% of the population of the
planet).
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Unfortunately, at the moment radicalization is a dynamic expand-
ing process, which penetrates all social strata. And social networks are
used as the main instrument of propagation.

A universally recognized growth of radicalization leads to socializa-
tion of extremism that lies in the foundation of terrorism.

The recent terrorist attacks in Europe have necessitated the revision
and revitalization of action against the propagation of these ideas, and
above all, through social networks.

In 2014, the «Islamic State of Iraq and Syria» (ISIS) used at least
46,000 Twitter accounts, according to The Wall Street Journal, citing
a Brookings Institution report.

According to research led by the European Parliament in 2015,
90% of all terrorist activities, including propagation of radicalism and
extremism, is conducted online with the use of social media.

World leaders, government officials and security chiefs have similar
positions on the issue of extremist ideology propagation through social
media.

In November 2014 director of the Government Communications
Headquarters UK (GCHQ) Robert Hannigan wrote that the leading
social media have become a convenient springboard for terrorist or-
ganizations; that ISIS terrorists have used online capabilities to create
a global international terrorist network; and instant messengers and
social media are used by extremists to propagate their ideas and recruit
new members.

In February 2015 the Secretary of Homeland Security Jay Johnson
said in a media interview that in comparison with planning and organi-
zation of the 9/11 attacks, the modern terrorist organizations are more
efficiently using the Internet, social media and other means to provoke
standalone attacks.

During the Summit on countering violent extremism (in February
of 2015 in Washington, DC) the US President Barack Obama, the
UN Secretary General Ban Ki-moon, the EU High Representative
Federica Mogherini in their speeches all raised the problem of using
online media and social networks to spread the ideas of extremism and
terrorism, indoctrination of young people, recruiting of new members
of extremist and terrorist groups, and propagation of the virus of fear.

At conclusion of the Summit (and it brought together government
representatives from more than 60 countries, including the director of
Federal Security Service of the Russian Federation A.V.Bortnikov),
there has been made a joint statement in which one of the proposed
measures involved the use of global communications, including social
media, to counter aggressive extremist messages.
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Let me remind you that at the meeting of our Forum yesterday
Bruce McConnell, talking about the priorities of the East-West Insti-
tute, placed the issue of destructive content into second place.

Countering the spread of the ideology of extremism and radicalism
through social media is relevant in Russia as well.

On February 1, 2014 in a new law came into force in Russia allow-
ing the Federal Service for Supervision of Communications, Informa-
tion Technology, and Mass Media (Roskomnadzor) at request of the
General Prosecutor to block resources with calls for extremism and
riots without trial. Restriction of access to such sites should be carried
out immediately. The procedure can be initiated on the basis of Inter-
net monitoring, as well as notifications from authorities, organizations
and citizens.

In 2014, more than 900 extremist websites have been blocked in the
Russian Federation at request of the public prosecution office.

The President of the Russian Federation Vladimir Putin, drew at-
tention to these issues at least twice this year:

On March 4, 2015 at the enlarged meeting of the collegium of the
Ministry of Internal Affairs Vladimir Putin mentioned the attempts
to use the so-called «color technologies» —from organization of il-
legal street protests to outright propaganda of enmity and hatred in
social media. The purpose of these actions is obvious — to provoke
civil strife, damage the constitutional foundations of our country, and
eventually its sovereignty.

On March 26, 2015, upon addressing the meeting of the collegium
of the Federal Security Service of the Russian Federation, the Presi-
dent mentioned, among other issues of information security, that with
regard to illegal content more than 25 thousand online resources were
ruled to violate the law. More than one and a half thousand extremist
websites have been shut down. The President has set a task to continue
to clear the Russian Internet space from illegal, criminal content, to
this end actively use modern technologies, and to participate in the
development of an international information security system.

Vladimir Putin noted that this is not about restriction of freedom
on the Internet. In this area it is necessary to comply with Russian and
international law and standards and not to obstruct the communica-
tion between individuals and publication of legitimate, appropriate and
correct information.

As you can see, all politicians express similar views on the problems
of dissemination of extremist ideology through global communication
and social media. But so far no one has proposed a way to develop
common framework of countering and fighting this phenomenon.
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I would like to bring to mind that issues of content filtration in
the global information space have been discussed in the course of the
VII Conference of our Consortium (IISRC) in April 2013, Garmisch-
Partenkirchen. The discussion showed that most experts do not doubt
the need for filtering of objectionable content — and a number of
developed countries have already implemented this practice. The only
question is what mechanisms are in place for identification of objec-
tionable content, and what means are used for its filtration.

Experts agreed with the need to find the balance between the rights
and freedoms of Internet users and security of information space.

Each country has the right to decide what frameworks should be
used in national information space. It is an internal matter for each
country whether to «disconnect» the national segment of the Internet
or remain «connected» to the global networks, to shut down certain
Internet resources and accounts in social media, strengthen criminal
responsibility, or implement other, possibly tougher measures.

For example, on March, 15 of this year, the government of France
blocked five websites for propagation of the ideas of jihad. This meas-
ure spawned controversy: on the one hand the government was accused
of illegitimacy of actions and of administrative approach; on the other
hand there was criticism of the effectiveness of this measure, as these
resources can change their addresses or be hosted outside of France.

This confirms the notion that it is impossible to solve these prob-
lems only on a national level.

The dissemination of illegal content in social media serves not only
criminal, extremist and terrorist purposes. In a number of regions and
countries, there is an ongoing testing of technologies of using global
networks, social media and mobile communication for cross-border
information and psychological influence on public consciousness, or-
ganization of mass unrest and coups — i.e. interference in the internal
affairs of sovereign states. The most common examples are the events
in Tunisia, Libya and Egypt.

In our opinion, in social media coverage of a detached events in
Ukraine, there are at times attributes of intervention in the internal
affairs of this country and Russia.

The complexity of countering the threats of extremism propaganda
and interference in the internal affairs of sovereign states through so-
cial media remains unchanged and is deepened. Practice shows that
national regulatory (including prohibitive) norms alone are not enough
for solution of these problems. The transboundary nature of informa-
tion space necessitates concerted action of nation-states and interna-
tional community. This action should be based, of course, on common
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principles of equality and mutual interests and on international law and
the relevant United Nations declarations.

On September 27, 2014, speaking at the plenary session of the 69th
session of the UN General Assembly, Russian Foreign Minister Sergei
Lavrov proposed to adopt a declaration on prohibition of interference
in the internal affairs of sovereign states and non-recognition of coups
as a method of shift of power. In our opinion, this proposal is applica-
ble to information space, to social media.

On January 9, 2015 the SCO member-states have submitted to the
United Nations an «International code of conduct for information
security». The document, among other proposals to international com-
munity, includes the following:

« Not to use information and communications technologies and in-
formation and communications networks to interfere in the internal
affairs of other States or with the aim of undermining their political,
economic and social stability (Article 3);

« ...curbing the dissemination of information that incites terrorism,
separatism or extremism or that inflames hatred on ethnic, racial or
religious grounds (Article 4).

« In our view, these provisions deserve careful consideration and sup-
port. It would be interesting to hear the opinion of our colleagues on
these proposals.

Thank you.



Keup I'miic

Llenmp uccnedosanus koupaukmos (Beauxobpumanus)

Oco3nanue 3anaaoM cepbEé3HOCTH
HH(OPMAIIMOHHOTO MPOTHBOOOPCTBA

Beenenue

[Ipenpinyiiivie BBICTYIUIEHUS aBTOpa Ha 3TON M IPYrux KOHpepeH-
LIUSX 3a4aCTYIO BBIMOJHSIN MTOCPEIHUYECKYIO POJIb: MO0 OOBSICHSIIN
poccuiicKue B3MISIAbl Ha MHGOPMALIMOHHYIO 6€30I1aCHOCTh 3amlaaHoi
ayIUTOPUH, WU, HA00OPOT, OOBSICHSIM POCCUNCKOM ayTUTOPUM, KaK
3TU B3IJISAABI MHTEPIIPETUPYIOTCA 3a pybexkom'. OOHUM U3 IOCTOSH-
HBIX aCIEeKTOB ObLIO 00CYXXIEeHUE U O0BSICHEHUE TOTO, KAKUM 00pa3oM
B POCCHUICKON ITOJUTHUKE MHMOPMALMOHHON 0e30IIaCHOCTA HAXOIUT
BbIpaXkeHUE LIEJOCTHBIA TMOAXOA K IPOTUBOACMCTBUIO MH(OpMaI-
OHHBIM yIpo3aM, B YaCTHOCTH, BblJEJIeHUE MPOOJIEMbl BPEIOHOCHOTO
KOHTEHTA, a TaKKe OTHe/IbHasA «KHOep» yrpo3a BPeIOHOCHOTO KOJa.

3amagHble TEOPETUKM M MOJUTUKU, 3aHMMAlOLIMecs] BOIpocaMu
K1bOepOe30MmacHOCTU, HaNpoTUB, A0 HEIaBHErO0 BPEMEHU ObUIM MO
OoJIbllIeli YacTU HEBOCIPUUMMYMBBI K TMOHSTUIO BPEAOHOCHOIO KOH-
teHTa. IlpencraBieHue O TOM, UYTO CBOOOAHOE BBbIPAXKEHHWE MHEHUS
WM TOYKU 3peHUsI MOXKET HeCTU B cebe OIMacHOCTb, BOCIIPUMHUMAIIOCH
KaK HeuTO 3K30TUYECKOe U JUKOE, U anpuopu OTBEPrajaoch, B TO BpeMs
KaK cBOOOMA BbIpAXX€HUSI MHEHUIA 1 CBOOOIHOE MepeMelleHrue nHhop-
MallMu 4epe3 T'paHUllbl OCTABAIMCh HENPUKOCHOBEHHBIMU. B HacTos-
111e€ BpEMSI 3TO OCHOBHOE JIOMYIIEHUE U3MEHWJIOCH 10 HEY3HABaeMOCTU
110 MPUYMHE JBYX 000COOJIEHHBIX MPo0JieM, KOTOPhIE CTOAT Iepen 3a-
MagHbIM OOIIECTBOM: pocCUiickoe MH(MOPMALIMOHHOE MPOTUBOOOPCTRBO,
COCPEIOTOUYEHHOE Ha YKPAaMHCKOM KOHMJIMKTE; U UCIaMCKOE rocyaap-
ctBo (manee UTUJIT) co cBouMu cienuUIecKUMHU LIeJSIMU.

HMccnenoBanus 3TuX ABYX IpoOJieM Ha 3amajie MoKa3blBaloT, UTO
OHU MMEIOT HEKOTOPBIE CXOXKKME YEPThI, HO B TO XK€ BPeMsI OTJIMYAIOTCS
IO CYILECTBY: B JEMCTBUTEILHOCTH X€, 3HAaUUTeJIbHAsI YaCTb TUCKYCCUM
MOCBsIIIEHA TOMY, KaKasli M3 ABYX IIpo0OJyieM IIpeAcTaBisieT co0oit boee

'Cwm. Keup I'mic, «B3misi yepe3 KpUBoe 3epKajo: pocCUiicKue MHTepechl B cdepe
MHGOOPMAIIMOHHOW 0e30TaCHOCTH B TIPENCTaBICHUN 3apyOeKHBIX TOCydapCcTB», MaTe-
puansl CenbMoOro MexmyHapomHoro (opyma «ITapTHepcTBO rocymapcTBa, OM3Heca U
IpaKJIaHCKOTro 001IecTBa MPU 00eCIeYeHUN MEXIyHapoaHO MHGOPMalMOHHOM 6e30-
macHoct», [apmuin-IlapenkupxeH, 'epmanust, Anpens 2013, cTp. 238—245.
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aKTyaJbHYI0 yrpo3y 3anany, Poccus wim UTWJL.? U B ToM, U B IpyroM
cllyyae KJIIOUeBBIM BJIEMEHTOM ITPO0JIeMbI SIBJSIETCSI «<MHOTOYPOBHEBbBII
MpPOLECC, CBSI3aHHBIN ¢ 3JeKTpoHHbIMU CMM, B XoIe KOTOPOro He-
KOTOPOE KOJIMYECTBO MTPOU3BOICTBEHHBIX €IMHULIL... CO3JAET KOHTEHT B
COOTBETCTBUM C OCHOBHOIA... uieeil»*. B pesy/bTaTe BrepBble 32 MHO-
rve aecstuiaeTvs: 3amnaa ObUl BHIHYXXKAEH paccMaTpuBaTh JiKOepabHbIe
MPUHLIUIIBI CBOOOAbI BBIPAXKEHUSI MHEHMI B KOHTEKCTE WX MpaKThYe-
CKOTO NPMMEHEHUsI — HE Ha OCHOBE WACaIN3Ma, a B XONI€ NMPOTUBO-
JIeICTBUS peaJIbHOM M HEIOCPEICTBEHHOM IpolJieMe.

Yro kacaeTcs Kubepbe30nacHOCTH, KOH(MPIUKT B YKpauHe, B 4acT-
HOCTH, CIIOCOOEH OKa3aTh TpaHchopMmupylowuii 3¢hekr Ha Kubep-
nokTpuHy. B otinuue ot Poccum, uzonnpoBaHHBIM moaxona 3arana
K KuOepOe30MacHOCTH, KakK IPaBWJIO, OMMPAETCS HAa TEXHUYECKUE
pelleHUs] TeXHUUYECKUX yrpo3, U B 3HAYMTEIbHOU CTENEeHU WUTHOPHU-
pyeT CBsI3b ¢ MH(pOPMALIMOHHONM BOMHOM B IIMPOKOM CMBICIE. DTO
TOJIHOCTBIO MOIXOJUT JJISI TIPOTUBOICUCTBUS JOJTOBPEMEHHBIM WJIU
¢GOHOBBIM yIpo3aM, HO, CKOpee BCEro, 3TOro OyaeT HeZOCTAaTOYHO
B KPU3UCHBIX CUTyalIMsIX, TaK KaK B TOT MOMEHT HE€ OyJIeT TaKoro
MOHSITHUSI, KaK «4UCTOe KUOEp NMpOTUBOCTOsSIHUE». MHBIMU clloBaMu,
3aman, BO3MOXKHO, XOPOIIO TMOATOTOBMJICS K KMOEpBOIHE, HO, Kak
MOKa3bIBAIOT COOBITUSI B YKpauHe, OH TakXke JOJKeH ObITh TOTOB K
MHAOPMALIMOHHON BOMHE, B KOTOPOM KMOEpOIlepalliy BHIIOJIHSIOT
BCITOMOTAaTEIbHYIO POJIb.

PaHee uckiroueHus1 U3 3TOro mpaBuiia ObLIM HAlJAEHbI B ClielMaIu-
3UPOBAHHBIX 00JACTSIX BOGHHON HAayKM, CBSI3aHHBIX ¢ MH(MOpPMalIMOH-
Hoi1 BoliHON. Peub MIET 00 Mccieq0BaHUsAX, KOTOPble OrpaHUUMBAIOTCS
TOJIbLKO BOEHHBIMM OIlepaliusiMu (XOTS U 3[€Ch MHOXECTBO IPeIocTepe-
>KEHU U OTOBOPOK, MTPUMEHSEMBIX OTAEIbHBIMUA CTPAHAMU K IOKTPUHE
HATO, roBOpUT O 3HaYMTENLHON MPOTUBOPEYMBOCTH BOIpoca);* 1 o
HEIaBHUX MCCJIENOBAHUSX MO0 U3YYEHUIO UCITOJIb30BAHUS COLIMAIbHBIX
Meaua Uil oKa3aHWsl BO3AEUCTBUS, BIUIOTH O CMEHBI pexXuma (XOTs
Jaxe BO BpeMst ApaOcKoli BeCHBI, Ha 3amajie 3TOMY BOIIPOCY YAEJSUT
BHUMaHME JIMIIb Y3KUI Kpyr cneuuanuctoB)’. Ho HemaBHME COOBI-

2NATO and New Ways of Warfare: Defeating Hybrid Threats», NDC Conference
Report, NATO Defense College No. 03/15, Boennsrit komnemx HATO, Pum, Maii 2015.

3«Violent Islamist Extremism, The Internet, and the Homegrown Terrorist Threat»,
Komuter Cenara CIIIA no Bormpocam BHyTpeHHe# 6€30IacHOCTH 1 TOCYyAapCTBEHHBIM
neiam, 8 Mas 2008, http://www.hsgac.senate.gov//imo/media/doc/IslamistReport.pdf

4Cwm ny6nukanuio HATO AJP-3.10, «Allied Joint Doctrine For Information Opera-
tions».

>Cw., HarpuMep, Scott Railton, «Revolutionary Risk-Cyber Technology and Threats
in the 2011 Libyan Revolution», US Naval War College, 2013.
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TS BbI3BAIU O0Jiee TIIyOOKUI CABUT KOHUENTYAJIbHBIX MpeaCTaBICHUN
00 nH(popMaLIMOHHOU yrpose y 3anagHbix CMU, mpaBsiiiyx KpyroB u
ob1ecTBa. Bo3HUKIIO B 3HAUUTEIBLHON CTEIIEHM HOBOE IpENCTaBICHUE
00 MH(OPMaIIMOHHBIX YIpo3ax, KOTOPOE BOILIOTWJIO B ceOe MpU3HAHUE
TOTO, YTO MpoOJEMbl U Yyrpo3bl HECET KaK BPEAOHOCHBINM KO, TaK W
BpaxneOHass uHGopMalusl B BUIe KOHTeHTa. M poHuUs 3akioyaercs B
TOM, YTO 3TO, MO CYTH, ABUXXEHUE B CTOPOHY POCCUICKON TOUKU 3pe-
HUS Ha UHGOPMALMOHHYIO 0€30I1aCHOCTb.

Yassumoctu

HMudopmauuvonnble kammnanuum u Poccum, n MWMT'MNJI nHampas-
JIeHbl TOYHO Ha BHYTPEHHME HENOCTaTKW 3amaiHbIX JMOepaabHO-
JIEMOKPATUYECKHUX OOLIECTB, U MCIOJb3YIOT IIMPOKUIA CIIEKTP CaMo-
MPUYMHEHHBIX YSI3BUMOCTEN, KOTOpble MMEIOT OCHOBOIOJIAraroliee
3HaAYeHME ISl CaMOOTIpeNeIeHUST ITUX OOILECTB U MX LIEHHOCTEN.

K HUM oTHOCSTCS:

o Jlormatuyeckass MpedaHHOCTb CBOOOJE  BbIpaXeHUS  Kak
AbcomoTy;

o Mouunsle nubepanbHbie CMU, co cBouM nHorma crieuuIecKum
MOHMMaHWEM TOTrO, YTO CIYXMT MHTepecaM HalUOHaJIbHOMN
0€e30ITaCHOCTH;

o B 1ex xe CMMU ecth npuoputeT O6anaHca Hal 00bEKTUBHOCTHIO;

o TenmeHuuu B chepe MoOJb30BATEIBCKOTO KOHTEHTA 3a IOCIEIHUE
15 ner, B TOM 4YucJe MOBCEMECTHOE paclpocTpaHeHue IaThopMm
IUIST  4yuTaTesNel W caywaTteneil s a00aBieHUsT COOCTBEHHBIX
KOMMEHTapueB K pernopraxkam CMU;

o [TlomuTryeckue auaepbl MOJYYAIOT B OCHOBHOM T€ e IMOTOKH
nHopMaMM, YTO W UX 2JeKTopaT, M TaKuM e 00pa3oM
BOCIIPUHUMAIOT UX.

Kaxnas u3 aTux ysI3BUMOCTEM MpeAcTaBisieT coOOl OTHeIbHbIM
BEKTOP aTaku ISl TeX, YbeH 1LIeJIbIO SIBJISIETCSI MAHUMYISLIMS UHMOP-
Maluen sl TOCTMKEHUST COLMATIbHOTO MJIM TMOJUTUYECKOTo 3dex-
ta. 1 B KaxaoMm ciyyae collMajbHble MeAua UIPaloT pojib — Kak
KaHaJjla JOCTyIa, TaK M olepalMoHHoi cpenbl. Oba akTopa MmojayyaroT
BBITOJY OT 3al037aJIoro MPU3HAHUs Toro, 4To «iudpossie CMU cra-
HOBSITCS TJaBHBIMM — a JUJI BO3pPAcTaoIIero 4yucja MOJOIbIX JIIOo-
JIeil — Y eAMHCTBEHHBIMU KaHaJlaMU MOJUTUYECKON MHGbOpMaLUU U
KOMMYHUKaLUU. OHU SBISIIOTCSI OCHOBHBIM MPOCTPAHCTBOM IOJIUTH-
YECKOHN NeATeNbHOCTH, TAe I'paxkaaHe IMOoJydyaloT MOJUTUYECKYIO MH-
dbopmanio, GopMUPYIOT CBOM MOJUTUYECKHE B3MISALI U yOEXKIeHUs,
U UMMEIOT BO3MOXHOCTb BJMSTb Ha MPOLECCHI, CBA3aHHBIE C (DYyHK-
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LIMOHUPOBAHUEM BIAaCTU»® — U, KaK CJIEJCTBUE, «<HOBBIE COLIMAIbHBIE
Menua ctajiu Haubojiee 3((HEKTUBHBIM MHCTPYMEHTOM ISl BO3jei-
CTBMS HAa MBI OTPOMHBIX COOOLIECTB, U JAXEe LIEJbIX HAPOLOB»' .

B poccuiickoMm cityyae, KubepaesITebHOCTh B IIMPOKOM CMBICIIE
WMeeT pellarolliee 3HaAYeHUe IJIs HACTynaTeJIbHBbIX JAe3WH(opMaliu-
OHHBIX KaMIIaHUii, Oyab TO co3gaHue nopueabHbx Uatepuer-CMU®
IUIST pacIpoOCTpaHEeHUs Ae3UH(MOpPMalUU, WIU UCTIOJb30BAHUE COLIMU-
aJIbHBIX MeIua IJis MOAPBIBHOW M AECTAaOMJIM3UPYIOIIECH nesTebHO-
CTU TIPOTUB BHETUIAHOBLIX 1IeJIei, MO-BUANMOMY, HE CBSI3AHHBIX C CO-
ObITUSMU B YKpauHe’. DTU MepONpPUATUS JOMOIHSIOTCS Be3aecylleil
NIeTeIbHOCTbIO TPOJIIElt U OOTOB, KOTOPbIE MCIOJb3YIOT OCOOEHHO-
CTU OTHOLLEHUI MEXIY TPaAULIMOHHBIMU U COLIMAIbHBIMU Meaua st
BHEIPEHUsI, PACIIPOCTPAHEHMSI U TOBBIIIEHUST JOBEPUST K Ae3UHGOP-
mauun'’. JI1g 1oCTHXEHUs HYKHOTO 3(@deKTa OHM UCIOIB3YIOT P
IPYrUX Mep, HalpuMmep, 3amMaauuBaHue TpomaraHauctckumu CMHU
cBoeil abUIMPOBAHHOCTU, YTOOBI MPUMaHUTH 3puTeneir B Coenu-
HeHHbIx LTaTax n npyrux crpaHax'!, ycraHoBaeHUe CBA3ei ¢ KpaiiHe
MPaBbIMU MOJUTUYECKUMU MAPTUSIMU [IJII HAKOTUIEHUS TIPSIMOTO MO-
JIUTUYECKOTO BAMSAHMSA'2, ¥ IOAPLIBHBIE MEPOITPUSATHS CTAPOIA LIKOJBI,
Takue Kak «auruiomatuss HITO, unu co3manue u moaaepxka 3a pyoe-
>KOM MPOPOCCUMCKUX MOJIOAEKHBIX TPYIIN, MEHBIIMHCTB, cerapaTUcCT-
CKMX OpraHM3alLyii ¥ MCCIIeI0BaTeIbCKIX LIEHTPOB» . B pesynbrare Ha
BHEIIHEM YpPOBHE MHOXECTBEHHbIEC JIOKHbIE CBEIACHMS, MPOABUTae-
Mbl€ B XOJ€ POCCUNMCKUX MH(OPMAIIMOHHBIX KaMIlaHWi, IOMaaaroT

®Velichka Milina, «Security in a Communications Society: Opportunities and Chal-
lenges», Connections, Spring 2012, Volume XI, Number 2, p. 55.

7 Ibid.

8 Dalibor Rohac, «Cranks, Trolls, and Useful Idiots: Russia’s information warriors
set their sights on Central Europe», Foreign Policy, 12 March 2015, https://foreign-
policy.com/2015/03/12/cranks-trolls-and-useful-idiots-poland-czech-republic-slovakia-
russia-ukraine/

°Doug Bernard, «America’s Adversaries Use Baltimore Unrest to Spread Anti-US
Message», VOA News, 30 April 2015, http://www.voanews.com/articleprintview/2743166.
html

0Ppolina Tikhonova, «Russia Hacking Your News», ValueWalk, 14 March 2015,
http://www.valuewalk.com/2015/03/russia-hacking-your-news/

Jill Dougherty, «Russian TV’s American Face», Huffington Post, 4 November
2014.

12 “Yepueprit unTepHanuonan”. Kak MockBa KOPMUT IpaBble MApTUU IO BCEMY
mupy», The Insider, 27 November 2014, http://theins.ru/politika/2113. Cm. Takke An-
drew Higgins, «Waving Cash, Putin Sows E.U. Divisions in an Effort to Break Sanc-
tions», New York Times, 6 April 2015, http://nyti.ms/lac50sT

13Sinikukka Saari, «Russia’s public diplomacy: soft tools with a hard edge», Border
Crossing (Diplomat Magazine), April 2015.

297



Ha 6JarogaTHyIO ITOYBY CpeAy HAaceJIeHUsI, KOTOpOe He OUYEeHb XOPOIIIO
WHGOPMUPOBAHO O pealusX UCTOpUU, Teorpaduu, U O TOM, YTO TIO-
CTaBJIEHO Ha KapTy B YKpauHe.

DTH TpynImbl HaceJieHWs, W, B 4YaCTHOCTH, MX cBobomHele CMMU,
B Hauajne 2014 roga okaszajauch COBEPILIEHHO HEMOJATOTOBJIEHHBIMU
K MPOTUBOIEHUCTBUIO HATUCKY CKOOPIAMHHWPOBAHHON MHMOpPMAaIIMOH-
HO# BOWHBI'*. 3amanHble 0OLIECTBA BEPAT, 4TO UX HezaBucumble CMU
HaWIyT U MOKaXyT UCTUHY OJlarofgapsi CBOeil OTHOCUTEIbHOM cBOOOIE
neiicrBuii. Ho monroroBka 3amamHbIx JuoepanbHbix CMMU m3Havanb-
HO HE MOIJIa MPOTHUBOCTOSATH €AWHCTBY COOOIIECHUI, MCXOMSIINX U3
Poccun. Ha camom nene ObITO BepHO oOpaTHOE: aKIeHT Ha cOajaH-
CMpPOBAHHOI1 IToJaue MaTtepuraia Bo MHorux 3amagHbeix CMUA npuBen K
TOMY, YTO BpaXIe€OHbIE COOOIIEHNS, KAKUMU Obl 3aBEIOMO JIOXKHBIMU
OHM HE SIBJISUTUCDH, ObLIM MOBTOPEHBI €BPONEMCKUM U aMEePUKAHCKUM
sputeism ux CMMUA. lna au peusr o npeysenuduenun MIT'MJI cBoeit
MOIIM U OXBaTa, WIK O IIMPOKOM CIEKTPe COODIIEHUN B MOJACPKKY
POCCUICKON OOILLIECTBEHHOW AUIIOMATUM, HEOOXOAMMOCTh OajaHca
MpUBeJa K TOMY, YTO HOBOCTHBIE PEIaKTOPhl KECTKO CJIeI0BaIv Te-
31CY, UTO y KaXIOW HMCTOPUU JOOJKHO OBITh JBE CTOPOHBI — Jaxe
eCJIM Ha caMoM JeJie Obl1a ToabKo ogHa'>, CireoBartesbHO, 1aXe eciu
3alaJHbIM HOBOCTHBIM pelaKTopaM AaBajlach 3aBEIOMO JIOXXHasl WH-
(opmanus, y HUX He ObUIO IPYroro BbIOOpa, KPOME KakK COOOIIUTH
€€ — 3HAYMUT NpUIATh il BEC U aBTOPUTET.

HMutepHer u couuanbHble CMM TakxKe cbhirpajii 3[€Ch CBOIO
orpenejeHHyIo pojib. B poccuiickom ciydyae, apmus Tposuiein Kpemuist
B3aMMOJIEICTBOBAJla HEMOCPEACTBEHHO C YMUTATEJSIMU Ha pa3jMyHBIX
TUIOLAAKax, BKIoYas gopymbl, Twitter U ap., BeICTylasi B KauecTBe
MYJbTUIUIMKATOPA CWIbl IJISI BHEIPEHUSI B CO3HAHUE POCCUICKMX
B3MISIIOB — OCOOEHHO TepeHarpaBiisisi WIM TOJaBJss 00y aAuc-
KyCCHI0, KOTOpasl obpalliajia BHUMaHUE Ha HECOOTBETCTBUS WJIM He-
MpaBaoNoA00HOCTh POCCUNCKON Bepcuu cobObiTuii. B pesynbTaTte
COBOKYITHOCTh MAcCIITab0B, MHTEHCUBHOCTH, Oo0ObeMa U ITOCJIeloBa-
TEJIbHOCTU POCCUNCKON apTyMeHTalliu B CETU, BMECTE C TTOBTOPEHU-
€M IIOCJIeJOBaTeIbHOM BEpPCUU COOBITMM HA BCEX YPOBHSX POCCHUII-
CKOIl Meaua-MallvHbl OT MPe3uJeHTa A0 PSIIOBOrO B apMUU TpoJUIei
Kpemuis, mponoskaeT MCIOAb30BaTh MpodieMy nmpuopureTa dajiaHca

“Nick Cohen, «Russia Today: why western cynics lap up Putin’s TV poison», The
Observer, 8 November 2014, http://www.theguardian.com/commentisfree/2014/nov/08/
russia-today-western-cynics-lap-up-putins-tv-poison

15 PaccmatpuBaetcsi B HopBexckoM KoHTekcTe Kxenem dparencom (Kjell Dragnes)
B «Journalister i propagandaens tid», Aftenposten, 23 March 2015, http://www.aftenpos-
ten.no/meninger/Journalister-i-propagandaens-tid-7954103.html
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Hall 00bEKTMBHOCTBIO 3anmagHbix CMMU M MoXeT NMPUBECTU K TOMY,
YTO OCBEIlleHNE COOBITUI M Jajbllle OyIeT UCTIOPUYEHO TIPUHATHEM BO
BHMMAHUE ITOJHOCTBIO JIOXKHBIX, HO BE3MECYIIMX, POCCHUHCKUX allb-
TEPHATUBHBIX COODILIEHUI.

Takum o6pasom, 3anagHeie CMHU nokasanu cedsi MOJTHOCTbIO He-
TOTOBBIMM MPOTUBOCTOSITH CKOOPAMHUPOBAHHONW M XOpOILIO obecre-
YeHHOI pecypcaMy MHOOPMAIIMOHHON KaMmaHni. BHavare 310 mpu-
BeJIO K TTOPA3UTEIbHO YCIIeIIHOMY BHEAPEHUIO COOOIIEHU, KOTOphIe
B 3HAUMUTEJBHOM CTETIEHW CITOCOOCTBOBAIIM BO3MOXHOCTH Poccuu
MIPOBOAMUTL OINEpPAIlMA MPOTUB YKPauHBI HAa PaHHUX CTagusSIX KOH-
(mkTa B yCIOBUSX CJ1ab0 COMIAaCOBAHHOIO MPOTUBOCTOSIHUSI CO CTO-
poHbl 3anana. ToT ¢akT, yTo B TeueHMe MpakTuyecku roga EC ObL1
HE B COCTOSSHUM ITyOJUYHO BBICKA3bIBaTbCSl O MPUCYTCTBUM POCCHUIA-
CKMX BOiicK B YKpauHe'®, 03HauaeT MoaHyo HeCTOCOOHOCTE OCIOPUTD
PYCCKYIO BEPCUIO COOBITUII — 0€3 4ero HeBO3MOXKEH OCMbBICIACHHBIN
oTBeT. PanHee ocselieHue KoHdurkra CMU nokaszano «04eBUAHOCTb
TOTO, YTO HEKOTOpPBIE COOECETHNKHU TTOTHOCTBIO TTOBEPUIIA B HEKOTO-
pble IpyOble MOMNEIKM POCCUIACKOI Mpomaratab» .

ITo cpaBHEHMIO C JOMHTEPHETOBCKOI 31TOX0M, 3¢ PeKTUBHOE BHE-
IpeHue 3THX daabcupuKanuil 3HAYUTEbHO YIPOCTUIOCh. Mmenu
MECTO TaKue IMpHUBJIeKaolIe BHUMaHWe TPyOble METOABI, KaK B3JIOM
JIeHTBl TBUTTEpa KpymHOro MH(MOPMAIIMOHHOIO areHTCTBA IS BHE-
apeHus ae3uHbopManuu'®, HO Jaxke OHM COBEPIIEHHO He HYXHBI,
Korga cooOuieHusT MOoryT ObITh BBeaeHbl B CMU ¢ momoibio apy-
I'MX, Ka3ajoch Obl, €CTECTBEHHBIX M 3aKOHHBIX cpeAcTB. OCHOBHbIE
KoMMepUecKkre HoBocTHhIe CMU B 3amamgHBIX CcTpaHaX 3HAYUTEIHLHO
COKpaTWIM TEePCOHAI BBUAY TOTO, YTO MOXOIBI OT peKJIaMbl Mepel-
qu K apyrum CMU, u nuib HeMHOTME M3 MHOXECTBAa BO3HUKIIIUX
JIIOOUTENbCKUX OJIOTOB U (POPYMOB MMEIOT BO3MOXHOCTU IS CaMO-
CTOSITEJIbHOM Cephe3HOM MPOBEPKU MCTOYHMKA. ClieqoBaTeIbHO, Ma-
PHUOHETOYHBIC CalThI, KOTOPBIC TIPOM3BOIAT BIleUATIIEHNE COOOIIMAr0-
WX WA arperupyrolux HOBOCTH, MOTYT JOOMTHCS CYIIECTBEHHOIO
oxBaTa M TPOHMKHOBeHMs. [lociie Toro, Kak pasMmelllcHHas TaM Je-
3uH(pOpPMALIMS TIONagaeT B OCHOBHYIO HOBOCTHYIO JICHTY B OTHOM WJIH

16 Andrew Rettman, «EU breaks taboo on ’Russian forces in Ukraine’», EU Observer,
16 February 2015, https://euobserver.com/foreign/127667

17John Besemeres, «Russian disinformation and Western misconceptions», Inside
Story, 23 September 2014, http://insidestory.org.au/russian-disinformation-and-west-
ern-misconceptions

18 AP Twitter hack causes panic on Wall Street and sends Dow plunging», The
Guardian, 23 April 2013, http://www.theguardian.com/business/2013/apr/23/ap-tweet-
hack-wall-street-freefall
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HECKOJIbKMX TOYKax, M IMOJIXBAaTbIBA€TCSI M COOOIIAeTCS aBTOPUTET-
HBIMU TpaguunoHHBEIMU CMM, 4bm pegakTopbl M KYypHAJIUCTHl He
MOHSJIM, YTO 3TO Ae3uH(OpMaLUd, APYrUe CACAYIOT 3a HUMU: JaXe B
HOBOI1 00CTaHOBKE OCBEIOMJIEHHOCTHM OCHOBHBIE CpPEeICTBa MacCOBOM
MHOOPMAIIMK HE XOTIT UTHOPHUPOBATH COOBITHSI, KOTOPhIE OKA3aJINCh
B HOBOCTHOI MOBECTKE JHS.

OTtpunanue

ITo Mepe Toro, KaK Oco3HaHHWE MPUPOIBI POCCUMCKON MHPOpMa-
LIMOHHOM KaMMaHWW Hayajo IpocayuBaTbcs yepe3 3amagHbie CMU
U KpYrd, MPUHUMAIOLIME TOJUTUYECKUE PEIIeHUsI, 3TO MPUBEJIO K
OIMACHOMY OINTUMU3MY TI0 TMOBOAY 3(P(PEKTUBHOCTU POCCUUCKUX
Mep U LIMPOKOMY PACIpOCTpPaHEHUIO MHEHUSsI, YTO POCCUICKas Je-
3uH(opMaLMa He paboTaeT U3-3a OTCYTCTBUS IpPaBIONONOGHOCTH'.
ITpennonoxuTenbHO, POCCUICKME BBIMBICIBI M OTIPOBEPXKEHUS ObLIN
Hea(h@EeKTUBHBI, TTOTOMY YTO OHM ObLIM HACTOJbKO OYEBMIHBI, YTO
OHM HE TOJAEWCTBOBAJIM HA BBICOKOIOCTABJIEHHBIX WJIM JyMaIOIIUX
WHAMBUAOB Ha 3amaje. DTOT apryMeHT ObUI COOJIa3HUTEIbHBIM: MO
3amagHbIM MEpKaM, 3HauyMTelbHas 4acTh POCCUICKON Ae3uHGpopMa-
LIUU KaXeTCH HEYKIIOXE, KOHTPIPOAYKTUBHOM, OYEBUIHOMN M JIETKO
ornpoBepraemoii. Ho olleHKa KaMIaHWM 10 3TUM CTaHIapTaM Hecja B
ce0e 3HAUMTEIbHBIN PUCK HEBEPHOU MHTEPIIPETALIMUA POCCUMCKHUX 11e-
Jieii. B yacTHOCTH, CHavYaia OHa MpuBeia K HEJOOLIEHKE MOCAEACTBUIA
HacjJaMBaHUs COOOILEHUM, Korga 0ojiee TOHKas arutauus 3KpaHu-
poBaJlach U MACKUPOBAIACH OYEBUIHOU IPOIAraHAoOM YCTONYMBOM
WHTEHCUBHOCTU, U MaryoHOTro BJIMSIHUSL «Iy3bIps (UIbTpaLMu» Ha
MPUBBIYKU OHJAWH-yTeHMsI. OHA TakXke He CMOoIJIa yYecTb U3HAYalb-
HO OTCYTCTBOBABILIYI0 OCBEIOMJIEHHOCTb O Ae3UH(OpPMalLIM U Bpax-
JIeOHOW TpoIaraHie, pacrpoCcTpaHsIeMOl HE TOJIbKO Ha €BPOMENCKUX
sI3bIKaX, HO TakXKe Ha apaOCKOM U PyCCKOM — HalleJIeHHOW Ha MEHb-
IIMHCTBA B €BPOIENCKUX TOCyI1apCTBax.

Hanpotus, n3aMepeHHass Mo POCCUHCKUM MepKam, WHGbOpMalK-
OHHasl KaMIlaHus, MO CYyTH, NOOWUJach 3HAYUTEJIbHBIX YCIIEXOB. DTO
OCOOEHHO OTHOCHUTCS K JIByM KJIIOYEBBIM HaIpPAaBJIEHUSM: BHYTPEH-
HeMy, 10 KOHTPOJII0O OT€UeCTBEHHON cepbl CPeACTB MacCOBON WMH-
(opMailMu; U BHELIHEMY, MO BIMSHMWIO Ha MacCOBOE€ CO3HaHUE, U
CO3IaHUIO CPpelibl, B KOTOPOU TPYAHO BbIAEIUTh KAaUeCTBEHHYIO WMH-

19 Hanpumep, kak ropoput 1pod. Jloyperc ®punmaH: «IONBITKU BBECTH B 3a6ITyX-
JIeHrue ObLIM IO OoJibllieil yacT Hed(h@EKTUBHBI, MOCKOJbKY pojib Poccuu Hauama
nposicHsThesi». Lawrence Freedman, «Ukraine and the Art of Limited War», Survival:
Global Politics and Strategy, 56:6, 7-38 (2014).
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¢dopMainuo, Ijs TOTO, UTOOHI MOJ0PBAaTh OOBEKTUBHOCTD PEIOPTAXKEi
zanagaeix CMMU u, ciemoBaresibHO, MOBIUATh Ha MH(pOPMAaLIMIO, 10-
CTYIHYIO TIOJIUTUKAM (CTapIInii KOPPECIIOHACHT yBaXkaeMOoi OpUTaH-
CKOHM HallMOHaJIbHOM Ta3eThl B ampene 2015 roma BcE ellle TOBOPWII,
YTO OOJIBIIIOE YKCJIO MUCEM M KOMMEHTApPUEB U OTBETOB Uepe3 COLU-
aJibHbIe MeIMa B TOAJEPKKY MOJUTUKM Poccun oTpaxaer LIMPOKYIO
O0IIIECTBEHHYIO TIOAAECPXKKY Cpear unTaTesieil). BMecte oHn o0pas3yoT
KOMOMHUPOBAHHYIO OOOPOHUTEILHYIO M HACTYIIATEJIbHYIO CTPATErUIO,
paboTaoIILYI0 Yepe3 BHYTpeHHMe U BHemHrne CMUNY,

Peakuus — IIpaBuTenncTBO

B cenrsa6pe 2011 roma B moapoOHOM OTYeTe, IpeACTaBICHHOM
OpuTaHCKMM ucciaenoBarebckuM 1ieHTpoM Chatham House, Oblm
orpenesieHbl HallpaBICHUS I CYIIECTBEHHOTO YIYUIIEHUS TTOJUTH-
KU UHGOPMALIMOHHOIO OOECIeUeHUsI U €€ peaiM3alliy 3amagiHbIMU
MIPaBUTEIBCTBAMUA — JaXKe IO TOro, KaK 3TU IIPaBUTEIbCTBA OBLIN
MOABEPIHYThl TEKYIIEMY CTPecC-TECTY B BUAE UIMTEIbHON HHGOP-
MaLMOHHON KaMmaHuu.”?' A Ha NpaBUTEIbCTBEHHOM W HaJHALMO-
HaJIbHOM ypOBHE OKOHYaTeJbHas ¢opma oOllei peakluuyd Ha HOBYIO
yrpo3y MHGOPMALMOHHOW BOMHBI OCTAe€TCSl HESICHOM M Ha MOMEHT
HanucaHus. O0cyxaeHue MHOOPMALIMOHHOW BOMHBI Kak MpoOJIeMbl
OBbLTO BKJIIOYEHO B OOCYXKIEHHE «HOBBIX» (POPM BOWHBI B IIEJIOM —
Ha3BIBAEMBIX WPPETYISIPHBIMU, HEJIWHEHHBIMU, aCUMMETPUYHBIMHU
Wi TuopuaHbIMU. Ho yXe MOSIBMIIMCh HEKOTOPBIE OTAEIbHBIC TEMBI,
Kacallecs Mep pearpoBaHUs, He pacCMaTPpUBAEMBIX 3araIHBIMU
MIpaBUTEIbCTBAMU. [1peacTaBisieTCcs], YTO YEThIPE pa3IMYHBIX TAKTUKHI
3alIUTHl OT MH(MOPMALMOHHON BOWHBI YK€ ObLIU OTOPOILIEHBI.

1. He 6ydem nuxakux oepaunuueHuii c600600bl 8blpadceHus MHeHUll U
Huxakoeo ynpaenenuss CMHU.

B Tex pemkmx ciaydasix, KOrga 3TOT IOIXOHA BOOOIIE IMOTHMMAJICS
B 0OCYXIeHMH, KaK TPEACTABISIETCSI, OH HEMEIEHHO U KaTeropuye-
cku otBeprajcs. KoHTposb Haj KOHTEHTOM WIM LIeH3ypa MHEHUI —
HEeBaXXHO, COOCTBEHHOE JIM 3TO MHEHWE, WM TPOIUIadYeHHOe — He
SIBJISIETCSL BapuMaHTOM Ui 3alagHbIX JIMOepadbHbIX IEeMOKpaTHUIA.
[IpaBsmme Kpyrwm B 3THX OOIIECTBAaX ITO-TIPEXHEMY MOIACPKABAIOT
JmbepalibHble LIEHHOCTU 1 OTBEPTraroT JIlo00oe KOIMPOBAHUE POCCUIi-
CKHX Mep IO KOHTPOJIIO BHYTPEHHETO OOIIECTBEHHOro MHeHUs. OHU

20 Matthew Armstrong, «Russia’s War on Information», War on the Rocks, December
2014, http://warontherocks.com/2014/12/russias-war-on-information/

21 Paul Cornish, Julian Lindley-French and Claire Yorke, «Strategic Communications
and National Strategy», Chatham House report, September 2011.

301



CJIEOYIOT IPUHIIUITY, BEIIBUHYTOMY B 1946 romy aMepuKaHCKUM IU-
mwiomMatoM JIxopmkem KeHHaHOM, 9TO «camast OOJbllasi OTIacHOCTb,
KOTOpasl TPO3UT HaM B PEIICHNHN 3TOM MPOOJIEMEL... 3TO YIIOIOOIeHNE
TeM, C KEM MBI UMEEM JEI0»>2,

2. He b6ydem cummempuunoeo omeema Ha eubpudHble KAMNAHUU.
B uacmnocmu, 3anadusie npasumenscmea He 6ydym yuacmeoeams 6 Cu-
cmemamu4eckux KamMnanusx no desungopmayuu®.

MHoXecTBeHHAsI TPOTUBOPEUNBAsT HEIIPaBIa SABJISICTCS KIIOUEBBIM
3JIEMEHTOM POCCHICKOro IMoaxona K MHpopmalnuoHHON BoitHe. Ho
3amajHble JIUAEPhl, TPUBAECKAEMbIE K OTBETCTBEHHOCTHU JTUOEPaTbHbI-
mu CMU m KpUTUYECKHM MBICISIIINMM COOOIIEeCTBAMHM, 3HAIOT, YTO
Jt00ast JIOXKb HEIOJTOBEYHA M KOHTPIPOAYKTUBHA. VX eNMHCTBEHHBIM
BapMaHTOM OTBETa SIBJISIETCSI YETKOE CJIeJOBAaHUE MCTUHE.

3. He 6ydem e6gedeno nouamus HAUUOHAAbHO2O UHDOPMAYUOHHO2O
npocmpancmea U, c1e008amenvHo, NOHAMUS <HAPYUWIEHUT» 8 SMOM Npo-
cmpaucmee, KAk ONUCAHO 8 DPOCCULICKOU O0oKmpuHe UHGDOPMAYUOHHOU
bezonacrocmu.

ITo-npexxHeMy BOCIIpUHUMAETCS KaK IOJKHOE, uyTo MHTepHeT mo
caMoii CBOEM TIPUPOJIEe 3aBUCUT OT CBOOOTHOTO M OEeCIIPEIIITCTBEHHO-
TO TIPOXOXKIEHMSI MH(MOPMALIMY Yepe3 HAIlMOHAJbHBIE TPAHULIBI, U He
ObLIO HMKAKHUX MPEeIIOKEHUI M0 OrpaHUYEHUIO 3TOTO.

4. Iloka umo Hem 6UOUMBIX WA208 K CO30AHUIO 8 NPABUMENbCMEe
HAYUOHANBHBIX OP2aH08 MO 000POHUMEAbHOMY UHGOPMAUUOHHOMY o0be-
CHeYeHu — OpyeuMu cA08amu, 0peaHo8 NPOMueooelicmsaus UHpopma-
UUOHHOU B0lIHe.

Hexkotopble orpaHuyeHHbIe LIard 1O BHEAPEHUIO KOMIUIEKCHOTO
noaxona K MHGOPMAIIMOHHOM BOHE MOXKHO HaOJIOIaTh B BOCHHOI cpe-
Jie, Harpumep, ¢ cozganueM 77 opuragsl BC BenukoOputanuu, oobeau-
HUBLICH P pasIMYHBIX MOApa3aeeHU, NeACTBYIOIIMX B Pa3IUYHbIX
MHOOPMALIMOHHBIX MeponpusTHsiX. Ho B 1ie710M 3a1auu OTCeXXBaHUS
¥ TIPOTUBONEHCTBUS Ie3MHMOPMALINI MO-TIPEXKHEMY TJIaBHBIM 00pa3oM
BO3JIOKEHBI Ha TaKWe JOOPOBOJIBUECKIE M HETPAaBUTEILCTBEHHBIC Opra-
Husalmu Kak Bellingcat?, the Interpreter? wium Stopfake?®, 6e3 oueBUIHOTO
MPaBUTELCTBEHHOTO WX MEXIyHAPOIHOIO YJacTHsI.

2 Jinunnas Tenerpammar, Jx. Kennana Jx. Mapamny, 22 despans 1946, no-
cTynmHO 1o azapecy (aHri.): https://www.trumanlibrary.org/whistlestop/study_collec-
tions/coldwar/documents/pdf/6-6.pdf

2 Umarlaud: Vene propaganda vastu vditlemise asemel tuleb pakkuda alternatiivi»,
Postimees, 18 February 2015, http://www.postimees.ee/3096321/umarlaud-vene-propa-
ganda-vastu-voitlemise-asemel-tuleb-pakkuda-alternatiivi

2 https://www.bellingcat.com/tag/russia/

Bhttp://www.interpretermag.com/about-us/

% http://www.stopfake.org/en/news/
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Peaknusa — OOmecTBo

B npyrux obsactsx paccessHHasi, HECOIACOBAHHASI U CAMOPETYJIU-
pylolascs Iprupoa COUMAIbHBIX MeIra CIIOoCOOCTBOBaIa BOZHUMKHO-
BeHUIO 9 (GEKTUBHBIX MEXaHU3MOB CaMO3allUThl. [ OTOBHOCTD K 1M~
POKOMY pachpoCTpaHEHUIO OpPraHM30BaHHBIX TPOJUISIMU KaMITaHUI
MpuBeJia K TUPAXKUPOBAHNUIO PYKOBOJICTB CAMOIIOMOIIM /I TPOTUBO-
NEHCTBUA TPOJUIAM B OTCYTCTBME MOJAEPATOPOB?’, a YBEJIWYEHME JO-
CTYIMHOCTU WHCTPYMEHTOB ISl OOHApYXEeHWsI KaMIIaHWM Tposuteid u
OOTOB MOMOTAeT MOBBICUTL OCBEIOMIEHHOCTE?, B pesynbrare 3T0TO,
COIJIAaCHO OJIHOMY POCCHUIICKOMY MCCJIEIOBAaHUIO, HECMOTPST Ha «MWJI-
JIMapabl TOJUIapOB», MOTpadyeHHBIX Poccueil B MOMBITKE «IIPeBPATUTh
COLIMAJIBHBIE CETU B CBOE IMOCIYIITHOE OPYXKUE», «CETEBOE COOOILIECTBO
BbIpaboTano UMMyHUTET. Tenepb oTpuliaTebHbIN 3((HEKT OT MOIbI-
Tok Kpemiisi MaHUITyJIMpOBaTb MHEHHWEM CETEBOro 0OIleCTBa TaKOB,
4TO (PAaKTUYECKU CBOIUT HA HET 3T yCUIMs»>.

Oco3HaHue NeCTPYKTUBHOTO MOTEHILIMaIa BpaxkaeOHbIX MH(pOpMa-
LIMOHHBIX KaMMaHWI BO3pacTaeT Takke B 00JaCTsIX, KOTOpble abco-
JIIOTHO HE CBSI3aHbI C TOCYIapCTBEHHBIMU UJIM HETroCydapCTBEHHBIMU
MpOTUBHUKAMMU, TakuMu Kak Poccus unu UTHUJI. B Hayke oTMedaeTcs
(heHOMEH pacrpoCTpaHEHUSI UCTOYHUKOB, KOTOPbIH MOIPHIBAET A0BE-
pUe K aBTOPUTETHBIM U3IaHUsAM. [TpobieMa 3aKiIouaeTcss B «XUIIHU-
YeCcKMX XypHajlaX», KOTOpble pa30aBJiSIlOT MPaBUJIbHO pELIEH3Upye-
MBbl€ HAayYHbI€ CTAaTbU HEIMPOBEPEHHBIM MaTEPUAJIOM, YTO IPUBOIUT
K TOMY, YTO YUTATeJIM «HE B COCTOSIHUM OTJIMYUTBH 3acyKUBarollve
JIOBEpUsI MCCIeI0BaHMS OT JKeHayKu»>". A B BelMKoOpUTaHUM CIIOPEI
0 MOBOAY MECTHBIX BHIOOPOB B JIOHIOHCKOM paiioHe Tower Hamlets
MPUBJICKIN IIMPOKOE BHUMAHME K YSI3BUMOCTU JIMOEpAIbHBIX MOJIU-
TUYECKUX TPOLECCOB K MOAPLIBHBIM MH(MOPMAIIMOHHBIM KaMIlaHU-
sIM. OTOT MHLIMACHT MPOAEMOHCTPUPOBAJI, KaK CrelUuaIu3upoBaHHasI
rpyIina Jull clioco0Ha 3aXBaTUTh MOJUTUYECKYIO BJIACThb C MOMOIUIbIO
COBMECTHBIX YCWUJIWI, HAIpaBJICHHBIX HAa TOYKHW BOCIPUHUMYMBOCTH
KOHKPETHOTO COOOIIIeCTBa, C IMTOMOIIbBIO 3alyrMBaHus, Ae3uHdopMa-

Y TnaBHBIM IPUMEPOM SIBJISIETCA MOMyNsApHasd MHdorpadyka, Ha KOTOPOi n306pa-
xeHbl «[IsTh 3TAnmoB cropa ¢ POCCUICKUM HALMOHAIMCTOM», JOCTYITHO IO aapecy:
http://i.imgur.com/ka4Gmd0.jpg

2L awrence Alexander, <A Response to the KremlinBot Skeptics», Global Voices, 24
April 2015, http://globalvoicesonline.org/2015/04/24/a-response-to-the-kremlin-bot-
skeptics/print/

2 «Bnagumup Tonbiies: «B MHGOpPMALMOHHOI BOifHE HAL0 «MATH Ha TPO3Y»»»,
Russkiy Monitor, 29 January 2015, http://rusmonitor.com/vladimir-golyshev-v-
informacionnojj-vojjne-nado-idti-na-grozu.html

% Robert E Bartholomew, «Science for sale: the rise of predatory journals», Journal
of the Royal Society of Medicine: 2014, Vol. 107(10), pp. 384—5.
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1IMY, UCIIOJb30BaHMS KYJBTYPHBIX M PEJUTMO3HBIX YSI3BUMOCTEH, U
paboThl ¢ HEJOBOJbHBIMU — MCIIOJIb3YS CYLIECTBYIOIIEE WM UCKYC-
CTBEHHOE YYBCTBO OOUbI WJIM OTCTPAaHEHHOCTH ..

B xonne 2014 roma 3amamneie CMMU nipogomkanyu 1o00poCcoOBECTHO
MMOBTOPSITh POCCUICKYIO Ae3MH(POPMALMIO KaK (aKT, HO B pEHOPTaKU
Hayajgo IMpOCauuBaTbCs OCO3HAHMUE TOrO, YTO OHM CTAJIM XEepPTBaMU
COIVIaCOBaHHOM TOApPBIBHON KammnaHuM. B TpaguuumoHHbix CMU (B
TOM 4YHCJie UX OHJAHH-BEPCHSIX) 3TO MPOSBWIOCH B 3aKPBITUM WJIU
MOIECPUPOBAHUM paHee OTKPHITHIX (POPYMOB M OTKa3 OT ITOJIh30Ba-
TeJIbckoro KoHreHTta. Ilog yrpo3oii CKOOpAMHUPOBAaHHBIX ACHCTBUIA
TpoJIJIel Takxke ObLIM yoajdeHbl CChIIKM Ha couualibHble Meaua. Kak
5TO HU TMapagoKCallbHO, OJHMM M3 TEPBBIX KPYITHBIX HOBOCTHBIX
areHTCTB, MPEeANPUHSIBIIMX 3T 1uaru, ovl1 The Guardian B Benuko-
OpuTaHMM — paHee OIUIOT JUOepalbHOro 3KCTpeMM3Ma M CBOOOIbI
BBIpaXXCHUS MHEHUI, BIUIOTH AO TOTO, YTO B pas3rap COOBITUI, CBSI-
3aHHBIX cO CHOYIEHOM, €ro pPelakTOpbl CUMTAIU CeOsI CaMOIPOBO3-
IJIAlIeHHBIMA apOMTpaMy 1 caMM pelllajiv, OTBevasia Ju IyOoImKaImst
MOXMIIEHHON CEKPETHOM MH(GOPMALIMY HALMOHAIBHLIM MHTEpecam>2,

Ho npusnanue otnenbHbiIMU CMMU, 4TO UX OOBEKTUBHOCTD U He-
3aBUCUMOCTD OBLIM TOAOPBAHBI POCCUACKMMU KaMITAHUSIMU JI€3UH-
(dbopMalMu U TPOJUTMHTa>, B 11eJIOM He TPUBEJIO K CKOOPAMHUPOBAH-
HOM peakuuu. B yacTHOCTH, HEOOXOAMMOCTbH «COajJaHCUPOBAHHOI
nogayu MHGpoOpMaLMU» MO-MPeXHEMY MpPeaCTaBIseT coOoil Kioye-
Bylo IipoOjiemy. B pesynbraTe 3T0TO TpeOOBaHMUS, AaXKe CTaThs yBa-
JKaeMoro JUILIOMAaTHUYECKOIo KOPPECIOHAEeHTa, OObsCHSIOAs pu-
pony «TMOpUIHOK BOWHBI» (LLIMPOKO MPUHSTHIM Ha 3arane TepMUH,
KOTOpBIM 0003HAYyalT HNPUPOLY POCCUMCKMX KaMNaHUN B YKpauHe
U 3a e€ mpeaenamu), BKIIOYaeT B cebsl 1ecTh naparpadoB ¢ poccuii-
CKHMU OIIPOBEPXKECHUSIMH, YTBEPKIAFOIIMMHM, YTO BCSA 3Ta KOHIICTILIHS
cabpukoBaHa 3anagom 1 auckpeaurauuu Poccun,

3« Jydgment In The High Court Of Justice, Queen’s Bench Division, In The Matter
Of The Representation Of The People Act 1983 And In The Matter Of A Mayoral Elec-
tion For The London Borough Of Tower Hamlets Held On 22 May 2014”, nocTyrmHo
no azapecy: http://news.bbe.co.uk/1/shared/bsp/hi/pdfs/judgment.pdf

2Keup Tunc, «JleruTumMusanus OHJIAMH-CIEXKA U MOHUTOPUHIA», MaTepUasbl
BocbMoro MexayHapoaHoro dopyma «[lapTHepcTBo rocymapcrsa, OuM3Heca M Trpax-
JTAHCKOTO O0IIIecTBa MPpKU 00eCIeYeHU MeXIyHapOaHOUW MH(MOPMAIMOHHOM Ge3omac-
Hoctu», [apmuni-ITapenkupxeH, I'epmanus, Anpens 2014

3Chris Elliot, «The readers’ editor on... pro-Russia trolling below the line on
Ukraine stories», The Guardian (May 4, 2014), http://www. theguardian.com/
commentisfree/2014/may/04/pro-russia-trolls-ukraine-guardian-online

34 Bridget Kendall, «Hybrid warfare: The new conflict between East and West», BBC
News, 6 November 2014, http://www.bbc.co.uk/news/world-europe-29903395
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HauuoHanbHble MeXXAyHapOIHbIe BelllaTeIbHbIe KOMIIAHUM Ha 3a-
naje CTOJKHYJIMUCH ¢ apyroil mpobsemoii. Deutsche Welle, Bcemup-
Hoii ciayxxbe BBC, Paguo CsobOomHas EBpoma m gpyrum OBLIO MO-
pPYYEHO BBINTM Ha POCCUICKYIO ayAMTOPUIO IJIsI MPOTHMBOIACHCTBMS
aJIbTepHATUBHOM peaJbHOCTH, CYIIECTBYIOLIECH B POCCUICKOM Meaua-
IIPOCTPAHCTBE, C OCOOBIM YITOPOM Ha POCCUIICKHE OOEBBIE OIepaIui
B YkpauHe. JIJIs 3amagHbIX BOSHHBIX MEIMACO3HAHME SIBJISIETCS He-
OTbHEMJIEMOI YacThblO OINEPaTMBHOIO IUIAHMPOBAaHUS. DTO CBSI3aHO C
Npu3HaAaHUEM TOro, 4To pacmpoctpaHeHne CMMWM u cpeactB MTHO-
BEHHOMI CBSI3M <«ITO3BOJISIET IpaxkliaHaM TIIATEJIbHO M3y4yaThb TO, Kak
BOOPYKEHHbBIE CUJIBI MUX CTpaHbl BEAYT BOMHBI ... [UTO MPUBOAUT K]
BO3MOXHOCTH HEITOCPEACTBEHHOTO BIWSHMS OOIIECTBEHHOTO MHE-
HUA HA TPUHATHE MOJUTHYECKUX peineHui»>>. Ho B 2015 romy sto
SIBJIIETCSI aCUMMETPUYHOM YSI3BUMOCTBIO, TaK KaK 3TO MPUMEHUMO K
3araaHbIM JUOEpaIbHBIM IeMOKpaTusM co cBoboaHsiMu CMM, Ho,
KakK yOeauTeIbHO MPOAEMOHCTPUPOBAIM COOBITUSI BOKPYT YKpauWHHI,
He K Poccun.

Bwmecto atoro, Poccus npeanpuHsia psaa 3bGeKTUBHBIX Mep, UTO-
OBl OrpaauTh Ce0s1 OT TAKOTO KOHTPOJISI CO CTOPOHBI COOCTBEHHOI'O Ha-
ceJleHrsl. OTU Mepbl BKJIIOYAIOT B ce0sl CIOCOOBI U3OISILIUM POCCUSIH
OT BHEITHNX UCTOYHNKOB MHMOPMAIINN — YCTAHABIMBAIOTCS KaK SIB-
HbI€, TaK U CKPBIThIC 3JIEMEHThI CUCTEMBI, KoTopyto danuais Lleapd,
PYKOBOJIMTEIb MOCKOBCKOTO 010po I'oioca AMEpUKHM, OMUCHIBAET, Kak
HOBBIi1 «Kese3Hblit 3aHaBec 111 CMM»*. D10 MpuBOAUT K TOMY, 4TO
Ha BHYTpeHHEM MHGOPMALIMOHHOM TPOCTPAHCTBE MOJHOCTBIO TOMU-
HUpPYIOT rocynapctBeHHble CMMW, 1 3a710ro 10 cOObITUI Ha YKpanuHe
OCYLIECTBJISIIOCH LIEHTPAIN30BaHHOE YIpaBJIeHUe MOBECTKON IHS® .
PesynbTaToM sBiseTCS Hey3HaBaeMas POCCHUIiCKasl ajlbTepHaTUBHAS
peabHOCTBL®, B KoTopoit «poccuiickue CMU 3a peiKUM UCKITIOUEHU-
€M OTKa3aJIMCh, MHOTIA Yepe3 MPUHYXAeHUEe, HO B OCHOBHOM JI00pO-
BOJILHO U J1aXk€ OXOTHO, OT (OYyHKLUMHU MHGMOPMUPOBAHUS OOIIECTBEH-
HOCTU U TpeBpaTUIUCh B coziareieidi MaTpulbl — UCKYCCTBEHHOM
peaqbHOCTH, TIAe MHUMBIE TepOU M 3JI0AEW M30 BCEX CHJI CPaKaroTCs

3Sanu Kainikara, «Air Power in the Information Age: The Deciding Factor», Air
Power Development Centre [Australia], February 2015, p. 3.

3113 pasroBopa ¢ aBropoM, ABryct 2015.

37Stephen Castle, <A Russian TV Insider Describes a Modern Propaganda Machine»,
New York Times, 13 February 2015, http://nyti.ms/1zcDqDq

¥ Gary Shteyngart, «Out of My Mouth Comes Unimpeachable Manly Truth», New
York Times, 18 February 2015, http://www.nytimes.com/2015/02/22/magazine/out-of-
my-mouth-comes-unimpeachable-manly-truth.html?emc=etal& r=0
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B poccuiickoM Apmarepnone»>. Ocratku cBo6onusix CMU B Poccun
B 3HAUUTEJIbHOM CTENEHU MOABEPIJIUCh MaprMHAIU3ALMU, UM UX 3a-
crapmn nogunHATbeAY. Kak cieacTue, MpaBUTEIbCTBA OKA3bIBAIOT
JaBjJieHHe Ha CBOM rOCyJapCTBEHHbIE BelllaTeIbHble KOMIIAHUU, YTO-
OBbI TE€ «4TO-TO CAEJIAIV» IS BHIITOJIHEHMST CBOEH 3amadM 10 JOHece-
HUIO BHEIIHEN PEaIbHOCTU 0 POCCUMCKOM ayaIUuTOPUU.

ITpy 3TOM OHM CTaJIKMBAIOTCSI C HOBBIMM TTpoOsiemamu. Bo Bpems
XOJIOMHOM BOMHBI, KOTJA 3TU BelllaTeJId BHIMOJHSIN MOA00HBIE (hyHK-
LIMM, OCHOBHBIM METOJOM Iepeladyud ObUIM KOPOTKME PaarOBOJIHBI.
Ho ceroans, naxe eciau Obl y NOTEHLIMAJIBHBIX CyILIaTesIei elle ObUIn
MPUEMHUKU KOPOTKUX BOJH, CTOUMOCTb U CJIOKHOCTb BOCCTAHOBJIE-
HUS BO3MOXHOCTHU TaKOTO BElLAHUS clesano Obl er0 HEBO3MOXKHbBIM.
Mexny TeM, TULIEH3UU Ha PETPAHCIISIIIMIO, KOTOPbIE ObLIY BBITYILIEHbI
B Poccuu B Gosiee paHHUIA Mepuos CBOOOAHOIO COTPYAHMYECTBA CO
CMMU u KoTophle TTO3BOJISUIM BECTHM MHOCTPAHHOE BelllaHWE B KPYII-
HbIX ropojgax B FM-auanazoHe, ObUIM OTMEHEHBI WU HE OOHOBJICHBI.
B 2015 romy MbICab, 4TO 3apyOeXHbIM BelIATEbHBIM KOMIAHUSIM
OyzmeT paspelleH TakKoil XXe JOCTYNl Ha POCCUMCKUI Meaua-pbiHOK,
Kakoii ectb y Russia Today Ha 3amagHblif, KaxXeTcs HeBepOSTHOW*':
B YaCTHOCTH, IIOTOMY, YTO JOKTpMHaA Poccuu paccmaTpuBaeT ia1000it
TaKOM JOCTYI, KOTOPBHIA OaéT BEpPCHUIO COOBITUIA, aJbTepHATUBHYIO
o(pULIMATBHOI TrOCYIapPCTBEHHOMN, KaK OMJHO3HAYHO BPaXAeOHBIIH*.

IIporHo3

B 2015 romy oTHoleHue 3anana K MHMOPMALIMOHHBIM KaMIIaHUSIM,
obecrneuynBIIMM Oynyline akTUBHBIE AeiicTBus Poccuu B BocrouHoit
EBpore, omnpeaeysuioch TpeBOroid O MOTEHUUATbHBIX MOCIEACTBUSIX
nHpopMalMOHHON u3ossuun camoit Poccuu. [dnsg Gosblueid yactu
POCCHUIICKOro HaceJleHus, Jaxe TeX, KTO MPOsIBIseT OCO3HAHHBINM MH-
Tepec K BHELIHUM COOBITUSIM, JOCTYI K BHELIHEH peajbHOCTU CTaHO-
BUTCS Bce Oosee cioxHol 3amadueit. Takue mopTanbl, Kak MHOCMU,

PVasily Gatov, «How the Kremlin and the Media Ended Up in Bed Together»,
The Moscow Times, 11 March 2015, http://www.themoscowtimes.com/opinion/article/
how-the-kremlin-and-the-media-ended-up-in-bed-together/517323.html

40 Andrei Malgin, «Russia’s State Media Get Away With Murder,» The Moscow
Times, 4 November 2014, http://www.themoscowtimes.com/opinion/article/russia-
s-state-media-get-away-with-murder/510619.html. See also «Russian media firms:
Interesting news», The Economist, 8 November 2014, http://www.economist.com/
node/21631057 /print

4 Keir Giles, «The information war: how Moscow controls access to Western media»,
The World Today, August-September 2015, p. 19.

“Vyacheslav Nechayev, «CIIIA BBoAsST MHPOpPMAIIMOHHBIE BOICKA B pOCCHIiCKME
couuanbHble ceth», lzvestiya, 14 April 2015, http://izvestia.ru/news/585366
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CO3[1aI0T BUIMMOCTh OKHAa BO BHEILIHUI MUpP, HO Ha CaAaMOM JieJie BbI-
0OpOYHO MepeBOAsAT U NcKaxaloT coobuenuss CMMU g Toro, 4ToOb!
noaaepxarb o(OULMATIBbHYIO POCCUNCKYIO BEPCUIO COOBITUI, U3MEHSISI
U €O3[aBasi MUPOBO33pPEHUE, KOTOPOE HEOTIMUMMO OT opurnHaia®.

Cyl1iecTBOBaHUE 3TOT0 (PyHIAMEHTAIBHOTO HECOOTBETCTBUS MEXK-
ny BocrpustTueM B Poccuu 1 pealbHOCTBIO 3a €€ IIpelaesiaMU IIPUBO-
AT K CYILIECTBEHHBIM OnacHOCTIM. Cpely HUX YKpeIIeHUe BOCIPU-
SITUSI, YTO He3aBUCUMBIe rocynapctba ObiBiiero Coserckoro Coro3a,
B TOM uucjie YKpauHa WU CTpaHbl bajlThu, B CyIIHOCTH, MpUHAIJIE-
KaT Poccuu: Kak TOBOpUTCS B KOMMeHTapuu mnpe3uaeHTta [lytuHa, B
1991 rony «Poccust 10OpOBOJIBHO — ST TIOAYEPKUBAID — JOOPOBOJBHO
U CO3HaTeJIbHO ciejajga OecrpelieeHTHbIe MCTOPUUYECKHME YCTYIIKH,
OTIaB CBOIO COOCTBEHHYIO TEPPUTOPHIO»*,

B HekoTOphIX YacTsIX POCCHUMCKOro OOIecTBa 3TU YCTpeMJIEHUS
Poccuu mo BOCCTAaHOBJIEHMIO MMIIEPCKOTO TOCIOACTBAa Hall CBOUMU
MPUJIETaloIUMU TEPPUTOPUSIMHU BCeTAA MOJb30BAIUCH LIIMPOKOM MO -
nepxkoii — I'eHepalbHbIN poKypop KpriMa, HeIHe 3HameHuTas Ha-
Tajbs [1okIoHCKas, B CBOEM MHTEPBHIO BO BpeMsl aHHEKCHUU 3asiBUJIA
0 CBOEM KeJaHUM «HayaTb 3aHOBO B BEJMKOM TOCYAApCTBE, BEJIU-
KOi1 JepxkaBe, umnepuu, Kakoii ssiaserca Poccusi»®. Ho HblHelnHMe
“HGOPMalLlMOHHBIE KaMITAHUM CO3JAl0T OJIAarONMPUSATHYIO MOYBY JIsI
BO3HMKHOBEHUSI PUTOPUKM KOH(POHTAIMU, KOTOpas oOlacHa cama
no cebe. MHTeHCHMBHAs MWIMTApU3alds — O KOTOPOM MHOIIA HEMo-
CPEACTBEHHO TOBOPST KaK O MOOMJIM3allMM — WM3BHE BBINJISIAMT Kak
MPOHU3bIBAIOLIAST POCCUICKOE OOIIECTBO, OeCIpecTaHHO MoIorpeBae-
Masl MAYyIIel CBEPXYy PUTOPUKON BOUHBI, TPOTUBOCTOSIHUSI U YTPO3HI,
CO CIUIOLIHBIM OXBaTOM BOEHHBLIX Iepenad Ha TejeBUIeHuH. [ocy-
JIapCTBEHHAasl MHTEPNpPeTalusl BOMHbI «MaHUITYJIUPYET HaceJeHUeM U
HACTpaMBaeT €ro CO3HAHME HAa BOCHHBLIN JIag» — HE TOJBKO MCIONb-
3ys TPAAULIMOHHBIN CIOXET POCCUMCKOMN XKEPTBEHHOCTU Ha IPOTSIKE-
HUY BEKOB, HO W BbI3bIBasl «4yBCTBO repoM3mMa, 4To ceiluac omacHoe
BpeMs»*®. K BsleMy HemoyMeHUIo 3amana, pyKoBoacTBo Poccuu 3a-

$Rolf Fredheim, «Filtering Foreign Media Content» How Russian News Agencies
Repurpose Western News Reporting», Journal of Soviet and Post-Soviet Politics and
Society, Vol. 1, No. 1 (2015), pp. 37—83.

4 Ksenia Kirillova, «I[lyrua dakTuuecku Ha3Balx YKpauHy Tepputopueit Poccum»,
Novyy Region 2, 28 April 2015, http://nr2.com.ua/blogs/Ksenija_Kirillova/Putin-
fakticheski-nazval-Ukrainu-territoriey-Rossii-95566.html

4SMIHTepBEI0 POCCUITCKOMY TEIEBUACHUIO TOCTYIHO 10 afpecy: https://www.you-
tube.com/watch?v=XX4JCQViRKg (at 2°40”).

4 Bpictymuenue nocia Dcronun B Poccun IOpu Jlyiika Ha KoHbepeHmu Lennart
Meri, TamnunH, 24 Anpens 2015
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SBJISIET, YTO «aMEpHUKaHIIbl TbITaloTCs BTSIHYTh Poccuiickyio Dene-
palMIo B MEXIOCYIapCTBEHHbIA BOEHHBI KOHMIUKT, MPOU3BECTU
CMEHY BJIACTHU IIOJ MIpPEII0rOM COOBITHII B YKpaumHe, U, B KOHEUHOM
cueTe, PaCWIEHUTh HAllly CTpaHy»? .

Haubonee onacHbIM, Kak MOKa3biBae€T aHAJIU3 POCCUKCKOTO BUJIE-
HUS O€30IaCHOCTH, SIBJISIETCS HE TOJIbKO 3Ta aCUMMETPUS BOCIPHUSI-
TUSI YIPO3bI, HO U TOJHOE pacXxoxiaeHue ¢ 3araioM B IUIaHe MOHU-
MaHMsl TOro, Kak W Koraa sl 00pbObl ¢ 3TUMHU yIrpo3aMU AOJKHA
OBITh MCMOJIb30BaHA BOoeHHas cwia. OCOOEHHO OIacHbIM MPUMEPOM
SIBJISIETCS] HOBBIM aKIIEHT B 3asBJAeHUsAX npe3uaeHTa [TyTrHa u apyrux
JOJDKHOCTHBIX JIML] O BO3MOXKHOCTH TIPMMEHEHUS SIE€PHOTO OpyXKus*s,
B nononHeHue K ocoboil posu, KOTOPYIO SIIEPHOE OpPYXKUE UIpaeT
B POCCUIICKO} HALlMOHAILHON MAEHTUYHOCTUY | MpeacTaBisgeTcs, 4To
B HACTOSILEE BPEMS MCIOJb30BAHUE CTPATETMYECKUX U TAKTUYECKUX
SIIEPHBIX BOOPYXXEHUI MOAAETCS ISl POCCUNACKOTO BHYTPEHHETO I10-
TpebJIeHUS KaK «PeajbHas BO3MOXHOCTb» . DTO MPUBOAUT K OIAC-
HOMY HEMBICJIMMOMY PACXOXIEHUIO'! — Ha 3amae, KOTOpbIil OTOLIEN
OT KOHILICIILIMU BPEMEH XOJIOMHOM BOWHBI O SIIEPHOM YIrpo3€ MEXIY
KPYIHBIMU JgpKaBaMU, 3TU COOOIIEHUSI TTIPUHUMAIOTCSI, HO OCTAlOTCS
HernoHATbiMU. HeT Gosee xopoliieit MoTuBauMu s 3anagHeix CMU,
OOI11IECTB U MPABUTEJIBCTB, YUTOOBI MPUIOXUTh MAKCUMYM YCUJIMI JUIST
MOHMMAaHUS W aJanTallMyd K HOBBIM YCJIOBUSIM MH(MOPMALlMOHHOTO
MpPOTUBOOOPCTBA.

“"Wurepsbio ¢ CekperapeM CoBera 6e3zomacHoct Poccuiickoit ®emepanuu
H.[1.IMarpywessiM, Poccuiickas razera, 11 ®@espans 2015.

“Tom Nichols, «If Putin goes nuclear», The War Room, 1 September 2014, http://
tomnichols.net/blog/2014,/09/01/if-putin-goes-nuclear/

“Tom Parfitt, «Ukraine Crisis: Putin’s Nuclear Threats are a Struggle for Pride
and Status», Daily Telegraph, 29 August 2014, http://www.telegraph.co.uk/news/world-
news/europe/russia/11064978/Ukraine-crisis-Putins-nuclear-threats-are-a- struggle-
for-pride-and-status.html. Bonee mompo6Hoe uccrenoanue: Keir Giles and Andrew
Monaghan, «European Missile Defense and Russia», U.S. Army War College Strategic
Studies Institute, July 2014, http://www.strategicstudiesinstitute.army.mil/pubs/display.
cfm?pubID=1219.

9Stephen Ennis, «Russian media learn to love the bomb», BBC News, 23 February
2015, http://www.bbc.co.uk/news/world-europe-31557254.

3! Alexander Golts, «Russia’s Nuclear Euphoria Ignores Reality», Moscow Times, 6
October 2014, http://www.themoscowtimes.com/advertorials/ opinion/Russia-s-Nucle-
ar-Euphoria-Ignores-Reality/
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Keir Giles
Conflict Studies Research Centre (UK)

The West Wakes Up To Information Confrontation

Introduction

This author’s previous contributions to this and other conference
series have frequently filled an intermediary role: explaining the Rus-
sian view of information security to Western audiences, or conversely,
explaining to a Russian audience how that view is interpreted abroad'.
One consistent element of this has been discussion and explanation of
the manner in which Russian information security policy expresses a
holistic approach to countering information threats, in particular rec-
ognising the problem of harmful content as well as the strict «cyber»
issue of harmful code.

Until very recently, western theorists and policymakers on cyber
issues were by contrast broadly unreceptive to the notion of harmful
content. The notion of free expression of opinion or viewpoint consti-
tuting a danger was seen as something wild and exotic, and rejected a
priori, while freedom of expression and free movement of information
across borders was held as sacrosanct. This basic assumption has now
changed beyond recognition, in the face of two distinct challenges to
Western societies: Russian infowar activities centred around the con-
flict in Ukraine; and Islamic State (hereafter ISIS) with its own spe-
cific aims.

In Western exploration of these two problem sets, they are found to
show similarities but also to be essentially distinct: in fact considerable
debate has been devoted to which of the two is the more immediate
threat to the West, Russia or ISIS% In both cases, a key element of the
challenge is «a multi-tiered online media operation in which a num-
ber of production units... produce content consistent with the core...

' As with Keir Giles, «Hall of Mirrors — Foreign Perception of Russian Information
Security Concerns», Proceedings, Seventh International Forum «Partnership of State
Authorities, Civil Society and the Business Community in Ensuring International Infor-
mation Security», Garmisch-Partenkirchen, Germany, April 2013, pp. 238—245.

2«NATO and New Ways of Warfare: Defeating Hybrid Threats», NDC Confer-
ence Report, NATO Defense College No. 03/15, NATO Defense College, Rome, May
2015.
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message». The result of both is that for the first time in generations the
West has been forced to consider the application of the liberal principles
of freedom of expression in a practical applied context — not on the basis
of idealism, but dealing with a problem which is real and immediate.

Specifically in cyber terms, the Ukraine conflict in particular has
the potential to bring about a transformative effect on cyber doctrine.
Unlike Russia, the siloed Western approach to cyber has typically fo-
cused on technical responses to technical threats, largely disregarding
the interface with information warfare in the broad sense. This ap-
proach is entirely apt for persistent or background threats, but probably
insufficient for when a crisis emerges, since at that point there will be
no such thing as “pure cyber” confrontation. In other words, the West
may have been well prepared for cyber war, but events in Ukraine show
that it also needs to be prepared for information war when cyber opera-
tions are used as a facilitator.

The exceptions to this rule were previously found in specialised ar-
eas of information warfare science: those strictly limited to military op-
erations (although even here, the wide range of caveats and disclaim-
ers applied by individual countries to NATO doctrine indicates the
controversial nature of the issue)*; and, more recently, study of use of
social media for influence purposes, up to and including regime change
(although even during the Arab Spring, in the West this received at-
tention only from a narrow circle of specialists).” But recent events
have provoked a much broader shift in the conceptual framework of
information threat by Western media, leadership and society in a sub-
stantially new information threat environment, embodying recognition
that hostile information in the form of content, as well as code, brings
with it problems and challenges. The irony is that this is in effect a
move toward the Russian view of information security.

Vulnerabilities

Both Russian and ISIS information campaigns astutely target inher-
ent weaknesses in Western liberal democratic societies, and exploit a
range of self-inflicted vulnerabilities which are fundamental to those
societies’ views of themselves and their values.

3«Violent Islamist Extremism, The Internet, and the Homegrown Terrorist Threat»,
United States Senate Committee on Homeland Security and Governmental Affairs, 8
May 2008, http://www.hsgac.senate.gov//imo/media/doc/IslamistReport.pdf

4Referenced in NATO publication AJP-3.10, «Allied Joint Doctrine For Informa-
tion Operations».

3 As, for example, Scott Railton, «Revolutionary Risk-Cyber Technology and Threats
in the 2011 Libyan Revolution», US Naval War College, 2013.
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These include:
o Dogmatic dedication to freedom of expression as an absolute;
« Powerful liberal media, with their own sometimes peculiar notions
of what serves national security interests;
« Within those media, a preference for balance over objectivity;
« The trend for user-generated content over the last 15 years, includ-
ing now ubiquitous platforms for readers and listeners to add their own
comments to media reportage;
« Political leaders receiving largely the same information flows as
their electorate, and being sensitive to them in the same ways.

Each of these provides a distinctive vector for those who wish to
manipulate information in order to achieve a social or political ef-
fect. And in each case, the role of social media acts as both an access
channel and an operating environment. Both actors capitalise on the
belated recognition that “digital media are becoming the main — and
for a growing number of young people, the only — channel for political
information and communication. They are the primary space for polit-
ical activities, where citizens receive political information, shape their
political views and beliefs, and have the opportunity to influence the
processes related to functioning of power”® — and that consequently,
«new social media have become the most effective tool for influencing
the minds of huge communities, even whole nations»’.

In the Russian case, cyber activities in the broad sense are critical
to offensive disinformation campaigns, whether establishing sources
for disinformation by setting up false media outlets online®, or using
social media to address targets of opportunity for subversion and de-
stabilisation efforts apparently unrelated to events in Ukraine’. These
activities are augmented by the ubiquitous activities of trolls and bots,
which exploit specific features of the relationship between traditional
and social media in order to both plant, disseminate and lend cred-
ibility to disinformation'®. They combine for effect with a broad range
of other measures such as Russian propaganda outlets being coy about

®Velichka Milina, «Security in a Communications Society: Opportunities and Chal-
lenges», Connections, Spring 2012, Volume XI, Number 2, p. 55.

7 Ibid.

8 Dalibor Rohac, «Cranks, Trolls, and Useful Idiots: Russia’s information warriors
set their sights on Central Europe», Foreign Policy, 12 March 2015, https://foreign-
policy.com/2015/03/12/cranks-trolls-and-useful-idiots-poland-czech-republic-slovakia-
russia-ukraine/

°Doug Bernard, «America’s Adversaries Use Baltimore Unrest to Spread Anti-US Mes-
sage», VOA News, 30 April 2015, http://www.voanews.com/articleprintview/2743166.html

0Polina Tikhonova, «Russia Hacking Your News», ValueWalk, 14 March 2015,
http://www.valuewalk.com/2015/03/russia-hacking-your-news/
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their affiliation in order to seduce viewers in the United States and
elsewhere!!, links with far-right political parties to garner direct political
influence'?, and old-school subversive measures such as «<NGO diplo-
macy, or establishing and assisting pro-Russian youth groups, minority
and separatist organisations, and think tanks abroad»'®. The result is
that externally, the multiplicity of deceptive narratives put forward by
Russian information campaigns finds fertile ground among populations
which are not well informed on the realities of history, geography, and
the issues at stake in Ukraine.

These populations, and in particular their free media, proved en-
tirely unprepared in early 2014 for resisting a coordinated information
warfare onslaught'. Western societies put faith in their own indepen-
dent media to arrive at and report the truth thanks to their relative
freedom of action. But Western liberal media training proved initially
to be no match for the unity of message emanating from Russia. In
fact, the opposite was true: the emphasis on balance in many West-
ern media ensured that adversarial narratives, no matter how patently
fraudulent, were repeated to European and American audiences by
their own media. Whether the issue was ISIS overstating its power and
reach, or the wide range of narratives supporting Russian public diplo-
macy, this balance imperative resulted in news editors rigidly following
the dictum that there must be two sides to every story — even when
in reality, there is only one!”. Consequently, even when presented with
known disinformation, Western news editors had little choice but to
report it — hence lending that version weight and authority.

Here, too, the internet and social media played their own distinc-
tive role. In the Russian case, the Kremlin troll army interacting di-
rectly with readerships in a range of fora including online discussion
boards, Twitter and more, acted as a force multiplier for driving home

1Jill Dougherty, «Russian TV’s American Face», Huffington Post, 4 November
2014.

12 ««YepHblil MHTepHaUMOHAT». Kak MocKBa KOPMUT INpaBble MapTUU IO BCEMY
mupy», The Insider, 27 November 2014, http://theins.ru/politika/2113. See also Andrew
Higgins, «Waving Cash, Putin Sows E.U. Divisions in an Effort to Break Sanctions»,
New York Times, 6 April 2015, http://nyti.ms/lac50sT

13Sinikukka Saari, «Russia’s public diplomacy: soft tools with a hard edge», Border
Crossing (Diplomat Magazine), April 2015.

“Nick Cohen, «Russia Today: why western cynics lap up Putin’s TV poison», The
Observer, 8§ November 2014, http://www.theguardian.com/commentisfree/2014/nov/08/
russia-today-western-cynics-lap-up-putins-tv-poison

15 As explored in a Norwegian context by Kjell Dragnes in «Journalister i propagan-
daens tid», Aftenposten, 23 March 2015, http://www.aftenposten.no/meninger/Journal-
ister-i-propagandaens-tid-7954103.html
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the Russian message — especially by diverting or suppressing any de-
bate which pointed out the inconsistencies or implausibilities of the
Russian version of events. The resulting scale, intensity, volume and
consistency of the Russian arguments online, with a consistent version
of events being repeated by all levels of the Russian media machine
from the President to the lowliest foot soldier in the Kremlin troll
army, continues to exacerbate the Western media problem of favour-
ing balance over objectivity, and can result in reporting being further
skewed by taking into account the entirely false, but ubiquitous, Rus-
sian alternate narrative.

Thus Western media in particular proved themselves entirely un-
prepared to resist a coordinated and well-resourced information cam-
paign. This led at first to striking success in penetration of narratives,
which contributed powerfully to Russia’s ability to prosecute opera-
tions against Ukraine in the early stages of the conflict with little co-
ordinated opposition from the West. The fact that for almost a year
the EU found itself unable to refer publicly to the presence of Russian
troops in Ukraine'® denotes a broader inability to challenge the Russian
version of events — without which a meaningful response is impossible.
Early media coverage of the conflict made it «apparent, in short, that
some interlocutors had swallowed whole some of the cruder falsifica-
tions of Russian propaganda»'’.

By comparison with the pre-internet era, the effective seeding of
these falsifications is vastly simpler. Noisy and unsubtle exploits like
hacking the Twitter feed of a major news agency to plant disinforma-
tion'® have taken place, but even these are entirely unnecessary when
stories can be introduced into media by other, seemingly natural and
legitimate, means. Major commercial news media outlets in Western
nations have made substantial cuts in reporting staff as advertising rev-
enue has bled away to other media, and few of the numerous amateur
blogs and forums which have sprung up have the capacity for serious
source validation on their own. Consequently, sock puppet websites
which appear to provide or aggregate news can achieve substantial
reach and penetration. Once the disinformation placed there has been

16 Andrew Rettman, «EU breaks taboo on ’Russian forces in Ukraine’», EU Observer,
16 February 2015, https://euobserver.com/foreign/127667

17John Besemeres, «Russian disinformation and Western misconceptions», Inside
Story, 23 September 2014, http://insidestory.org.au/russian-disinformation-and-west-
ern-misconceptions

18 AP Twitter hack causes panic on Wall Street and sends Dow plunging», The
Guardian, 23 April 2013, http://www.theguardian.com/business/2013/apr/23/ap-tweet-
hack-wall-street-freefall
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fed into the mainstream news stream at one or more points, and is
picked up and reported by reputable traditional media whose editors
and reporters have not grasped that it is disinformation, others will
follow: even in the new climate of awareness, major news media do
not wish to be left behind on a story which has made it to the news
agenda.

Denial

As the realisation of the nature of the Russian information campaign
began to filter through Western media and policy-making circles, this
gave way to a dangerous optimism about the effectiveness of Russian
measures, and a widespread assumption that Russian disinformation
was failing because of its lack of plausibility'®. Supposedly, Russian fab-
rications and denials were ineffective because they were so obvious that
they did not confuse senior, or intelligent, individuals in the West. This
argument was seductive: by Western criteria, a significant proportion
of Russian disinformation appears clumsy, counter-productive, obvi-
ous, and easily debunked. But assessing the campaigns by these stan-
dards carried a significant risk of misinterpreting Russian objectives.
In particular it led initially to underestimating the effects of layered
messaging, of more subtle campaigning screened and concealed by the
obvious, of continued saturation, and the pernicious effect of the «filter
bubble» on online reading habits. In particular, it failed to account for
the initial lack of visibility on disinformation and hostile propaganda
being disseminated not only in European languages, but also in Ara-
bic — and Russian — targeting minorities in European nations.

Measured by Russian criteria instead, the information campaign has
in fact made substantial achievements. This is particularly the case in
two key areas: internally, controlling the domestic media environment;
and externally influencing mass consciousness, and creating an envi-
ronment where it is hard to distinguish quality information, in order to
undermine the objectivity of Western media reporting and hence influ-
ence the information available to policymakers (a senior correspondent
for a respected British national newspaper was still saying in April
2015 that the large numbers of e-mails and comments and responses
through social media that were in support of Russian policy indicated
a real groundswell of opinion among the readership). Together, these

19 As for instance Professor Lawrence Freedman: «efforts at deception were by and
large ineffectual, as the Russian role became progressively transparent.» Lawrence Freed-
man, «Ukraine and the Art of Limited War», Survival: Global Politics and Strategy,
56:6, 7-38 (2014).
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form a combined defensive and offensive strategy working through
both domestic and external media®.

Responses — Government

in September 2011, an in-depth report issued by the UK think-tank
Chatham House identified scope for substantial improvement in stra-
tegic communications policy and implementation by Western govern-
ments, even before these governments were subjected to the current stress
test of sustained hostile information campaigning.?! And at a governmen-
tal and supranational level, the eventual shape of overall responses to the
new information warfare threat remains at the time of writing unclear.
Discussion of information warfare as a problem has been subsumed into
debate over the «news» form of warfare overall — whether described as
ambiguous, non-linear, asymmetric or hybrid. But some clear themes
have already emerged regarding the responses that Western governments
are not considering. Four distinct tactics for defence against information
warfare appear already to have been ruled out.

1. There will be no restrictions on freedom of expression, and no direc-
tion of the media.

This approach, on the rare occasions when the topic has even been
raised, appears to have been rejected immediately and categorically.
Content control, or censorship of opinion — whether that opinion
is genuinely held or paid for — is not an option for Western liberal
democracies. Leaderships in these societies continue to espouse liberal
values, and reject any copying of Russian measures for control of do-
mestic public opinion. They follow the principle established in 1946
by US diplomat George Kennan, that “the greatest danger that can
befall us in coping with this problem... is that we shall allow ourselves
to become like those with whom we are coping”?2.

2. There will be no symmetric response to hybrid campaigns. In par-
ticular, Western governments will not engage in systematic disinformation
campaigns®.

20 Matthew Armstrong, «Russia’s War on Information», War on the Rocks, December
2014, http://warontherocks.com/2014/12/russias-war-on-information/

21 Paul Cornish, Julian Lindley-French and Claire Yorke, «Strategic Communications
and National Strategy», Chatham House report, September 2011.

2Telegram, George Kennan to George Marshall, 22 February 1946, available at
https://www.trumanlibrary.org/whistlestop/study_collections/coldwar/documents/
pdf/6-6.pdf

2 «Umarlaud: Vene propaganda vastu vditlemise asemel tuleb pakkuda alternatiivi»,
Postimees, 18 February 2015, http://www.postimees.ee/3096321/umarlaud-vene-propa-
ganda-vastu-voitlemise-asemel-tuleb-pakkuda-alternatiivi
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Multiple conflicting untruths are a key element of the Russian ap-
proach to information warfare. But held to account by liberal media
and critical societies, Western leaders know that any lies will be short-
lived and counter-productive. Their only option in response is to stick
rigidly to the truth.

3. There will be no introduction of the concept of national informa-
tion space, and consequently no notion of “breaches” in that space, as
described in Russian information security doctrine.

It is still taken for granted that the internet by its very nature de-
pends on the free and unimpeded passage of information across na-
tional boundaries, and there has been no suggestion of preventing it
from doing so.

4. There are no visible moves as yet toward setting up national bodies
within government tasked with defensive strategic communications — in
other words, countering information warfare.

Some limited moves toward an integrated approach to information
warfare are visible in a military context, for example with the establish-
ment of the UK’s 77 Brigade, bringing together a number of different
units active in different domains of Information Activities (IA). But
the overall tasks of tracking and countering disinformation remain pri-
marily delegated to voluntary or non-governmental organisations like
Bellingcat?*, The Interpreter® or Stopfake?, with no evident government
or international involvement.

Responses — Public

Elsewhere, the diffused, uncoordinated and self-regulating nature
of social media has facilitated effective self-defence mechanisms. A
new alertness to the prevalence of orchestrated troll campaigns has led
to the dissemination of self-help guides for dealing with trolls in the
absence of moderation?’, and the growing availability of tools for detec-
tion of troll and bot campaigns is assisting in spreading awareness®. As
a result, according to one Russian assessment, despite the «billions of
dollars» spent by the Russian state on attempting to «turn social net-
works into its obedient weapon», «net society has developed immunity.

Zhttps://www.bellingcat.com/tag/russia/

¥ http://www.interpretermag.com/about-us/

2 http://www.stopfake.org/en/news/

27 A popular infographic depicting «The Five Stages of Arguing with a Russian Na-
tionalist» is a prime example, available at http://i.imgur.com/ka4Gmd0.jpg

8 awrence Alexander, «A Response to the KremlinBot Skeptics», Global Voices, 24
April 2015, http://globalvoicesonline.org/2015/04/24/a-response-to-the-kremlin-bot-
skeptics/print/
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Now the negative effect from the Kremlin’s efforts to manipulate the
opinion of net society is such that it de facto negates these efforts»®.

Awareness of the destructive potential of hostile information cam-
paigns is also growing in fields which are entirely unrelated to state
or non-state adversaries such as Russia or ISIS. The phenomenon of
source proliferation sowing doubt in authoritative sources has been
noted in science, with the problem of “predatory journals” diluting
properly peer-reviewed scientific journal articles with unevaluated ma-
terial, leading to readers being “unable to distinguish between credible
research and junk science”®®. And in the UK, controversy over local
elections in the London district of Tower Hamlets brought widespread
attention to the vulnerabilities of liberal political processes to subver-
sive information campaigns. This incident demonstrated how a dedi-
cated group of individuals can seize political power using concerted ef-
forts to target a specific community’s points of susceptibility, by means
of intimidation, disinformation, making use of cultural and religious
sensitivities, and targeting the disaffected — tapping into existing or
manufactured senses of grievance or exclusion®'.

By the end of 2014, Western media outlets were still faithfully re-
porting Russian disinformation as fact, but the realisation that they had
been subjected to a concerted campaign of subversion was beginning
to filter through into reporting. In traditional media (including their
online versions), this was evidenced in the closure or moderation of
previously open-access discussion boards, and the rolling back of user-
generated content. References to social media were also been curtailed
in the face of concerted troll offensives. Paradoxically, one of the first
major news outlets to take these steps was The Guardian in the UK —
previously a bastion of liberal extremism and freedom of expression,
to the extent that at the height of the Snowden controversy, its editors
viewed themselves as the self-appointed arbiters of whether the publi-
cation of stolen classified information was in the national interest®.

2 Bnagumup Tonbies: “B MHGOPMALMOHHO BOIHE HANO «MATH HA TPO3Y»”»,
Russkiy Monitor, 29 January 2015, http://rusmonitor.com/vladimir-golyshev-v-
informacionnojj-vojjne-nado-idti-na-grozu.html

% Robert E Bartholomew, «Science for sale: the rise of predatory journals», Journal
of the Royal Society of Medicine: 2014, Vol. 107(10), pp. 384—5.

31«Judgment In The High Court Of Justice, Queen’s Bench Division, In The Matter
Of The Representation Of The People Act 1983 And In The Matter Of A Mayoral Elec-
tion For The London Borough Of Tower Hamlets Held On 22 May 2014”, available at
http://news.bbc.co.uk/1/shared/bsp/hi/pdfs/judgment.pdf

2 Keir Giles, «Legitimation of Online Surveillance and Monitoring», conference pa-
per, Eighth International Forum «Partnership of State Authorities, Civil Society and the
Business Community in Ensuring International Information Security», April 2014.
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But recognition by individual media that their objectivity and inde-
pendence are being subverted by Russian disinformation and troll cam-
paigns® have not generally translated into a coordinated response. In
particular, the imperative of «balance» still presents a key challenge. As
a result of the balance requirement, even a report by a respected dip-
lomatic correspondent explaining the nature of «hybrid warfare» — the
term broadly adopted by the West to describe the nature of the Russian
campaigns in and around Ukraine — needs to include six paragraphs
of Russian denial, claiming the whole concept is a Western fabrication
intended to discredit Russia*.

National external broadcasters in the West have been presented
with a different problem. Deutsche Welle, the BBC World Service,
Radio Free Europe and others have been tasked with reaching Russian
audiences in order to counter the alternative reality established in the
Russian media space, with particular reference to Russian combat op-
erations in Ukraine. For Western military forces, media consciousness
is an integral part of operational planning. This is due to the recogni-
tion that the proliferation of mass media and instant communications
has made it «possible for the citizens of a nation to scrutinise the
conduct of war by their military forces... [leading to] the possibility of
a public opinion directly impacting the political decision-making of a
nation»>. But in 2015 this is an asymmetric vulnerability, since it ap-
plies to Western liberal democracies with a free media, but not — as
conclusively demonstrated by events around Ukraine — to Russia.

Instead, Russia has undertaken a range of effective measures to insu-
late itself from this scrutiny by its own population. These measures in-
clude ways of isolating Russians from external sources of information —
putting in place both overt and covert elements of what Daniel Schearf,
Moscow Bureau Chief for Voice Of America, describes as a new “media
Iron Curtain”*. This leaves domestic information space entirely domi-
nated by state media, with central direction of the Russian domestic
news agenda long pre-dating operations in Ukraine®. The result is an

3Chris Elliot, «The readers’ editor on... pro-Russia trolling below the line on
Ukraine stories», The Guardian (May 4, 2014), http://www. theguardian.com/
commentisfree/2014/may/04/pro-russia-trolls-ukraine-guardian-online

3 Bridget Kendall, «Hybrid warfare: The new conflict between East and West», BBC
News, 6 November 2014, http://www.bbc.co.uk/news/world-europe-29903395

3 Sanu Kainikara, «Air Power in the Information Age: The Deciding Factor», Air
Power Development Centre [Australia], February 2015, p. 3.

3% Conversation with author, August 2015.

37Stephen Castle, <A Russian TV Insider Describes a Modern Propaganda Machine»,
New York Times, 13 February 2015, http://nyti.ms/1zcDqDq
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unrecognisable Russian alternative reality®, where «the Russian media,
with very few exceptions, have abandoned, sometimes through coercion,
but mostly voluntarily and even eagerly, their mission of informing the
public and have turned into creators of the Matrix-like artificial reality
where imaginary heroes and villains battle tooth and nail in Russia’s
Armageddon»®. What remains of Russia’s free media have largely been
either marginalised, or intimidated into compliance*’. Consequently, for-
eign state broadcasters are under considerable pressure by their funding
governments to «do something» in order to fulfil their mission of com-
municating external reality to the Russian media audience.

In doing so they face new challenges. During the Cold War, when
these broadcasters were last faced with a similar requirement, the pri-
mary method of delivery was short wave radio. But today, even if
potential listeners still possessed short wave receivers, the cost and
complication of regenerating this kind of broadcast capability would
render it unfeasible. Meanwhile, the rebroadcasting licences which
were issued in Russia during an earlier period of free media coopera-
tion, allowing foreign broadcasts on FM in major cities, have been
revoked or not renewed. In 2015, the notion of foreign broadcasters
being allowed the kind of access to the Russian media market that RT
enjoys in the West seems impossibly remote*': in particular because in
Russian doctrine, any such access which provides an alternative to the
official state version of events is interpreted as being immediately and
directly hostile*>.

Outlook

Throughout 2015, initial concern in the West over information
campaigns facilitating future Russian assertive action in eastern Eu-

¥ Gary Shteyngart, «Out of My Mouth Comes Unimpeachable Manly Truth», New
York Times, 18 February 2015, http://www.nytimes.com/2015/02/22/magazine/out-of-
my-mouth-comes-unimpeachable-manly-truth.html?emc=etal& r=0

¥Vasily Gatov, «How the Kremlin and the Media Ended Up in Bed Together»,
The Moscow Times, 11 March 2015, http://www.themoscowtimes.com/opinion/article/
how-the-kremlin-and-the-media-ended-up-in-bed-together/517323.html

4 Andrei Malgin, «Russia’s State Media Get Away With Murder,» The Moscow
Times, 4 November 2014, http://www.themoscowtimes.com/opinion/article/russia-
s-state-media-get-away-with-murder/510619.html. See also «Russian media firms:
Interesting news», The Economist, 8 November 2014, http://www.economist.com/
node/21631057 /print

4l Keir Giles, «The information war: how Moscow controls access to Western media»,
The World Today, August-September 2015, p. 19.

“Vyacheslav Nechayev, «CILIA BBoAAT MH(pOPMALMOHHBIE BOICKA B POCCHUIICKUE
colanbHble ceTu», Izvestiya, 14 April 2015, http://izvestia.ru/news/585366
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rope has been augmented by alarm at the potential consequences of the
information isolation of Russia itself. For the majority of the Russian
population, even those that take an informed interest in outside events,
access to external reality is becoming more challenging. Portals such
as InoSMI provide the semblance of a window onto the outside world,
but in fact selectively translate and distort media reports in order to
support the official Russian state version of events, augmenting a view
of the world which is unrecognisable from the original**.

The existence of this fundamental disparity between perception
within Russia and reality outside it poses a number of significant dan-
gers. These include, but are not limited to, reinforcing the perception
that the independent nations of the former Soviet Union, including
Ukraine and the Baltic States, in effect belong to Russia: as expressed
by President Putin’s comment that in 1991 «Russia voluntarily — 1
emphasise — voluntarily and consciously made absolutely historic con-
cessions in giving up its own territory»**.

In some sectors of Russian society, these aspirations by Russia to
regain imperial dominion over its surroundings have always enjoyed
broad support — the now-celebrated Prosecutor General of Crimea,
Natalya Poklonskaya, in an interview at the time of annexation de-
clared her ambition to “start again in a great state, a great power, an
empire, like Russia”®. But the current information campaigns provide
a permissive environment for the rise of the rhetoric of confrontation,
which carries dangers of its own. Intensive militarisation — sometimes
referred to directly as mobilisation — appears from the outside to be
pervading Russian society, stoked by unending leadership rhetoric of
war, confrontation and threat, and blanket military coverage on TV.
The state-led narrative of war is “instrumentalising the population and
putting it on a mental war footing”, not only by tapping into the tra-
ditional Russian narrative of victimhood over centuries, but also by
engendering “a heroic feeling that now is the time of risk”*¢. To the
bemusement of the West, Russian leadership figures state that «Ameri-
cans are trying to involve the Russian Federation in interstate military

#Rolf Fredheim, «Filtering Foreign Media Content> How Russian News Agencies
Repurpose Western News Reporting», Journal of Soviet and Post-Soviet Politics and
Society, Vol. 1, No. 1 (2015), pp. 37—83.

4 Ksenia Kirillova, «[lyrua daxTuuecky Ha3Ban YKpauHy Tepputopueit Poccum,
Novyy Region 2, 28 April 2015, http://nr2.com.ua/blogs/Ksenija_Kirillova/Putin-
fakticheski-nazval-Ukrainu-territoriey-Rossii-95566.html

“Russian  television interview available at  https://www.youtube.com/
watch?v=XX4JCQViRKg (at 2°40”).

46 Estonian Ambassador to the Russian Federation Jiri Luik, speaking at the Lennart
Meri Conference, Tallinn 24 April 2015
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conflict, to facilitate the change of power by way of using the events in
Ukraine, and ultimately to carve up our country»*.

Most dangerously, analysis of Russian security thinking shows not
only this asymmetry of threat perception, but also a complete diver-
gence with the West in terms of notions of how and when military force
should be used to counter those threats. The new emphasis on the po-
tential for use of nuclear weapons in statements by President Putin and
other officials provides a particularly dangerous example*. In addition
to the distinctive role which nuclear weapons play in Russian national
identity®, use of both strategic and tactical nuclear weapons now ap-
pears to be presented for Russian domestic consumption as «a realistic
possibility»*’. This gives rise to a dangerous mismatch of the unthink-
able®! — in the West, which has moved on from Cold War concepts of
nuclear threat between major powers, these messages are received but
not understood. Western media, societies and governments could have
no better motivation for intensive effort toward understanding, and
adapting for, the new environment of information confrontation.

“TInterview with Security Council Secretary Nikolay Patrushev, Rossiyskaya gazeta,
11 February 2015.

“Tom Nichols, «If Putin goes nuclear», The War Room, 1 September 2014, http://
tomnichols.net/blog/2014/09/01/if-putin-goes-nuclear/

“Tom Parfitt, «Ukraine Crisis: Putin’s Nuclear Threats are a Struggle for Pride
and Status», Daily Telegraph, 29 August 2014, http://www.telegraph.co.uk/news/world-
news/europe/russia/ 11064978 /Ukraine-crisis- Putins-nuclear-threats-are-a- struggle-for-
pride-and-status.html. For a more detailed examination of this phenomenon, see also
Keir Giles and Andrew Monaghan, «European Missile Defense and Russia», U.S. Army
War College Strategic Studies Institute, July 2014, http://www.strategicstudiesinstitute.
army.mil/pubs/display.cfm?pubID=1219.

% Stephen Ennis, «Russian media learn to love the bomb», BBC News, 23 February
2015, http://www.bbc.co.uk/news/world-europe-31557254.

31 Alexander Golts, «Russia’s Nuclear Euphoria Ignores Reality», Moscow Times, 6
October 2014, http://www.themoscowtimes.com/advertorials/ opinion/Russia-s-Nucle-
ar-Euphoria-Ignores-Reality/
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B.U.T'acymsHOB
OAO «I'MK «Hopuabckuti Huxenb»

IHoaxoapt OAO «I'MK «HopuabcKuii HUKeJIb»
K nmpo0jeMaM (hOpMHPOBAHUSA CHCTEMBbI
MeXKIyHapoaHoii mH¢OpMAIMOHHONi 0e30MacHOCTH

Pazpenivre or ”MeHU pOCCUICKON TOPHO-METALTYPIUYECKO KOM-
maaun «HopuiabCKMii HUKETb» TOTPUBETCTBOBATh OPTaHM3AaTOPOB U
y4aCTHUKOB IeBsgToro mMexmayHapomaHoro dopyma «IlapTHepcTBo ro-
cyJapcTBa, OM3HEca M TpaXXJaHCKOTo OOlIecTBa TMpU obecrieyeHUU
MEXIyHapoaHOW WMHdOpMallMOHHONW 6e3omacHoCTh». «HopuibCcKuii
HUKEJb» SIBJIIETCSl KPYMHENIleil KOMITaHWEei B MUpE IO IPOM3-
BOACTBY HHUKENIS W TaJUIaavsi, YETBEPTOM B MHUpPE IO ITPOU3BOACTBY
IJIATUHBI M OMHON M3 BEAYLIMX IO MPOMU3BOJACTBY MEAM, KobajabTa
u ponusi. Ha cerogHsinnuil neHb HopuiibCKUii HUKeENb pacriojiaraet
MPOM3BOACTBEHHBIMU aKTHBaMU B YETHIpEX CTpaHax Mupa — Poccun,
IOAP, ®unnsamnu n Actpanuu. B 2013 romy Ha mpemrmpUsSTHSIX
Kommnanum ObLIO BBIMYLIEHO 285 ThIC. TOHH HUKeNs, 371 ThIC. TOHH
Meau, 2 662 Teic. YHIMIA nayutaausa U 651 TeIc. yHIMI IutatuHbl. Ha
CeromHsIIHMI AeHb 4,3 % POCCUIICKOrO 3KCIOpTa MPUXOAMTCS Ha
npeanpusitus I'MK.

«Hopunbckuii HUKeNb», SIBISISICH CUCTEMOOOpa3ylolleil KoOMIaHu-
eli, BHOCUT 3HAYMTEJIbHBIN BKJIAl B COLMAIbHO-3KOHOMHYECKOE pa3-
BUTUE pernoHoB Poccuu, mockonbky HopHUKenb 3aperucTpupoBaH
Ha Tepputopnu P® u Bce Hajorm yruraumBaiotcsi B Poccum. Boib-
IIMHCTBO MPeANpUsITUiA, BXoAAIIMX B ['pyrimy, MUMEIOT cTaTyc rpagoo-
OpasyolIuXx.

B 2014 roay «Hopuiabckuit HUKeIb» TPEACTAaBUI OOHOBJICHHYIO
crpateruto paszButusi 'MK. HoBble cTparermyeckue MOAXoOAbl K
VIIpaBIeHUIO OM3HECOM C aKIIEHTOM Ha BO3BpaT Ha BJIOXEHHBINM Ka-
nuTa no3poiawiu HopHukesno co3nath AOMOJHUTENIbHYIO 9KOHOMU-
yeckyto croumocTb. TloarBepxkieHUeM TMO3UTUBHON AMHAMMKU CTajl
MSTUKPATHBIA POCT CBOOOMHOIO IEHEXHOIo IT0TOKa, HEeCMOTpsl Ha
HeOJIaronpUsITHYIO PbIHOYHYIO KOHBIOHKTYpY. Ilo onpeneneHuio re-
HepajibHoro aupekropa kommanuu B.O. IToraHuHa, CyTh HOBOI CTpa-
TEeruu B TOM, 4YTo Hopuiabckuii HUKEIb «COCPEeIOTOUMICS Ha POCCUIA-
CKUX MEePBOKJIACCHBIX aKTWBaX, M BKJIAIBIBAET CPEIICTBA B MX Pa3BUTHE
Ha Konbckom nosyocTtpoBe, B HopriibCKOM NMPOMBIIILIEHHOM pailoHe
u B 3a0aliKaJIbCKOM Kpae».
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IIpunsaTue HoBoIl cTpareruu 3actaBuiao 'MK nepecMoTpeTh moa-
X0[bl K obecrneyeHuto 0e30MacHOCTU. DTOT 1iar Takxke ObLI Ipo-
JVWKTOBAH W3MEHUBIIECUCS BHEIIHEW CPEAOM, OTJIUYUTEIBHOM OCO-
OEHHOCTBIO KOTOPOU sBJsIeTCSI (hDOPMUPOBAHUE ILIMPOKOTO CIEKTpa
IUBEPCUDUILIMPOBAHHBIX PUCKOB U YIpo3, KakK MOJMUTUYECKOIO, TakK
1 9KOHOMUYECKOro xapakrepa. C IIe/Ibl0 MOCTYIATeIbHON peannsa-
IIMA CUCTEMHBIX pELIeHU B 00JacTh 0e30MacHOCTH, OTBEYAIOILIMX
MEPCIIEKTUBHBIM MHTEpPECAM U IlaHaM KomIlaHuu B paMKax HOBOM
crpareruu, IIpaBienuem OAO «I'MK «Hopunbckuii HUKeIb» Oblia
MPUHSITa KOHUEMLMSI KOMIJIEKCHOW CUCTeMbl 6€30MacHOCTU. B KOH-
LIETILIMKA COAEPXKATCsl MPUHLUMIIMAIBLHO HOBBIE TMPEIIOXEHUS MO CO-
BEPIIIEHCTBOBAHUIO apXUTEKTYypbl CUCTEMBI 0€30MaCHOCTU, OCHOBAH-
Hbl€ Ha anpoOHWPOBAHHBIX COBPEMEHHBIX POCCUMCKUX W 3apyOeKHBIX
MOJAX0JaX C UCMOJIb30BAHUEM HOBEMIIMX METOIUK U TEXHOJOTUM.

PykoBoacTBysICh MOJIOXEHUSIMU YTBEepKAeHHOW KoHuenuuu, Ho-
PWIbCKWIM HMKENIb OCYILIECTBUJ IEepexoj, K HOBOMY MPUHIUMY IO-
CTPOEHUS CUCTEMbl KOMILJIEKCHOW 0€30MacHOCTU U €€ yIpaBJeHUs.
bt pa3paboTaH U NPUHAT PsI LEJIEeBBIX IIPOrpaMM 10 00eCIIeUYeHUIO
5KOHOMMYECKOM, KOPIOPATUBHOM, UH(POPMALIMOHHOI, 00BEKTOBOI U
TPaHCIOPTHOM Oe3omacHOCTU. B pe3ynbrare co3maHa COBpeMEHHas
MOOWJIbHASI cUCTeMa, To3BoJstomas 3¢p¢GeKTUBHO MUHUMU3UPOBAThH
MPOU3BOACTBEHHbIE U (DMHAHCOBBIE PUCKU, TpeceKaTb MOMbITKU XU-
LIEHUH, TMPOBOIAUTL MEPOIPUSATUSL MO MNPOodUIAKTUKE BHYTPEHHEU
KOppYyILUU, 110 00pb0de ¢ HE3aKOHHBIM 000OPOTOM JIpParolieHHBIX Me-
TAJIOB 1 METALIOCOAECPXKAIIMX MaTepUaJIOB.

[ HayYHO-METOJ0JIOrMYECKOro OOeCleueHus 9TOi nesTeIbHO-
ctu B 2014 romy yupexaeHo gouyepHee Ipearnpusitue «HCTUTYT co-
BpPEMEHHBIX Tpo0JieM 0e30MacHOCTU», 3aHUMaloIeecs] pa3padoTKoOM
HOBBIX METOAOB 3alllUThl 3aKOHHbIX MHTEpecoB KoMmmnaHuu, u3yyeHu-
€M U BHEAPEHUEM 3apyOeXHOTO OINbITa, MPOBEIAEHWEM 3KCIIEPTHBIX
OLIEHOK, MOJTOTOBKON aHAJIUTUYECKUX JOKYMEHTOB.

I'MK «Hopuibckuii HUKEIb» BEAET aKTUBHYIO MEXIYHAPOIHYIO
JIesITeJIbHOCTh, HAIlpaBJICHHYIO Ha IMOBBILIEHNE YPOBHSI Oe30MacHO-
CTU B cepe MPOU3BOJACTBA U TOPTOBBIX OMEpaluii ¢ AparoleHHbIMU
meTtassiamu. IlpeacraButenr KoMnaHuy BO3MIaBIsSIeT KOMMUTET 0e3-
onacHoCTM MeXIyHapoOHOM accouMaly MPOM3BOAMTEIC MeTa-
JIOB TUIATUHOBOW TPYIINbI, B paMKax KOTOPOH, COBMECTHO C MeEXpe-
TMOHAJIbHBIM HAyYHO-UCCIeN0BaTeIbCKUM UHCTUTYTOM OpraHu3aluu
00beIMHEHHBIX HallMil IO BOMpOCaM MPECTYIMTHOCTU UM TIpaBOCYIUS
(UNICRI) u npaBooxpaHutebHbIMU opraHamu FOAP, akTuBHO yua-
CTBYET B MporpaMmax Mo MpOTUBOAECUCTBUIO HE3AKOHHOMY OOOpOTY
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CBIPbSl IPArolieHHBIX META/UIOB U IO 00pbOe ¢ TpaHCHALMOHAJIbHOMN
MPECTYIHOCTHIO.

M3 BblllIeCKa3aHHOTO MOXHO ClieJlaTh BbIBOJ O TOM, 4TO «Hopub-
CKUIl HUKeJb», KaK IIo0aJbHasg KOMMAaHMS, OIlepupymolliasi B AUHA-
MHMYHO MEHSIOIIEMCS TTOJTUTUISCKOM U OM3HEC- KIMMAaTe, peaan3ylo-
11asi MHOTOIUIAHOBbIE U MHOT'OCTOPOHHME KOHTAaKThbl Ha JEJIOBOM U
MEXTOCyIapCTBEHHOM YPOBHSIX C 3apyOeXXHBIMU TMapTHEpPaAMU B IJIO-
0aJbHBIX MHMOPMALIMOHHBIX CETSIX, HEM30eKHO SIBISIETCS OOBEKTOM
peajibHbIX U TTOTEeHUMATbHBIX YIPO3 B chepe MexXayHapOIHOK UH(POP-
MalMoOHHOI 6e3omacHocTu. [IpuyeM, Kak MBI 3HaeM, B COBPEMEHHOM
MMPE YIPO3bl 3TU PACTYT B reoMeTpuuecKkoii mporpeccuu. [losiieHue
MUX BCE yallle MMeeT He KPUMUHAJIbHYIO, a MOJUTUYECKYIO0 U UAE0JIO-
IrMYecKkyto ocHoBy. Llenbio TaKux yrpo3 CTaHOBUTCS HaHECEHUE Bpe-
Jla ToCcyaapcTBooOpasyolMM UHGPACTPYKTypaM U paclpoCcTpaHeHue
SKCTPEMUCTCKOM UIACOJOTUM.

SApKuUM MprUMepoM MOAOOHOM ACSITEIbHOCTH SIBJSETCSl aKTUBHOCTD
TeppopucTudeckoii opranm3auuu «Mcmamckoe rocymapctso» (UI),
3amnpelreHHon Ha Tepputopun Poccuu. B mpouuiom romy UI' Havana
JIeICTBOBaTb B KUOEPIPOCTPAHCTBE, €€ WIEHbl 00beIMHWINCH B IO/~
pasgenenue Cyber Caliphate, B3nmomabiieit Twitter-akkayHTbl LleH-
TpanbHoro komanaoBaHust CIIIA u xypHana Newsweek. Tam xakepbl
OCTaBWJIM YTPOXKarolllee IPUBETCTBUE CEMbE aMEPUKAHCKOIO IIpe-
supeHTa. MuineHbto UI' ctanu m poccuiickue MHTEpHET-pecypCHl.
C 2014 roma 6bUTO aTaKOBaHO 586 pOCCHIICKMX CaTOB, NPUHAJJIE-
JKalllMX TOCYIapCTBEHHBIM, HAayYHbBIM W Ou3Hec-cTpykTypaM. Oco-
OEHHOCTb 3TUX aTakK SIBJISIETCS] TO, UTO B AeicTBUsIX XakepoB UI ot-
cyTcTBYeT Jioruka. OOBbEeKTOM ClieAyIolel aTakKu MOXeT CTaTh JII000i
HnuTepHer-pecypc. Xakepckue rpynmmpoBku MIT Bemyr akkayHTHI B
conuanbHbIX ceTsx Twitter, Facebook, Youtube u Google+, B koTo-
PBIX paccka3biBaloT 00 ycmelrHbIX atakax. Kpome Toro, UI' ucnomns-
3yeT POCCUNCKME W MHOCTpPaHHbIE COLlMaJIbHbIE CETU JIsI BepOOBKU
HOBBIX WieHOB opraHuzanuu. 1o mHbopMaluu, pacrnpocTpaHeHHON
DCB, cpennt uneHoB UT yxke mopsiaKa ABYX THICSY POCCHUSH.

Yro penath ¢ nomoOHbIMU yrpo3amu? I'ocymapcTBo TpeOyeT OT
MHTepHeT-KoMNaHUil GJIOKUPOBAaTh aKTUBHOCTb KUOEPTEPPOPUCTOB.
busHec mblTaeTcsl CaMOCTOSITEILHO OOPOThCS CO 3JI0YMBILIJIEHHUKA-
Mu. Ho otcyTcTBHE 2(h(heKTUBHOTO B3aMMOIEMCTBUSI HE OCTaHABIMBA-
€T UCJaMUCTOB, OHU YK€ CO3aJIM COOCTBEHHYIO COLIMATBHYIO CETh.

I'MK «Hopunbckuii HUKeNIb» HE SBJSETCS MNpO(UIbHON KOoMIIa-
HUEl B 001acTU MHGOPMALMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHUIA,
HO TTpo0JIeMbl MEXIyHAPOAHONW MH(MOPMALIMOHHOI 6€30MacHOCTH aK-
TyaJIbHBI /IS HAC U BBI3BIBAIOT PsiJl OMACEHU1, KOTOPBIMU 51 XOTeJI Obl C

324



MOAEIMTHCS C DKCIIEPTHBIM CO00IIeCTBOM. 11 obecriedyeHus1 Hempe-
PBIBHOCTU OM3HECA, MOJHOTO MKJ1a TPOXU3BOJICTBA, JIOTUCTUKU U CObI-
Ta KOMIIAHUSI aKTUBHO BHENPSIET CaMble MepeaoBble H(POPMAIIMOHHO-
koMMmyHUKaoHHble TexHonoruu (MKT), mHKopnopupoBaHHBIE B
robanbHble MH(GOpPMaLMOHHbIE ceTu. B obiactu obecrieueHus 6e3-
ornacHocTu HopuiibcKuii HUKeNb MOCIeA0BaTeIbHO peau3yeT LIaru,
HarpaBJIeHHbIE Ha CO3JaHUE€ HOBBIX MEXIYHAPOIHbIX WHCTPYMEHTOB
C UCIOJIb30BaHNEM MHMOPMAITMOHHO-KOMMYHUKAIITMOHHBIX TEXHOJIO-
TUii, B YaCTHOCTU, B paMKax MexXayHapoaHOl IJIAaTMHOBOM accolua-
. Ho ceromHst Mbl OKa3bpIBaeMCsl B CUTYallM, KOTJA TMTOJTUTHYECKIE
pucku 0e30IacHOM, CTaOUJIBHOW U OTKAa30yCTOW4YMBON paboThl MH-
TepHeTa B 00JIaCTM MEXIyHapOAHbIX KOMMYHUKaIMii MHOTOKPaTHO
Bo3pocau. OTHOCTOPOHHUE CAHKIIMU MOTYT MPUBOJUTH K OTKa3y OT
JIOTOBOPHBIX 00SI3aTEJIbCTB, TaKUX KaK CEPBUCHOE OOCIyXXHBaHMUE,
TeXHUYECKasl MOAIePKKa, OOHOBJICHHME U ZIpP., CO CTOPOHBI MMPOBBIX
JUaepoB B 00JacCTH MHOOPMALIMOHHBIX TEXHOJOTMM, HAXOISIIUXCS
BHE ropucaukuuu Poccunm.

CrenyeT yuyuThIBaTh, YTO NpeAnpusaTuss Hopuibckoro HuUKess1, sB-
JISIICh 00bEKTaMU KPUTUUYECKOW MHGPACTPYKTYpbl C TOUYKU 3PEHUS
HaIllMOHAJIbHOI 0€30I1aCHOCTH, MOIYT CTaTh MMILEHbIO KKMOepaTak,
WHCIHMPUPOBAHHBIX HEAPYKECTBEHHBIMU HAMEPEHUSIMU IPYTUX TOCY-
nmapctB. K coxalleHMIo, ceiiyac Takasl CUTyalus 0ojiee yeM peajibHa.
B pesynbraTe BHEIIHENOIUTUYECKON aKTMBHOCTM HEKOTOPBIX CTpaH
B aapec Poccuu MOCTOSIHHO pa3faloTcsl Yrpo3bl OTKIIOUUTL WJIM Ha-
pYLIUTh paboTy KOMMYHUKAIIMOHHBIX CHUCTEM, OOECIeYMBAIOLINX
(UHAHCOBYI0O U KOHOMHUYECKYIO NeATeIbHOCTh CTpaHbl U OM3Heca,
HarnpuMmep, Takux Kak SWIFT unm 371eKTpOHHBIX Lieneil cTparernye-
CKHUX TIOCTaBOK, YTO MOXET HaHECTU YPOH HEINpPEPhIBHOCTH OM3Heca
HopHukensi. BogHukaeT BOmpoc: Kakuhe MPUYMHBI JieXaT B OCHOBE
9TUX YIPO3 — TOJIBKO IMOJUTHUYECKME, WIM TaKXKe SKOHOMUYecKue?
He ucnonb3yeTcss M OCIOXHEHUE MEXAYHApPOAHOW CUTyalluud He-
JIOOPOCOBECTHBIMU KOHKYPEHTaMU [UISl peaju3aldd CBOMX ILJIaHOB?
YTo6bl TOUHO 3HATh OTBET, HEOOXOAMMO OOECINEYUTh TpaHCHAPEHT-
HOCTh MH(pOpPMAIIMM MO BCell JMHEWKEe MPONU3BOAUTEIb-TTOCTABIINK-
norpedutesib. [loTpeduresb 10KeH UMETh CBOY MpaBa, CBOU rojoc u
MPUCYTCTBOBATb, U HE TOJILKO MPUCYTCTBOBAaTh, 4 aKTUBHO Y4aCTBOBAaThb
B MHOT'OCTOPOHHEM JHaJIore Mo 0€30IacHOCTH B KUOEPIIPOCTPaHCTBRE.
Muauye Mbl OKa3biBaeMcCsl 3aJOXKHUKAMU MEXIOCyTapCTBEHHBIX OT-
HOILIEHU, TIPOM3BOAMTEEH U TTOCTABIIMKOB, YTO IMOBBIIIAET PUCKH,
0 KOTOpPBIX $I TOBOPWUJI BbIlIE — PUCKU OE30IMacHOM, CTaOWUIbHOU U
OTKAa30yCTOMYMBOM pPabOTHl MH(MOPMAIIMOHHO-KOMMYHUKAIITMOHHBIX
cucteM. B coBpeMeHHOM MUpe, PO KOTOPbI MOXHO CMEJIO CKas3aTh,
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YTO OH XapaKTepU3yeTCs XaOCOM B KMOEpIIPOCTPAHCTBE, aKTUBHO UAET
JUCKYCCUSI O HEOOXOAMMOCTHU BBIPAOOTKM TpaBUJI JJISI TPEX aKTOPOB:
rocyaapcTBa, TPOU3BOIMTEEH 1 MOCTABIIMKOB MH(POPMAIIMOHHO —
KOMMYHUKAIIMOHHBIX TeXHoJoruii. Ho HaM mpencrapisieTcsl, 4YTo UH-
Tepechbl Te€X, KTO MOTpebsgeT 3Ty npoaykiuioo, ucnoiasdyer MKT Ha
CTpaTernyeckoM ypOBHE B J€JIOBOI aKTMBHOCTM U ISl 00eCrieYeHUs
OM3HEC-TIPOLIECCOB, HE YUMTHIBAIOTCSI B JIOCTaTOYHOU Mepe. InaB-
HBI BOIIPOC — Kakue TrapaHTUM Yy TMOTpeOuTessi, B JaHHOM cCllydyae
y Hopunabckoro HMKeNsl, YTO Mbl CMOXEM MMHMMM3UPOBATh PUCKU
CTOJIKHOBEHMSI C HEIPYKECTBEHHBIMU JAECTBUSIMU B KUOEPIIPOCTPaH-
CTBE, MHCIIMPUPOBAHHBIMU TOJUTUYECKMMHU WM 3KOHOMUYECKUMU
npuynHaMu. UMEeHHO ¢ 3TUM BOIPOCOM $1 XOTeJ Obl 0OpaTUThCS K
9KCMEPTHOMY COOOIIECTBY, MPEIOKUTD MpOaHaIu3UpoBaTh U chop-
MYJIUPOBaTh MpoOJeMy ¢ MpoheCCHMOHAIbHON TOUKU 3peHUsI, a 3aTeM
HayaTb MOMCK MPUEMJIEMBIX BAPMAHTOB PEILICHMSI.

BeposiTHO, Hy>)KHO HayaTb MHOTOCTOPOHHUI AMAJOT U 3alyCTUTb
TIPOIIECC IO BBIPAOOTKE JOTOBOPEHHOCTEN M IIPaBUJI 0€30ITaCHOCTH TP
MPOM3BOACTBE M ITOCTaBKax MH(POpMALOHHO-KOMMYHMKAIIMOHHBIX
TEXHOJIOTUI. DTO MOXET CTaTh OMHUM M3 OCHOBHBIX HaIlpaBJIEHUSIMU
MapTHEPCTBa TocydapcTBa, OM3Heca M OOllecTBa MpU OOeCIeYeHUU
MEXIyHapoaHOW MHMOpMaLMOHHON 6e3ormacHocT. CoBMeCTHas pa-
0oTa 110 BBIpAaOOTKE M MPUHITHUIO YKAa3aHHBIX MEpP MOXET 00eCceYnuTh
CTaOMJIBLHOCTh, 6€30MTACHOCTbh U HEMPEPBHIBHOCTb (PYHKIIMOHUPOBAHMUS
cetu UHTepHeT. U ecayu Mbl JOTOBOPUMCSI O TIPUHSITUU MEp, TO 3TU
Mephl JOJIKHBI OBITh 00s13aTEILHBIMM JUISI UCTIOJTHEHMS, KaK Ha rocy-
JIapCTBEHHOM YpPOBHE, TaK U JJISI JE€JOBBIX KPYroB 06€3 UCKIIOUeHUS U
OTOBOPOK.

7151 peanuzaiiuy NpakTUYECKUX 1IArOB COTPYIHUYECTBA, MbI TTPE-
JlaraeM co3fiaTh B paMKax MexyHapoaHOTO UCCIeI0BaTeIbCKOTO KOH-
copuryMma MHGOPMALIMOHHON 6€30IaCHOCTU OTAEJIbHOE HalpaBJieHUE
paboThl MO yKa3aHHOM TeMe ¢ ydacTMeM MpeacTaBUTeNei KpYyIHOTO
poccuiickoro u 3apybexHoro OusHeca. Ilosaraio 1nenecoodpazHbIM
MOJATOTOBUTH TPEAJIOKEHNSI U BBIHECTU BOIIPOC O pa3paboTKe Mep U
IpaBuj ¢ ydyetoM uHTepecoB morpebuteneii MKT mnst manpHeliine-
ro obCyxXaeHus B xoae ouepeaHol KoHdbepeHuun KoHcopiuyma B
Ceyne, ocenbto 2015 r. HauaB a3ty paboTy u cpopMUpOBaB MOBECTKY,
MBI CMOXEM 3aTeM pealu30BaTh €€, BbIIAS Ha YPOBEHb BIUSATEIbHBIX
MUPOBBIX AEJOBbIX (POPYMOB, pacliuUpsis COTPYIHUUYECTBO OM3Heca,
9KCIIEPTHOTO coolliecTBa B cdepe obecrieueHUss MEXIyHApPOIHOMN
MHMOPMAIIMOHHON 0€30MaCHOCTH C IJ100aJTbHBIMU U PETMOHATIbHBIMU
opranm3anusamu, TakumMu Kak OOH, EC, OBCE, ACEAH, IIOC,
BPUKC. Hageroch, 4TO KOJIJIET — MPEACTABUTEIN FOCYIapPCTBEHHbBIX
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1 OM3HEC-CTPYKTYpP, IKCIEPTHOro coollecTBa, noaaepxat Hopuib-
CKW1 HUKEIb B 9TOM HauMHAHUU.

B 3aBepliieHre CBOETO BBICTYIUICHMS, S XOTed Obl MOMYEPKHYTb,
yro 'MK «Hopuiabckuii HUKeIb» BEICOKO OLIEHMBAET padoTy I10 IIpO-
OieMaTvke MeXIyHapoaHOU MHGOpPMallMOHHON 6€30MacHOCTH, Kak
B paMKax TeKyllleil KoH(epeHIIMM, TaK M Ha Iulolaakax MexmayHa-
POIHOTO UCCIIeA0BATEbCKOTO KOHCOPIIMyMa UH(pOPMAIIMOHHOMN 0e3-
OIacHOCTU. MBI cuuTaeM HeOOXOIUMBIM MPUCOESIUHUTLCS K ITO ae-
SITEJILHOCTU Y BHECTU CBOI BKJIQJ B KAUECTBE OJJHOTO U3 KPYMHEHIINX
notpedureneir UKT u nepenoBoii KOMIIAHMKY MUPOBOTO YPOBHSI.

S1 xoten Obl BBIPA3UThb MCKPEHHIOW 0JIArOJApHOCTb OpPraHM3aTo-
pam HaydyHoro ¢dopyma B r. lapmuii-IlapreHKupxeH, compencena-
TEJIO0 OpPrkoMMTeTa KOH(bEepeHIIMU, AUpeKTopy MHCTUTyTa mpobiemM
nHpopMmanmoHHoi 6e3onacHoctn MI'Y B.I1. llepcrioky, 3a nmpuria-
IIEHNE ¥ BO3MOXHOCTh MOJESIUTHCS ¢ BaMU HAIIMMU ITOAXOJAMHU M
MPEeIJIOKEHUSIMU. YUUThIBasl Ype3BbIYAHYIO BaXKHOCTb ISl OM3Heca
00CyXIaeMbIX 3/eChb IMpoOieM, XoTel Obl BbIPa3UThb YBEPEHHOCTh B
HallleM JajbHei1leM MIOA0TBOPHOM COTPYIHUYECTRBE.
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V.1.Gasumyanov
Norilsk Nickel (the Russian Federation)

Approaches of Norilsk Nickel to the issues of International
Information Security System Development

On behalf of the Russian Mining and Metallurgical Company
(MMC) Norilsk Nickel allow me to greet the organizers and partici-
pants of the Ninth International Forum «Partnership of State Authori-
ties, Civil Society and the Business Community in Ensuring Interna-
tional Information Security». Norilsk Nickel is the largest company
in the world in production of nickel and palladium, the fourth in the
world in production of platinum and one of the leading companies
in production of copper, cobalt and rhodium. Today Norilsk Nickel
has production assets in four countries — Russia, South Africa, Fin-
land and Australia. In 2013 the company produced 285 thous. tonnes
of nickel, 371 thous. tonnes of copper, 2662 thous. ounces of palla-
dium and 651 thous. ounces of platinum. To date, MMC'’s production
amounts to 4.3% of Russia’s exports.

Being a strategic company, Norilsk Nickel makes a significant con-
tribution to the socio-economic development of the Russian regions,
as Norilsk Nickel is registered in the Russian Federation and all taxes
are paid in Russia. Most businesses in the Group have a city-forming
status.

In 2014 Norilsk Nickel presented an updated strategy for MMC de-
velopment. New strategic approaches to business management with an
emphasis on return on invested capital have allowed Norilsk Nickel to
create additional economic value. A confirmation of positive dynam-
ics is a fivefold increase in free cash flow, despite unfavorable market
conditions. By definition of director general V.Potanin, the essence of
the new strategy is that Norilsk Nickel «has focused on the first-rate
Russian assets and invests in their development on the Kola Peninsula,
in the Norilsk industrial district and the Trans-Baikal region».

The adoption of the new strategy forced MMC to reconsider its
approaches to security. This step was also dictated by the changed
external environment, the distinguishing feature of which is the forma-
tion of a wide range of diversified risks and threats, of both political
and economic nature. With a view to progressive implementation of
comprehensive security solutions that meet the long-term interests and
plans of the Company under the new strategy, the Board of OJSC

328



MMC Norilsk Nickel has adopted the concept of an integrated secu-
rity system. The concept introduces fundamentally new proposals to
improve the security architecture based on proven modern Russian and
foreign approaches that utilize the latest techniques and technologies.

Guided by the provisions of the approved concept, Norilsk Nickel
has made the transition to the new principle of construction and man-
agement of an integrated security system. There have been developed
and adopted a number of targeted programs to ensure economic, cor-
porate, information, facility and transport security. As a result, the
company created an innovative mobile system that allows to effectively
minimize operational and financial risks, to prevent attempts of theft,
carry out activities to prevent internal corruption, to combat illicit traf-
ficking of precious metals and metal-bearing materials.

For scientific and methodological support of this activity, a sub-
sidiary «Institute of contemporary security challenges» has been es-
tablished in 2014. It engages in the development of new methods to
protect the legitimate interests of the Company, the study and imple-
mentation of international best practices, peer reviews, preparation of
analytical documents.

MMC Norilsk Nickel engages in robust international activities
aimed at improving of safety in production and trading of precious
metals. The representative of the Company heads the security com-
mittee of the International Association of Manufacturers of platinum
group metals, within the framework of which, together with the Inter-
Regional Research Institute, the United Nations Interregional Crime
and Justice Research Institute (UNICRI) and the law enforcement
agencies of South Africa, he is actively involved in programs to com-
bat illicit trafficking of raw material of precious metals and to combat
transnational crime.

From the above it can be concluded that Norilsk Nickel, as a global
company operating in a rapidly changing political and business cli-
mate, implementing multifaceted and multilateral contacts on business
and interstate levels with foreign partners in the global information
networks, is inevitably becoming an object of real and potential threats
in the sphere of international information security. And as we know,
in the modern world these threats are growing exponentially. Their
manifestations increasingly have not criminal, but political and ideo-
logical basis. The aim of such threats is degradation of state-forming
infrastructure and dissemination of extremist ideology.

A striking example of this is the activity of a terrorist organization
«Islamic State of Iraq and Syria» (ISIS), banned in Russia. Last year
ISIS began its operations in cyberspace; its members joined a Cy-
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ber Caliphate division and hacked a Twitter account of the US Cen-
tral Command and the Newsweek magazine. The hackers left there a
threatening greeting to the family of an American president. Russian
Internet resources have also become targets of ISIS. Since 2014 586
Russian websites of state, scientific and business structures have been
attacked. The peculiarity of these attacks is that the actions of ISIS
hackers have no logic. The object of the next attack could be any on-
line resource. ISIS hacker groups have accounts in social networks,
Twitter, Facebook, YouTube and Google+, where they tell about suc-
cessful attacks. ISIS also uses Russian and foreign social networks to
recruit new members. According to information released by the Fed-
eral Security Service of Russia, there are about two thousand Russians
among the members of ISIS.

What can be done with these threats? The government requires
Internet companies to block the activity of cyberterrorists. Business at-
tempts to fight the attackers on its own. But due to the lack of effective
interaction this cannot stop the Islamists, who have already set up their
own social network.

MMC Norilsk Nickel is not a core company in the field of infor-
mation and communication technologies, but the issues of interna-
tional information security are relevant for us and raise a number of
concerns that I would like to share with the expert community. To
ensure business continuity, the full cycle of production, logistics and
marketing the company is actively implementing the most advanced
information and communication technologies (ICT) incorporated into
the global information network. Considering security, Norilsk Nickel is
consistently taking steps aimed at establishing of new international in-
struments using information and communication technologies, in par-
ticular, in the framework of the International Platinum Group Metals
Association. But today we find ourselves in a situation when political
risks of secure, stable and resilient operation of the Internet in the field
of international communications have increased manifold. Unilateral
sanctions could lead to repudiation of contractual obligations (such as
after-sales service, technical support, updating, etc.) by the world ICT-
leaders that are out of Russian jurisdiction.

It should be taken into consideration that Norilsk Nickel is a criti-
cal infrastructure from the point of view of national security, and thus
may become a target of cyberattacks, inspired by unfriendly intentions
of other nation-states. Unfortunately, today this situation is more than
real. As a result of the activity of certain foreign countries, Russia is
constantly threatened with shutdown or disruption of communication
systems that support financial and economic activity of the country and
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business, such as SWIFT or electronic strategic supply chains — that
can damage Norilsk Nickel business continuity. The question arises:
what causes underlie those threats — only political or economic as
well? Is aggravation of international situation used by unfair competi-
tion for the realization of their plans? To accurately know the answer,
it is necessary to ensure the transparency of data along the entire line
of a manufacturer-supplier-consumer. Consumers should have their
rights, their voice and be present, and not only be present, but actively
participate in multilateral dialogue on cyberspace security. Otherwise
we will find ourselves hostages to bilateral relations, manufacturers and
suppliers, and this increases the risks that I mentioned earlier — the
risks to secure, stable and resilient operation of information and com-
munication systems. In the modern world, which we can safely say to
be characterized by chaos in cyberspace, there is an active discussion
underway about the need to develop rules for three actors: the state,
manufacturers and suppliers of ICTs. But we believe that the interests
of those who use these products and ICTs at the strategic level of
business activity and to support business processes are not adequately
considered. The main question — what guarantees does the consumer,
in this case, Norilsk Nickel have, that we can minimize the risks of
facing unfriendly actions in cyberspace, inspired by political or eco-
nomic reasons. It is the question with which I would like appeal to the
expert community, to offer to analyze and formulate the problem from
a professional point of view, and then start the search for acceptable
solutions.

Perhaps it is necessary to start a multilateral dialogue and begin
development of agreements and rules of safety for manufacturing and
supply of ICTs. This may be one of the main directions of partnership
between nation-states, business and society in ensuring international
information security. Joint efforts on development and adoption of
these measures can ensure stability, security and continuity of the In-
ternet. And if we agree to adopt the measures, these measures must
be binding for both the nation-states and for the business community,
without exceptions or reservations.

To implement the practical steps of cooperation, we propose to
open a separate relevant venue of research at the International Infor-
mation Security Research Consortium with the participation of repre-
sentatives of major Russian and foreign businesses. I deem it appropri-
ate to prepare proposals on the development of policies and regulations
with respect to the interests of ICTs consumers and submit them for
further consideration at the next Consortium meeting in Seoul in au-
tumn 2015. Once we begin this work and form the agenda, then we will
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be able to implement it, coming to the level of influential international
business forums, expanding cooperation of businesses and experts in
the field of international information security with global and regional
organizations, such as the UN, the EU, the OSCE, the SCO, ASEAN
and BRICS. I hope that the colleagues — the representatives of gov-
ernmental and business structures and of expert community will sup-
port Norilsk Nickel in this endeavor.

In conclusion to my presentation, I would like to emphasize that
MMC Norilsk Nickel appreciates the work on the issues of interna-
tional information security within the ongoing conference, and at the
venues of International Information Security Research Consortium.
We consider it necessary to join this activity and to contribute being
one of the largest ICT consumers and a progressive world-class com-
pany.

I would like to express my sincere gratitude to the organizers of
the scientific forum in Garmisch-Partenkirchen, to the co-chairman
of the Organizing Committee, Director of the Institute of Information
Security Issues at MSU V.P.Sherstyuk for the invitation and the op-
portunity to share with you our approaches and proposals. Since the
issues discussed here are of critical importance to business, I would like
to express confidence in our further fruitful cooperation.

X



C.B.¥YcrtI0T0B
Kopnopayus ZTFE (Kumaii)

OcHoBuble npuopuTeThl Koprnopauyu ZTE no BxoxKaeHuio
HA POCCHMIACKMII PBIHOK M YKPEILUICHHIO MEKIYHAPOAHOI
uHopManMOHHOI 0€30NaCHOCTH

B cBoeM BBICTYIUICHUN MHE XOTEJIOCh OB OTMETUTh BaxkHOCTh Po-
pyma ¢ Touku 3peHust kopropauuu ZTE, cka3aTb HECKOJbKO CJIOB
O CEeromHsIIHEeM ITojoxkeHuu Koprnopauuu ZTE Ha MUPOBOM pBIHKE
TeJIEKOMMYHUKAIIMI, a TaKxKe OCHOBHBIX MPUHLIMIIAX U HaIlpaBJIeHU-
s1x ee pabotel B Poccuu.

IIpexne Bcero, Mmo3BoJibTE IMepenaTh MPUBETCTBUSI OpraHM3aTo-
paMm u ydyactHuKaM ¢dopyma oT umeHu IlpesuneHta ZTE corporation
rocrioguHa Ilu JIwxyHa (Shi Lirong), oT pykKoBOACTBa pOCCHUIACKOI
nupekuun ZTE corporation, oT ce0sl JIMYHO W MOXeaaTb BCEM IPU-
CYTCTBYIOIIMM YCIIEXOB, 3M0POBbs U Oyiarononyuus. Beipaxkaem Takke
0sarogapHOCTh 3a MpUTJallleHWe MPUHSThH ydyacTue B padoTe eBsiTo-
ro MexuayHapomHoro ¢opyma «IlapTHepcTBO rocymapcrBa, OusHeca u
IpakKaaHCKOro o0IIecTBa NMpU 0OeCIeyeHU MeXIyHaApOaHOIH UHGOP-
MallMOHHOI 0e30MaCHOCTH».

3a npoueaie rogsl Popym MpeBpaTUICS B BAXKHBI HHCTPYMEHT
KOHconuaauuu ycwiuii IT-crnenuanucToB MHOTMX CTpaH B IPOTU-
BOIEMCTBUM yIrpo3aM KubepTeppopusma M KubepBoitH. biaromaps
®opyMy, B paboTe KOTOPOro NMPUHHUMAIOT YYacTUe BEAyIIUE CIIe-
LIMAJIUCThl U yYE€Hble 3aMHTEPECOBAHHBIX CTpaH, (hakKTudyecku chop-
MMpOBaHa HOBasl oOlleyesioBeYecKas IIEHHOCTh — CHCTeMa MeXIy-
HapogHOM MH(bOpMaMOHHONW Oe3omacHocTu. E€ miaBHYIO LIEHHOCTH
orpenesisseT COBOKYITHOCTD IPaBUJI UCIIOJIb30BaHUs MH(MOPMALIMOHHO-
KOMMYHUKAIIMOHHBIX CETeil U CUCTeMa KpUTepUeB OLEHKU AEUCTBUM
CyObEeKTOB 1100 IbHOI KOMMYHUKAIIWU.

Takas onenka 3HaunMocTr PopyMa IO3BOJISIET IIPOBECTH PSIIT aHAa-
Jjornii. HamprMep, HM y KOTO He BbI3bIBAET COMHEHUI BaXKHOCTb IS
JIIoO0TO CcOoO0IlIeCTBA HATWYMS KOHCTUTYLIMM — OCHOBHOIO 3aKOHa,
M0 KOTOPOMY OHO kuBeT. UMEeHHO OH MO03BOJIsIET COOOIIECTBY KBa-
JUGUIIMPOBATH XOPOIllee W TIJIOX0E, IMPUHSITH HOPMBI TIpaBa, KOTOPHIE
OIpeEISIOT OTBETCTBEHHOCTh IpaXkJaH 3a CBOM JeicTBUs. OQHaKo B
100aJlbHOM KHOEpIPOCTPAHCTBE TaKMX IMPaBUJI MTOKa HeET.

B cBsI31 ¢ 5TMM MOXHO yTBEPKAaTh, YTO COBMECTHBIMU YCUIMSIMU
CIIeIIMAIICTOB MHOTHMX CTpaH B pamkax Popyma dopMupyercs He-
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KUt mpoobpa3 Bceobiero 3akoHa cetu MHTepHET, KOTOPHI MTOMU-
MO oMpeneseHUus] paBul MOBEACHNS U OTBETCTBEHHOCTU CYOBEKTOB
[JI00aJbHBIX KOMMYHUKAaIIMii, MOT Obl COAEHCTBOBAaTh YKPEILJIEHUIO
COTPYAHMYECTBA PA3IUUHBIX CTpaH Ha OCHOBE (hOPMUPOBaHUS AOBe-
peHHOM MH(OPMALIMOHHON CpPEebL.

DTO 0COOEHHO aKTyaJbHO B YCJIOBUSX, KOrma MHMOpMaIMOHHAs
cepa MCHoNb3yeTCsl OTACNbHBIMU TOCYAAPCTBAMU [UIST YXKECTOUSHMUS
JIUKTaTa B OTHOILIEHMM KaK CBOMX MapTHEPOB M COIO3HUKOB, TaK U
CTpaH, XeJIalIIKUX MPOBOAUTH CAMOCTOSTEIbHYIO MOJIUTUKY. [ToaTo-
MYy CETOAHSI KaK IMOJMTUYECKHUE, TaK U TEXHOJOTUUECKUE DPEIIeHUs
o 00ecneYeHNIo0 MEXAYHApOAHON MHPOPMALIMOHHON 0€30IIaCHOCTU
OCTPO BOCTpPeOOBaHbBI MHOTMMM IIPEACTABUTEIISIMA MEXIYHAPOTHOTO
coobiectBa. M3BECTHO, UTO CIOXHBIE YCIOBUS ObIBAeT Jierde nepe-
HOCHUTbh Ha OCHOBE OOBEIUHEHMST YCUIUI MapTHEPOB.

B takmx ycrmoBusx oTHomeHUs Mexny Poccmiickoit @Deneparmeit
u Kuraiickoit HaponHoii pecrybauKoit ctaau obperaTh yepThl CTpa-
TErMIecKOro mapTHepcTBa. K 4Mciy KoMmaHMil, KOTOPBIE CTPEMSITCS
BHECTU CBOM BKJaJ B YKPEIUICHUE POCCUMCKO-KUTAMCKOTO COTPYAHU-
YeCcTBa, MOCPEACTBOM PACIIMPEHUS] B3aUMOACHCTBUS C POCCUACKUMU
MOTPEOUTENIMUA BBICOKOTEXHOJIOTMYECKOM MPOAYKIIMHU, OTHOCUTCS U
kopriopauust ZTE.

ITpucyTcTBUE Ha POCCUICKOM PBIHKE M CTpaTerusi KopIiopaiuu
ZTE B Poccuu He odeHb mmpoko ocBemnaercss B CMMUA. ITostomy
XOTeJIOCh OBl cKa3aTh HECKOJbKO cjioB 0 Kopriopauuu ZTE. Kopno-
pauust ZTE ob6pazosana B 1985 roay. ITo ¢opme opranuzamuu ZTE
SIBJISIETCSI OTKPBITBIM aKIIMOHEPHBIM OOILIECTBOM C KOHTPOJbHBIM Ma-
KETOM aKILMi KUTalCKOil a’pOKOCMMYECKON KOopIiopaluuu. YKa3aH-
Hasl Kopriopalus sIBJsieTcsl rocyaapcTBeHHoi. [lo HampaBieHHOCTH
nestenbHocTu ZTE gBisieTcss OfHUM U3 KPYIHEUIIMX MPOU3BOIUTE-
JIel CBSIBHOTO M TEJICKOMMYHUKAIITMOHHOTO 000OPYIOBaHUS HE TOJIBKO
B KHP, Ho 1 Bo BceM mupe. Duimnanbl Koprnopaluuu MIPUCYTCTBYIOT B
oosnee yem 100 ctpanax. B KHP u 3a pyoexom addekTuBHO (yHK-
LIMOHUPYIOT 18 HaydyHO-MCCIeI0BaTEIbLCKUX LEHTPOB. [lesTeIbHOCTh
Kopnopamus ZTE uMmeeT SIBHO BbIpaXXEHHYIO MHHOBAlIMOHHYIO Ha-
npasiaeHHOCTb. Koprnopauuss ZTE HaxonuTcs cpeau MepBbIX KoMIa-
HUI MO0 KOJIMYECTBY 3apErMCTPUPOBAHHBIX MATCHTOB. DTO MO3BOJISIET
MPOBOAUTH 3(PDEKTUBHYIO TTOTUTUKY MPOAAK MPOAYKIIUM, CO3TAHHOMN
Ha 6a3e COOCTBEHHBIX «HOY-Xay». biaronapsi BBICOKUM HaJEeXHOCTH U
KauyecTBy npousBoauMoil 3TE mpoaykuuyu oHa COCTaBsSeT TEXHOJIO-
rMyeckyro 0a3y Kak BeAylIMX KUTAWCKUX CBSI3HBIX OMEpaToOpoB, TaK U
6osiee 500 onepaTopoB CBSI3U IO BCEMY MUDY.
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B Poccun ZTE akTUBHO COTpyIHMYAET C TAKUMU KPYITHBIMU OII€-
patopamu Kak MTC, Beimnenkom, Pocrenekom, MeradoH u ipyrumu.
B HacTosuii nepuon B pamKax yriiyoJeHusl POCCUKMCKO-KUTAKCKOIO
coTpyaHuyectBa Koprnopauusi ZTE ocyllecTBiasieT KOMILIEKC Mep 1o
pacCIIMPEeHUI0 CBOETO TPUCYTCTBUS HAa POCCHUIICKOM phIHKe. OCHOBO-
MoJIaralolIMMy NPUHILIMIIAMU, KOTOPBIE JIEKaT B OCHOBE YKa3aHHOIO
Kypca SIBJISIIOTCSI:

e UYETKOE UCIIOJJHEHME POCCUICKOTo 3aKOHOIATEIbCTBA BO Beex cde-
pax (pMHAHCOBO-3KOHOMMYECKON HesTeabHOCTU Koprnopauuu ZTE B
Poccnu;

o TruOKasl mapTHepcKas MOJUTUKA KOPIOopalvu, MO3BOJISIONIast ocy-
IIECTBIISATh CBOIO IesITeNIbHOCTh B Poccuiickoit Penepaninu B pa3ima-
HBIX (hopMax U hopMaTax, YUUTHIBAIOIIUX OCOOEHHOCTU U MHTEPECHI
POCCUICKUX MOTpeduTeieil, Kak B LIEHTPE, TaK U B PETMOHAaX;

e TIOCTaBKa POCCUMCKUM MOTPEOUTESIM JOBEPEHHOIO TEXHOJIOTHUYE-
CKoro obopynoBaHusl, Mpou3BoauMoro koprnopauueiit ZTE n dopmu-
POBaHUE HA 3TOM OCHOBE YCTOWYMBBIX MPENCTABICHUN O KOPIIOpAAN
ZTE Kaxk HanexXHOM ITapTHepeE;

e TuOKas ¢puHaHCOBasl TMOJUTUKA PAcyeTOB 3a IMOCTaBKU, KOTopas
MPeaOCTaBISIET MOKYIaTeI0 HECKOJBKO BaprMaHTOB PacCPOYKM IUIa-
TEXEH.

Takoit Toaxon IO3BOJISIET YCTAHOBUTH TECHOE COTPYIHUYECTBO C
DPOCCUMCKUMM PEryasiTopaMM M KOMIAHUSIMM, OCYIIECTBISIIOIIMMU
cepTU(MUKAIIMOHHYIO U TIPOBEPOUYHYIO NI€STEIbHOCTb O0OpPYIOBaHMS,
npousBoauMoro ZTE. PaznuuHbie dopmaThl COTpyaHUUYECTBA Ipe-
MmoJlaraloT TOTOBHOCTb Kopriopauuu ZTE ocylecTBasTh JOKaau3a-
LIMIO JIMHEMKHU CBOEH MPOAYKIMH I10J POCCUACKUMU OpeHAaMU 1 IO/,
3aKa3 pOCCUMCKUX ToTpeburteneit. Haauuue B CTpyKType yupeauTe-
Jeit kopriopaimu ZTE kpynHelmnx KuTackux O0aHKOB MO3BOJISIET
KOpPIoOpalMyi peaqu3oBbIBaTh 3aKasbl MOJA PacCPOUKy ILIaTeXel, 4To
0COOEHHO aKTyaJlbHO B YCJIOBUSIX KpU3MCA.

OueHb BaXKHBIM KOHKYPEHTHBIM MpenmyllecTBoM Koprnopauuu ZTE
SIBJISIETCSI TOTOBHOCTh ITPOM3BOAMTL B MHTEpEcax POCCUNCKUX 3aKa3-
YUKOB JOBEPEHHOE TEXHOJIOTMYECKOe 00OpYIOBaHME, YTO CO3MAET IS
POCCUIACKON CTOPOHBI TapaHTUU YCTOMYMBOIO (PYHKIMOHMPOBAHUSI
obopynoBanus Kopnopauuu ZTE B 1100bIX yCcI0BUsSIX 00CTAHOBKMN.

OTaenbHOM TeMOI sIBIsieTcsl roTOBHOCTh Koprnopauuu ZTE npeno-
CTaBJISITb POCCUMCKUM TOTPEOUTENSIM TOTOBbIE MHHOBAILIMOHHbBIE pe-
1meHus B cdepax yrpapieHUs KPYIMHBIMU TTPOMBIIUICHHBIMU TIpEa-
NPUATUSIMUA, HA TPAHCIOPTE, B He(TEra3oBoil MPOMBILIUIEHHOCTU, B
9HepreTuke, AoObIBalollleil U obpabaTbiBalolleii MPOMBILLIEHHOCTH.
Ciofa Xe MOXHO OTHECTU pelleHHUs I0 TakKuM cdepam Kak «yMHBII
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ropoji», «yMHBII PETMOH», a TAKXXe COOCTBEHHbIE Pa3pabOTKU CPEJCTB
obecrieyeHUs1 MHMOPMALIMOHHOM 0e30MacHOCTU CJIOXKHBIX TEXHOJIO-
TMYECKUX KOMILIEKCOB. IIpy 3TOM peub MIET HE O TEOPETUYECKUX
pa3paboTKaxX, a O KOHKPETHBIX TEXHOJIOTUSIX, KOTOpPbIE yX€ peaju-
30BaHbI U ycIielnHo ¢yHKunoHupyioT Kak B KHP, tak u B psge 3a-
pYOEXKHBIX CTpaH.

IMepeuncnennble HampasBiaeHus1 AesareabHoct ZTE Ha poccuii-
CKOM HaIlpaBJIEHUM CYLIECTBEHHO PACILIMPSAT CIEKTP MOCTaBISIEMON B
Poccuro npoaykiimu, Kotopasi Ha CeromHsl MpeAcTaBjieHa B OOJbIIEH
cTeneHU ramketamu (cMmapTdoHaMmu, IUIaHIIETaMu, TejJedoHaAMU U
T.4.). Kcratu, mo npogaxaM ykaszaHHoit npoaykuuu ZTE 3aHumaer
4-0e MEeCcTO B MHUDE.

Ha ocHoBe ykazaHHOro mojaxoja K opraHu3aluu OuM3Heca Ha Tep-
puropun Poccuiickoit @eneparmu Kopropauust ZTE B HacTosee
BpeMsl YCTaHABJIUBAET B3aMMOJEUCTBUE C POCCUCKUMU KOMIAHUSIMU
CO CMellIaHHBIM KanuTtaioM, TakuMu Kak OAO «PXK]l», «[aznpom»,
«PocHedTh», «bamnHedTh», «TaTHedTH», rOCymapCTBEHHONM KOPIIO-
pamueit PoctexHosornn M KOMOAHWUSMU, BXONSIIUMU B €€ CTPYK-
TYypbl, C KPYIMHBIMU POCCUWCKUMHU CHUCTEMHBIMU WHTErpaTopamu-
npousBoauTesssMu IT-npoayKimu v CpeacTB 3alluThl MHGOPMaALMU
¥ MHOTMMMU APYTUMU POCCUUCKMMHU CTPYKTYpaMu U KOPIIOpALMSIMMU.
HanaxuBaeTcs COTpYAHUYECTBO C PYKOBOJAUTEISIMU PETMOHOB U Ha-
XOASILIMMUCS B perMoHax MpodWibHbBIMUA MPEATPUSITUSIMMU.

PykoBoactBo kopnopauun ZTE, ee ydeHble U COTPYIHUKU pa3-
JIEJII0T 03a00YEHHOCTU MEXIYHAPOAHOTO COOOIIECTBA B CBSI3U C PO-
CTOM yTpo3 KubepTreppopu3Ma U KuOepBoilH. B cBoelil mesaTeabHOCTH
kopnopauus ZTE cTpeMuTcs coneiicTBOBaTh YKPEIICHUIO MEpP JIOBe-
pUsl CO CBOMMMU TTapTHEpaMM U OJHOBPEMEHHO TOTOBO CBOMMU pellie-
HUSMM COJCUCTBOBATh YKPEIJIEHNIO MEXIYHApOAHOU 6€30MacHOCTH.

MEI HameeMcsI, YTO Yepe3 BO3MOXKHOCTH HacTosero ®opyma Kop-
nopanust ZTE coBMeCTHO ¢ 3aMHTepeCOBaHHBIMU MapTHEPaMU BHECET
CBOM MNOCWJIbHBIA BKJIal KaK B YKPEIUICHUE POCCUMACKO-KUTANUCKOIo
COTPYAHMYECTBA, TaK U B YKpeIJIeHUe MeXIyHapoaIHO! MH(opMalu-
OHHOI1 6€30IMaCHOCTH.

B 3akioueHue xotes Obl MOXeEJaThb BCEM YYaCTHUKaM peann3a-
LIMM TUIAHOB M 3aMBbICJIOB, HAMpaBJIEHHbIX Ha CHUXEHUE Yrpo3 3JI0-
HaMEPEHHOTO UCIOJb30BaHUS I100ATBLHOTO MHGOPMALIMOHHOIO MPOo-
CTpaHCTBa U MUPHOTO Heba Haj roJIOBOMA.
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S.V.Ustyugov
ZTFE Corp. (China)

The main priorities of ZTE Corporation for entering the
Russian market and promotion of international information
security

In my presentation I would like to stress the importance of the Fo-
rum from the standpoint of ZTE Corporation, say a few words about
the current position of ZTE Corporation in the global telecommunica-
tions market, as well as the basic principles and directions of its work
in Russia.

First of all, let me extend greetings to the organizers and partici-
pants of the Forum on behalf of the President of ZTE Corporation
Mr. Shi Lirong, the leadership of the Russian Directorate of ZTE
Corporation, on my own behalf and wish you all success, health and
well-being. We also express our gratitude for the invitation to take part
in the Ninth International Forum «Partnership of State Authorities,
Civil Society and the Business Community in Ensuring International
Information Security».

Over the last years, the Forum has evolved into an important tool for
consolidating the efforts of IT-specialists of many countries in counter-
ing the threats of cyberterrorism and cyberwar. Essentially, thanks to
the Forum, in which we can see participation of the leading experts
and scientists of interested countries, a new universal human value has
been formed — a system of international information security. Its main
value is determined by a set of rules for the use of information and
communication networks and by a set of evaluation criteria for actions
of subjects of global communication.

This assessment of significance of the Forum allows for a number
of analogies. For example, no one doubts the importance for any com-
munity to have a Constitution — the basic law by which it lives. It
allows the community to qualify the good and the bad, to accept the
rules of the Law, which define the responsibility of citizens for their
actions. However, at the moment there are no such rules in the global
cyberspace.

In this regard, it is fair to say that specialists from many countries
and their efforts in the framework of the Forum are forming a certain
prototype of the Universal Law of the Internet, which in addition to
determining the rules of conduct and responsibility of subjects of global
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communications, would promote cooperation between different coun-
tries on the basis of shaping of a trusted information environment.

This is particularly true in the context when information sphere is
being used by individual nation-states to toughen dictate with regard
to both its partners and allies, and to countries, which wish to pursue
independent policy. Therefore today, both political and technological
solutions to ensure international information security are in great de-
mand by many members of the international community. It is known
that it is easier to endure difficult circumstances with joint efforts of
partners.

Under these conditions, the relations between the Russian Federa-
tion and the People’s Republic of China began to take shape of a strate-
gic partnership. ZTE Corporation is among the companies that seek to
contribute to the strengthening of Russian-Chinese cooperation through
an increased interaction with Russian consumers of high-tech products.

The presence in the Russian market and the strategy of ZTE Cor-
poration in Russia has not been widely covered by the media. There-
fore, I would like to say a few words about ZTE Corporation. It was
founded in 1985. By the form of enterprise, ZTE is a joint stock com-
pany with majority interest being held by Chinese Aerospace Corpo-
ration, which is public. ZTE is one of the largest manufacturers of
telecommunications equipment not only in China but throughout the
world. The branches of the Corporation are present in more than 100
countries. There are 18 research centers which successfully operate in
China and abroad. The work of ZTE Corporation has a pronounced
forward-thinking orientation. ZTE Corporation is among the leading
companies by the number of registered patents. This allows for an ef-
fective policy of sales of products created on the basis of proprietary
«know-how». High reliability and quality of manufactured products,
allows them to serve as a technological base of the leading Chinese
communications service provider and more than 500 communications
service providers worldwide.

In Russia, ZTE is actively cooperating with major mobile network
operators, such as MTS, VimpelCom, Rostelecom, Megafon and oth-
ers. Currently, with the deepening of Russian-Chinese cooperation,
ZTE is implementing a set of measures to expand its presence in the
Russian market. The fundamental principles that lie at the heart of this
strategy are:

« accurate execution of the Laws of the Russian Federation in all spheres
of financial and economic activity of ZTE Corporation in Russia;

o flexible partnership policy of the Corporation, which allows it to
work in the Russian Federation in various forms and formats, taking
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into account the qualities and interests of Russian consumers, both in
central regions and throughout the country;

« supply of trusted technological equipment produced by ZTE Cor-
poration to Russian consumers and formation on this basis of a sus-
tainable perception of ZTE Corporation as a reliable partner;

« flexible financial settlement policy, which gives the customer several
options for payment by installments.

This approach allows us to establish close cooperation with the
Russian regulators and companies engaged in certification and verifi-
cation of equipment produced by ZTE. Different forms of coopera-
tion involve the willingness of ZTE Corporation to localize its product
lineup under Russian brands and customized for Russian consumers.
The presence of China’s largest banks in the founding structure of ZTE
Corporation allows the Corporation to fulfill orders for payment by
installments, which is especially important in times of crisis.

The willingness of ZTE Corporation to produce trusted technologi-
cal equipment in the interests of Russian customers is an important
competitive advantage and guarantees for the Russian side a stable
operation of ZTE Corporation equipment in any situation.

A separate topic is the willingness of ZTE Corporation to provide
Russian consumers with innovative out-of-the-box solutions in man-
agement of large industrial enterprises, transport, oil and gas, energy,
mining and manufacturing industries. This category can also include
such solutions as «smart city», «intelligent region», as well as proprietary
information security solutions for advanced technological complexes.
This being said, we are not talking about theoretical developments, but
about specific technologies that have already been implemented and
successfully operate both in China and abroad.

This business profile of ZTE Corporation in Russia will significantly
expand the range of products supplied to Russia, which is now to a
greater extent represented by gadgets (smartphones, tablets, phones,
etc.). At that, ZTE ranks fourth in the world by sales of the abovemen-
tioned products.

On the basis of this approach to business organization on the ter-
ritory of the Russian Federation, ZTE is currently establishing coop-
eration with Russian mixed capital companies such as JSC «Russian
Railways», «Gazprom», «Rosneft», «Bashneft», «Tatneft», Russian
Technologies State Corporation and its affiliated companies, with ma-
jor Russian system integrators-manufacturers of IT-products and in-
formation security solutions and many other Russian institutions and
corporations. Cooperation is being established with the heads of the
regions and regional core enterprises.
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The leadership of ZTE Corporation, its scientists and staff mem-
bers share the concern of the international community over the grow-
ing threat of cyberterrorism and cyberwarfare. In its activities, ZTE
Corporation seeks to promote confidence-building measures with its
partners and at the same time is ready to contribute with its solutions
to the strengthening of international security.

We hope that through this Forum ZTE Corporation together with
interested partners will make a fair share of contribution to strengthen-
ing of Russian-Chinese cooperation, and to strengthening of interna-
tional information security.

In conclusion I would like to wish all the participants peaceful skies
and implementation of their plans and designs aimed at reducing the
threat of malicious use of global information space.
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E.I'.Tonomazos, N.B.3umun

Hucmumym snexkmponuku u mesexommynukayuii npu Koipevizckom
20cyoapcmeeHHoM mexHuveckom yHueepcumeme um. M. Pazsaxosa

IIpo6aembl 1 0COOEHHOCTH MH()OPMALMOHHON 0€30MaACHOCTH
B KbIproi3ckoii pecny0/mke

MudopmalimonHas cdepa siBaseTcss KIO4eBOl cepoil KU3HU
Kwipreiscrana, Kak rocygapcTbBa M Kak II€JIOCTHOTO B CBOEM Pa3HOO-
Opasuu oOlecTBa.

B nocnenHee BpeMst Bormpoc MH(MOPMALMOHHOK 0€30MacHOCTU
Keipreizcrana (Kuprusum) oueHb 4acTo CTAaHOBUTCS TIPEAMETOM JIUC-
Kyccuu M criopoB. WM yaime Bcero co CChUIKOM Ha Hekue MHGopMa-
LMOHHBIE BOMHBI, COIMPOBOXIABIINE TOCJICIHNUE MOJIUTHUYCCKUE CO-
OBITHSI M COLIMAJIbHBIC TTOTPSICCHUSI.

17 mons 2015 roma B KaKoii-To Mepe SIBJISIETCS 3HAKOBOM YepTOi,
KOTOpasi OIpeaeIuT Oymayiiee Hallero MHGOpMaIMOHHOTO IIPOCTPaH-
CTBa M Halllel IpeaCTaBICHHOCTH B IM(POBLIX MaKeTax Belanus. I'o-
crporpaMma II0 mepexony Ha LugpoBoe BelllaHWe MIpeaycMaTpuBacT
JIMIIIb BBIMOJTHEHME TEXHMYECKMX 00S13aTeJIbCTB MO MEXIYHAPOITHOMY
cormmameHnio «XKeHesa — 06». Uro OymeT BellaTh omepaTop, ITOJIY-
YMBIINI LTU(PPOBEIE YaCTOThI — 00 3TOM MOKa ellle HUKTO HEe AyMall.
BaxxnocTh MH(MOpMALIMOHHOTO pecypca ISl TocyaapcTBa ONpeaesieT-
¢Sl KOHTEHTOM, KOTOPKIH ITOJTydaeT IMMOTPEONTEIIh, IBISIOLIMIICS rpaxk-
ITaHWHOM cTpaHbl. W miIg rocymapcTBa BakHO IT03a00TUTHCS, YTOOHBI B
9TUX TaKeTax ObLIO OoJbiie MecTHEIX CMMU, ocBemarommx coObITHS
M TOCYIAapCTBEHHYIO ITOJIMTUKY CcTpaHbl. CeromHs B 3TOM IUIaHe Kap-
TUHA BBITJISIIUT YAPYyYarollei.

B bumikeke m3 18 kaHanoB, BelIaloONInX B OTKPHLITOM (opmare,
14 mOYTH TTOJTHOCTBIO PETPAHCIMPYIOT 3apyoeskHbIe mporpaMmbel OPT,
PTP, Bectu-24, Kynasrypa, HTB, CTC, THT, Pen-TB, Mup, MTV,
KTK, Bn-Apna, Xabap, CCTV. MecTHBIX KaHaJIOB BCEro 4YeThipe —
OTPK, DnaTP, 5-i1 xanan, 9xo Manaca.

He meHee mnayeBHa cutyanysl Ha tore ctpaHbl. Ha teppuropmio
CTpaHbl CBOOOJHO BEIIAIOT TPMHAAIATh Y30E€KCKMX M MSATh TaIKHMK-
CKMX KaHAJIOB. A BeIb €CThb €ll¢ U PaauOCTaAHIINM.

IMTouemy cnoxuack Takasg KaptuHa? EcTh nBe OCHOBHBIEC ITPUYN-
HBl — MoJuTHYecKasa u TexHundeckast. [Ipumepno ¢ 2001 roma Beimava
4yacToT ToJ TeJepaaroBelllaHue TIpeBpaTuiach B MpOLEeaAypy, KOoTopast
3aBeIOMO WTIpajia NPOTUB MHEPOPMAIMOHHOM Oe3omacHocT KrIp-
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rei3cTaHa. bonee 60-Tu 3asiBUTENCH IO CHUX IOP CTOST B OYepeny Ha
YaCcTOTHOE NMPUCBOEHUE, HANESICh, YTO KOrma-HUOYIb BCE X€& CMOIYT
OTKPBITh CBOM KaHaid. Ho noaumuka eocydapcmea Toro BpeMeHU OKa-
3ajlachb HE3aMHTEPECOBAHHOW B YECTHOM pPa3BUTUM YAaCTHOTO Meaua-
pbIHKA. BbImaya 9acToT ouIIMaabHO MpeKpaTmiach, XOTS HOBBIE Ka-
HaJIBl BCE XK€ TTOSBIISLIIUCD.

CMMU, ocpeniaioliie MeCTHbIE COOBITHSI, MOCTETICHHO MpeBpalla-
JIUCh B UHCTPYMEHT MHGMOPMALIMOHHOrO BIUsHUSA. OcTaabHble Bella-
TeJU PelLIWIN He CBS3bIBATHCS C MOJUTUKON, U MEpellid Ha peTpaH-
CJISLIUIO.

Bropasg mpuunMHa — CJIOXHOCTb reorpaduyeckoro peinbeda. OH
He T03BoJIsIeT 3((GEKTUBHO HMCIOIb30BaTh MMEIOIIMECS YaCTOTHBIE
pecypchl. IS MX OCBOEHUSI MPUXOAMTCS CTPOUTH OOJIblIE CTaHLIMMA,
IyonIupoBaTh OAMH U TOT K€ KaHald B pa3HbIX PerMoHaxX Ha Pas3HbIX
4yacToTax, TpaTUTh OOJIblle JAeHer Ha IMoJAep:KaHWe CYLIECTBYIOIIETO
BelllaHUsI.

B cBoe BpeMmst B Hamexiae pa3BUTh BeIlaHME MHOTHE CTOJIMYHBIC
TeJePaaOKOMITAHNM TIOJYYUIM B PETMOHAX OIpeAesieHHOEe KOJIuye-
cTBO yacToT. Ho M3-3a 1OpOroBU3HBI MTOCTPOCHUsI COOCTBEHHBIX Ce-
Tel, Hepa3BUTOCTU PbIHKA peKIaMbl, OTPaHUYEHHOCTH CYIIECTBYIO-
IIMX KaHaJoB pejieiHON IoJauyu CUTHajla — OHM UX JI0 CUX MOp He
3aIMMyCTUJIN.

CeromHs ke 3TOT BOIIPOC IO-IIpexxHeMy He pelraetcs. Ho yxe mon
oULIMATIBHBIM MPEAJIOTOM TOTO, YTO IpsiieT MUMPOBOH BeK U Bblmavya
AQHAJIOTOBBIX YaCTOT HEepeHTabelbHa, TaK KaK BelllaHWE B aHAJOTOBOM
pexume 1ocie 2015 roma Bc€ paBHO MPUAETCS MPeKpalliaTh.

B pasHbix pernoHax Kbiprei3cTaHa IjlaHUpyeTcsl 3amycTuTh oT 10
U OoJjiee MYJbTUILIEKCOB. B HEKOTOPBIX permoHax MX OYyAEeT CBbIIIE
30-tu, eciu Tyda NOMAYT orepatopbl CBsI3u. COrjacHO rocrnporpamme
rocygapcTBo 0epeT Ha ceOs1 3a00Ty JIMILbL O COLIMAJIbHOM IMaKeTe, Kyaa
BOWMIYT Bellareiau, hMHaAHCUpyeMble U3 Olomkera. Mx He Tak MHO-
ro — 3—5 kaHajoB pecnybauKaHCKoro macuraba. Ilioc B kaxnoi
00JIacTU elle IO OJHOM TejJeCTaHUUU. A BMECTUTb B OILJIaYE€HHBIMN
rOCyJapCTBOM MYJBTUILIEKC MOXHO 10 14(!) xaHanoB. YUto memathb ¢
OCTaJIbHBIM ITpOCTpaHCTBOM? 3ab0Ta rocyaapcTBa 3akjloyaeTcs B Io-
CTPOEHUM COOCTBEHHOI'O MYJIBTUIUIEKCA M OOECIIEYeHUHN €ro pa3BUTHS
JI0 KaXJI0To OTHAJeHHOTO Yyrojika CTpaHbI.

Tenesunenue B KbIpreizctaHe sBisIETCS OMHOM U3 OCHOBHBIX CO-
crapisioninx CMMU. Tak HasbiBaeMast Apabckasi BeCHa, CMBICTIOBBIE
MPOTUBOCTOSTHUSI MEXIY CTOPOHHUKAMU €BPOIEHCKOro U eBpa3uii-
CKOro TyTu pa3BuTus Ha mnpocTtpaHcTBe ObiBliero CCCP, nuBuiu-
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3allMOHHBIE, KYJbTYpHblE U MEXKOH(MECCHOHAIbHbIE MPOTUBOPEUHUS
JNIEMOHCTPUPYIOT HOBbIE BO3MOXHOCTM COBPEMEHHOro MHGbOpMalu-
OHHOT'O B3aUMOAECUCTBUS WM MPOTUBOAEHCTBUSI. KbIproI3cTaH 3a 1mo-
clieHUE TISITh JIET UCIIBITAl LEJbIA Psl MPSIMbIX MH(GOPMALMOHHBIX
arak, CYIIECTBEHHO TMOBIMUSBIIMX Ha OOILECTBEHHO-MOJUTUYECKYIO
curyamuio B crpaHe. CeromHs, naxke Haxomsch Ha nepudepur MUPO-
BOI1 TypOYJIeHTHOCTH, CTpaHa, TaK WJIM UHaye, BOBJIeUeHa B INI00AIb-
Hble HMH(OPMALMOHHbIE MPOTUBOCTOSIHUSI. MaHUMYJISITUBHbBIE TeX-
HOJIOTMHM, 3a4acTyl0 UCIMOJIb3yeMble BHEIIHUMU UTPOKAMU ISl MHBIX
lejeil u TeppuTOpuii, TeM HE MeHee OKa3biBaloT CUMMETPUYHbIN
apdext Ha KeiprbizctaH. Ho Haubosiee BBICOKMM PHUCKOM SIBJISIETCS
TEHIEHIMS K TMOTepe CYObEKTHOCTH TOCYNAPCTBEHHBIX M TpakIaH-
CKHUX MHCTUTYTOB, YYACTHMKOB PBIHKA, pa3MbIBaHUE TpaxkKIaHCKOM,
MEHTaJIbHO-KYJBTYpHOI oOIHOCcTel. 'ocynapcTBo TepsieT cBoii 6a-
30BbIii UMMYHUTET. DTO MpsiMasi yrpo3a cyBepeHUTeTy KbIpreizckoit
Pecniyonnku. OmacHOCTb B TOM, UTO IMOKa HET MPSIMbIX BHELIHUX
arpeccuit ipotuB KbIprei3cTaHa, BCe 3TU SIBJIEHUS HOCSAT CKPBITHIN,
beccuMnTOMHBIN XapakTep. Ho 3To He OTMEHSIET MX AECTPYKTUBHBIX
nocaeactBuii. OmHaKo, Kak IOKa3blBaeT MUPOBas MpPaKTUKa, CTpPeM-
JIEHWE 3aKpbITb WIM OrpaHUYMUTh HALMOHAJIbHOE WHMOPMAIIMOHHOE
MPOCTPAHCTBO, YCTAHOBUTb B HEM KECTKUN KOHTPOJb Majoddhdek-
TUBHO U HECET HOBbIE PUCKM.

B HaumoHanbHOM MHMOPMALIMOHHOM IMPOCTPAHCTBE MPUCYTCTBY-
10T 3apyoexHbie CMU, KoTopbie HEPEIKO UMEIOT IMPEUMYIECTBO Ha
kbiprei3ckumMu CMMU. Tak, kbeipreizckue CMMUM He 3aHMMAaOTCS cTpa-
HOBBIM TO3WIIMOHUPOBAHWEM B PETUOHAJIBHOM W TJ00aJIBLHOM IIpO-
CTPaHCTBE: OTCYTCTBUE COOCTBEHHBIX KaUeCTBEHHBIX MEXIYHAPOIHBIX
HOBOCTEM [IJI1 OCBELLEHUSI MUPOBBIX COOBITUI U MPOLECCOB MPUBEIIO
K TOMY, YTO MPEACTaBIEHUS KbIPThI3CKOTO O0LIECTBA O MUPOBBIX MPO-
1eccax M COOCTBEHHOE IMO3MIMOHMPOBAHME IO OTHOIICHUIO K HHUM
dopmupytor uHoctpaHueie CMMW mnm keipreisckue CMU, paborta-
IOllIMe B paMKax MHOCTPaHHBIX MH(POPMAIMOHHBIX TUCKYpPCOB, 4TO
MPUBOIUT K aBCOIOTHON HEaneKBaTHOCTU K CBOEMY MECTOIOJIOXEe-
HMIO, 33layaM U LesiM. bosiee Toro, paBHO3HAYHOE MPUCYTCTBUE Ha
HallMOHAJIbHOM Tiojie MHOCcTpaHHbIXx CMMW He mpocTo BKJIOYaeT MX
BO BHYTPEHHIOI MH(MOPMAIIMOHHYI0O KOHKYPEHIIMIO, HO U TOIMEHS-
€T HallMOHAJIbHYIO MOBECTKY, OTBJEKasl OT HACYILIHBIX MpobieM. DTo
pa3MbIBaeT M pa3pyuiaeT CyObeKTHOCTb IOCYJApPCTBEHHBIX M OOIIe-
CTBEHHBIX MHCTUTYTOB. MH(popMaunoHHO KbIprel3cTaH mpoaoskaeT
HaxoAuTbCS B Mpenesiax IMOCTCOBETCKOro MHMOPMAIIMOHHOIO IIpo-
CTpaHCTBA.
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Lleau u cpedcmea obecneuenuss UHGOPMayUOHHOU 6e30NACHOCMU

Muccueii KoHuenuuu uHMOPMALMOHHON ITOJUTUKU SIBJISIETCS
YKpeIUIEHUEe CYBepeHMTEeTa M TocyaapcTBeHHOI Oe3oracHocTtu Kbip-
I'bI3cKOil Pecny0iuKku, co3gaHue yCJIOBUI ISl YCTOMYMBOIO pa3BUTHS
KbIpreizcrana, ykperjieHue M pa3BUTHE IeMOKPaTUYECKUX IpakIaH-
CKMX Y TOCyIapCTBEHHBIX MHCTUTYTOB. MH(pOpMaLIMOHHas TTOJUTHKA
KbipreizcraHa go/kHa co3aaTh YCaoBUs 1ist 3G (hEKTUBHOTO UCTIONb-
30BaHMS TpaXIaHaMU U TOCYIapCTBOM BO3MOXKHOCTEN CTPAHOBOTO U
J100aIbHOTO MH(MOPMAILMOHHBIX IPOCTPAHCTB.

Kommieke neiictBuii B chepe MHOOPMAIIMOHHON 0Oe30MacHOCTU
npecieayeT HECKOJIbKO JOJTOCPOYHBIX LIeJIei:

e YKperuieHue HMH@OopMalUOHHOro cyBepeHuTeTa KbIprel3cTaHa Ha-
psiy ¢ OTKPHITOCTHIO K IIpoleccaM MHMOPMALMOHHON I100a/In3alnu;
o TIONAEpPKAHME TOCTOSSHHOTO OTKPBITOIO M KOHCTPYKTMBHOTO IHa-
Jiora Bcex CyOBeKTOB OOIIeCTBA M TOCYAApCTBa € 1LIEJIbI0 YCTOHYMBOTO
pa3Butus KeipreizcraHa;

e YMEHBIIIEHUE YSI3BUMOCTU KbIPTbI3CTAHCKOTO OOIIECTBA K BHY-
TPEHHUM KOH(MJIUKTaM, CIOCOOCTBOBaHME MPUMUPEHUIO, MUPHOMY
COCYLLIECT-BOBAHUIO, YKPEIJIEHUE OOLIECTBEHHOIO, MEXHAMOHAIb-
HOTO Y MeXKOH(ECCMOHAIIBHOTO COTJIacHs, TIpeaynpexXaeHue KOH-
(bIMKTOreHHOCTH;

e COXpaHEHME U Pa3BUTUE €IMHOT0 HALMOHAIBHOIO WHGOPMaLKO-
HOTO U KYJBTYPHOTO MOJs 1151 (POpMUPOBAHUST OOIeHAIIMOHATBHBIX
CMBICJIOB, UAECHTU(PULIMPYIOIIUX U MO3ULIUOHUPYIOIUX KbIpreisctaH
KaK CyBepeHHOE IoCyIapCTBO;

e yKpeIUIeHHME MHCTUTYTOB (HOpPM, Mpolieayp, Haa3opa) MHGpopmMa-
LIMOHHOI 6e3omacHocTu Kbipreidckoit PecnyOnku;

e TIOBBIIIEHUE TOTOBHOCTU KbIprbidckoit PecryOauku K MpoOTHBO-
JENCTBUIO B KPU3UCHBIX CUTYaLIUsIX;

e COXpaHEHME U YTBEepXKIeHUE NEMOKPATUUYECKUX LIEHHOCTeil BHE 3a-
BUCUMOCTU OT TEXHOJOTMYECKHUX BbI30BOB MH(MOPMALIMOHHON Cpebl.

B nmonutuke mHGOpMAIIMOHHON 0€30MaCHOCTU MPUMEHSETCS 00-
WM TPUHIUI OPUEHTUPOBAHHOCTU HA IpenoTBpalleHre KOHMIUK-
TOB UM IOBBILIEHUE 0E30IMaCHOCTU 3a CYET 3aKOHHOCTU, OTKPBITOCTH,
pPaBHOI OTBETCTBEHHOCTM BCEX CTOPOH MHMOPMALIMOHHOIO B3aUMO-
JIeCTBUS Mepel 3aKOHOM. ['ocyaapcTBO B COTPYAHMYECTBE C TpaKaaH-
CKMM OOILIECTBOM U MEXAYHAPOIHBIMUA MHCTUTYLUSIMU OOECTIEYMBAET
TTOCTOSTHHBI MOHMUTOPUHT TPOSIBICHWIT HEHABUCTU W PA3KUTAHUS
Bpaxnbl B MHGOPMALMOHHON cdepe, MpaBOOXpaHUTEIbHAs CUCTeMa
TpeceKkaeT 3TU MPOSIBJICHMSI B paMKaX 3aKOHa.
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TexHosornyeckasi peBOJIOLMS MO3BOJISIET CO3AaTh HOBBIM TUCKYPC
BOKPYT' HOBBIX UHTEPHET-0a3MPpOBaHHbBIX MHDOPMAIIMOHHBIX KaHAJIOB,
JIOCTYIHBIX JJIS1 MOJIOJIOW ayIUTOPUM, TIPOABUTAIOLIUICS IO MEPE CMe-
leHus1 aeMmorpaguueckux rpaHull. M3ameHeHue crocoba moTpebJe-
HUs Meaua objieryaeT 3agayy MoauUuLUUpoBaHus UHGOPMALIMOHHOTO
nucKypcea. B cepe commanbHBIX ceTeil 1 MHTEPAKTUBHOTO CEeTMEHTA
HMHrepHeTa BaxHO (hopMUpOBaHUE MPOTHUBOIACHCTBUSI CUCTEMaM I1O-
JIMTUYEeCKoro TpoJuimHra. Mrposast MexaHuka (gamification) u ¢ak-
TOP BJMSIHUSI CO CTOPOHBI CBEPCTHUKOB MOTYT OBbITh 3aJ€iCTBOBAHbI
B KarajJu3aluu Tipolecca (PopMUPOBaHUSI CYObEKTHOCTH MOJIOAOTO
ITOKOJICHUS.

Hanuuue HedpwasTpoBaHHOro WMHTepHeT-TpaduKa II03BOJISIET
HMMETh MOCTOSTHHBIN TOCTYIT K Pa3IUYHbIM UCTOYHUKAM MH(bOPMAaLIUH.
Hanuuue nocryna OyneT pe3yabTaTUBHBIM (paKTOpoM O6e30MacHOCTH,
€CJIM COBMECTUTCSI C BBICOKMM YPOBHEM MeAua-rPpaMOTHOCTH, KpU-
THYECKUM MEIIUICHUEM W HaJIWMYMEeM CTPYKTYPHMPOBAHHOTO Meaua-
IIPOCTPAHCTBA C KITIOUEBOM POJIBIO OOIIIECTBEHHOTO BEIaHMSI.

MaccoBoe pa3BUTHE HAaBBIKOB IIPOrpaMMMPOBAHUS, pa3BUTHE
pPBIHKA MPOrpaMMHUPOBaHUs U T100aibHasi MHTETPUPOBAHHOCTh KbIP-
I'bI3CTAHCKOTO pPbIHKA TMPOU3BOACTBA MPOTPAMMHOIO ObOecreuyeHust
JleJlaeT BO3MOXHBIM 0oJjiee Oe30MacHOe UCMOJb30BAHUE PEUICHUI Ha
OCHOBE TaK Ha3BIBAEMOTO «OTKPBITOTO KOHa» HApSIIy C MCITOJIb30Ba-
HHUEM «3aKPBITOTO KOma». DTO TO3BOJISIET CAENIaTh OHJIAMH-peCcypChl
Kbipreizcrana 6ojee yCTOMUMBBIMU M 3aIIUIIEHHBIMUA OT BHEILIHETO
BO3JICUCTBUSL.

locynapcTBo cozgaeT ycioBMST Il 3alllMThl AaHHBIX, CO3IaBast
craHaapThl. OmnepaTopbl U COOCTBEHHUKM 0a3 AaHHBIX Bcex (opm
COOCTBEHHOCTH (POPMUPYIOT Ha OCHOBE CTaHAAPTOB MEXaHU3MbI 3a-
IIATH TAHHBIX.

I'pamoTHast u mociiemoBaTebHas MOJIUTUKA B chepe nHpOopMaIu-
OHHOI 0€30IMacHOCTU SIBJIIETCS IPSMBIM YCIOBUEM CYBepeHUTETA U
11IeJIOCTHOCTH TOCyAapcTBa.
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Issues and special aspects of information security
in the Kyrgyz Republic

The information sphere is a key area of life in Kyrgyzstan, as a state
and as a society coherent in its diversity.

The issue of information security in Kyrgyzstan has recently become
a frequent subject of discussion and controversy. And more often than
not with the reference to some information wars that accompanied the
recent political developments and social upheaval.

June 17 of 2015 will be, to some extent, a significant milestone that
will determine the future of our information space, and our representa-
tion in digital broadcasting packages. The State program for transition
to digital broadcasting provides only for compliance with the technical
obligations under an international agreement «Geneva-06». What will
be broadcast by the operator, who obtains digital frequencies — no one
has thought of it yet. The importance of an information resource for
the nation-state is determined by the content received by consumer,
who is a citizen of the country. And it is important for the government
to make sure that these packages include more of the local media,
which cover events and the state policy of the country. Today, in this
respect, the picture looks depressing.

In Bishkek, 14 out of 18 channels broadcasting in an open format
almost completely rebroadcast foreign programs of ORT, RTR, Vesti-
24, Culture, NTV, STS, TNT, REN-TV, MIR, MTV, STS, El Arna,
Khabar, CCTV. There are only four local channels — PTRC, EITR,
Channel 5, Echo of Manas.

Equally deplorable is the situation in the south of the country. Thir-
teen Uzbek and five Tajik channels freely broadcast on the territory of
the country. And then there are also radio stations.

Why can we observe such a picture? There are two main reasons —
political and technical. Since around 2001, the allocation of broad-
casting frequencies has become a routine that obviously played against
information security of Kyrgyzstan. More than 60 applicants are still
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in the line for frequency allocation, hoping that someday they still will
be able to open their own channel. But the policy of the state at the
time turned out to be uninterested in fair development of the private
media market. Frequencies allocation had officially ended, although
new channels still continued to appear.

Local media gradually transformed into a tool of information in-
fluence. The rest of the broadcasters decided not to get involved with
politics and turned to rebroadcasting.

The second reason — is the complexity of geographical terrain. It
does not allow the efficient use of available frequency spectrum. For its
development it is necessary to build more stations, duplicate the same
channel in different regions at different frequencies, and spend more
money to maintain existing broadcasting.

At the time, in hope of developing broadcasting, many metropolitan
television and radio broadcasting company received certain bandwidths
in the regions. But because of the high cost of building their own net-
works, weak advertising market, limits of existing relay signal lines —
they have not launched them yet.

Today this issue is still not being solved — but under the official
pretext that we are on the verge of a digital age and issuance of analog
frequencies is unprofitable, as analog broadcasting will have to stop
after 2015 anyway.

It is planned to launch 10 or more multiplexes in each region of
Kyrgyzstan. In some regions there will be over 30, if communication
providers will participate. According to the state program the govern-
ment takes care only of the social package, which will include broad-
casters that are financed from the budget. There are not so many of
them — 3—5 channels of republican scale. And an extra TV station in
each region. And it is possible to accommodate up to 14 (!) channels
in the state-paid multiplex. What is to be done with the rest of the
bandwidth? The concern of the State is to build its own multiplex and
ensure its development in every remote area of the country.

Television in Kyrgyzstan is one of the main components of media.
The so-called Arab Spring, semantic confrontation between the sup-
porters of European and Eurasian path of development in the territory
of the former USSR, civilizational, cultural and inter-religious con-
tradictions demonstrate the new possibilities of modern information
interaction and counteraction. Over the past five years Kyrgyzstan has
experienced a number of direct information attacks, which greatly in-
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fluenced the socio-political environment of the country. Today, even
being on the periphery of the global turbulence, the country is one
way or another involved in the global information confrontations. Ma-
nipulative techniques which are often used by external actors for other
purposes and territories nevertheless have a symmetrical effect on Kyr-
gyzstan. But the greatest risk is the tendency to loss of subjectivity of
state and civil institutions, market players, erosion of civil and men-
tal-cultural communities. The nation-state loses its basic immunity.
This is a direct threat to the sovereignty of the Kyrgyz Republic. The
danger lies in that, while there is no direct external aggression against
Kyrgyzstan, all these phenomena are of concealed and asymptomatic
nature. But this does not negate their destructive effects. However, the
world practice shows, that the ambition to close or restrict national
information space or to impose strict control is ineffective and carries
new risks.

The foreign media that is present in national information space
often has an advantage over the Kyrgyz media. For instance, Kyrgyz
media do not engage in country positioning in regional and global
space: the absence of indigenous high-quality international news for
coverage of global events and processes has led to the fact that per-
ception and views of Kyrgyz society on the global processes are being
formed by the foreign media or the Kyrgyz media, working within the
framework of foreign information narratives. This leads to absolute
inadequacy of the views and perception with regard to place, goals and
objectives. Moreover, the equal presence of the foreign media in the
national space does not just include them into the inner informational
competition, but also substitutes national agenda and distracts from the
current issues. It dilutes and disrupts subjectivity of the state and public
institutions. Information-wise Kyrgyzstan continues to be within the
post-Soviet information space.

Objectives and Means of information security

The goal of the Concept of Information Policy is to strengthen the
sovereignty and national security of the Kyrgyz Republic, to create
conditions for sustainable development of Kyrgyzstan, strengthening
and development of democratic civil and state institutions. Informa-
tion policy of Kyrgyzstan must provide conditions for effective use of
national and global information space by the citizens and the state.
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The set of measures in the field of information security has several
long-term goals:

« strengthening of information sovereignty of Kyrgyzstan, along with
openness to the processes of information globalization;

« maintain a constant open and constructive dialogue between all ac-
tors of the society and the State for the purpose of sustainable develop-
ment of Kyrgyzstan;

« reduce the vulnerability of Kyrgyz society to internal conflicts, pro-
mote reconciliation, peaceful coexistence, strengthening of social, eth-
nic and interreligious understanding, prevention of conflictogenity;

« preservation and development of a unified national information and
cultural space to shape national values which identify and position
Kyrgyzstan as a sovereign state;

« strengthening of information security institutions (rules, procedures,
supervision) of the Kyrgyz Republic;

» increase the preparedness of the Kyrgyz Republic to counter crisis
situations;

« preservation and strengthening of democratic values, regardless of
technological challenges of the information environment.

Information security policy uses the general principle of orientation
on conflict prevention and improving of security through the rule of
law, openness, and equal amenability of all parties of information ex-
change. The government in collaboration with civil society and inter-
national institutions ensures constant monitoring of information sphere
for manifestation and incitement of hatred, and the law enforcement
system precludes these manifestations within the Law.

The technological revolution makes it possible to create a new nar-
rative around new Internet-based information channels available to a
younger audience, which advances with the demographic boundaries.
Change in means of media consumption makes it easier to modify the
information narrative. With regard to social networking and interactive
segment of the Internet it is important to develop a response to the
systems of political trolling. Game mechanics (gamification) and the
factor of peer influence can be involved in the process of catalyzing the
formation of subjectivity of the younger generation.

Availability of unfiltered Internet traffic enables instant access to
the various sources of information. Availability of access can be an ef-
fective safety factor if it is combined with a high level of media literacy,
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critical thinking and the presence of a structured media space with the
key role of public broadcasting service.

Wide-scale development of programming skills, development of
software engineering market and global integration of Kyrgyz software
market provides for a more secure use of so-called «open source» solu-
tions in comparison with «closed source» solutions. This allows making
online resources of Kyrgyzstan more stable and protected from external
influences.

The nation-state creates conditions for data protection by intro-
ducing standards. Operators and owners of databases with all forms of
ownership develop standards-based data protection mechanisms.

Appropriate and consistent policy in the field of information secu-
rity is a straightforward prerequisite for sovereignty and integrity of the
nation-state.



Ninth International Forum «Partnership of State Authorities,
Civil Society and the Business Community in Ensuring International
Information Security» and Eleventh Scientific Conference of the
International Information Security Research Consortium April
20—23, 2015. Garmisch-Partenkirchen, Munich, Germany,
2015. — Moscow: Moscow University Press, 2015. — 288 p.

The proceedings of the Ninth International Forum «Partner-
ship of State Authorities, Civil Society and the Business Com-
munity in Ensuring International Information Security» and the
Eleventh Scientific Conference of the International Information
Security Research Consortium include reports by leading domes-
tic and foreign experts engaged in research of Information secu-
rity, Cybersecurity and International Information security.
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