


Kapaces IL.A.
WUHCTUTYT po6JieM HHPOPMALMOHHOHU
6e3onacHoctyu MI'Y umenu M.B.JlomoHOCOBa

OBb30P HAIMOHAJIBHBIX ITIOAXO0A0B K ITPOBJIEME
OUJIbTPALIUN KOHTEHTA B UHTEPHETE

VHTepHeT Kak I100a/bHbI PEeHOMEH, COCTOALIMA U3 Pa3/INYHbIX YCTPOUCTB,
IIPOBOJHBIX ¥ 6€CIIPOBOJHBIX CETEH, CerofHeA CTaJl MECTOM, I/ie CO34aETCs, IepejaéT-
€Al U XPAHUTCSA TUTAaHTCKUK 00bEM HHPOopMaLu. [Ipy 3TOM Te, KTO CO3/1al0T KOHTEHT,
PYKOBO/ZICTBYIOTCSI CAMBIMHU Pa3HbIMU LeJIIMHU, B TOM YUCJIe U JeCTPYKTUBHBIMHU.

CerogHs moJsib3oBaTe/ib MHTepHeTa, MOTrpy»kasicb B OECKOHEYHbIH MOTOK
MHbOpMaLMHY, 3a4aCTYI0 He MOXKET B MOJITHOW Mepe BOCIPUHATb U 0CO3HATh IO-
TpebJ/isieMblil KOHTEHT, @ BMECTE C 3TUM — HE MOXKET B IIOJIHOW Mepe OLlEHUTh ero
BJIMSIHWE Ha CBOIO NCUXUKY U MoBeJieHue. KpoMe Toro, nosib3oBaTesid ColiMa/ib-
HbIX CeTel U UHbIX CEPBHCOB, MO3BOJIAIOIIUX pa3MellaTb B UHTepHeTe pa3iny-
HbIM KOHTEHT, 4aCcTO He OTJAl0T cebe OTYET B TOM, YTO, BbIKJIa/[bIBasl HA BCeoob1ee
0603peHHe HHPOPMALUIO 0 cebe, OHU YKe He CMOTYT 6eccieJHO yAAIUTb e€. KoH-
bugeHnMasibHass UHGOPMALUSl WM JIMYHbIE JJaHHbIE MOTYT OKa3aThbCAd B pyKax
3JIOYMbIIIJIEHHUKOB, KOTOPbIE€ CTAHYT MCI0Jb30BaTh €€ M0 CBOEMY YCMOTPEHHUIO.
Oco60#1 0OTacCHOCTH B 3TOM OTHOIIEHUHU N10/|BEPTalOTCs HECOBEPILIEHHOJIETHHE.

Heob6xoAuMMbIM yc/10BMEM OrpaHUYeHHs] Pa3pyLINTeJbHOr0 BO3/eNCTBUSA
MHbOpMaLMU NpeACTaB/SETCS HA/JMUYUe HEKOTOPBbIX Pa3yMHbIX OTpPaHUYeHUH,
HampuMep LieH3YPHBIX, peajnu3yeMbIX B TOU UM HHOU GopMe Yepe3 Mpo3payHble
MeXaHU3Mbl, IPU HAJIMYKU 0O1IeCTBEHHOTO KOHTPOJIS Ha/l UX AeSATeJbHOCThIO.

Kak roBopuTcs B myHKTe 2 cTaTbu 29 «BceoObiel Jekaapalyy npas 4eJsio-
BEKa», «IIPU OCYLIeCTBJIEHHUU CBOUX MpaB U CBOOOJ KaXKAbIA YeJOBEK AOJKEH
MOABEPraThCs TOJbKO TaKUM OTPaHUYEHHSM, KaKHe YCTaHOBJIEHbl 3aKOHOM MC-
KJIIOUUTEJIBHO C LIeJIbI0 06ecrneyeHus JO/HKHOIO MPU3HAHUS U YBaXKeHUS MPaB U
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CBO0OO/, IPYTUX W YAOBJIETBOPEHHUS CIpPaBeAJIMBbIX TPeOOBAaHHUN MOpaJiu, 061Ie-
CTBEHHOT'0 MOpsJKa U 00111ero 6J1arocoCTOSIHUS B IEMOKPAaTHUYECKOM 00IIeCTBEY.
B craTtbe 19 MexAyHapoaHOro nakTa O rpaXKJAaHCKUX U NOJUTUYECKUX MPABaX,
rOBOPUTCS 00 OrpaHUYEHHUSIX IPU peasiu3aliu MpaB yesoBeKa: a) AJisl yBaXKeHUsI
NpaB U penyTaluy JAPyrux Jull; 6) JAJis1 oXpaHbl FOCY/IapCTBEHHON 6€3011aCHOCTH,
001eCTBEHHOI'0 MOPAKA, 3/I0POBbs MJIM HPAaBCTBEHHOCTH HaceJIeHUsI.

Ha nepBbIii nJ1aH BbIJBUTAETCSI HEOOXOAUMOCTb COOJII0/IeHHs 6aslaHCca MeX-
Jly IipaBaMu U cBo6oAaMu VHTepHeT-MoJb30BaTe el U obecrieueHueM Ge3omac-
HOCTHY B UHQOpPMALIMOHHOM cpejie (KubepnpocTpaHCcTBe). Mbl AOKHBI IPU3HATD,
YTO KK/ bIK MMeeT MPaBO Ha 3aLIUTYy OT KOHTEHTA, KOTOPbIX OH CYUTAET Bpe/lo-
HOCHBIM /[1J151 ce6s1, CBOeU ceMbH, CBOero obiectna. [Ipu 3ToM, BaXKHO COXpaHUTh
BeCb MO3UTUBHbBIN NMOTeHIIMa]l MHGOPMAIIMOHHO-KOMMYHHUKAIIUOHHbBIX TEXHOJIO-
ruil. MHoTHMe rocyiapcTBa MUpa, B TOM YHCJE U Pa3BUTbIE 3aMlaZiHble IeMOKPATUHU
y>Ke 0CO3HaJIM 3Ty Npo6JsieMy U BbIpaboTad CBOU MEXaHU3Mbl IPU3HAHUSA OTpe-
JleJIeHHOTO KOHTEHTA BpeJOHOCHBbIM U MeXaHU3Mbl 3al[UThI OT HETO.

[IpogeMoHCTpUpPYyeM Ha NpUMepax, KOHTEHT KaKOro XapaKTepa 3alnpelleH K
pacnpocTpaHeHUIo, mojBepraeTcs GUAbTPAILMU TEM, UM UHBIM 06pa3oM. B Ha-
CTOsALIEM 0030pe Bbl/leJIeHO HECKOJIbKO BUZI0B PUIBTPYEMOTO KOHTEHTA:

1. JIACKpMMUHALMOHHbIA KOHTEHT Y KJIEBETAa;
2. KoHTeHT, GuibTpyeMblii [J1s1 3alUThl MOJIOEXHU;
3. KoHTeHT, puibTpyeMbIl [0 COLUATBHO-KYJIBTYPHBIM KPUTEPHUAM U B

WHTepecax 00111eCTBEHHON 6€30MacCHOCTH.

1. ,[ll/lCKpI/IMl/IHa].II/IOHHblﬁ KOHTEHT U KJ/I€eBETa

HavaTb cnenyeT c ynoMmrHaHuA 2 ctaThbU BceoOlue Aekaapanyy npas 4eso-
BeKa, KOTOpasi TOBOPUT O TOM, UTO «KaXK/Jbld YeJIOBEK JOJKEH 00J1aJjlaTh BCEMU
npaBaMH U BCEMU CBOOOAAaMU, MPOBO3TIJIallleHHbIMU /Jlekapanyen, 6e3 KaKoro 6bl
TO HU ObLJIO Pa3JIMYMs, KaK TO B OTHOLIEHWH Pachl, IBETA KOXH, 1101, A3bIKa, pe-
JIUTUHY, IOJIUTUYECKUX UJIA UHBIX yOeKIeHNH, HAlJMOHAJIbHOTO UJIU COLUAJIbHOTO
MIPOUCXOXAEHUS, UMYL|eCTBEHHOT'0, COCJIOBHOTO UJIA UHOTO MOJIOKEHU .

B npoTtokoJsie k Bynanemtckoin KoHBeHiuu no kubepnpectynHoctu CoBeTa
EBponbl, 0T rocyjapcTB-noANUCAHTOB TPeOyeTCs «IpeAlIPUHAMATD LIAary o Kpu-
MUHa/JIW3alUd KOHTEHTAa B TEeKCTOBOM, BU3yaJIbHOM UJIM UHOU PpopMe, KOTOPbIH
OIpaBJAbIBAET, NOOLIPSAET UJIHU BbI3bIBA€T HEHABUCTD, JUCKPUMUHALIAIO UJIU Ha-
CWJIve, HallpaBJIEHHBIX IPOTUB MHAMBU/IA UJIW TPYIIIbI JIUL, HA OCHOBAaHUU Pachl,
[BETa KOXHU, IPOUCXOKJAEHUA UJIU PEJIUTUNY.
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Cratba 320.1 yrosioBHOro Kojekca KaHazbl ycTaHaBJIMBaeT YrOJOBHYIO OT-
BETCTBEHHOCTb 3a KOHTEHT, Pa3:KUTA0IMU HEHABUCTD 110 PA3JIMYHbIM KPUTEPHUSIM.

3akoH UHpoHe3un «06 mHOpMaLMu U 3JIeKTPOHHBIX TpaH3akuusax» 2008
rojia 3alnpeljaeT KJeBeTy, a TaK)Xe KOHTEHT, HallpaBJIEeHHbIM HA pa3)XUraHue He-
HaBUCTH UJIU BPpaXKJeOHOCTH N0 OTHOLIEHHUIO K YeJIOBEKY WJIM T'PYyIIIe JIU], Ha OC-
HOBAHUU UX PACh], ITHUYECKOU IPUHALJIEKHOCTH U PEJIUTHUU.

2. be3yC/JI0BHO NpPeCcTyNMHOM NpM3HAHa AEeTCKas mopHorpadus, U MHOTHe
rocyZ,apcTBa, B ToM uuciae Bennkoopurtanus, llIBenusa, Punnangus, [lanud, ep-
MaHus, PpaHnua u UTanus ocylecTBASIOT QUABTPALUI0 CAUTOB, COJEPKAIIHX
TaKOM KOHTEHT, UCMO0JIb3YS CEThb «TOPSAYUX JIUHUNY», OT KOTOPbIX UHPOPMALUS O
Bpe,OHOCHOM KOHTEeHTe NepeZlaéTca MHTepHeT-npoBanJepam AJif ocjaefyole-
ro BKJIIOUEHUS B UepHbIe CIUCKU. Takke OTpOMHOE 3HaYeHUe IpruobpeTaeT 3a/ia-
ya 3alUThI JIeTel OT BpeJJoHOCHOU HHPopMaluu B UHTepHeTe.

B 2006 rony HanionasnbHast accambJiesi BeHecyasibl IprHsiJia 3akoH «0O 3auuTe
JleTer OT BpeJIHOT0 KOHTeHTa B MHTepHeTe». COrlacHO 3TOMY 3aKOHY, MpOBau/iephl
00513aHbI HE TOJIbKO CJIEJUTh 32 KOHTEHTOM Ha CBOMX CEpBepax, HO W MpeJl0CTaB-
JISITh 110JIb30BaTeEJISIM IPOrPaMMHOe obecrnedyeHue JJis1 UAbTPal KOHTEHTA.

3. OnpejesieHHbIN1 KOHTEHT B psje rocyJapCcTB CYUTAETCA yrpo3ou Ha-
LUOHAJILHOM 6€30macHOCTU. KpoMe Toro, psiJ rocyjapCTB CTaJKUBAETCS C PO-
6/1eMOY 3p0O3UHU TPAJULUOHHBIX LLEHHOCTEH, KYyJIbTYPHOW U MOPaJIbHOW COCTABJISA-
I01lle 00OI1eCTBA, a TaKXKe C KOHTEHTOM, KOTOPbIM HelmpueMJieM B onpejieJIeHHON
COLIMAJIbHO-KYJIbTYPHOU CpeJie.

B 2009 roay [lapsiamenToM UHAMMU NPUHATO I0ONIOJIHEHHE K 3aKOHY «00 MH-
bopMalMOHHBIX TEXHOJIOTUSX», KOTOPOE PacIIMPUJIO MpaBa MPaBUTEJNbCTBA IO
06JI0KHUpPOBKe BEOCAUTOB, CYUTAOIIMXCA YTPO30M HAlJMOHA/IbHON 6€30MacCHOCTH.

B 2010 ropy npaButenbcTBO KHP BHecsio fgomnosiHeHUs1 B 3ak0H «0O rocyzaap-
CTBEHHOM TalHe», NpeANUChIBAIOLUU NHTepHeT-IpoBaliepaM COTPyHHUYATb C ro-
CyZlapCTBOM B C/1y4ae OOHapy»KeHHs yTedeK roCyZjlapCTBEHHbIX CEKPETOB B UHTEpHET.

B BeHecyasie 3ak0oH «O cOlMaJIbHOW OTBETCTBEHHOCTU Paano U TesieBU-
neHusi» ¢ nonpaBkamu 2010 roga periaMeHTHUPYeT OTBETCTBEHHOCTD U 3alpe-
IaeT KOHTEHT, B TOM 4YHCJie pa3MellleHHbId B UHTepHeTe, HapaBJieHHbIA Ha
NO/IpbIB OOIIECTBEHHOr0 MOPSAJKa UJM NOOYXJeHUe NeUCTBUM, YTPOXKAOIUX
HallMOHaJIbHON 6€30IacHOCTH.

OnacHbIM NPU3HAETCA KOHTEHT TEPPOPUCTUYECKOU U AKCTPEMUCTCKOU HAllpaB-
JsieHHOoCTHU. B 2003 roay B KeHru 66171 NPUHAT 3aKOH «O NPOTHUBOAEUCTBUM TEPPOPU3-
MYy», COIJIaCHO KOTOPOMY 3aNpellleHbl «CO0p, CO3aHue U NlepeJiada UHPopMaluu (B
TOM UYMCJIe OHJIAKH), OJIE3HOH [IJIS1 TEPPOPUCTUYECKUX OPTraHU3aALUM».
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B OA3J 3akoHoM «0 kubepnpectynyueHusax» 2006 roga 3anpeljeHo pa3Me-
IleHUe KOHTEHTAa OCKBEPHSAIOILEr0 CBATbIHM WJIM PeJIUTHO3HbIE 00pA/bI, MPO-
THUBO/JENCTBYIOIETO MCAaMy, HAallpaBJeHHOr0 Ha OTPUL[@HUE CEMEWHBIX [JEHHO-
CTeW U NPUHIUIIOB, HapyUIaIOIlero 061 ecCTBEHHbIN NOPAJ0K, IPOJABUTAOUIETO
U1e0JIOTUI0 TeppopHr3Ma. 3akoH «0 KubepnpecTynaeHUsIX» KpUMHAHAJIU3YeT CO-
3/laHve BeOCalTOB, HAallpaBJEeHHbIX Ha NPOJABUXKEHHE UEe0JI0TUU TEPPOPU3Ma,
dMHaHCMpOBaHUE TeppPOPU3Ma, U PAaCIPOCTPAaHEHUEe UHCTPYKLMU N0 U3TrOTOB-
JIEHUIO B3PbIBYATHIX BEILECTB.

B I0>xHo#1 Kopee 3akoH «O cdepe TesleKOMMyHUKAILMKA» 3anpeliaeT pacnpo-
CTpaHeHUe HH}OpMal1H, «KHapyllawIen 061ecTBeHHbIN NOPS/I0K, UJIA MO-paJib-
Hble HOPMbI U TPaJULIAN».

B HoBoi1 3es1aHiuy, B COOTBETCTBUM C 3aKOHOM «O Kyaccudukauu GuibMoB,
BU/leOMaTepHa/IOB U MyOJMKAl[Mil», 3alIPEIeHO PaCHpPOCTPAHATh WU 00J1a/laTh
TaKUM MaTepuaaoM, KOTOPbIM CUMTAETCS «BPEeJHbIM /1Jisl 00111eCTBEHHOTO GJ1arax.

Ctatbs 57 3akoHa banrnmazem «06 WHpopMannoOHHO-KOMMYHUKAIMOHHBIX
TexHoJsiorusax» 2006 roja 3anpelaeT «ByJIblapHbIU, KJIeBETHUYECKUN» U «OCKOP-
OJIIOIMU peJIMTM03Hble YYBCTBA» KOHTEHT.

CtaTtbda 211 3akoHa Masan3uu «0 KOMMYHUKaUAX U MyJabTuMenra» 1998
rozia 3anpeliaeT pa3MelleHre B CeTU KOHTEHTA, «BJIAOILEerocsd HEIPUCTOUHBIM,
HeleH3YPHbIM, KJIeBeTHUYECKUM UJIM COZePKalUuM yrpo3bI».

B Poccuiickoii @epepanuu Takke NPUHAT psAJ, 3aKOHOB, PETYJIHUPYIOIIUX
BOINPOCHl PUJBTPAIUU HEKOTOPBIX KaTeropuil koHTeHTa. 28 utoysd 2012 roaa
BCTyNuUJA B cuay 3akoH N2 139-®3 «O BHeceHHWHM M3MeHeHUH B PesepasibHbIN
3akoH «0O 3amuyTe AeTeld OoT MHPOpPMaALUU, MPUIUHAIOIEN BpeJ UX 3/J0POBbIO
¥ pa3BUTUIO» U OTAeJbHble aKThl Poccuiickoin ®enepanuu». B ®egepanbHblil
3ak0H N2 436-®3 ot 29 dpeBpansg 2010 roaa «O 3amuTe JeTel OT UHPOPMAIUY,
NpUYMHSOUIEeN BpeJ, UX 3/J0POBbI0 ¥ PA3BUTHIO» ObLJIM BHECEHBI CIeyIOIIHE CY-
lecCTBEHHbIe U3MeHeHUs. [Ipex /e Bcero, B 3aKOH BHECJIM TpeboBaHUe 006 00s-
3aTeJIbHOM pa3MelleHWU Ha NHGOPMALMOHHOU NPOAYKIMU 3HAKA, yKa3blBalo-
1ero KaTeropuoo MHGOPMaALMOHHOU NpoAyKIUH. [Ipu 3TOM nHOpMaLMOHHas
NPOAYKIUS MOAJIEKUT SKCIIEPTU3E B NOPSAIKE, yCTAHOBJIEHHOM 3aKOHOM.

3akoH N2 126-®3 ot 7 utossa 2003 roga «O cBA3U» ObLJI JONOJHEH NYHKTOM,
COIVIAaCHO KOTOPOMY «OIepaTop CBS3M, OKA3bIBAIOIIUMN YCIAYTH MO MpeaoCcTaBJie-
HUIO J0CTyna K MHPOPMAIMOHHO-TEeJIeKOMMYHUKAIMOHHOU ceTU «MHTepHeT»,
00513aH OCYILECTBJIAATh OTPAaHUYEHUE U BO30OHOBJIEHUE NOCTYIA K UHPOpMAIUY,
pacnpocTpaHsieMOW MNOCPEACTBOM HHPOPMAIMOHHO-TEJEKOMMYHUKAIIMOHHOHU
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cetu «MlHTepHeT», B nopsxake, ycraHoBJleHHOM QPefepasbHbIM 3aKOHOM OT 27
utoss1 2006 roga N2 149-03 «06 nHpopManuy, MHGOPMaALLMOHHBIX TEXHOJIOTUSX
Y 0 3auidTe UHGOpPMaLUN».

M3MeHeHUs 3aTpOHYIU U PeiepasibHbIN 3ak0H N2149-03 «06 nundopmanuy,
MHPOPMAIMOHHBIX TEXHOJIOTHSX U 0 3allMTe HHOpMalMu». B Hero 6b1J10 BBefie-
HO MOJIOKEHUE O CO3/JaHUM €IMHOTO peecTpa CauToB B ceTU VIHTepHET B Liesisfx
OrpaHUYEeHHs JOCTyIa K pa3MellleHHOMY Ha 3THUX CallTaX BpeJIOHOCHOMY KOHTEH-
TY. YCTAHOBJIEHO, UYTO B PEECTP BKJIOYAKOTCS MaTEpPUa/Ibl B COOTBETCTBUM C pe-
IIEHUSIMU MOJIHOMOYHOI'0 opraHa gejiepasibHOM BjaacTu - PockoMHai30pa, UK B
COOTBETCTBHUM C pellleHUeM Cy/a.

B KoMneTeHLMIO Cy/la BXOAUT NMPUHATHE PELIEHUH M0 JI000M KaTeropuu KOH-
TEHTA, 3alpelieHHOro K pacnpocTpaHeHUI0 Ha Tepputopuu Poccuiickon Pepepa-
nuu. B coorBeTcTBUM ¢ denepasbHbIM 3aKkOHOM N2114-O3 «O mpoTUBOAEUCTBUU
3KCTPEMUCTCKOH JlesiTesibHOCTU» OT 25 mtosiga 2002 roaa (B peaakuuu 2008 roaa),
3anpenieHo pacnpoCcTPaHeEHUE IKCTPEMUCTCKHUX MaTEPUAJIOB, a TAKXKe UX MPOU3BO/I-
CTBO WJIY XpaHeHUe B LieJidax pacnpoctpaHeHus. 3akoH N 2124-1 «O cpencrBax mMac-
coBor UHGopMauuu» oT 27 aekabps 1991 roaa (B pegakuuu 28.07.2012) 3anpeniaeT
pasr/aileHue CBeJIEHUH, COCTaBJISIOIIMNX TOCYJapCTBEHHYIO WU UHYIO CIIElAaJIbHO
OXpaHseMYI0 3aKOHOM TalHY, paclipoCTpaHeHHe MaTePUAJIOB, CO/leprKalllUX MyOInY-
Hbl€e IPU3bIBbI K OCYIECTBJIEHUIO TEPPOPUCTUUECKOH AEATETbHOCTH UK MYOJIUYHO
OMpaB/IbIBAOIUX TEPPOPU3M, JPYTHUX IKCTPEMHUCTCKUX MAaTEPHUAJIOB, a TAKXKe MaTe-
pHaIoB, MpoNaraHAUpPYOIMX NOPHOTPAdUI0, KYJIbT HACUJIUS U JKECTOKOCTH.

WHTEepHEeT A0/’KeH, HECOMHEHHO, OCTaBaThCs MPOCTPAHCTBOM CBOGOJbI U
0611le4e/IOBeYECKUM JIOCTOSTHUEM; KOKAbIA I0/KEH 00/1a1aTh MPAaBOM HA JOCTYII
K MHOpMallMKM U IIpaBOM Ha cB0o6oAy camoBbIpaxkeHMs. CTaTbsl 19 «Bceoobiei
JleKJIapaliMy MpaB yesjoBeKa» IacuT: «KaxKIbli YeJl0BEK UMeeT MpaBo Ha CBO-
60y yoexxJeHUl U Ha CBOOOJHOE BbIpa’KEHUE UX; 3TO MPABO BKJIIOYAET CBOOOAY
OecrpensTCTBEHHO MPHJIEPKUBAThCs CBOUX Y6eXIeHUH U CBOOOJIy UCKATh, I10-
JIy9aThb U PaclpoCTPaHATb HHGOPMALMIO U HUJIeH JIOObIMU CPECTBAMHU U He3aBU-
CUMO OT T'OCYapPCTBEHHBIX TPAHUI».

B To ke BpeMs HeJib3sl OTPUIIATh TOT PaKT, YTO CBOOO/1A He Moipa3yMeBaeT
BCE/I03BOJIEHHOCTD, a, HAPOTHB, N0/ipa3yMeBaeT OTBETCTBEHHOCTb 3a CBOU Jiel-
CTBUS — KaKk B GU3UYECKOM MHpPE, TaK U BUPTyaJIbHOM NPOCTpPaHCTBe. AGCOJIIOT-
Hasi cB0OOJla pacnpocTpaHeHuss MHGoOpMalMU cJiesiasia 6bl COBMECTHYIO KU3Hb
JII01ell HEBO3MOXKHOM.

[lo pe3yabraTam guckyccui Bo BpeMd lllecton u Ceapmont KOHbepeHIUU
MexxayHapoAHOTO UCC/e0BAaTE/NbCKOT0 KOHCOPIIMyMa HHPOPMaLMOHHON 6e30-
NAaCHOCTH COCTaBJIEHA CeAyonias Tabauna.
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P.A.Karasev
Institute of Information Security Issues,
Lomonosov Moscow State University

OVERVIEW OF NATIONAL APPROACHES
TO CONTENT FILTRATION IN THE INTERNET

The Internet as a global phenomenon composed of different hardware
devices, wired and wireless networks has become a domain where a huge amount
of information is being created, transmitted and stored. People who create the
content, however, pursue a variety of goals including destructive ones.

Today Internet users as they submerge themselves into an endless flow of
information often cannot fully perceive and understand consumed content, and
consequently are unable to fully assess its impact on their minds and behavior.
Furthermore, users of social networks and other services that allow to upload
various content are often unaware of the fact that once they have uploaded their
personal data for public use they will never be able to delete it completely. Thus,
confidential information or personal data can end up in the hands of criminals who
might use it to their advantage. Minors are especially vulnerable to such threat.

The essential prerequisite to prevent the impact of «destructive» information
is to establish certain reasonable safeguards such as censorship, which could be
implemented in one form or another through transparent mechanisms, provided
there are under public control.

Paragraph 2, Article 29 of the Universal Declaration of Human Rights states:
«In the exercise of his rights and freedoms, everyone shall be subject only to
such limitations as are determined by law solely for the purpose of securing due
recognition and respect for the rights and freedoms of others and of meeting the
just requirements of morality, public order and the general welfare in a democratic
society.» Article 19 of the International Covenant on Civil and Political Rights
sets forth restrictions to human rights as follows: a) For respect of the rights or
reputations of others, and b) for the protection of national security or of public
order, health or morals.

The first priority in this issue is to maintain the balance between the rights
and freedoms of Internet users and security of the information space (cyberspace).
We must recognize that every person has the right for protection from the content
that he/she deems harmful for himself/herself or his/her family or the society as a
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whole. At the same time we must preserve all the positive potential of information
and communication technologies. Many countries of the world, including developed
Western democracies, have recognized this problem and developed their own
frameworks to classify certain content as harmful and methods of protection
against such content.

Below there are examples of the content which is prohibited for distribution
or filtered in one way or another. This review recognizes several types of content
subject to filtering:

1. Discrimination and Defamation;
2. Content filtered to protect the youth
3. Content, filtered by Social or Cultural criteria, and seen as Contrary to

Public Order and National Security.
1. Discrimination and Defamation

We should begin with Article 2 of the Universal Declaration of Human Rights
which states that “everyone is entitled to all the rights and freedoms set forth in this
Declaration, without distinction of any kind, such as race, color, sex, language, religion,
political or other opinion, national or social origin, property, birth or other status.”

The protocol to the Council of Europe Budapest Convention on Cybercrime
requires the signatory states to “take steps to criminalize the content in a text or
visual form or otherwise that justifies, encourages or causes hatred, discrimination
or violence against an individual or a group of individuals based on his/her or their
race, color, origin or religion.”

Section 320.1 of the Canadian Criminal Code makes dissemination of online
hate propaganda a criminal offense.

The Indonesian law on information and electronic transactions of 2008
prohibits defamation and any content inciting hatred or hostility towards a person
or group of people in view of his/her or their race, ethnicity or religion.

2. Child pornography is unconditionally recognized as crime and many
states, including the United Kingdom, Sweden, Finland, Denmark, Germany, France
and Italy filter websites offering such content by using a network of “hotlines”
which pass data on harmful content to ISPs who then blacklist such websites.
Another important challenge of the present day is to protect children from harmful
information they might find on the Internet.

In 2006 the National Assembly of Venezuelan adopted a law concerning
protection of children from harmful Internet content. Under the law, internet
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providers are required not only to monitor the content stored on their servers, but
also provide users with content-filtering software.

3.Inanumber of countries certain types of content are considered a threat
to national security. Today a number of nations face the problem of erosion of
traditional values which make the cultural and moral foundation of the society. Certain
Internet content may be unacceptable in a particular socio-cultural environment.

In 2009 the Indian Parliament amended the law regulating information
technologies and gave the government broader rights to block websites considered a
threat to national security.

In 2010 the Chinese government amended the State Secrets Act that now
requires cooperation of Internet service providers with the state whenever a state
secret leaks to the Internet.

Venezuelan law on social responsibility on radio and television as amended
in 2010 establishes responsibility and prohibits content, including Internet
content, which aims to undermine public peace or induce actions posing a threat
to national security.

Content related to terrorism or extremism is also recognized as dangerous. In
2003 Kenya passed Terrorism Act which prohibits “to collect, create and transfer
(including via the Internet) information useful for terrorist organizations.”

The UAE Cybercrime Act (2006) prohibits content desecrating objects of
worship or religious ceremonies, content in opposition to the teaching of Islam,
content denying family values and principles, or content disturbing public peace
or promoting the ideology of terrorism. The Law of 2006 criminalizes creation of
websites promoting the ideology of terrorism, financing terrorist activities and
spreading instructions on how to manufacture of explosives.

The South Korean Telecommunications Business Act prohibits dissemination
of Content that violates the honor or rights of other persons or undermines public
morals or social ethics.

Under the Films, Videos, and Publications Classification Act of New Zealand
it is prohibited to distribute or possess materials considered to be “detrimental
to the public good.”

Article 57 of the Bangladesh Information and Communication Technologies Act
(2006) prohibits content that is “vulgar, slanderous or offending religious feelings”.

Article 211 of the Malaysian Communications and Multimedia Act (1998)
prohibits posting on the Internet any content which is “indecent, obscene,
defamatory or threating.”
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The Russian Federation has also adopted a number of laws governing filtering
of certain categories of content. On July 28, 2012 the Federal Law No. 139-FZ On
Amending the Federal Law “On Protection of Children from Information Detrimental
to Their Health and Development” and Other Legal Acts of the Russian Federation
was adopted. The following significant changes were introduced into the Federal
Law No. 436-FZ of February 29, 2010 On Protection of Children from Information
Detrimental to Their Health and Development.

First and foremost, the law now requires an information product to be marked
with a sign identifying the category of such information product, while information
products themselves are now required to undergo an expert review in the manner
prescribed by law.

The Federal Law No. 126-FZ of July 7, 2003 On Telecommunication was
amended with a paragraph stating that “telecommunication operators who provide
access to the information and telecommunication network “the Internet” are
required to restrict and resume access to the information disseminated through
the information and telecommunication network «the Internet» as regulated by the
Federal Law No. 149-FZ of July 27, 2006 On Information, Information Technologies
and Protection of Information.

The Federal Law No. 149-FZ On Information, Information Technologies and
Protection of Information has also been amended. Now it requires that a unified website
register is maintained with the purpose of restricting access to harmful content posted
on certain websites. Websites are added to the register subject to a decision taken
by a competent federal authority (the Federal Supervision Agency for Information
Technologies and Communications, Roskomnadzor) or under a court ruling.

The jurisdiction of courts includes rulings on any category of content
prohibited for distribution in the territory of the Russian Federation. The Federal
Law No. 114-FZ On Countering Extremist Activities of July 25, 2002 (as amended
in 2008) prohibits distribution of extremist materials, as well as their production
or storage for the purposes of distribution. The Law No. 2124-1 of December
27, 1991 On Mass Media (as amended on July 28, 2012) prohibits disclosure
of any information constituting a state secret or other secrets protected by
law, distribution of materials containing public calls for terrorism or public
justification of terrorism and other extremist materials, as well as materials
promoting pornography, violence and cruelty.

The Internet must undoubtedly remain a space of freedom and common
heritage of the mankind; everyone must have the right to access information and
the right to freedom of expression. Article 19 of the Universal Declaration of Human
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Rights states that “everyone has the right to freedom of opinion and expression: this
right includes freedom to hold opinions without interference and to seek, receive
and impart information and ideas through any media and regardless of frontiers.”

At the same it must be remembered that freedom does not mean total
permissiveness, butrather meansresponsibility for the actions one undertakes both
in the physical reality and within the virtual space. Absolute freedom to disseminate
any information would have rendered joint residence of people impossible.

The table below results from the discussions at the Sixth and Seventh
Conference of the International Information Security Research Consortium (IISRC).
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MaTroxuH B.I',,
Hay4HbIl pyKOBOAMTEID,
Hay4dHo-uccienoBaTe/ibCKUU
Y IPOEKTHO-KOHCTPYKTOPCKUH
UHCTUTYT UHQOPMATU3ALUY,
aBTOMAaTHU3alLlMM U CBA3U
Ha »KeJIe3HOIOPOKHOM TPAHCIOPTe

TPAHCTPAHUYHBIA OPHAVNYECKH 3HAYUMBIN
AOKYMEHTOOBOPOT B OAO «PK»

B cooTBeTcTBUY co «CTpaTeruei pa3BUTUS XKeJIe3HOJ0POKHOT'0 TPaHCIIOpTa
B Poccuiickot @enepanuu 10 2030 roga» o4HUM U3 IPUOPUTETHBIX HAalpaBJEHU N
TPAHCIOPTHOU NMOJUTUKHU Poccuiickont Penepauuu sBJseTcs co3faHue spPek-
THBHbIX, 0€30MaCHbIX U HaJleXKHbIX HAa3€MHbIX MEX/AYHAPOAHbIX TPAHCIOPTHDIX
KOPU/IOPOB, 06eCrevynBalolMX YCTOMYUBbIA 3KOHOMUYECKUH POCT U NMOTPEOHO-
CTH 00llleCTBa B NepeBO3Ke MACCAXXUPOB, ABUKEHUU TOBAPOB U YCJIYT, OBBIIIIE-
HHUE KOHKYPEHTOCIIOCOOHOCTH TPAHCIOPTHOU CUCTEMBI CTPAHBI.

[Ipy 3TOM OAHMM K3 NPUHLMUIIOB ObecriedeHUs 3QPEKTUBHOCTU PaA3BUTHSA
MEeX/IYHapOAHbIX TPAHCIOPTHLIX KOPUJOPOB HA3bIBAETCS «IOBBILIEHHWE YPOBHSA
TPAHCIIOPTHOTO 00CJIY:KMBaHUSA 3a CYET Pa3sBUTUA TPAHCIIOPTHO-JIOTUCTUYECKON U
MHPOPMaLMOHHON UHQPACTPYKTYPbl NEPEBO30K BJOJIb TPaCcChl MEXAYHAPOAHbIX
TPaHCIIOPTHBIX KOPUZOPOB», a OJHUM U3 HAIlpaBJIEHUH NOBBILIEHUS KOHKYPEHTO-
CIIOCOOHOCTU POCCUMCKUX KeJIe3HbIX JOPOT B CUCTEME MEXKYHAPOAHBIX TPaHCIOPT-
HBIX KOPHJIOPOB — «MHGOPMaTH3aLUA [1IepeBO30K 110 MeX/[yHapOJAHbIM TPaHCIOPT-
HbIM KOpUZOpaM, BKJ0OYasg UHGOPMALMOHHYK MOAJEPXKKY TPy300TIpaBUTENIEH,
BHe/IpeHUe 3JIEKTPOHHOTI'0 JJOKYMEHT0000pO0Ta U 3JIEKTPOHHOU MOAIIUCUY.

OAO “PXK/l” akTMBHO BOBJIEYEHO B pa3BUTHE €BPOA3UATCKUX TPAHCIIOPT-
HbIX KOPUJOPOB M BKJIaJ|blBAa€T 3HAYHUTEJIbHbIE CPEeJCTBA B UHPPACTPYKTYPY C
1[eJIbI0 TIOBBIIIEHHUS ee MPOMYCKHON ClIOCOOGHOCTHU U, COOTBETCTBEHHO, IPUBJIE-
KaTeJbHOCTHU JAJisl TPy300TIPaBUTEEN.
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B kauecTBe 0HOTO U3 MyTeN YBEJIUYEHUSI CKOPOCTH MEXAYHAPOIHbIX I'PY30-
nepeBo3ok OAO «PXK/l» BUAUT BHeJpeHUE 3JIEKTPOHHOTO0 06MeHa rpy30mnepeBo-
30YHbIMHU JJOKYMEHTAaMH, KaK MeX/Jy aJMUHUCTPALUSIMU B3aUMOJIEHCTBYIOLIUX
»KeJIe3HbIX JJ0POT, TaK U C TAMOXXeHHbIMU OpTraHaMH.

Ha coBpemMenHoM 3Tane geateabHOCTH OAO «PXK/I» ¥ conpsaXeHHBIX TpaHC-
MOPTHBIX KOMILJIEKCOB PoccHM OCylecTBJIsIeTCS LIMPOKOMAaclITabHOe BHeApe-
HUE HOBbIX MHQOPMALIMOHHBIX TEXHOJIOTUH, 00eClieYUBaOILUX CO0P, 06paboTKy
U XpaHeHHe G0JIbIUIMX 00'bEMOB JJAHHBIX B UHTepecax obecneyeHus rpy30BbIX U
MaccaKMpCKUX MepeBo30K. BMecTe ¢ aTuM pa6ora ¢ uHpopMalmen, npegHa3Ha-
YeHHOU J1J1sl pellleHUs] TaKUX BaXKHbIX 33/]a4 KaK 6e30MacHOCTb, ONIEPAaTUBHOCTD,
peHTabe/IbHOCTh MePeBO30K, TPebyeT HCNOJIb30BAaHUSI COOTBETCTBYIOIIUX Mep,
MO3BOJISIOIUX B CBOIO Ouepe/ib 06eCneyuTh I[eJIOCTHOCTh JAAaHHBIX, aBTOPCTBO
M HEOTKA3yeMOCTb OT UHOpMaLK, HEO6X0AUMOU 1/ IPUHSATUS yIpaBJieHYe-
CKUX pellleHHH. B pelleHUH nepeyrcieHHbIX 33/1a4 0C060e MeCTO 3aHUMAET TeX-
HOJIOTHS 3JieKTpOoHHOU noanucu (3I1), mo3Bosistolasg HapsaAay ¢ obecriedeHUEM
1eJIOCTHOCTU UHPOPMALIMU PEMIUTD 33/1a4y MOCTPOEHUS PUIUIYECKH 3HAUUMO-
r0 3JIEKTPOHHOTO B3aUMO/J€MCTBHS U 3JIEKTPOHHOI'0 JJIOKYMEHTO060POTA.

Bricokue TeMnbl BHeApeHUs TexHosoruu Il a8 obopMaeHus rpysomnepe-
BO30YHbIX JIOKYMEHTOB Ha BHYTpeHHUX NepeBo3kax OAO «PX/» u xkesesHojo-
POXKHOTI'0 TPAHCIIOPTA CONpe/esIbHBIX TOCYAApCTB, TAKUX KaK besopyccusa u Ykpa-
MHa, CO3JjaJIi MPeAINOChIJIKUA Jisl pellleHus 3aZjladl 0becrnedyeHus I0pPUAAIeCKOn
3HAYMMOCTH 3JIEKTPOHHOTO JOKYMEHT0000pOTa MEX/AY aAMUHUCTPALUSIMHU Ke-
JIE3HBIX JOPOT YKa3aHHbIX TOCYLapCTB.

OcHOBO¥M 06ecrieyeHHs OPUINYeCKON 3HAUMMOCTH SIBJISIETCS CO3/JaHKE JI0BEpPEH-
HOM MHPPACTPYKTYPHI, cofiepKalllel JoBepeHHble CEPBUCHI, KOTOpPbIe MOIJIU ObI UC-
M0JIb30BaThCSl B aBTOMATHU3HWPOBAHHbBIX CUCTEMAX 3JIEKTPOHHOIO IOKYMEHTO060pOTa.

Takasi uesnb AOCTUraeTcs NMyTeM NMPHUMEHEHUs] CEPBUCOB JIOBEPEHHOW Tpe-
Thel cTopoHhl ([ TC), koTopble MOJPOO6HO pa3paboTaHbl U OMUCAHbI B PEKOMEH-
JlalUsIX KaK MeX/[yHapOoIHbIX OPraHOB M0 CTaH/AapTHU3allMy, Tak U UHTepHeT-Co-
00111eCTBa, U KOTOPbIe y>ke QYHKIMOHUPYIOT B cTpaHax EBpocoto3a, B Poccuiickoi
denepanv ¥ BO MHOTUX JIPYTUX CTPaHaX.

[loHSITUE «/TOBEpEHHOHN TPEThel CTOPOHBI» U €e MeCTO B UHGOPMAILMOHHOM
B3aUMOJEMCTBUU OIpeJieJieHbl, B 4aCTHOCTH, B «CorjameHUud O NMpUMEeHEHUH
MHQOPMAIMOHHBIX TEXHOJIOTUN MPU 0OMeHe 3JIEKTPOHHbIMU JOKYMEHTaMU BO
BHEIIHEW ¥ B3aMMHOW TOPToBJie HA e[JUHON TaMOKeHHOU TeppUTOpPUHM TaMorKeH-
HOTO coro3a», nognvcaHnHoM 21 centsa6ps 2010 roga B Mockae.
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[Tpu aTom ZITC ocyliecTBASIOT B3aUMOJeNCTBUE [IJ151 YCTAHOBJIEHUS [JOBEPUS
NpU OpraHyU3alUX TPAHCTPAHUYHOTO 3JIEKTPOHHOI'O JJOKYMEHTO060pOTa MEXKAY
CyO'beKTaMH 3JIEKTPOHHOTO B3aUMOJENCTBUSI rocyapcTB-CTOPOH, UCMHOJb3YI0-
IIMX pa3Hble MEXaHU3MbI 3aIUThI 3JIEKTPOHHbIX JOKYMEHTOB.

B posp JITC BXOAUT npenocTaBJeHUe TAapaHTHUM y4aCTHUKAM B3aWMOJEeu-
CTBUSI, YTO COOOIIEHUS U C/IEJIKM CBOEBPEMEHHO U TOYHO Mepe/laloTCs npeoJia-
raeMoMmy noJiy4aTeJito c obecriedeHrueM 11eJI0OCTHOCTH, OJIJIMHHOCTH U HEOTKa3ye-
MOCTHU OT aBTOPCTBA, U YTO B C/Iy4ae BOSHUKHOBEHHS JIIOOBIX CIOPOB CyIIeCTBYIOT
onpe/ie/IeHHbIe METO/IbI JJI51 CO3JJaHUSI ¥ TPe0CTaBJIEHUsI HE0OX0IUMbIX GAKTOB,
NOATBEPXKJA0LUX COBEPIIIEHHE AEUCTBUU U X0, COOBbITHM.

B IV kBapTasie 2012 r. - [ kBapTasie 2013 r. npoBoAgUIaCh ONBbITHAA 3KCILJIya-
Talus TEXHOJIOTUU 6e30yMaXKHbIX IePEeBO30K MOPOKHUX BarOHOB U TPY30B MEX-
ay B/ u OAO «P7K/l» 1o 3JIeKTpOHHBIM KPUAUYECKU 3HAYUMBIM JOKYMEHTaM C
NpUMeHEHHEM 3JIEKTPOHHOU MOJIHUCH.

Jlns obecnieyeHUs IOPUAMYECKOW 3HAYUMOCTU YKAa3aHHOM TEXHOJIOTUH CO-
BMecTHO ¢ BX/l pa3paboTaHbl anmapaTHO-IpOrpaMMHble KOMIJIEKCHI MapHOU
ATC nnis npoBepku BaaugHocTH I, BbipaboTaHHOM conpeaebHON CTOPOHOM.

JJIEKTPOHHBIN IOKYMEHTOOOOPOT C 3KeJIe3HbIMU JloporaMu YKpauHhbl (YKp-
3aJIM3HbIIIA) ocyllecTBsAaAcad B | kBapTase 2013 . B COOTBETCTBUM C BpeMeH-
HOW TEXHOJIOTHEeMN MepeBO3KU MPUBATHBIX MOPOXKHUX BaroHoB M3 Poccuiickon
Qenepanyu B YKpauHy B MPSIMOM MeX/[yHAapPOJHOM COOOIIEHUU U 0OPATHO MO
6e30yMaKHOW TEXHOJIOTHH.

AKTHBHas paboTa 0 BHEJPEHUIO OPUJAUECKH 3HAYUMOI0 3JIEKTPOHHOTO J0-
KyMeHT0o060opoTa npoBoauTcs ¢ Kazaxckol »xkesne3Hoi foporoit (AO «HK «KTX»).

Taxke B MeXAyHapoJHOM COOOILIEHWH peasM30BaHbl C UCIO0JIb30BaHUEM
NPOCTOW 3JIEKTPOHHOM MOANUCH Oe30yMaKHble NepeBO3KU MOPOKHUX BaroHOB
Mexay OAO «PK/» u VR (OPunaanaus, urwoab 2011 r.), uz Jlatsuu (J1/13) B Poccuro
(anpesb 2012 r.), u3 Jlutebl B Poccuto (centsa6ps 2012 1.).

YHoMsIHyThI€ IPOEKTHI 10 OPraHU3aALUH OPUJUUECKH 3HAUUMOT'0 3JIEKTPOH-
Horo JokyMeHToo6opoTa Mexay OAO «PXK/l», XK/l u AO «HK «KT»X» npussa-
Hbl CO3/aThb 6a3y /Jisl BHEJAPEHUSI TAKOTO BAXKHOT'O U NMEPCHEKTUBHOIO MPOEKTA
Kak «Pa3paboTka 1 BHeipeHUEe CKBO3HOW TEXHOJIOTUM MPOMYCKa rPy30I0TOKA 10
MeX/IyHapoJAHOMY TpaHCIOpTHOMY Kopuzaopy besnopyccusi-Poccusi-Kazaxctan».

Pa3paboTka ¥ BHeJipeHMe WHHOBAIIMOHHOMW TEXHOJIOTUU OpraHU3aluy npo-
IyCKa I'Py30M0TOKa M0 MeX/AYHApOJHOMY TPaHCIOPTHOMY KOPHUJOPY SIBJSETCSA
OCHOBHbIM 3JIEMEHTOM Ha NMYTH co3/4aHusl 3P PEKTUBHOTO UHCTPYMEHTa obecrie-
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YyeHHs1 BbICOKOKA4eCTBEHHOM YCJIYyTH 110 ITEPEBO3KE I'PY30B B MEXTOCYAApPCTBEH-
HOM COO6I.L[€HI/II/I, YCKOpPEeHUA INIPOABUKEHNA BATOHOIIOTOKOB, CHUXEHHNA 3KCILJIya-
TAMOHHBIX 3aTpPAT. HpOEKT 3aKJIaAbIBA€T OCHOBY JJId MMOCJEAYIOIIEro IMpPoIyCKa
CKOPOCTHBIX KOHTEﬁHeprIX H KOHTpeﬁﬂeprIX IIepeBo30K, OpraHru3an Macco-
BOI'0 I'py30BOTIr'0 ABUXXEHHWA B PAMKAX TPAHCIIOPTHOT'O KOpHUAOpPa I10 COTrJIaCOBAH-
HbIM CKBO3HBIM HUTKaM rpacbmca.

i1 obecniedeHrs 3PpPeKTUBHOM peasiM3alliu yIpaBaeHNs TPAaHCIIOPTHBIM KO-
PUJOPOM MCIOJIb3YeTCA eUHOe 3alvlieHHOe MHPOPMALHOHHO-TEXHOJI0IHYeCcKoe
IpPOCTPaHCTBO. [I[prMeHeHHbIE B MPOEKTe NPUHIMIIBI UHHOBALMOHHON TEXHOJIOTUU
ynpaBJieHHs NPOMYCKOM IPy30M0TOKA MOTYT ObITh aZJalTUPOBAHDI K IPYTUM MEX /Y-
HapOAHBIM TPAHCIIOPTHBIM KOPHJIOpaM OOJIbIIOW MPOTSXKEHHOCTH C LeJIbl0 CO3/a-
HHS HOBBIX YCJIYT 110 TPAaH3UTHOM NepeBO3Ke, UCK/IYEHUI0 OapbepoB [ becnpe-
NATCTBEHHOI'O IPOJIBMKEHUS IPYy30MIO0TOKOB Ha noJsiuroxe [Ipocrpancrsa 1520.
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Dr. Matiukhin V.G.,
Scientific Director of Russian Railways
Informatics & Automatics Research & Design Institute,

TRANSBORDER DOCUMENT EXCHANGE
IN JSC «RUSSIAN RAILWAYS»

In line with The Russian Federation Strategy for the Development of Railway
Transport up to 2030 setting up efficient, safe and reliable international land
transportcorridors thatwould ensure sustainable economic growth, meetthe needs
in the transport of passengers, goods and services and advance the competitive
strength of the national transport system is one of the top priorities of Russian
transport policies.

One of the fundamental principles of ensuring efficient operation of such
international transportcorridorsis summarized as «improving the transportservice
by way of developing the transport-and-logistics and information infrastructure
along the international transport corridors». That said, raising the level of
competitiveness of the Russian railway network within the system of international
transport corridors requires informatization of the process of transport through
international transport corridors, including information support to shippers,
introduction of electronic document circulation and digital signatures.

JSC Russian Railways is very active in developing transport corridors between
Europe and Asia and invest heavily in the associated infrastructure with the view
to increase the carrying capacity and, therefore, appeal for shippers.

JSC Russian Railways recognizes the fact that the speed of international traffic
may be increased through the introduction of electronic exchange of shipment
documents between administrations of respective railways and document exchange
with customs authorities.

Presently JSC Russian Railways and associated Russian transport systems
are in the process of a large-scale introduction of new information technologies
enabling digital collection, processing and storage of large amounts of data to
support freight and passenger traffic. At the same time, any information related to
the matters of security, efficiency and profitability of traffic requires appropriate
measures that ensure data integrity, copyright, and high reliability in order to
facilitate the process of managerial decision-making. The above tasks will make
a special use of the digital signature technology which not only solves the data
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integrity problem, but also provides a technological means of communicating
legally relevant documents and organizing circulation of electronic documents.

A very rapid progress of brining the digital signature technology into the
operations with shipping documents for the internal traffic through the JSC
Russian Railways network, as well as similar progress achieved by the rail systems
of neighboring nations, such as Belarus and Ukraine, have made an important first
step in building the system of electronic circulation of legally relevant documents
between the administrations of the railway systems of such nations.

Legal validity of such a document exchange system must be ensured through
a secure infrastructure build around trusted services to support the automated
electronic document circulation system.

The above system may be built with trusted third-party services which are
well developed and described in much detail by both international standardization
authorities and the Internet community at large and are already in operation in the
European Union, the Russian Federation and many other nations.

The definition of the «trusted third-party» and its place within the information
exchange are set forth, in particular, in the Agreement on Application of Information
Technologies in the Exchange of Electronic Documents in External and Mutual Trade
within the Common Customs Territory of the Customs Union signed in Moscow on
September 21, 2010.

Trusted third-parties interact to establish a trusted channel of cross-border
circulation of electronic documents between the agents of electronic exchange in the CIS
countries who use various protective mechanisms to secure their electronic documents.

Trusted third-parties guarantee to the parties participating in the information
exchange that their communications and transactions are transmitted timely
and accurately to the intended recipient while ensuring integrity, authenticity
and copyright of information transmitted and that in case of any dispute there
are methods to retrieve and deliver necessary evidence to support the fact of
transmission and the actual course of events.

In Q4 2012 - Q1 2013 empty wagons and cargos were exchanged between the
Belarusian Railway and the Russian Railways as part of the trial program for the
‘paperless’ operation using digital signatures in circulation of legal documents.

In order to ensure legal relevance of the above technology, the Russian
Railways together with the Belarusian Railway developed firmware for the two
trusted third-party agents to verify validity of the digital signatures produced by
the other partner.
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Exchange of electronic documents with the Ukrainian Railways was tested in
Q1 2013 under the interim technology for the traffic of empty privately owned
wagons from the Russian Federation to Ukraine and back under the ‘paperless’
method of operation.

We are also now actively engaged in introducing the circulation of legally
relevant electronic documents into our operations with NC Kazakhstan Temir
Zholy (Kazakhstan Railways).

Other international routes supporting ‘paperless’ traffic of empty wagons
under an ordinary digital signature include JSC Russian Railways - VR (Finland,
since July 2011), from Latvia (Latvijas dzelzcel$) to Russia (since April 2012) from
Lithuania to Russia (since September 2012).

The above projects aimed at organizing operations supported by electronic
exchange of shipping documents between JSC Russian Railways, the Belarusian
Railway and NC Kazakhstan Temir Zholy are a necessary prerequisite for the
implementation of such an important and ambitious project as the Development
and Introduction of End-to-end Cargo Traffic through the International Transport
Corridor: Belarus-Russian-Kazakhstan.

The development and introduction of the innovative technology of managing
the freight traffic through the international transport corridor is a key element in
providing a high-quality service between nations which would accelerate traffic
of wagons and reduce operating costs. This project streamlines organization of
future operations with high-speed container and piggyback traffic and mass traffic
of cargoes through the transport corridor under an agreed schedule of operation.

Efficient management of a transport corridor requires a unified secure
cyberspace. The basic principles of the innovative technology for cargo traffic
control utilized in the project are adaptable to other international long mileage
corridors and may provide new transit traffic services and eliminate barriers to
facilitate a smooth traffic of cargoes throughout Gauge 1520.
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CmenaHckuu P.JI.
YneH-koppecnoHaeHT PAH,
npodeccop pakysbTeTa BBIYUCIUTENbHOU
MaTeMaTHUKHU U KUOEPHETHKH,

MI'Y umenu M.B.JlomoHOCOBa

ITPO'PAMMHO-KOH®UT'YPUPYEMBDBIE CETU: PEHIEHUE
MPOBJIEMbI BE3OIIACHOCTH CETEA?

IIporpammHo-KOoHurypupyemsbie ceTH (IIKC) npeacraBisaoT cobou ceTH, B
KOTOPBIX IPOTPaMMHO pa3/ie/ieHbl YIIPaBJeHUe U KOMMYTall[sl IOTOKOB JIaHHBIX,
YTO OTKPbIBAET BO3MOXXHOCTb MPOTPAaMMHOTO YIPaBJIEHUS] NEPECHIIKON NAaHHBIX,
KOTOpOE MOXKET OBbITh JIOTUYECKHU U /UK PU3UYECKU OTAELJIEHO OT PU3UYECKUX KOM-
MyTaTOpPOB M MapuipyTHU3aTopoB. [IporpamMMHo-koHpuUrypupyembie cetu (I[TKC)
OBICTPO COBEPIIEHCTBYIOTCS M Ha JAAHHbIM MOMEHT HCIOJIb3YIOTCS HEKOTOPbIMU
NOTPeOUTENSAMU, B YACTHOCTH LieHTpaMu 06paboTku gaHHbIX (L10/]). OHu obecne-
YHMBAKOT BeCbMa 3HAYMTEJbHYI0 3KOHOMHIO KallMTaJIOBJI0KEHUU 3a CYEeT 3aMeHbI
NpONpUETAPHbIX MapUIPYTU3aTOPOB HA OOILIEeAOCTYyMHbIE KOMMYTAaTOPbl U KOH-
TpoJIJIephl; TpUMeHeHUe abcTpakiyil U3 Computer Science B ynpaB/JeHUU CETIMHU
obecneyrBaeT CHMKEHHUE 3KCIJIyaTallMOHHBIX PACX0J,0B C OITHOBPEMEHHBIM MOBbBI-
IIEHUEM TEXHUUECKHUX XapaKTEPUCTUK U yydllleHneM QYHKIIMOHAJIbHOCTH.

B cTtaTbe paccMaTpuBaeTcs CAeAYOUUA BONPOC, A0 KAKOW CTeNeHH Mpo-
rPaMMHO-KOHQUTYPHUPYEMbIE CETU MOTYT pellMTh NMPO06JeMbl yIIpaBJeHUs Ce-
TeBOU 6e30IaCHOCTbIO?

YTto Takoe IIKC?

TpafuLMOHHO CeTH ONpeAeATCd B TEPMUHAX UX QU3NYECKOU TOIOJIOTHH, T.e.
TOr0, KaK cepBepbl, KOMMYyTaTOPbl U MapLUIPYTHU3aTOPbI COeMHEHBI P IIOMOLIH Ka-
OeJsiell. ITO O3HAYAET, YTO MOCJIE TOrO, KaK CeThb CO3/IaHa, HOBble U3MEHEHMUS CJIOXKHBI
M JIOPOTH. fICHO, 9YTO TAaKOW THUII CETEN MPOCTO HECOBMECTHM C COBPEMEHHbBIM MOHS-
THEM aBTOMAaTU3MPOBAHHOTO LJeHTPa 00pabOTKU JAHHBIX WA 00JIa4HOM Cpesibl, e
Heo0X0AMMa rMOKOCTh B YCI0BUSAX MEHAKLIMXCA TPEOOBAaHUU paboyer Harpy3KH.
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B pamkax nmojxo/ia nporpaMMHO-KOHQUTYPHUPYEMbIX CeTel, MPOrpaMMHOE
obecrneyeHue MOXKET JMHAMUYECKU KOHQUTYPUPOBATh CETh, UTO MO3BOJISIET €U
aJlalTUPOBATbCS K MeHsIUMcs TpeboBaHusiM. [IKC no3BoJisieT peuaTh He-
CKOJIbKO 33/1a4:

1. Co3flaBaTh BUpPTYyaJibHble CETH, KOTOpPble PYHKIIMOHUPYIOT MOBEPX
dusnveckont cetu. B multi-tenant o6s1ake BUpTyasibHasA CeTb MOXET MpeCTaB-
JIITh TOIMOJIOTUIO CeTH tenant’a ¢ ero co6cTBeHHbIMU [P-afipecamu, noacetamu
U Jaxke TonoJsioruei Mapupytusanuu. C nomouibto [IKC BUpTyasnbHbie ceTH Mo-
TYT CO3/1aBaTbhCd JJUHAMHUYECKU U MOTYT MOJJEpP>KUBATh MOOUIBHOCTb BUPTY-
asbHbIX MalKH (VM) B pamkax Bcero 110/], coxpaHsisi abCTpaKIUIO JIOTUYECKOU
CEeTH.

2. YnpaBasaTh N0TOKaMMu Tpaduka B ceTU. HekoTopsie BUAbl TpadurKa
MOTYT HYXXJaTbCSl B IEPEChIJIKE HA onpejesieHHble ycTpokicTBa (VM) asig aHa-
Jiu3a 6e30MacHOCTU WJIU MOHUTOpPHUHIra. MoxeT BO3HUKHYTb HEOOXOAUMOCTH
rapaHTUPOBATh ONpeieIeHHYI0 MPONYCKHYI0 CIOCOOHOCTh UJIA OTPAHUYUTD ee
JIJis1 HeKOTOpPbIX 3arpy3ok. C momougbro [TKC M0XHO co31aBaTh TaKve MOJUTHUKU
Y JIMHAMUY€EeCKU U3MEHATDh UX B COOTBETCTBUU C paboyell Harpy3Kou.

3. Co3flaBaTb MHTErpUpPOBaHHble MOJUTHUKH, KOTOpble COEAUHSIOT
dusndeckue u BuptyasbHble ceTU. C momoubio [IKC MOXXHO A0OUTHCS, YTOODI
o6paboTka Tpadprka GU3NYECKON CEThbI0 MU OKOHEYHBIMH YCTPOMCTBAMHU MPO-
MCXO0/IMJIa CXOXXUM 00pa3oM. HampuMep, MO>KHO pa3BepHYTh 06LUe NpoPuIn
6e30MacHOCTH UJIK 06eCleYUTh COBMECTHOE UCM0JIb30BaHHE HHPPACTPYKTYPhl
MOHUTOPHUHIA U U3MepPeHHUH A1 PU3NUYECKUX U BUPTYaJIbHbIX KOMMYTaTOpPOB.

Takum o6pa3zom, [IKC gaeT BO3MOXXHOCTb KOHQUTypUPOBAaThb KOHEYHbIE
XOCTbl U PU3UYECKHE 3JIEMEHTDI CETH, IMUHAMUYECKH PETYJIUPOBATDH MOJUTHUKHU
yIrpaBJieHUs ABUKeHUeM TpaduKa 1o CETH U CO3/1aBaTh abCTPaAKIIUX BUPTYaJib-
HBIX CETEeU, MO iePKUBAKOIUE CO3JaHUE 3K3eMIJIAPOB VM B pea/lbHOM BpeMeHU
v ux murpanuto no scemy LO/. [Iporpammupyemocts [IKC BKJitouaeT He TOJIBKO
KOHGUTypUpoBaHUe GU3UYECKUX 3JIEMEHTOB ceTH. OHA 3HAYUTEJIbHO IIMPE U
BKJIFOYAET MPOrpaMMHUPYEMOCTb KOHEYHBIX XOCTOB, UTO JleJIaeT BO3MOXXHOU pe-
aJIM3aliyIo MOJIHOTO MPOTrPAaMMHOTI0 yIIpaBJeHUs B IEHTPe 00pabOTKU JJaHHbIX.
Bce 3Tu QyHKIUK BaXKHBI AJis1 06JierdyeHUsI aBTOMAaTU3alMU U MOBbIIIEHUS Ha-

JnéxHoctu kpynHbix OJ[1].
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[IporpamMmmHoO-KoHQUTypHpyeMble ceTH (ITKC):

2. o MeHBLWwEH Mepa
oaHe ceTepan OC,
¥upapagomas I ¥upapagomas J BEPOATHO MHOrD, C

MPOTPAMME MPOTPAMME OTHREITRIM H
" FRKPHITEIM HOXOZHEIM
OGmHE BHE COTH HOZOM

L OTKpRITHA nuTepdedic
K NEepechlike NaKeTon

EpaChlTEA
DaHeTOE
- LB LT

Puc. 1. Opranusanus nporpaMMHO-KOHPUTrypupyemou ceTu?®’

be30macHOCTb B CeTAX TPAAULUOHHON apXUTEKTYPhI

B ceTH Tpa/UIUOHHOU apXUTEKTYpPhI MOJ yrPO30U HAXOAATCA MHOTHE 3Jie-
MeHTbI: UHQPACTPYKTypa, NporpaMMHoOe obecriedyeHre, IPOTOKOJbI U T.4. B aTux
CEeTSIX «B3JIOM» OJHOT0 MapLIpyTU3aTOpa MOXKET HaHECTU CEpbe3HbIN yillepo ceTU
Y 3aKa34YHUKY.

Hamuy fganbHeluve paccy:/JjeHusl Mbl Oy/IEM WJJIIOCTPUPOBATH Ha CAeAYI0-
IIMX IPUMepax:

e KpynHbIi TpaH3UTHBIM NOCTABLUUK YCAYT YPOBHSA 1 C COTHIMU TOYEK MPHU-
cytctBus (PoP) B paz/inyHbIX cTpaHax.

e KomnaHus, obecneuuBaloias HEKOTOPble YCJAYTrd B GUIMANAX KPYMHOU
Mex1iyHapoJHOW KOMIIAaHUM B Pa3JIMYHBIX CTpaHax, Hanpumep, ycayru VPN guia
ee 0prCOB B OOJIBIIMX FOPO/IAX.

eCeThb KpPyNMHOW OpraHvs3alMy, HalpUMep MeX/AYHAapOJHOrO a3pomnopTa C
MUJIJIMOHAMH NACCAKUPOB, oPprcaMU aBUAKOMIIAaHUM, MpeicTaBUTeJIel rocyiap-
CTBEHHbIX OpraHu3alii (HampuMep, CJay»06bl 6€30MacHOCTU Ha TPAHCIOPTE, MOo-
IPAaHUYHOM CAYKObI U T.JI.) U IEPCOHAJIOM a3pOoIopTa.

B 3TOM cnivcKe JOJKHBI ObITh LIEHTPbI 00pabO0TKU JaHHbIX. OJHAKO, UMeeTCs
OTPOMHOE€ KOJIN4eCcTBO nybsukauuu 06 apxutektype L[O/l n nepcrnektuBax [1KC

289 Bpictymsienue Nick McKeown, Mocksa, 2012.
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aust HO/. Ilpyu ABMKEHHWU BHU3 MO CIUCKY CJOXKHOCTb PU3UYECKOTO0 KOHTPOJIS
MHQPACTPYKTYPHI CETU U CTENEHb 3TOTO KOHTPOJISI CHUXKAIOTCSL.

Yucsio reorpadryeck pasHbIX MeCT, T/ie eCTb ceTeBoe 000pyJ0BaHUe, pac-
TEeT B O0JIbLUIMX FeTePOTreHHbIX CeTAX. ECTh 3aka34MKH, KOTOpble HAXOASATCS B YC-
JIOBHUSIX KECTKOW KOHKYpPEeHLUHU APYT ¢ ApyroM. TakuM 06pa3oM, eCTb HEOOXOA M-
MOCTb He TOJIBKO 3alMIIAaTh CETh OT HEeHa/JIexallero NoBeeHus MPUJI0KEHUU U
3aKa34YMKOB, HO M 3alMLIATh 3aKa34YMKOB JpyT OT JpyTa.

TepMmuH «3amuyTa» ciaoxeH. OH O3Ha4vaeT MNoAjep:KaHUe IeJJOCTHOCTHU M
KOHQUJEHIIMAJIbHOCTU JaHHBIX 3aKa34MKa, Ipe/loXpaHeHUe OT OTKa3a CETEBBIX
cepBurcoB (Hanpumep, DDoDs) u T.a. [Ipy coBpeMeHHOM pa3BUTHUU CETEBBIX TEX-
HOJIOTHMM, OTPOMHOM pOCT€e MPOMYCKHOW CMOCOOHOCTU MHTepHETa U mepexojie
OT CTAlJMOHAPHBIX KJIUEHTCKUX YCTPOUCTB K MOOUJIbHBIM CETSIM (MMEETCH YXKe
1 MuMapa NoJAKJYeHHbIX cMapTPoHOB B Havase 2013 I ¥ TOJBKO OKOJIO
200 ThICAY CTAIlMOHAPHBIX YCTPOUCTB), 3PPEKTUBHOCTh CYIIECTBYIOILIUX pellle-
HUM yIpaBJeHHUA AOCTYNOM CHHWXaeTcs. [ KaXKJ 0 HOBOW BEPCHUH MPOTOKOJIA
Ethernet Hy>kHbI Bce 60Jiee 1OpPOTHMe YCTPOMCTBA AJISI CETEW OAHOTO M TOTO Ke
MacuItaba, YTo NATh WK AeCATh JIeT Ha3all. B TepMUHaX MOOGUIBHOCTU KJIMEHT-
CKHX YCTPOMCTB, CeTeBble KOHQUTypalUX ObICTPO MEHSIIOTCS, U U3MEHEHUS WH-
dbopMaur 0 TONOJIOTUU CETU HE MOTYT MCIOJIb30BAThCSA HENOCPEACTBEHHO [IJIsI
ynpaBJieHUs JOCTynoM. TakuM 06pa3oM, npobJsieMa yrnpaBJsieHUs JOCTYIIOM K CETH
Ha OCHOBe MHQOpMaAIUX 006 0’KHJAeMOM IoBeJleHUH (MOTOKax) ceTeBbIX MPUJIO-
»KEHUH CTaHOBHUTCS BCe 60Jiee BaXKHOM.

HHppacTpyKTypa

O/iHa U3 OCHOBHBIX YTPO3 B 06J1aCTH UHPPACTPYKTYpbl — GU3UYECKUU JOCTYT
K CETEBbIM yCTpOHCTBAM. B 60/1b1110M a3p0OnopTy HEBO3MOXXHO rapaHTUPOBATh GU-
3UYECKYI0 HEZJOCTYMMHOCTb CETEBBIX YCTPONCTB. Kak TOJIbKO 3/10yMblIIJIEHHUK TO-
JIydaeT AOCTYI K yCTPONUCTBY, OH MOXKET MOJHOCTbIO UM YaCTUYHO U3MEHUTD €ro
coZiep>kuMoe. 3JI0YMbIIIJIEHHUK TaK)Ke MOXKeT MOJYYUTh AOCTYI K CeTeBbIM Kabe-
JIsIM. JTO ellle OJIUH MPUMep Yrpo3bl B 3TOU ob6J1acTu. Takou A0OCTyN NPeA0TBPAaTUTh
HeBO3MOXKHO. HanpuMep, ec/iv MOCTaBIMKY YCJAyT HEOOX0AUMO 3aMEHUTh KaKOe-TO
CceTeBOe YCTPOUCTBO B €ro CeTH, TO HUKTO He MOXKET rapaHTUPOBATh, YTO 060pYy/10-
BaHUeE M0 MYTH C 3aB0/la HA CKJIa/, OCTABLIMKA He OyJeT U3MEHEHO.

B cetu [IKC cutyauusa coBepuieHHO Jpyras. Bce nHTessiekTya/ibHble QYHK-
LUU yJaJleHbl C MapLIPYTU3aTOPOB U KOMMYTATOPOB U NOMeIleHbl Ha KOHTPOJI-
sepbl cetu [IKC (cm. puc. 1). CepBep ¢ KOHTPOJIJIEPOM MOXKHO JIETKO MEPEHECTH
B HAJIeXKHO 3alllvllleHHoe IoMelleHUe. [[porpaMmupyemMble KOHTPOJIJIEPBI MO-

303



TYyT NOAJEP>KMBATh HAOOP TaK Ha3bIBae€MbIX MPUJIOKEHUU (C-MIPUJIOKEHUE WU
ynpaBJfloLias nporpaMma Ha puc. 1), KoTopble 06ecrne4rMBarT TPaJULMOHHbIE
ceTeBble CEPBUCHI, TAKMe KaK MaplIpPyTU3alys, 3alUTa OT eperpy3ok, yrnpanJie-
HUe QoS U T.J., a TaKKe HOBble CEPBUCHI, TAKUE KaK BUPTyasir3aLus, QUabTpanus
(kak 0ObIYHBIE OpaH/May3pbl), 0OHAPYKeHHWE BPEJLOHOCHBIX NPOrpaMMm M T.J. B
JlTAaHHOM KOHTEKCTe CepBUChI BUPTYaIH3allMU O3HAYAKOT pasjesieHue.

[IporpaMMHOe o6ecrieyeHHe

[IporpammHoe o6ecniedeHue B ceTH [IKC cKOHLIeHTPUPOBAHO B KOHTPOJIJIe-
pax. TakuM 06pa3oM, OJUH U3 KJOYeBbIX BOIIPOCOB — TIJie cleyeT pa3MeCTUTh
koHTpoJiep [IKC [2]. CerofHs yxe SICHO, YTO AOJKHA ObITh Mepapxusi KOHTPOJI-
JIEPOB C pa3/INYHbIMU HAO0OpaMH MPUJIOKEHUU.

B aToli mepapxuu A,0/KHO ObITh HE MeHee JIByX ypoBHel. Ha BepxHeM ypoBHe
JIOJDKEH HAXOAUTbCS KOHTPOJIJIEp ynpaBJyeHUus UHGpacTpyKTypoi. KoHTpoJsiie-
pbI 3TOT0 YPOBHS BbIAAIOT pa3pelleHUsI Ha MpeAoCTaBJIeHUEe PECYPCOB 10 3apOCy
noJib3oBaTeJsisi. OHU UT'PAIOT POJIb YIIPABJIEHUS pecypcaMu HHpacTpyKTypbl. Ha-
NpUMep, B a3pONOPTY HOBasi aBUAKOMITAaHUS UJIM HOBAsl OpraHu3alusi 06paTUTCS
C 3alIpOCOM Ha BblJleJIeHHe pecypcoB. B aToM 3anpoce oHa yka3biBaeT He06X01U-
MbIH THUI PECYpPCOB, KOJIMYECTBO KaX/0TO BU/la PECYPCOB U TpebyeMoe KaueCTBO
ob6caykuBaHusl. KoHTpoJ1ephl Ha cieayolieM 60Jiee HU3KOM YPOBHE OTOOpaka-
I0T BUPTYyaJibHble pecypchbl Ha pusuyeckue. OHU BbIJAIOT HAOOP MpPaBUJI AJis CO-
OTBETCTBYIOIINX KOMMYTaTOPOB.

Ka){(ﬂblﬁ KOHTPOJIJIEP AOJIXKEH PEAJIM30BbIBATHL CJIeAYIOIIE ClJYHKLU/II/I

* KOHTPOJIJIEPBI HA OJHOM U TOM K€ YPOBHE JIO/DKHBI UMETb OJJUH U TOT K€
Habop C-MPUJIOKEHHUH;

e C-MIPUJIOXKEHUS JOJDKHBI ObITh PUTOIHbI JJISI MHOTOKpaTHOro (reusable) uc-
N10J1b30BaHUsI KOHTPOJIJIEPAMU, pa3MelllaeMbIMU OOJIM30CTH OAWH OT JIPyTOro;

® PAa3JIMYHbIE€ OK3EMIIJIAPBI KOHTPOJIJIEPpA JOJI?KHBI OBbITh CIIOCOOHbI COBMECT-
HO HMCIIOJIb30BATb OAWH 3K3€MIIJIAP N-IIPHUJIOKEHHNA;

* KOHTPOJIJIEP AOJIKEH OBITh JOBepeHHOU (trusted) cpenoi;

* KOHTPOJIJIEP JI0/KEH ObITh MaclITabUPyeMbIM; 3TO O3HAYAET, YTO PU BO3-
pacTaHuM paboyell HarpysKH Bbllle ONpeJeseHHOr0 YPOBHSI, KOHTPOJLIEP L0J-
>KeH ObITb CIIOCOOEH MOJYYUTh JOMOJHUTENbHYI BbIYUCAUTENbHYI0 MOLHOCTD,
HanpuMep NyTeM pa3/ieJIeHUs CBOEH pabOThl C APYTUM 3K3eMIISIPOM KOHTPOJI-
Jiepa, pa3MellleHHbIM Ha pyroM prU3u4ecKOM pecypce;

304



°*€CJIM OAWH M3 3K3EMIIJIAPDOB KOHTPOJJIEPA HEOXKHUAAHHO IMPEKPATHUII pa60Ty,
Apyrue KOHTpPOJIJIEPh], pa3sMelleHHbIe HO6JII/130CTI/I, AOJI?)KHbI B3ATb Ha cebs Ty 4aCTb
CETEBbIX KOMMYTATOPOB, KOTOPAA YIIPABJIAJIACb OTK/IIOYHUBIIHNMCA KOHTPOJIJIEPOM.

Be3onacHOCTh c-IpUJI0KeHUS IpeICTaBIAeT COO0H IpyTyIo pobJieMy. 34ecCh
Mbl CTaJIKUBAaeMcCsl C TOM NMpob6seMoH, Kakasl BO3SHUKAEeT y TeX, KTO paboTaeT C
npuaoxeHussMu a4 iPhone, Android u T.4. Xopomum pelieHrueM 3TOM Npo6JieMbl
MOIJIO Obl OBITH ONMKCAaHUe MOBeJeHUs c-ipuokeHusd [3]. Kaxercs, aToT noaxon
oyneT 60s1ee 3QpPEeKTUBHBIM U MeHee PeCypCOEMKUM, YeEM, HalpuMep, popMaJib-
Has BepuduKalysa U npoBepka Ha Mogensax (model checking) [4].

MonuTOopuHr — aApyrasa k/iaodeBasd GyHKUUA A 6e3onacHocTty [IKC ceTebi.
Jl0JDKHO BECTUCH HECKOJIBKO BH/IOB MOHUTOPUHTA. MOHUTOPUHT TOBEJIEHUS C-TIPHU-
JIOXKEHUM — 0JIHA M3 3TUX 3a/a4. /lpyrasgs — MOHUTOPUHT U MPOBEePKa MaKeTOB. ITO
BaKHO KakK /111 COopa 06pas1[0B MOTOKOB IaHHbIX, TaK U JIJIsI TOT'0, YTOObI YOeIUTh-
Cs1 B TOM, UTO BUPTYa/JIM3alys pa3/enjia MOTOKH JaHHBIX HaJJIeXKal[iM 00pa3oM,
HampuMmep, MOTOKU JAaHHBIX KOHKYPEHTOB HUKOT/JA He IepeceKarTcss. MOHUTO-
PUHT SIBJISIETCS BaXKHOM QYHKIIMEN CUCTEMbI pearnpoBaHusl. [[py MpOHUKHOBEHUH
3JIOYMbIIIJIEHHHKA CHUCTeMa J0J/hKHa pearupoBaTh A0HKHBIM 06pa30oM /11l BOCCTa-
HOBJIEHUSI pabOThl KOHTpPoJIIepa. He UMeeT 3HayeHHs], B KAKOW GOpMe BBHICTYIAET
3JIOYMBIIIJIEHHUK — KaK HECAHKIIMOHUPOBAHHOE NMPOrpaMMHOe obecrieyeHue, He-
NpaBUJIbHO Bejylllee cedsl C-IIPUI0XKEHHE UK YTO-TO APYToe.

IIpoTOKOJIBI

PaCCMOTpeHI/Ie 06e30MacHOCTHU ITPOTOKOJIOB MbI pa3Zi€/JIMM Ha CJIe YOI E YaCTH.:

1. 06e30MacHOCTb MPOTOKOJIa KOHTPOJIJIEP-KOMMYTATOP;
2. 6e30MacHOCTb MPOTOKOJIOB C-IPUJIOKEHUH;
3. 06e30MacHOCTb MPOTOKOJIOB KOHTPOJLJIEP-KOHTPOJLIED.

be30nmacHOCTh NPOTOKOJIOB KOHTPOJIJIEP-KOMMYTATOp. B TUIIMYHOM cer-
MeHTe ceTd [IKC Mexy KOMMyTaTOpPOM U KOHTPOJIJIEPOM UCIOJb3yeTcs 6e30-
nacHoe coequHeHue SSL. SSL o6ecnieurBaeT 6a30BbI ypOBEHb 6€30MACHOCTH, HO
B peasibHbIX yca0BUsAX [IKC ceTH ero MoxeT 6bITh HeJOCTAaTOYHO (HampuMep, pas-
BUTbIe Kpuntorpadpuyueckre nporokoJibl: Internet Key Exchange, IPsec, Kerberos
U T.J.). OTU MeTO/bl IMPPOBAHUSA MOTYT ObITh JocTaTO4YHbI A5 1|O/l, HO Bps Jiu
noaouayT aas ceted WAN v faxke 111 aBTOHOMHBIX CUCTEM. 3/1eCb BO3HUKAIOT
BCe Mp0o6JIeMbl, CBSI3aHHbIE C YIIPaBJeHUEM KJII0YaMH, C BO3pacTaHUEM PaCXO/0B
Y 3a/lep>KKaMu U ppoBaHus [5,6].
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be3onacHOCTbh NPOTOKOJIOB C-pUJIOKeHUu. OiHa U3 npobJieM 3/iech 3a-
KJIIOYAEeTCsl B TOM, JOCTAaTOYHO JIM CYLeCTBYIOUIMX PellleHUN U OYAYT JIU IPYyTUMU
peleHus s c-npuaoxkenui [IKC? HanpuMep, kak 6€30MacHO 3arpy3vTh KJIOYU
B YCTpPOMCTBO. [[pyruM NprMepoM MOXET OBbITh BOMPOC O TOM, I/ie HajJjiexalee
MeCTO AJisl C-NIPUJIOXKEHUS /11 aHa/IM3a TpadurKa Ha KOHTpoJiepe. Ho mpusoxe-
HUSI KOHTpPOJIJIEPA KOHIIEHTPUPYIOTCS TOJILKO Ha aHaJ/iu3e 3aroJIoBKOB CETEBBIX
nakeToB. BoT noueMy He pekoMeHyeTcs noMelaTb DPI-pyHKIIMI0O HA KOHTPOJI-
Jiep, IOCKOJIbKY OHa TpeOyeT nepejiayy TeJia akeTa Ha KOHTpoJiep. Tesio nakeTa
HUKOT/]a He 10/KHO 06pabaThiBaThCs HA CTOPOHE KOHTPOJLIepa.

be3onmacHOCTh NPOTOKO0JIOB KOHTPOJLJIep-KOHTpoJIep. Ckopee Bcero, B
onvxanem oyayiem [IKC-koHTpoJsiepsl 6yAyT paboTaTh B JIOKaJIbHOM paciipe-
JleJIeHHOW KOMIIbIOTEPHOU cpejie. B TakoM ciiydyae MOKHO UCIOJIb30BaTh MPOTO-
koJibl SSL/TLS. OCHOBHBIM KOMIIOHEHTOM pacnpe/ieJ;IeHHOT0 KOHTpPOoJliepa sABJsI-
eTCsl MPOTOKOJI B3aUMO/eHCTBUS HECKOJIbKUX KOHTPOJIJIEPOB B JIOKAJIbHOM CpeJie.
[IpepgnosaraeTcs, 4TO TaKOM NPOTOKOJ MOXeT paboTaTh JBYMs criocobamu: “out-
band” u "in-band”. [Ipu “out-band” co3aeTcs oTaebHAsA ceTh ynpaBJeHUS U3 KOH-
TPOJIJIEPOB, U HET HEOOXOAMMOCTHU 3alUThI ceTH. [Ipu "in-band” Heob6xoaHMO co-
3/1aTh 3alMILEHHbIM KaHaJl JaHHbIX MeX/y KOHTpoJsuiepaMu. B cinydae WAN niu
MAN pJ151 cBSI3U MexXJy KOHTpOJIJIepaMU OyzaeT ABa ciaydasd. JInb6o 3TOT NpOTOKOJI
OoyzeT paboTaTh B IJIOCKOCTHU JAHHBIX, TOT/a OyAyT HEOOXOAMMbI U30LIPEHHbBIE
MeTOo/bl 0becniedeHUs1 6€30MacHOCTH. Eciiv 6yfeT Bblie/ieHHas JIOCKOCTh YIIPaB-
JIeHUs1, HeJJOCTYNHas U3 MJIOCKOCTH JJaHHBIX, TO MOXKHO OyZleT UCI0JIb30BaTh 60-
Jiee IpOoCThble MeTO/bl. MbI J0/I>)KHBI IOCTOSIHHO TIOMHUTD, YTO POCTOTA - 3TO CUJIA.

PaccmaTtpuBas 6e3omnacHocTb [IKC B ciyyae WAN, Mbl J0/KHBI TIOHUMATh,
YTO KOHTPOJIJIEDP OyAeT 4Ype3BblYaWHO MPUBJEKATEJbHOW MHIIEHBIO /IS 3J10-
yMbIlILJIEHHUKA. M 37ech Mbl CTaJKhBaeMcs C Npo0JieMON HAeHTHUPUKAUU
(fingerprinting). [lpyrumMu cioBaMu: Kak UAEHTUPUIUPOBATh, YIPABJISETCH JIU
cerMeHT ceTH KoHTpoJisiepoM [IKC uau npeacrap/isieT co60il 06bIYHYIO AJ1S1 TPa-
JULIMOHHBIX CETEN CMeCh MJIOCKOCTHU JaHHbBIX U MJIOCKOCTH yrpaBJeHusa? B aToM
caydae HauboJiee BEPOSITHBIM MOAX0J, — MCIOJIb30BaTh OTKJIOHEHUS TalMayTa
IPU YCTAaHOBJIEHUU COEJMHEHUS C KOHKPETHbIM CErMEHTOM.

OcraeTcsa OZ1Ha O6J'IaCTb, KOTOpad 34€eCb He obl1a pacCMOTpEHaA — b6e3omnac-
HOCTb ITPOTOKOJIOB CE€TEBBIX HpPIJIO)KGHHﬁ. B aToii obs1acTH Y HacC BCe elle eCTb BO-
ITPOCHI 0€e3 OTBETOB: AOJI2KHO JIK CeTEeBOE ITPUJIOKEHH E ITOAAEP!KHUBATHb KAKY10-JIN-
060 CBSI3b C C-l'IpI/IJ'IOX(eHI/IEM?

Hcxons U3 NpUHIMIIOB ceTeBOW 6e30MaCHOCTHU OTBET JI0JXKeH O6bITh HeT.
OHaKO MpaKTHKa MOKa3bIBaeT, YTO 10 MHOTUM MPUUYHUHAM ObIJI0 O6bI OJE3HO,
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YTOOBI MEeXAy HUMH nnoaaepKruBasjacCb CBA3b. OAI/IH U3 IpUMEPOB — yIIpaBJie-
HHUe Ka4eCTBOM O6CJ'Iy7KI/IBaHI/IH.

3ak/iloueHue

[IporpamMmmHo-koHpUTrypHpyeMble ceTd (I[IKC) 6bICTpo cOBEpLIEHCTBYIOTCS U
Ha JJaHHbI MOMEHT UCMOJIb3YITCS, B YaCTHOCTH, IJeHTpaMH 06pabOTKHU JAHHBIX.
OHU 06ecrevyrBaOT BeCbMa 3HAYUTEbHYI0 3KOHOMMUIO KalIUTAJIOBJI0KEHUH 3a CUET
3aMeHbl NPONpPHETAPHbIX MAaPILIPYyTU3aTOPOB Ha 00111e/JOCTYTHbIE KOMMYTATOPbI U
KOHTpPOJIJIEPH]; TpUMeHeHUe abcTpakuuid u3 Computer Science B ynpaBJieHUH ce-
TSIMU 00eclieurBaeT CHUXKEHUE 3KCIJIyaTalMOHHbIX PAacX00B C 0OIHOBPEMEHHbIM
NOBbIIIEHUEM TEXHUYECKUX XapaKTEPUCTHUK U yydllleHheM QYHKIMOHAJIbHOCTH.

[TKC noaxos nMeeT MHOTO MPEUMYIIECTB B 06/1aCTU 6€3011aCHOCTH, 0COOEH-
HO B 4acTh $U3UYECKOU 6e30MacHOCTU CeTeBOTo 000py/oBaHUs. PasziesieHue
IJIOCKOCTH JIAHHBIX U MJIOCKOCTHU YIpaBJeHHUS JaeT JOMOJHUTeJbHbIe TPEUMy-
niectBa. OJJTHaKoO He06XOAUMO UCCJIeJ0BaTh ellle 0O4eHb MHOT0€, 0COOEHHO B 00J1a-
ctu nporpaMMHoro obecnedeHus [IKC. [[pumepoM oHOM U3 TaKKUX 00J1aCTEN SIB-
JISIeTCs IPOTOKOJI CBSI3U KOMMYTATOP-KOHTPOJIJIEP U KOHTPOJIJIEP-KOHTPOJIJIED.

OaHoM 3 ocHOBHBIX Bo3MoxkHOCTel [IKC noaxona siBsisieTcs yi06CTBO U TU6-
KOCTb KOH(QUTYpPHUPOBaHUS NOJUTUK KoMMYyTanui (forwarding policy). C nomo1bio
npoTtokoJia OpenFlow M0O>XXHO He TOJIBKO KOHQUTYPUPOBATH MEPECHIIKY KOHKPET-
HbIX TUIIOB TpadHrKa Yepe3 onpeieJieHHble TOYKH CETH, HO TaKXKe POBEPSTh, BCE
JIU CeTeBble MAKEThI MPOXOJAAT Yepe3 3TU KOHKPETHbIE TOYKHU. ITO AAeT OTPOMHbIE
BO3MOXKHOCTH /i) CETEBOU 6€30MaCHOCTH, HO BCe ellle TpebyeT uccaeJ0BaHU M.
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SDN: IS IT A SOLUTION FOR NETWORK SECURITY?

Software Defined Networking, SDN, is the programmable separation of control
and forward elements of networking that enables software control of network
forwarding that can be logially and/or physically separated from physical switches
and routers. Software Defined Networking (SDN) is developed rapidly and used
now by early adopters such as data centers. It offers immediate capital cost savings
by replacing proprietary routers with commodity switches and controllers; using
of computer science abstractions in network management offers operational cost
savings, with performance and functionality improvements as well.

The following great question is considered in this paper: to what extend SDN-
based networks can address network security management problems?

What is SDN?

Traditionally, networks are defined by their physical topology i.e. how servers,
switches and routers are cabled together. That means that once you have built out
your network, changes were costly and complex. Certainly, this type of networking
is simply not compatible with the notion of a lights-out datacenter or a cloud
environment that need flexibility to support varying workload demands.

Under Software Defined Networking approach software can dynamically
configure the network, allowing it to adapt to changing needs. An SDN solution can
accomplish several tasks:

1. Create virtual networks that run on the top of the physical network. In
a multi-tenant cloud virtual network might represent a tenant’s network topology
complete with the tenant’s own [P addresses, subnets, and even routing topology.
Through SDN virtual networks can be created dynamically, and can support
VM mobility throughout the datacenter while preserving the logical network
abstraction.

2. Control traffic flow within network. Some classes of traffic may need
forwarding to a particular appliance (or VM) for security analysis or monitoring.
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You may need to create bandwidth guarantees or enforce bandwidth caps on
particular workloads. Through SDN, you can create these policies and dynamically
change them according to the needs of your workloads.

3. Create integrated policies that span the physical and virtual networks.
Through SDN, you can ensure that your physical network and endpoints handle
traffic similarly. For example, you may want to deploy common security profiles
or you may want to share monitoring and metering infrastructure across both
physical and virtual switches.

In summary, SDN is about being able to configure end hosts and physical
network elements, dynamically adjust policies for how traffic flows through the
network, and create virtual network abstractions that support real-time VM
instantiation and migration throughout the datacenter. SDN programmability
include not only configuration of physical network elements. It is much broader
and includes programmability of end hosts, enabling end-to-end software control
in the datacenter. All these features are important to facilitate automation and
reliability in large-scale datacenters [1].

Software Defined Network (SDN)
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Security in traditional architecture networks

In network with traditional architecture there are many areas under threats:
infrastructure, software, protocols etc. In those networks the compromising of one
router can cause a serious damage to the network and its customers.

We will conduct our further consideration with next case studies:

- Large Transit Service Provider kind of Tier-1 with hundreds Points of
Presence (PoP) in different countries.

- The company which provides some services to the branches of big
International Company (Inc.) in different countries, e.g. VPN Services for Inc. offices
in big cities.

- Network of Large Organization like International Airport where there are

millions of passengers, airlines offices, state organization representatives (e.g. TSA,
Immigration Service, etc.), and airport staff.

There should be Data Centers in this list. However, there are a lot of
publications about DC architecture and SDN perspectives for DC. Along down the
list of complexities of physical control over network infrastructure and this control
itself decrease.

The number of geographically distributed locations with network equipment
is growing in a large heterogeneous network. There are customers which are
strongly engaged in competition with each other. So, there is a need not just to
protect network from misbehavior of application and customers, but to protect
customers from each other.

The term “protecting” is complex. [t means integrity and confidentiality of
customer’s data, protecting from the fall down of network services (like DDoDs)
etc. Nowadays under evolved networking technologies, enormous growth
of Internet throughput and a shift from fixed client devices towards mobile
networking (we have over 1 billion connected smartphones already in early
2013, and only about 200 million fixed devices) efficiency of existing access
control solutions reduces. More expensive devices are required for every new
version of Ethernet protocol providing the same level of network granularity as
five or ten years ago. In terms of client devices mobility, network configurations
are changing rapidly and the information on network topology changes could
not be used directly for access control. So the problem of network access
control based on the information on the expected behavior (flows) of network
applications is becoming more and more important.
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Infrastructure

One of the main threats in this area is a physical access to the network devices.
In a big airport it's impossible to guaranty physical inaccessibility to the network
devices. Once trespasser gain the physical access to the device, he/she can modify,
replace internals of that device. A trespasser can gain access to the network cabling
as well. This is another example of the threat in this area. It is impossible prevent
such an access. For example if the Provider needs to exchange some network
equipment in its network, nobody can guaranty that the equipment on its way from
a factory to the Provider location would not be modified.

There is absolutely different situation in SDN network. All intelligence got away
from the routers and switches and places into SDN network controllers (see figure
1). The server with controller easily could move into well protect environment.
Programmable controllers cansupportthesetofsocalledapplications (c-application
or control program on figure 1) which will supply as ordinary, traditional network
services like routing , congestion avoidance, QoS management etc. as a new one
such as virtualization, filtering (as ordinary firewalls), malware detection etc. In
this context virtualization services mean separation.

Software

Software in SDN network is concentrated in controllers. So, one of the key
question is where SDN controller should be placed [2]. As it is seen today there is a
hierarchy of controllers with different set of applications.

This hierarchy should have at least two levels. On the top level should be a
controllerforinfrastructure management. Controllersonthislevelissuetheapproval
for resources allocation under user request. They play a role of infrastructure
resources managers. For example at the airport new airline or new company will
issue the request for resources. In this request it describes what kind of recourses
are needed, amounts for each kind of recourses and required QoS. The mapping of
virtual recourses on physical ones is implemented by the controllers on the next
low level. They issue the set of proper rules for the corresponding switches.

Each controller should implement the following functions:
e controllers on the same level should have the same set of c-applications;

e c-applications should be reusable by different controllers placed near-by
each other;

e different controller instances should be able to share the same instance of an
n-application;

312



e controller should be trusted environment;

e controller should be scalable; it means that if workload is growing beyond
the current computational power of controller then it should be able to get more
computational power, for example by splitting its activity with another controller
instance, placed on another physical resource;

e if some controller instance is shut down, then some other controllers placed
nearby should be able to catch up those part of network switches that were managed
by controller instances which are shut down.

A secure n-application is another problem. Here we faced with the same
problem like people had with applications for iPhone, Android etc. A good solution
for such problem could be the description of c-application behavior [3]. It seems
this approach will be more effective, not resource consuming like formal verification
e.g. and Model checking [4].

Monitoring is another crucial function for SDN network security. There should
be different kind of monitoring activities. c-application behavior monitoring is one
of the activities. Another one is packet monitoring and inspection. It is important as
for sampling of a data flows as for get sure that virtualizing has separated data flows
properly, e.g. the data flows of competitors never crossing. Monitoring is important
function for reaction system. Once a trespasser is detected such system should react
properly up to restore the controller operation. It doesn’t matter of what form a
trespasser has, e.g. unauthorized software, misbehavior n-application etc.

Protocols

Talking about protocol security we will split the consideration on the
following parts:

e Switch-controller protocol security;
e c-Application Protocol security;
e Controller-controller protocol security.

Switch - controller security. In typical SDN network segment between
switch and controller SSL secure connection is used. SSL provides the basic security
level and that in real-network SDN deployment may not be enough (for example,
advanced cryptographic protocols: Internet Key Exchange, [Psec, Kerberos and
etc.). These inscription technics could be enough for Data Centers but hardly
would be appropriate for WAN networks or even for Autonomous Systems. Here
all problems related to key management, appeare with increase cost and delays for
encryption [5,6].
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c-Application protocol security. One of the problem is whether the existing
solutions enough and are there any different for SDN n-applications? One of such
point is how key could be bootstrapped into a device in a secure way? Another
example could be such as a native place for traffic analysis is an n-application over
controller. But controller applications focus only on network packet header analysis.
That’s why it is not recommended to put deep-packet inspection functions on
controller, because it requires forwarding packet payload to controller. A payload
must never be executed on a controller side.

Controller - controller protocol security. Most likely that in nearest future
SDN controllers will run in a local distributed computer environment. In such cases
SSL/TLS protocols could be used. The major component of distributed controller
is protocol among several controllers in a local environment. Supposedly, such
protocol can operate in two ways: out-band, and in-band. In case of out-band a
separate control network among controllers is building and there is no necessity
to network protection. In case of in-band it is important to provide secure channel
to forward data among controllers. In the case of WAN or MAN for controllers
communications will have two cases. Either the protocol run in a data plane it will
require new sophisticated security technics. If there will be separated control plane
which is inaccessible through data plane much easier security technics would be
used. And every time we have to remember that the simplicity is a power.

Considering SDN security in the case of WAN we have to understand that a
controller would be extremely desirable target for trespasser. In this way we come
to the fingerprinting problem. Another word: how to distinguish is the network
segments controlled by SDN controller or have traditional network communication
mixture of data plane and control plane? In that case the most probable approach
is to use timeout deviations while the connection process to concrete segment.

There is one area was not considered so far here is network Application
Protocol security. In this area we still have unanswered question: Does network
application should have any communication with c-application?

From informational security principals the answer should be No. However the
practice show that for the many reason it could be useful to let them communicate.
On of such kind of example could be the quality of Service management.

Conclusion
Software Defined Networking (SDN) has been developed rapidly and is

now used by early adopters such as data centres. It offers immediate capital cost
savings by replacing proprietary routers with commodity switches and controllers;
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computer science abstractions in network management offer operational cost
savings, with performance and functionality improvements too.

SDN network has a lot of advantages for network security especially in physical
security of network equipment. Splitting data plane and control plane bring a lot
of new ones. However there is a lot researching has to be done especially in SDN
software area. The example of one of such area could be security protocol in switch-
controller and controller-to-controller communication.

Themajoropportunity of SDNapproachisconvenientand flexible configuration
of packet forwarding policy. Using functionality of OpenFlow protocol, we could not
only configure forwarding of concrete traffic types to go through special network
points, but also verify that all the network packets come thought these specific
points. This is feature sounds like a lot of opportunities for network security but
still required researching.
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IInmoruH I1.J1., CaabHUKOB A.A.
UHCcTUTYT po6JsieM HHPOPMALMOHHOM 6€3011aCHOCTHU
MI'Y umenu M.B./loMmoHOCOBa

INIOHATHUE «10BEPHUE»
B MOJAE/IMPOBAHUU KUBEPKOH®/INKTOB

[Ipu 06Cy>A€HMU BONPOCOB B3aUMO/JleHCTBUSA B KUbOeprnpocTpaHcTBe (UH-
TEPHET, CollhaJibHble CeTH, pUHAHCOBble TPAH3aKLUHUU U T.J.) BMECTO MOHATHUU
«HaZIe?)KHOCTb», «6e30MaCHOCTb», «3aLUILEHHOCTb» (U UX XapaKTEePUCTUK, KOTO-
pble MOXKHO U3MepSTh) BCe Yallle UCI0JIb3yIOT OHSATHE — «J0Bepuex». bosiee Toro,
PsJi aBTOPOB MOJIAraloT, YTO MOHSATHE «JOBEPHUE» MOXKET MOJHOCTbIO 3aMEHUTD
TpaJUIMOHHbIE XapaKTePUCTHUKU 6€301aCHOCTH.

JTo, mpex/ie BCero, CBSI3aHO C 3KOHOMUYECKHMMH BOMIPOCAMHU — IPOJIAXKHU B K-
6epnpocTpaHCTBe 000py/I0BaHMS, IPOrpaMM, CEPBUCOB, MHPOPMALIMU U APYTHUX
TOBApPOB U YCJYT, T/le MOKyNaTeJ 0 3a4acTy0 HeIOCTYNTHbl 00'beKTUBHbIE XapaK-
TEPUCTHUKHU IPUOOpPETAaEMbIX TOBAPOB U YCJYT.

N3nuiiHee foBepue Npu 3TOM MOXKeET ObITh Hebe3omacHbIM. Hanpumep, Kak
MOKa3aJIv UcCae0BaTe Iy U3 YHUBepPCUTETOB [leHCHIbBaHUU U [IbIOKA, a TaKXKe
snabopatopuu Intel Labs®, iBe TpeTH Npui0KEeHUN MO/ ONIEPAIJMOHHYIO CUCTe-
My Android® oTcsiexxuBaloT HabupaeMble HOMepPa, COOUPAIOT CBEAEHUS O Teo-
rpadrMyecKoM MO3UIMOHMPOBAHUHU anmnapara (TesedpoHa, KOMIbIOTEPA U T.[.) U
OCYILECTBJSIOT APYTYIO «10/I03PUTENbHYI0» aKTUBHOCTD 10 OTHOILIEHHUIO K ITep-
COHAJIbHBIM CBeIeHUSIM.
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B cBs13U ¢ 9TUM NpeCcTaBJIsAETCS 10JIe3HBIM 60Jiee TOYHO OXapaKTEePHU30BaTh
MOHSITHE «/0BEPHE» U ONpPEJeJIMTh ero MeCTO B BOIPOCcaX BO3HMKHOBEHMUS, pas-
BUTHS U YCTPAaHEHUs KUOEPKOHQJIHUKTOB.

Kno6epkoH@IUKT ¢ no3uuui «kEAMHON TeOpUU KOHPJIUKTOB»

Envnas teopus koHpukToB (ETK) [3] paccmaTpruBaeT KOHQJIMKT, KakK Ara-
JIEKTU4eCKoe IPOTUBOpeUYUe, IPUBO/IsIee CUCTEMY B IBUKEeHHUE. Pe3ysbTaT KOH-
$JIMKTa — CUHEPTU3M MJIM aHTAarOHU3M.

[Ipu cvuHeprusMe Bce B3aMMOIEUCTBYIOIIME CUCTEMbI CBSI3aHbI JPYT C APY-
roM MNpsMO NMPOMOPIMOHAJIbHBIMU CBS3IMU. [103TOMYy CMHEpPru3M pa3BUBaAETCH
KaK CHMMeTPUYHOE yCUJieHUEe (WU 0cJabJieHue) CHCTEMaMU aKTUBHOCTU APYT
Apyra. CHHepru3M - 3TO COCYIECTBOBaHHE (COTPYAHUYECTBO, 0O beJUHEHUE B
O/IHy CUCTEMY ) CUCTEM WUJIM 3JIEMEHTOB CUCTEMBI, KOT/]a KX CBOMCTBA YJIy4IIalOTCsA
WJIM YXY/ILIIAI0TCS OJJTHOBPEMEHHO.

AHTaroHusm, KOTOprﬁ YaCTO OTOXKAECTBJIAIOT C KOH(l)JII/IKTOM, — 3TO TaKoOe
cocymeCTBOBaHHUE 3JIEMEHTOB CUCTEMbBI, KOT'lda U3MEHEHHE CBOMCTB 3JIEMEHTOB
CUCTEeMBbl PAa3HOHAIIPABJIEHO. Mo0>XHO cYMTaTh, YTO aHTArOHU3M O6’be,ILI/IHHeT B
0718+4% O6Illy1'0 CUCTEMY 3JIEMEHThI, pa3aejdad IIPHU 3TOM HMX Ha [iBa I10JIKOCA (KO&J’II/I-
L[I/II/I) TaKHUM o6pa30M, 4TO, 9JIEMEHTLI Ka)i(,ILOI;'I KOaJIMIIUHM CBA3aHbI APYT C APYTOM
npAMO IMTPOIIOPHOHUOHAJIbHBIMH, d C YJIEHAMH l'IpOTI/IBOI'IOJ'IO)KHOI\/’I KOoaJIML UK o6paT-
HO ITPOIIOPIOHUOHAJIbHBIMHA CBA3AMH.

B3anMogencTBUs (B TOM 4ucJie, KOHQJIUKTBI) B KUOEpPIPOCTPAaHCTBe 00J1a-
Jlal0T CBOMMH 0COOeHHOCTAMU. YacTo cOOBITUA OOBIYHO Ha3bIBaeEMble KUOEPKOH-
GJIMKTaMU 10 CYyTH ABJAKTCA yKe KubepBolHaMu. Kak npumep, MOKHO BCIIOM-
HUTb HeJJaBHIOIO KMbepaTakKy (Mad KUOEPKOH(JIUKT) MeX/AY aKTUBUCTAMU JIBYX
rpynn: koMaH/bl U3 JlongoHa/KeneBbl Spamhaus n HUAep/IaHACKON KOMaH/bl
Cyberbunker. I1o cyTH 3T0O KOHQJUKT, KOTOPBIN ABJIAETCA aHTOTOHU3MOM 3KOHO-
MUYECKUX UHTEPEeCOB ClIaMePOB U aHTHUCIIaMepOB. Takoro paspelieHus KOHPJIUK-
Ta MO>KHO OBLJIO OBbI U30€XaThb, eCJIU 6oJiee JeMCTBEHHO O0POTHCA CO CIaMOM Ha
3aKOHO/aTeJIbHOM YPOBHE UJIUM HA000POT — 3allpeTUTh BCe Mperpazbl 0 pacnpo-
CTPaHEeHUIo JII000Y MHPOpPMALMH.

YyacTHUKaMH B3auMOJeiCTBUU (B TOM 4UHc/e U KOHPJIHUKTOB) B KHOEpPIpO-
CTPAHCTBE SIBJISIOTCSA MOJIb30BaTeNU (BO3MOXXHO 00'be/[JUHEHHbIE KOMMEPUYECKHU-
MU, OOLIECTBEHHBIMU WJIM TOCYAAPCTBEHHBIMU OPraHU3allMsIMU), MPOBaAMJIEPHI
(ycayr, cepBHCOB, CBSI3U, KOHTEHTA U T.[I.), a TAKXKe MPOTpaMMbl U 000pyA0BaHUE,
a yepe3 HUX U UX IPOU3BOJUTEIIHU.
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B npe,qnaraeMoﬁ MOJeJIN YH4aCTHHUKHU, IpeJMEeThbl U IIPUINHDBI KOH(I)JII/IKTa
COeAHMHEHDbI ITOJIOXKUTEJTbHBIMHU (COpr,ElHI/I‘{eCTBO, comacne) NJIN OTPpHULATEJIb-
HbIMM CBSI3IMU. AHAJIU3 MOJeJIN MMO3BOJIAET BBIABJIATD KOH(l)J'II/IKTHbIe CUTya-
O U pa3pemaTb UX NIYTEM U3MEHEHHA OTPULATEJIbHBIX CBsI3el Ha I10JIOXKM-
TeJIbHbIE U HaO60pOT.

PoJsib JoBepuUA B npoliecce pa3BUTUSA KUOEPKOHPJIUKTOB
C yyetoM noHumanud toro, yTo CUHEPI'M3M sT0 coTpyaHuyectBo, a AHTA-
['OHU3M 510 KOH)pOHTALUSA, HEOOXOAUMBIM YCA0BUEM J1JIS pa3BUTHUA KOHPJIUKTA
apsetca JJOBEPUE 6e3 koToporo HeBO3M0OKHO COTPYAHUYECTBO U COOTBETCTBEH-

Ho HEJIOBEPHUE npu ycTaHOBJIEHUU aHTAarOHUCTUYEeCKHUX OTHouleHUu. [Ipezsio-
»keHHasA ETK cxeMa pa3BuTHA KOHQJIMKTA YCJIOBHO IPHUBeJieHa Ha PUCYHKE.

CHUHEPTUA

AOBEPUE

KOH®JUKT

/

HELOBEPUE

b

AHTAFOHU3M

B cooTrBeTcTBUU ¢ EKT, Kak CMHEpPIru3M, TaK M daHTArOHU3M MOTYT OBbITb Ipuem-
JIEMbIMHU pE€3yJIbTATaMH pa3peIIeHNA KOH(l)J'II/IKTa. U eciu pa3BUTHUE JOBEPUA OJIA
nepexoga K COTpyaHHU4eCTBY, O4€BHUIHA, TO MEHEE€ OYEBHHA 3a/la4ad YMEHbIIEHHUA
N3JINIIHETO0 JO0BePpHUA AJIA CTVIAXXMBAHHUA HETAaTUBHBIX 3(1)(1)eKTOB dHTOI'OHMU3Ma.

B nepBoM ciiydyae npuMepoM MOTYT CAY>KATb IPOrpaMMbl U 000PY/IOBAHHUE,
XO0pOIII0 3apeKOMeH/J0BaBILME ce6sl HA MPAKTUKE U JOCTATOYHO OTKPbIThIE 6J1aro-
Jlaps MOJIUTHUKE POU3BOAUTEJEN.

[IpuMepoM BTOpOro noAxoAa siBJasieTcs U3JUIIHSASA (He0O0CHOBaHHAs) 10Bep-
YHBOCTb M0JIb30BaTeJ/IeN COLMANbHbBIX CeTel U pyrux UHTepHeT-cepBUCOB, KOTO-
pasi IPUBOJUT K yTeUYKe MePCOHANbHBIX JJAHHBIX, @ TAKXKe K PUHAHCOBbIM IIOTEPSIM.

B o6oux CJIy4adX BO3HHUKAET 3a/la4d BBEJECHUA MEPbI U cnoco6osB nu3mepe-
HHUA JOBepuUd.
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Moaenu (MeTpUKHU) AOBepUs

B nocsiegHee BpeMs MCNOJIB3YIOTCSA Pa3/iMyHble MEXaHU3Mbl U3MePEHHUs [J10-
Bepus (penyTaluu), YTO OCOOEHHO aKTyaJlbHO B BUPTYaJIbHbIX COOOIECTBAX U
CUCTeMax 3JeKTPOHHOU ToprosJiu [5]. [[pobsieMaM foBepus U penyTaluy B OH-
JIAMHOBBIX CUCTEMax MOCBSALIEHO 00JIbLIOE KOJIMYECTBO UCCIeJ0BaHU [6], B TOM
4yycJe Mo 3KOHOMHUKe (popMHpOBaHMe penyTalUy U COLMa/bHOEe 00y4deHUe),
KOMIIbIOTEPHBIM HayKaM (BbIYHUCIUTE/bHbIE MOJIEJIU JOBEPUS U penyTaluH, BO-
IpPOChI MacIITaOUPYeMOCTH, pacipeieIeHHOCTU U 6e3011aCHOCTU BbIYUC/IEHUH ),
COLIMOJIOTUH U NICUXO0JIOTUH (paliMOHaJIbHOCTb, BAXKHOCTb 9MOLIMOHAJIbHBIX U KOT-
HUTHUBHBIX PAaKTOPOB), HAYKe 0 METO/IaX yIpaBjeHus (BJAUsSHUE penyTaluu/ao-
BepUs B MAPKETUHTE, CO3/IaHMU OpEeH/Ia U T.I1.), @ TaKXKe MOJUTOJIOTHUU (BJIUSHUE
penyTaluu Ha 0OLI[eCTBEHHOE MHEHMUE).

[IpocToe cyMMupoBaHUe UM CpeJiHEE 3HAYEHME OLIEHOK

[Ipy 3TOM moAXxo/e, 3HAYEHHE pelnyTaluu ABJSAETCAd CYMMOM IOJIOKUTEJIb-
HbIX U OTPHULIATEJIbHBIX OTKJHUKOB. [IpuMep ucnosb3zoBanus — eBay. Takou MmeToz
nojicueTa NPUMUTHBEH Y 3HAaYE€HHME peNnyTalMu NoJydaeTcs rpyobiM. [I[penmyie-
CTBaMHM JIaHHOTO METO/Ia SABJISIOTCS MPO3PAaYHOCTb ¥ MOHATHOCTD J1JI14 M10JIb30Ba-
TeJsis1. boJsiee ci10KHbIe cXxeMbl UCIO0JIb3YI0TCA B Epinions 1 Amazon. B aTux cucre-
MaXx MPOU3BOAUTCS CYMMHUPOBaHME B3BElIEeHHbIX OIleHOK (Beca onpe/ieisiloTCs B
3aBHCUMOCTH OT penyTaliy, BpeMeHHU OlLleHKH, PACCTOSTHUS U T.I1.)

Mojiesiv arperupoBaHus OLEHOK JI0BePHS

Hcnonb3oBaHue MOHATHUH AOBepHUA WU pelyTanuu, OpHUEeHTHUPOBAHHbLIX Ha
JJIEKTPOHHYIO KOMMEPLHIO U BSaHMOAeﬁCTBHe B COUAJBHBIX CETAX, IPUMEHACT
pHBHHquIﬁ MaTeMaTU4YeCKuH dIllIiapatT AJd arperipoBaHUAd O EHOK:

e Abdul-Rahman u Hailes - Teopus rpados [7];
e Advogato Trust Metric - noTokHu B ceTsx [8];

e baiiecoB nozaxo/ (Mozesb Ha OCHOBe OeTa-QyHKI MU pacnpefesneHus [9] u
Mo/iesib CyO'beKTUBHOM Jioruku [10]);

e MoJleJib peleTku [12].

13 npuBeseHHOrO nepevyHs MojieJiel 0TMEeTHM, 4YTO Mojiesib Abdul-Rahman u
Hailes, a Tak»xe MojieJib pellleTKU OpUeHTHPOBAHBI He HAa KOJIMYECTBEHHbBIE, a HA Ka-
YyeCTBEHHbIE [T0Ka3aTes Iy joBepus (UTo 6oJiee eCTeCTBEHHO U YA00OHO /J1S1 OII€HOK).

Moge/sib aHaJIMTUYECKUX 3aBUCUMOCTEH

BoJsiee 0611yt0 dopManusanyio foBepus AaeT B cBoel paboTe [13] C.Mapi.
OH npejsiaraeT BBOJUTb MHOKECTBO IMEPeMeHHbBIX U CII0CO0 UX 06'beIUHEHUS JJIs
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NOJIyYeHUs OZJHOTO 3HAaYeHHUs A0BepHus B Auana3oHe [-1; 1]. Tak kak 3Ta MoJiesib
OyAeT UCI0JIb30BaThCs Jlajiee, IPUBEJIEM UCIO0Jb3yeMble B HEM 0603HAYEHUS U
COOTHOILIEHUS AJis1 6a30BOT0, 0OLIEr0 U CUTYallMOHHOI0 JI0OBEepHs, B 3aBUCUMOCTHU
OT 3HaHUH (0MbITA), BAXKHOCTH Y MI0JIESHOCTH B JJAHHOM CUTYalUU:

HaumeHoBaHue 0603HayeHHne O6s1acTb 3HaYeHUe
Cutyauuu aByde
Y4acTHUKHU (aKTOpBI, areHThl) [a, b, ¢
3HaHuda (Hanpumep x 3HaeTy) | Kx(y) 0,1
Ba)KHOCTB (T. €. B&XKHOCTb 1151 Ix(c) (0,+1]
X CUTyalluH )
[Tosre3HOCTH (T. €. 10JIE3HOCTh Ux(c) [1,+1]
JUISl X CUTyallH o)
basoBoe foBepue (T.e. oBep- Tx [1,+1)
YUBOCTD X)
O6uiee goBepue (X JoBepsieT Tx(y) [-1,+1)
y)
CuTyanMoHHOe I0Bepue Tx(y,a) [-1,+1)
[Topor coTpyaHudecTBa (B cu- CTx(0)
TyaIyu a)
OkujilaeMblil pUCK PRx(a) [0,1]
Oxupaemasi KoMneTeHTHOCTB | PCx(y,a) [0,1]
OxupaemMasi N0JIE3HOCTD PUx(y,a) [0,1]

ITHU XapaKTEPUCTUKHU CBSI3aHbI CJeAYIOUMMHA COOTHOIIEHUSIMU:
T (y,0)=U () ()T (y)*
WUJIU B 60Jiee CJI0KHOU 3aBUCUMOCTHU:
T, (v,0)=(U ()+T (y)*)L ()T (y)**,
rae:

T, (y)* - o603Ha4aeT OLleHKY J0BepHs X 110 OTHOIUEHHUIO K y (Cpe/iHee 3Haye-
HUE JI0BepUsi BO BCEX BO3MOXKHbIX CUTYalUSX; APYTUMU CJI0BAaMU penyTalus);

T (y)* * - cyobeKTHBHas OlleHKa JI0BEpHs X M0 OTHOUIEHUIO K Yy (CpeaHAs
OlleHKa JJ0BepUsI, HO C y4eTOM 3HAHUU X 0 V).

B mozesnin C.Mapiua npejnosiaraeTcs, YTO 3T 3HAa4Y€HUA MOTYT MEHATHCA BO
BpeMeHU. ITO MO3BOJISIET PAaCCMATPUBATD «IVIYOUHY» MaMSTH, OJJTHAKO MPUBOJAUT
K O0Jiee CJIOKHBIM 3aBUCUMOCTSAM, KOTOPBIE 3/1eCb PACCMAaTPUBATbCA HE OYAYT.

3HaueHUs JIOBEPUS] UCIOJb3YIOTCS, YTOOBI IOMOYb areHTy NPUHATH pellle-
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HHe O BSaHMOAEﬁCTBI/IH C APYIrMM dar€éHTOM Ha OCHOB€ HEKOTOpPOro Imopora. Co-
TPYAHNYECTBO X MUY B CUTYdllUH A BO3MOXHO, €CJIN CUTYAallUOHHOE JOBEPHE BhIIIE
HEKOTOPpOro nmopora:

T (y,a) > Cooperation_Thresholdx(a) => BO3M0XHO COTPYHUYECTBO, I/ie TIOPOT
koonepanuu Cooperation_Thresholdx(a) onpeaensieTcs, HanpUMep, UCXO/IST U3 0XKU-
JlaeMOro pHCKa U 0’KH/IaeMOM KOMIIETEHIIMM KOHTPAareHTa ¥ B&YKHOCTH CUTYaILUH:

Cooperation_Threshold (a) = (PR («) / PC (y,a))I ()
WM 60Jiee TOYHO:

Cooperation_Thresholdx(a) = (PR (a) / (PC (y,a)+ T (y)*))I («)
[TocTpoeHre MoJe/iM U3MepPEHUS B KAYeCTBEHHbIX IIKaIaxX

Ha npumMepe npuBeseHHOU Bblllle aHAJUTHUYECKOW MOJEH MOKaXXeM BO3-
MOXHOCTb IOCTPOEHHUS MO/IEJIU C U3MEPEHUEM OCHOBHBIX XapaKTEPUCTHUK B Kaye-
CTBEHHBIX IlIKaJiax. [I[py 3TOM pe3ysbTaT U3MepeHHUs JO0BEPUS OY[eT HAXOAUThCS
y»Ke He B MHTepBavie [-1; 1], a npuHajJiexaTb HEKOW KadyeCTBEHHOU lIKaJie (Ha-
IpUMep: «OUYeHb IJIOX0», «IJIOX0», «YAOBJETBOPUTEJNbHO», «XOPOIIO», «OTJIHY-
HO»). B kauecTBe TakoM LIKaJa OyZeM B JaJibHeHNIIEeM UCI0JIb30BaTh LKAy paH-
roB C N rpaJlalUsiMHU.

Hpeanonaraﬂ, 94TO BC€ IIpUBEJECHHbLIE BbIIIEC 0003HaYeHUs N3MEPEHLbI B
OAWHAKOBBIX Ka4€CTBEHHbBIX HIKaJiaX (HpI/I‘IEM AOoBepHe N HeaJOoBepuUue 6YI[YT
pacCMaTpUBATbCA OT,ZLeJ'IbHO), npeacraByuM IprUBEeAEHHBIE BbIII€ dHAJIUTHUYE-
CKHMe 3aBUCHMMOCTH BHUE:

T:(y, )
I.(e) U.(a) T;Iy)
T:(y) T(y) T:(y)
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HNJIN, COOTBETCTBEHHO:

"\

Perceved_Utility (v, «)

T, (y)
UAQ) /
)

)
Tx(y) Ty

~reputation

I.(a)
(Ty(z

" Jid I1Io0pora Kooliepanuu:

Cooperation Threshold (o)

e

—

I.(a) Perceived Risk () Perceived Competence _(y,a) T.(y)

/1l TaKUX MepapXUueCcKUX CTPYKTYp paHee pacCMaTpUBAJIUCh (CM., HAPU-
Mep, [14]) pa3/inuHble METOAbI arperupoBaHUs U peobpa3oBaHUs LIKaJI: JIEKCU-
Korpaduyeckoe ynopsijodeHyde (IOCTPOeHUe OTHOIIEHUs MOPsiZKa Ha JleKapTo-
BOM NPOU3BEJEHUU MHOXKECTB), METOJ, CYMM PaHroB U T.J. [I0CKOJIbKY B HalleM
cydae uepapxudeckue CTPYKTypbl IOCTPOEHbI U3 aHAJUTHUYECKUX BbIpaXKeHUH,
TO 11eJ1eC0006Pa3HO UCMO0Jb30BaTh CBEPTKHU 1IKaJ COOTBETCTBYIOLUE apUPMETH-
4YeCKUM JeUCTBUSAM, C COXPaHEHHEM Pa3MEPHOCTH IIKaJl.

B 06111eM ciydae 3a/1a4a NOCTPOEHHUS TAKUX CBEPTOK MPeEJCTABASET 3aa4y
MOCTPOEHUSI IMHEHHOTO NOPsi/iKa HA JeKapTOBOM IPOU3BeJeHUH JIMHEWHO YIIO-
Ps/I09eHHBIX MHOKECTB OJIJMHAKOBOH pa3MepHOCTU N U 06’ beJMHEHUH 3JIEMEHTOB
3TOTr0 MPOU3BeleHHs B N KJIaCCOB 3KBUBAJIEHTHOCTH. Ha TakoM eKapToOBOM Mpo-
M3BeJeHUU UHAYLMPYETCS OTHOIIEHHEe YaCTUYHOTO MopsaKa:
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(1) =(kl) <=iz2k & j=I,
rae Lj,k| MHIEKChbl JIMHEWHO-YNOPSAJOYEeHHBIX MHOXECTB M UX JIeKapToBa

IIpOU3BEACHUAA.

Ucnosb3ys mofxo/i, OCHOBAaHHbIN Ha YIIOPS0YEHUU CYMMBbI U IPOU3BE/ EHUS
PaAHTOB, MOXXHO MOJIYYUTh MYJbTUIJIMKATUBHYIO U aJIAUTUBHYI0 CBEPTKH, Y/IOB-
JIETBOPSIOIME UHAYIIMPOBAHHOMY OTHOILIEHUIO YaCTUYHOT0 OPSAKa.

Huxe f11 paHroBBIX LIKaJ C 5-10 rpajalusaMy pUBeJeHbl IPUMeEPHI CBEp-
TOK — (X) - MyJIbTUIIJIMKAaTUBHOM U (+) - a;IUTUBHOM:

ol 5 B e B A + |1 |23 |4 |5
e 11 11 |1 11|23 |4|5
e 1| 2 | 2|2 |2 212|123 4|5
. 12 | 2 |3 (3 3|3 |3|3|4|5

JlJ1s1 oniepayyii JieJieHUsl U BBIYMTAHUSI IOCTPOEHUE CBEPTOK MEHEE OUEBU/HO.
B saTOM Ccityyae /1151 0THOTO U3 JIMHENHO YIIOPSJ0YEHHBIX MHOXKECTB OTHOIIEHUS T10-
psiZiKa U3MEHSIETCS Ha MPOTUBOIOJIOXKHOE, YTO COOTBETCTBEHHO MOAUDUIUPYET OT-
HOIIIEHUE YaCTUYHOM YNOPsIJ0YEHHOCTH Ha IEKAPTOBOM NPOU3BEAEHUN MHOKECTB:

()2 (kl) <= i<k & j=2I,

rae Lj,k! MHAEKChbl JIMHEWHO-YNOPSAJOYEeHHBIX MHOXECTB M UX JeKapToBa
NIpOU3BEJIEHUS.

Huxe npuBeseHbl MpUMepPbl CBEPTOK PAHTOBBIX LIKaJ C 5-10 rpafalUsMHU
COOTBETCTBEHHO [JIJisl onlepalui AeseHus (/) U BblYMTaHUs ( - ), OCHOBaHHbIe Ha
yIOpsi/J04eHU U YACTHOTO U PAa3HOCTH PAHTOB U YA0BJETBOPSIOLK e HOBOMY OTHO-
IIEHUIO0 MOpsi/IKa Ha JIeKapTOBOM MPOU3BeIeHUH MHOXKECTB:

Fflrl2Z2|2 4|5 | Bl e
N 3 (11|11 N 321|112
5 (3|2(2]|2 B 4|32 (1|1
3|5(4|3|2]|2 BN 5 (4|3 (2|1
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HOJ’Iy‘{EHHbIe CITOCOOBI CBEPTKH IIKaJ MOTYT OBbITh O606H.[€Hbl JAJId IIKaJa C
IIPON3BOJIbHBIM KOJIMYECTBOM rpa,qam/n?l, OJHAKO MpUBEeAEHHOE YHUCJIO rpa,qaum?l
y,£[06HO AJIA IIPAKTHYECKUX BbIYMCJIEHUH, YTO 6y,qu HCITIOJIb30BAHO HHUKE.

[IpoBesieM cpaBHeHHE pe3y/bTaTOB aHa/JIN3a MOAUPUIMPOBAHHOK GOPMYIIbI

quis1 Cooperation_Thresholdx(a), npuBeieHHbIX B onvcanuu Mogenu C.Mapiua [13],

C JAHHBIMH [OJIy4YaLUIMMHUCA TIPH Tepexo/ie K KaueCTBeHHbIM HikasiaM npH | (a)=1.
Tabnuna mogenu Cooperation_Threshold (a)

-1 Oxnnaemas komnerenuus PC (y,a) + T (y)*
-0,5 0 +0,5 +1 +2
Puckn. PR (a) 0 0 0 00 0 0 0
+0,5 -0,5 -1 00 +1 +0,5 +0,25
1 -1 2 0 +2 +1 +0,5

Ta6auua Cooperation_Threshold (a) B panrosbix mkanax

1 Oxnpnaemas komnerenuus PC (y,a) + T (y)*
2 3 3 5 5
Pucka. 1 1 1 1 1 1 1
PR (@) 3 5 4 3 3 2 2
5 5 4 4 4 3 3

B koMMeHTapuax paboTsl [13] npu cpaBHEHHUM 3TUX TA0JINAL, YKa3aHO:

* €CJIM HET PUCKA, TO AOJI’KeH ObITh U MUHUMAaJIbHBIN IIOPOT COTPYAHUYECTBA
(kak BUAUM 3TO CIpaBeAJIMBO AJis1 06eUX TabJIUI| U 60Jiee TOTO, B TabJIHIE pAHTO-
BBIX IIIKaJIaX OTCYTCTBYET OIIMOKa, CBI3aHHasI C JieJeHreM Ha 0);

e B ciiyvae, korga PCx(y,a) = - Tx(y)™* B aHauTU4YeCKHUX GpOpMy/iaX BOSHUKAET
Heolpe/leJIeHHOCTb, @ PAHTOBbIX LIKaJIax HET;

* HU3KHUU YPOBEHb KOMIIETEHI[UHM U BLICOKUU PHUCK JA0/KHBI TPUBOJUTD K BbI-
COKOMY 3HAYEeHHUIO ITOPOra COTPYHUYECTBA, YTO Mbl HA0JI10/IaeM TOJIbKO B PAHTO-
BbIX LIIKaJIaX, 3 B aHAJIUTUYECKOU MO/IeJIM 3TOr0 HeT (aBTOp CUMTAET 3TO OJHUM
M3 TJIaBHBIX HEJIOCTATKOB);

e IpU TMOCTOSTHHOM PHCKe C POCTOM KOMIIETEHIIMH MOPOr COTPYAHHUYECTBaA
JIOJI’KEH CHHXKATbhCS, YTO Mbl HaOJII0JlaeM B 00eMX Ta0JIHLIaX.

Bcero B pa6ore [13] npuBoauTcs 12 3aMedyaHU M, CBSI3aHHbIX B OCHOBHOM C He-
KOPPEKTHOCTbI0 BBIYUCEHHUS aHAJIMTUYECKOM 3aBUCUMOCTH. Kak MO>XHO BU/IETD,
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HEKOPPEKTHOCTH aHAJIMTUYECKOH MO €EJIH, OITMCAHHbIE B 3aM€4YadHHUAX, B C/iydae
Ka4€CTBE€HHbLIX IIKaJI MPOIIaAdr0T, a BCe 0COOEHHOCTH NnmoBeieHud, CBA3aHHLBIE C
YCTaHOBKOﬁ BBICOKOI'O MJIM HU3KOT'O ITopora COTpyaHU4YeCTBa COXPaHAOTCA.

3aKk/IloueHue

MbI paccMoTpesiu 3aia4y M3MepeHUsl JoBepus PY Npeobpa3oBaHUU aHaAIH-
TUYECKUX MO/IeJIel K ONIMCAaHUIO B BU/IE MepPAPXUUYECKUX CTPYKTYP U IPU Nepexo/ie
K Ka4eCTBEHHbIM ILlIKaJlaM U3MepPeHHUU. ITO BCEro JIUIIb 0/IHA, XOTS U BaXKHeu11as,
XapaKTepUCTHKa IIpoliecca pa3pelieHus1 KOHQIUKTA. X0TeN0Ch Obl OTMETUTD, UTO
NpO3pPavyHOCTb U NPOCTOTA U3MEPEHUS XapAKTEPUCTUK 0COOEHHO BaXKHa P aHa-
Jiu3e KOHQJIUKTHBIX CUTyalUH, TaK KaK OHa [0/’KHA ObITh MOHSITHA BCEM Y4acT-
HUKaM KOHQJIMKTA, UTO, 6€3yCI0BHO, A,0/KHO CIOCOOCTBOBATH €r0 pa3pelleHuIo.
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THE CONCEPT OF «TRUST» IN CYBER CONFLICT MODELING

Today the concept of “trust” is more and more often used when discussing
the problem of cyberspace relations (the Internet, social networks, financial
transactions, etc.) gradually replacing such terms as “reliability”, “protectability”,
“security” (and their measurable parameters). Furthermore a number of experts
believe that the concept of “trust” can completely replace the conventional notion

of security and its characteristics.

This is primarily due to economic issues: the sale of hardware, software,
services, data, and other goods and services in cyberspace when the buyer
often have no access to objective characteristics of the goods and services he/
she purchases.

Overconfidence in cyberspace may prove to be unsafe. In particular, the study
conducted by researchers from the University of Pennsylvania and Duke University
along with Intel Labs® proofs that two-thirds of Android® applications track
dialed numbers, gather information on the geographic location of the device (a
cellphone, tablet computer, etc.) and carry out other “suspicious” operations with
user’s personal data.

It will therefore be worthwhile to give a more precise definition to the notion
of “trust” and identify its role in terms of emergence, development and elimination
of cyber-conflicts.

Cyber-Conflicts as Determined by the Unified Theory of Conflict

The Unified Theory of Conflict (UTC) [3] views a conflict as a dialectical
contradiction which sets the system in motion. The results of a conflict are either
synergy or antagonism.

In the case of synergy all the interacting systems are linked to each
other in a directly proportional relationship. Therefore, synergy represents a
symmetrical reinforcement (or weakening) of the interacting systems. In other
words, synergy is a type of coexistence (collaboration, merging into one system)
of systems or elements of a system when their parameters get reinforced or
weakened simultaneously.
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Antagonism, often understood as a conflict situation, represents a type of
coexistence of elements of a system when the changes in the properties of the
system elements go in different directions. It reasonable to say that antagonism
joins elements into one system while separating them onto two poles (coalitions)
in such a way that the elements in each coalition are linked to one another through
a direct relation while maintaining an inverse relation to the elements in the
opposite coalition.

Interactions (including conflicts) in the cyberspace have their own peculiar
properties. Very often the so called cyber-conflicts are in fact no less than cyber-
wars. For instance, one can recall the recent cyber-attack (or cyber-conflict)
that took place between activists of two groups: Spamhaus (London/Geneva)
and Cyberbunker (the Netherlands). In essence this conflict is an example of
antagonism between economic interests of spammers and anti-spammers.
The conflict could have been avoided altogether if the spamming activity had a
more robust legal barriers or, alternatively, if barriers to dissemination of any
information were removed.

Interacting parties in the cyberspace (including parties in conflict) are
represented by users (possibly joined through commercial, public, or government
organizations), providers (of services, communication, content, etc.), as well as
software and hardware and thus their respective manufacturers and developers.

In the proposed model all participants, the causes and the subject matter of
a conflict are interlinked with positive (cooperation, accord) or negative relations.
Analysis of the model helps to identify a conflict situation and resolve it by replacing
negative relations with positive ones and vice versa.

The Role of Trust in Cyber-Conflicts

Considering the fact that SYNERGY means cooperation and ANTAGONISM
means confrontation, the necessary prerequisite for a conflict situation is TRUST
which is essential for cooperation and MISTRUST which appears when relations
begin to show antagonism.

Under the UTC both synergy and antagonism may be acceptable as results
of a conflict situation. An obvious solution will be to build up trust to promote
cooperation, yet, although less obvious, excessive trust might also be reduced to
diminish negative effects of antagonism.

As an example of the first approach we can consider software and hardware
with a good record of practical application and open marketing policies offered by
their developers.
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An example of the second approach is excessive (unreasonable) trust exercised
by users of social networks and other online services which causes leaks of personal
data and financial losses.

Both cases require special methods and means of measuring the level of trust.

Trust Models (Metrics)

Over the recent years various mechanisms for measuring trust (reputation)
have been in use which is especially important for virtual communities and systems
of electronic commerce [5]. The problem of trust and reputation in online systems
is the topic of many studies [6] conducted in economics (building up reputation,
social learning), computer science (computational models for trust and reputation,
scalability, distribution and security of computing operations), sociology and
psychology (rationality, the importance of emotional and cognitive factors),
management science (the role of reputation/trust in marketing, brand building,
etc.) and political science (the effect of reputation on public opinion).

Simple summation or the average value

The reputation is represented by the sum of the numbers of positive and negative
comments, an example of this approach in use may be given by eBay. This method is
primitive and the resulting reputation values are rather a rough approximation. The
advantages of this method, however, are transparency and clarity for the end-user.
Epinions and Amazon apply more complex counting algorithms with weighted values
(the weights are determined based on the reputation, the time of valuation, distance, etc.)

Aggregators of trust values

Trust and reputation as applied to e-commerce and social networks may be
evaluated through a number of mathematical aggregators:

e Abdul-Rahman and Hailes - the graph theory [7];
e Advogato Trust Metric - network flows [8];

e Bayesian approach (based on the beta distribution function [9] and the
subjective logic model [10]);

e the lattice model [12].

In the above list, the Abdul-Rahman and Hailes model and the lattice model
focus not on the quantitative, but qualitative indicators of trust (which is more
natural and convenient for the estimate).

Analytical relationship model

S.Marsh has proposed a more general formalization of trust in his research
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[13]. He suggests a set of variables and such their arrangement as to arrive at one
trust value within the range of [-1, 1]. Since this will be the model used hereinafter,
we provide the notation and relationships for the base, overall and situational
trust values depending on the values of knowledge (expertise), importance and

usefulness in a particular situation:

Description Notation Range of
values

Situations afyoe

Participants (actors, agents) ab,c

Knowledge (e.g. x knows y) K(y) 0,1

Importance (i.e. importance of situation a for |1 (a) [0,+1]

X)

Usefulness (i.e. usefulness of situation a forx) |U (a) [-1,+1]

Base trust (i.e. gullibility of x) T [-1,+1)

Overall trust (x trusts y) T (y) [-1,+1)

Situational trust T (ya) [-1,+1)

Cooperation threshold (in situation o) CT (o)

Presumed risk PR (a) [0,1]

Presumed competence PC (y,0) [0,1]

Presumed usefulness PU (y,0) [0,1]

The above parameters are linked through a following relationship:
T (,a)=U[a)I(a)T(y)*
or through a more complex relationship:
T, (ya)=(U (a)+T (y)*) L () T (y)**,
where

T (v)* represents the value of trust x has for y (a mean trust value for all
possible situations or, in other words, reputation);

T (y)** represents the subjective value of trust of x for y (mean trust value
taking into account the knowledge x has of y).

The model by S.Marsh assumed that the above values may change over time. It
makes an allowance for a certain “depth” of memory, and yet results in more com-
plex relationships which shall not be considered in this document here.
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The trust values are assessed to assist an agent in making the decision wheth-
er to interact with another agent by comparing against a certain threshold value.
Cooperation between x and y in a given situation a is possible when the situational
trust is above a certain threshold value:

T (y,a) > Cooperation_Threshold (a)=> cooperation is possible, where the co-
operation threshold Cooperation_Threshold () is calculated, for instance, based
on the presumed risk and the presumed competence and the importance of the
situation:

Cooperation_Threshold (a) = (PR (o) / PC (y,0))-1 (@)

or more precisely:

Cooperation_Threshold () = (PR (a) / (PC (y,a)+ T (y)*))-1 (2)
Measurement Model for Qualitative Scales

Using the above analytical model we will demonstrate how to build a model
accounting for changes of primary parameters in qualitative scales. In that case the
resulting trust value will no longer be in the range [-1, 1], but will be expressed in

terms of a quality scale (e.g.: “very poor”, “poor”, “satisfactory”, “good”, “excellent”).
We shall hereinafter use a scale of ranks with n number of grades.

Assuming that all of the above values are expressed through the same
qualitative scale (the trust and mistrust values are to be considered separately) the
above analytical relationships may be represented as shown below:

T:(y, @)

—

Te(y)
T:(y) T:(y)

or, accordingly:
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Tz (y, a)

‘\

Perceved Utilit:,,r -y, a)

I.(a) / =reputation

ZI.' ZI.' I

for the cooperation threshold:

Cooperation Threshold _(«)

"‘--._

e

e ——

I.(a) Perceived Risk ;(a) Perceived_Competence _(y,a) T.(y)

Such hierarchical structures were previously processed (e.g. [14]) using

various aggregation and scale transformation techniques: lexicographical
ordering (ordering relation of Cartesian product of sets), the method of the rank
sums, etc. Since our hierarchical structures are built on analytical expressions, itis
advisable to use scale convolutions that correspond to the arithmetic operations
keeping the same scale graduation.

In the general case, the problem of building such convolutions represents a

linear order problem with Cartesian product of linearly ordered sets of the same
dimension n and classifying the product elements under n equivalence classes.
Such Cartesian product induces a partial order relation:

(ij) 2 (kD) <= i2k & jzI,

where ij k,lare the indices of the linearly ordered sets and their Cartesian product.
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Additive convolutions which satisfy the induced partial order relation can be
obtained by ordering of the rank sum and product multiplicative.

Examples of the multiplicative (x) and additive (+) convolutions for rank scales
with graduation of 5 are shown below:

-l [ ) e 2 [ i 2 [ + (12|24 ]|5
i1/1]1|1|1]|1 11112 (3|4(5
2122 (2|2 22|23 |4]|5
=8l 1|23 (2|3 F (3|3 |3|4]|5

For the operations of subtraction and division the respective convolutions are less
obvious. In such case the ordering relation for one of the linearly ordered sets is reversed
which changes the partial order relation of the Cartesian product of sets accordingly:

(ij) = (kl) <= isk&j=I,

where ijkI are the indices of the linearly ordered sets and their Cartesian
product.

Examples of convolutions of rank scales with graduation of 5 for the opera-
tions of division (/) and subtraction (-) respectively based on the ordering of the
quotient and difference of the ranks satisfying the new order relation for the Car-
tesian product of sets are given below:

P b e e | S S P A s
i1/3|]1|/1|1]|1 1132|111
o 5 (3|2 (2|2 2(4(3|2(1]|1
3 (54|13 (2|2 2 (54|13 (2|1

Although the proposed methods of convolution of scales can be applied to
scales with an arbitrary number of gradations, the gradation number presented
above is convenient for practical calculations as demonstrated below.

Let us now compare the results of the analysis of the modified formula for Co-
operation_Threshold (a) given by S.Marsh in his model [13] with the data obtained
from the transition to the qualitative scales when I (a)=1.

Values of the Cooperation_Threshold (), (Model)
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-1 Presumed competence PC (y,a) + T (y)*
-0,5 0 +0,5 +] +2
0 0 0 00 0 0 0
PR (@) +0,5 -0,5 -1 00 +1 +0,5 +0,25
1 -1 2 00 +2 +1 +0,5
Values of the Cooperation_Threshold (a), (Rank scales)
1 Presumed competence PC (y,a) + T (y)*
2 3 3 5 5
1 1 1 1 1 1 1
PR (a) 3 5 4 3 3 2 2
5 5 4 4 4 3 3

As regards the comparative analysis of the tables the commentary provided in the
study [13] indicates the following:

in the absence of risk the cooperation threshold must be minimum (true for
both tables, no math error in the rank scales table for no division by 0);

when PC (y,a) = - T (y)* the value in the analytical formulas is not defined,
while the corresponding value in the rank scales is;

low values of competence and high values of risk must result in a high coop-
eration threshold which is observed only in rank scales and is altogether absent in
the analytical model (the author considers this to be one of their main drawbacks);

when the competence value is growing while the risk values remains a constant
the cooperation threshold should decrease which can be observed in both tables.

The study [13] offers the total of 12 comments which are mostly related to
inconsistencies of calculating the analytical relationship. As illustrated above the
inconsistencies of the analytical model provided in the commentary disappear
after transition to the qualitative scales while preserving all of the behavioral
characteristics relating to the high and low cooperation threshold.

Conclusion

We considered the problem of measuring the level of trust when representing
analytical models as hierarchical structures and when applying qualitative measurement
scales. This is just one, albeit a very important characteristic of the conflict resolution
process.Itisworthwhile to note that transparency and simplicity of measuring parameters
is of a particular importance when analyzing conflict situations as it must be clear to all
parties to the conflict which then, of course, makes its resolution an easier task.
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